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¢ Blockchain-Driven Consent Management: Developed a novel dig-
ital consent platform that leverages Ethereum blockchain and smart
contracts to securely record, manage, and audit patient consent in
healthcare. This solution ensures immutability, transparency, and tamper-
proof recordkeeping.

e Enhanced Privacy and Data Security: Integrated advanced en-
cryption techniques and data minimization principles to protect sensi-
tive patient information while complying with privacy regulations such
as GDPR. The decentralized architecture reduces the risk associated
with centralized data breaches.

e Cloud-Integrated Architecture: Combined cloud computing with
blockchain technology to enable a scalable infrastructure. The archi-
tecture supports secure video data collection and real-time consent ver-
ification, vital for projects like NewbornTime that aim to improve new-
born care.

e User-Friendly Analytics Dashboard: Designed an intuitive, feature-
rich dashboard that allows healthcare providers and researchers to mon-
itor consent trends and access actionable insights. This enhances the
decision-making process and bridges the gap between complex tech-
nologies and everyday clinical practice.

e Performance and Scalability Evaluation: Conducted extensive
experimental analysis of gas consumption, transaction throughput, and
scalability. The insights gained provide a solid foundation for further
optimization and larger-scale deployment in healthcare settings.
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Abstract

This study introduces a cutting-edge architecture developed for the New-
bornTime project, which uses advanced Al to analyze video data at birth and
during newborn resuscitation, with the aim of improving newborn care. The
proposed architecture addresses the crucial issues of patient consent, data se-
curity, and investing trust in healthcare by integrating Ethereum blockchain
with cloud computing. Our blockchain-based consent application simplifies
patient consent’s secure and transparent management. We explain the smart
contract mechanisms and privacy measures employed, ensuring data protec-
tion while permitting controlled data sharing among authorized parties. This
work demonstrates the potential of combining blockchain and cloud technolo-
gies in healthcare, emphasizing their role in maintaining data integrity, with
implications for computer science and healthcare innovation.

Keywords:

1. Introduction

The collection of health data is of invaluable importance in medical-
related research. While some data is routinely collected and stored, research
projects often require the collection and storage of additional data. Informed
consent is the general rule when collecting personal data for research [1]. Tra-
ditionally, this has been done by signing a paper, which is then stored, and
manually assigning a study ID to pseudonymize the data. This process is
heavy, and a modern solution would include the digital collection of consent,
sometimes called eConsent [2, [3].
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The recent European Health Data Space (EHDS) initiative exemplifies
the future expectations for sharing health data. For data requiring consent,
digital consent through a smart contract is a valuable solution [4], facilitating
the giving, changing, and withdrawing of consent throughout the data’s lifes-
pan. For such digital consent systems to be widely adopted, they must be
trustworthy. Users should be able to trust that personal information, such as
names and identification numbers, and the key linking personal identification
numbers to study IDs, are not seen or shared. Concerns about unauthorized
access, data breaches, and privacy have increased the need for new solutions
that protect patient rights and health data.

In this study, we propose a blockchain-based digital consent solution for
research data, to be used within the NewbornT imeE] project [5]. To ensure
trustworthiness, all personal information is encrypted, and the correct con-
sent information is kept together with all consent changes throughout the
data’s lifespan. The consent information is stored on a blockchain, ensuring
tamper-proof consent records.

Globally, 10% of newborns require assistance to start breathing after
birth, and approximately 5% need ventilation [0l [7]. NewbornTime — Im-
proved Newborn Care based on video and artificial intelligence is a research
project that collects thermal video data from the time during labor, right
before and after birth, as well as visual light video from the resuscitation ta-
bles for newborns needing assistance to start breathing. Using Al for activity
recognition, the project aims to create objective timelines of events, such as
birth and resuscitation interventions [8,[9]. These timelines can be compared
with guidelines and outcomes, supporting knowledge generation, debriefing,
and quality improvement [10].

Collecting and processing sensitive video data raises significant ethical
and legal challenges. The NewbornTime project addresses these concerns
through data minimization and a secure, multi-layered approach to ethical
data handling using a secure cloud platform for video data storage. Strict ac-
cess control and security protocols ensure compliance with the General Data
Protection Regulation (GDPR). To manage patient consent, the project em-
ploys a blockchain-based system developed with BitUnitOIEI. This approach
ensures transparency, immutability, and traceability of consent records, ac-
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cessible only to authorized parties.

The main contributions of this study highlight significant advancements
at the intersection of blockchain technology, cloud computing, and healthcare
consent management.

1.

Blockchain-Based Consent Application: We present a blockchain-
driven consent application specifically tailored for healthcare needs.
This application securely and transparently manages patient consent,
leveraging blockchain’s tamper-proof and immutable features within
the healthcare ecosystem.

Smart Contract Integration: A central component of our solution
is the use of smart contracts, which ensure secure, decentralized, and
automated handling of consent transactions. By employing Ethereum’s
robust platform, the consent records remain accurate and resilient to
unauthorized alterations.

Privacy and Security Measures: Recognizing the sensitivity of
healthcare data, our system incorporates advanced encryption tech-
niques to safeguard personal information. Additionally, data minimiza-
tion and decentralized storage ensure compliance with privacy regula-
tions like GDPR, reducing vulnerabilities associated with centralized
systems.

User-Friendly Dashboard for Consent Management: To en-
hance accessibility and usability, we have integrated a consent man-
agement dashboard. This dashboard allows users to view, edit, and
withdraw consents while providing insightful visualizations of consent
trends over time. Its intuitive interface bridges the gap between tech-
nical innovations and user experience.

Broader Implications for Healthcare: Beyond the NewbornTime
project, our research demonstrates the transformative potential of com-
bining blockchain and cloud technologies in healthcare. These innova-
tions not only address current challenges in consent management but
also pave the way for broader adoption of secure and transparent data-
sharing practices across the sector.

Our study represents a crucial step toward addressing the challenges of
patient consent, and data security in healthcare. By presenting an integrated
solution that combines blockchain, cloud computing, and a user-friendly
dashboard within the scope of the NewbornTime project, we demonstrate



the system’s ability to ensure data integrity, and advance healthcare inno-
vation. These contributions provide a strong foundation for future research
and real-world implementation in diverse healthcare settings.

2. Preliminary Information

Before exploring the details of our architectural framework and its use in
the NewbornTime project, we need to build a basic understanding of some
key concepts that support our research. These concepts, such as blockchain,
smart contracts, and Ethereum, provide the foundation for our approach.

2.1. Blockchain

Originally developed as the distributed ledger technology behind cryp-
tocurrencies like Bitcoin, blockchain is a decentralized and unchangeable
digital ledger represented as L. It records transactions, where each trans-
action T; is a set (S;, R;, D;) that includes a sender’s address S;, a recipi-
ent’s address R;, and data D;. The ledger £ is made up of blocks B;, so
L = [By,By,...,B,]. Each block B; holds a group of transactions and is
linked to the previous block using cryptography, ensuring tamper-resistance
through a hash function H : H(B;) = B;(prev hash). This transparency and
security make blockchain highly valuable in industries that need openness,
and data integrity.

2.2. Smart Contracts

Smart contracts are self-executing, predictable programs represented as
C and deployed on blockchain platforms like Ethereum. A smart contract C
contains logic L¢ as code, which sets conditions Ceonditions that, when met,
trigger actions Cactions- In a pseudocode representation:

Smart Contract C:
Conditions: C_conditions
Actions: C_actions

Smart contracts remove the need for intermediaries by automating con-
tract execution based on predefined rules, promoting transparency, security,
and efficiency. They are suitable for various uses, such as legal agreements,
supply chain management, and managing healthcare consent.



2.8. Ethereum

Ethereum, represented as £, is a leading blockchain platform that en-
hances the capabilities of blockchain technology [I1], 12]. It maintains a
global state S, made up of accounts A, where each account A; is identified
by an address A;address. Ethereum allows developers to create and deploy
smart contracts, enabling a wide range of decentralized applications (DApps).
Ethereum’s Turing-complete scripting language and flexible ecosystem make
it a great choice for projects that combine blockchain with innovative con-
tract capabilities across various fields, including healthcare.

With this basic understanding of blockchain, smart contracts, and Ethereum,
we are ready to dive into the details of our architectural framework and how
it is used in the NewbornTime project. Our approach uses these technolo-
gies to tackle the important challenges of patient consent, data security, all
supported by a strong theoretical foundation.

3. Web Interface for Users

The web interface of the NewbornTime project has been designed to
provide a user-friendly platform for users to give, view, and manage their
consent related to participation in the project. Below are the key components
of the interface with relevant screenshots.

3.1. User Consent Submission

When a user accesses the platform, they are prompted to provide their
phone number to receive a verification code, ensuring that the user giving
consent is verified (Figure(l]). This step is crucial for verifying that the correct
individual is interacting with the system.

The system also supports the entry of paper-signed consents by research
staff, ensuring that all consent records, whether digital or paper-based, are
centralized and accessible for verification. This feature accommodates sce-
narios where paper signing is more practical, such as during initial participant
recruitment.

3.2. User Dashboard

After verification, users are presented with a dashboard where they can
give consent, view or edit existing consents, and modify personal information
(Figure . The options are straightforward and designed to allow users to
quickly navigate the platform.
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Figure 1: Initial screen for user consent submission, requiring phone number verification.
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View/edit consent(s)

View/edit personal information

Figure 2: User dashboard offering options to give consent, view/edit consents, or modify
personal information.



3.3. Consent Overview

In the consent overview section (Figure [3), users can view the details of
their current consent, including the type of consent given and the time and
date the consent was submitted. The interface allows the user to edit or
withdraw consent as needed.

NewbornTime

English ~

My consents

Consent given: 1.9.2023, 13:38:45

Consent given to research as well as teaching and quality improvement

Last updated: 1.9.2023, 13:38:45

Figure 3: Overview of the user’s given consent with options to edit or withdraw consent.

3.4. Consent Editing

Users can withdraw specific consent through the consent editing interface
(Figure [4)). This feature allows flexibility, giving users control over their
consent at any time. The interface provides clear options to withdraw consent
for different purposes, such as research or teaching.

The web interface has been developed with a focus on ease of use, security,
and transparency, ensuring that users can efficiently manage their consent
and personal information in line with the project’s ethical standards.

3.5. Consent Statistics Dashboard

The Consent Statistics Dashboard is an integral feature of the Newborn-
Time web interface, designed to provide both administrators and researchers
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Figure 4: Consent editing interface where users can withdraw their consent for specific

purposes.



with valuable insights into consent trends over time. This interactive dash-
board visualizes key metrics, allowing stakeholders to monitor and analyze
consent data effectively (Figure [5]).

The dashboard includes the following features:

Consent Trends Over Time: A line graph displays the number of
consents given for different purposes, such as research or education,
over a selected time range. This feature helps to track consent activity
and identify patterns.

Weekly Distribution of Consents: A pie chart illustrates the dis-
tribution of consents across days of the week, providing insights into
user behavior and engagement patterns.

Summary Metrics: Key statistics, such as the total number of con-
sents for education and research, appear to offer a quick overview of
the current consent status.

Detailed Consent Records: A tabular view lists individual consent
records, including registration date, number of participants, and types
of consent given. This granular data supports in-depth analysis and
reporting.

4. Consent Management Smart Contract

This section provides a detailed look at the architecture behind the New-
bornTime project, with a specific focus on the Ethereum-based healthcare
consent management system.

4.1. System Querview

Figure [6] illustrates the end-to-end architecture of the consent manage-
ment system implemented for the NewbornTime project. This modular de-
sign seamlessly integrates blockchain technology, cloud-based infrastructure,
and user-friendly interfaces to address critical challenges in healthcare con-
sent management. The system is composed of the following main compo-
nents:

Consent Portal: Mothers submit their consent through an intuitive
web interface, which securely logs all actions. The portal also allows
for modifications, withdrawals, and updates to consent records.

9
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Figure 5: Consent Statistics Dashboard displaying trends, distributions, and detailed
records for consent management.
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e Cloud System for Blockchain: Consent data is managed by smart
contracts deployed on the Ethereum blockchain. These contracts ensure
secure and immutable storage of consent records, handling all submis-
sions, withdrawals, and updates while providing tamper-proof event
logs.

e Cloud System for Reporting: This component includes an Extract-
Transform-Load (ETL) process that aggregates and anonymizes data
from the blockchain. The data is then visualized through an interactive
dashboard, providing healthcare professionals and researchers with ac-
tionable insights into consent trends, compliance rates, and distribution
patterns.

e Consent Verification for Delivery Room: The system ensures
real-time verification of consent during critical moments such as video
recordings in the delivery room. Healthcare staff can generate unique
study IDs linked to the consent records, ensuring compliance and eth-
ical data handling.

B

Mother Consent Cloud System for Blockchain Cloud System for Reporting Users
Form q Smart Blockchain v =t
= -}/ Contracts
%-} oY/ | 1
e )
Mother Consent

Form

= Consent
%" Portal

Mother Consent
Form

@—»@j—» %‘E_-E —>‘ Cpolof«—> G
> Q < L} Sﬁ% Users

El_Re\é:Z?ng’ Birth->
H I [ )

Check ) Create
Consent Delivery Room Study ID

Figure 6: System overview of the NewbornTime consent management system, showcasing
the integration of the consent portal, blockchain, cloud reporting, and real-time consent
verification processes.

The consent management system is tailored for research purposes, facil-
itating the collection and management of consent for research data, distinct
from clinical healthcare data. Currently, the system is implemented for the
NewbornTime research project, managing consent for video data analysis
during birth and resuscitation. Its architecture, however, allows for potential
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future applications in broader healthcare settings, pending additional regu-
latory and usability assessments [13]. The system integrates both digital and
paper-based consent processes, allowing for flexibility in how consents are ob-
tained and recorded. The system integrates with the NewbornTime project
by verifying consent before uploading video data to the cloud storage. The
process involves: 1) Recording births and consents in the Liveborn Observa-
tion app, 2) Generating study IDs via the BitYoga system, 3) Periodically
checking for valid consents and uploading corresponding videos to Azure if
consent is active.

4.2. Architectural Formalization

The consent management system employs a robust, decentralized archi-
tecture designed to enhance newborn care by seamlessly integrating advanced
AT algorithms for video analysis during childbirth and postpartum. The ar-
chitecture also facilitates the secure and traceable management of patient
consent, including the generation of unique Study IDs to link maternal and
neonatal data.

The blockchain-based consent management algorithm presented in Algo-
rithm [If outlines the core processes involved in submitting, querying, creating
Study IDs, and withdrawing consent on the Ethereum blockchain.

The SubmitConsent procedure is initiated when a mother accesses the
consent management platform. The process begins with user verification,
where a verification code is sent to the mother’s phone, and the user is
required to submit this code to confirm their identity. If the verification is
successful, the mother selects the type of consent they wish to provide (e.g.,
for research or education purposes). The consent record is encrypted using
the mother’s public key to ensure confidentiality before being sent to the
smart contract on the Ethereum blockchain. The smart contract stores the
consent and emits a ConsentGiven event, signaling that the consent has been
successfully recorded. At this stage, only a Mother ID is generated by the
system, and no Baby ID is assigned yet.

The QueryConsent procedure enables to verify whether a mother has
given consent. The provider (e.g. Laerdal Medical) uses the mother’s per-
sonal number as a key parameter to query the blockchain for the consent
record. The smart contract retrieves the encrypted consent record. The
consent information is made available to the provider. This step is critical
during childbirth when video recordings or other data collection processes
require immediate consent verification.

12
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The CreateStudyID procedure is executed post-birth. If valid consent is
confirmed for the mother, the research assistant can invoke an API call to
generate a unique Study ID that links the Mother ID and the newly assigned
Baby ID. The Study ID serves as a pseudonymized identifier for securely
associating consent records with data collected during and after birth. The
smart contract records the Study ID creation and emits a StudyIDCreated
event for transparency.

The WithdrawConsent procedure allows the user to revoke specific con-
sents through the platform. The smart contract updates the consent record
on the blockchain to reflect withdrawal and emits a ConsentWithdrawn event,
ensuring that the revoked consent is no longer valid for future use.

The algorithm ensures the security and privacy of user data through en-
cryption and access control mechanisms. All consent records are encrypted
before being sent to the blockchain, ensuring that only authorized entities
can access and view the records. The smart contract acts as a gatekeeper, en-
forcing strict authorization protocols while maintaining transparency through
event emissions.

4.3. Ethereum Smart Contract

In the ensuing discussion, we present the Ethereum smart contract titled
HealthcareConsent.sol. This contract occupies a pivotal role within the
project, empowering the secure administration of patient consents via the
Ethereum blockchain.

Listing 1: HealthcareConsent.sol Smart Contract

// SPDX-License-Identifier: MIT
pragma solidity ~0.8.0;

contract HealthcareConsent {
address public owner;

Starting with a SPDX-License-Identifier comment, this contract sets the
licensing terms under which the code runs, following the MIT license.

Named HealthcareConsent, this contract includes a state variable, owner,
which is used to store the Ethereum address of the contract’s owner.

// Struct to represent a consent record ‘
struct Consent { ‘
address patient; ‘
address healthcareProvider; ‘
bool isConsentGiven; ‘

13



Algorithm 1: Blockchain-Based Consent Management Algorithm

Input: User data (phone number, personal number), consent type
Output: Consent record stored on the blockchain, Study ID generated
SubmitConsent:
Mother accesses platform and submits verification code
if verification successful then

Mother selects consent type

Encrypt consent record and send to smart contract

Smart Contract: Store consent, generate Mother ID, and emit

ConsentGiven event
else

8 L Terminate process

[ L

-

9 QueryConsent:

10 Healthcare provider submits mother’s personal number
11 if authorized then

12 ‘ Retrieve and decrypt consent record

13 else

14 L Deny access

15 CreateStudyID:

16 Provider queries consent status using mother’s personal number

17 if consent valid then

18 Generate unique Study ID by combining Mother ID and Baby ID

19 Smart Contract: Record Study ID and emit StudyIDCreated event
20 else

21 L Deny Study ID creation

22 WithdrawConsent:

23 User selects consent to withdraw

24 Smart Contract: Mark consent as withdrawn and emit ConsentWithdrawn
event

‘ string motherName; ‘
‘ uint256 nationallD; ‘
a‘ string phoneNumber; ‘
‘ uint256 timestamp; ‘
| |
L |

}

- A Consent struct is introduced to hold individual consent records. This
structure includes various attributes, such as the patient’s Ethereum address,
the healthcare provider’s address, the consent status (isConsentGiven), the
mother’s name (motherName), the national identification number (nationalID),
the phone number (phoneNumber), and a timestamp (timestamp).

[ ]
1 ‘ // Mapping from patient’s address to their consents ‘

14
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mapping (address => Consent[]) public patientConsents; ‘

- A mapping named patientConsents is leveraged to aggregate arrays of
Consent records, categorizing them under the Ethereum addresses of respec-
tive patients. In this structure, the Ethereum address of the patient serves
as the mapping’s key, while the value corresponds to an array of Consent
records.

// Event to log consent changes ‘
event ConsentChanged(address indexed patient, address ‘
indexed healthcareProvider, bool isConsentGiven,
uint256 timestamp) ;
J

- The contract incorporates an event termed ConsentChanged, intended
to record alterations in consent statuses. This event is distinguished by in-
dexed parameters, namely patient, healthcareProvider, isConsentGiven,
and timestamp, serving as pivotal transparency and audit trail mechanisms.

|
constructor () { ‘
owner = msg.sender; ‘

|

}

- The contract’s constructor initializes the owner variable, assigning it
the Ethereum address of the contract deployer, represented by msg.sender.
This address designates the contract’s owner.

// Modifier to restrict access to the contract owner
modifier onlyOwner () {
require(msg.sender == owner, "Only the contract owner
can call this function");

}

- The contract includes a modifier called onlyOwner, which is used to
limit access to certain functions. Functions with this modifier can only be
called by the contract owner. This access control works by checking that
the sender’s Ethereum address (msg.sender) matches the contract owner’s
address.

4.4. Patient Consent Record

Each consent record housed within the HealthcareConsent.sol contract
is distinguished by the following attributes:

e Patient’s Ethereum address

15



Educational and research consent status (either granted or revoked)

Mother’s name

National identification number

Phone number

Timestamp

Study 1D

These attributes together enable the careful tracking and management of
patient consents, ensuring their integrity and accessibility.

4.5. Security Considerations
4.5.1. Access Control Mechanisms

Access to important functions within the smart contract is controlled by
the onlyOwner modifier, written as onlyOwner(). This modifier restricts ac-
cess, allowing only the contract owner (msg.sender = owner) to execute
these functions, usually a trusted entity in the healthcare system. Addition-
ally, each patient is given a unique Ethereum address which improves identity
verification.

4.5.2. Auditability and Transparency

To support auditing and maintain transparency, the system uses the
ConsentChanged event. This event logs all changes in consent status, cre-
ating a clear and auditable record of the consent history. It helps ensure
accountability and assists in identifying any unauthorized or suspicious ac-
tivities.

4.6. Privacy Safeguards

Protecting patient privacy is a top priority in healthcare systems [14] [15].
The Ethereum-based consent management system used in the NewbornTime
project includes strong privacy protections, as summarized in Table [2}

4.6.1. Encryption

Sensitive patient information, like mother’s names, national identifica-
tion numbers, and phone numbers, is encrypted before being stored on the
blockchain. This encryption makes sure that even if unauthorized access
happens, the data stays confidential and cannot be read without the correct
decryption keys.
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4.6.2. Data Minimization

The system follows the principle of data minimization, where only the es-
sential information needed for consent management is collected and stored.
This approach lowers the risk linked to storing and handling sensitive infor-
mation, reducing potential weaknesses.

4.6.3. Decentralization

The decentralized structure of the Ethereum blockchain makes sure that
patient data is not kept in a single, vulnerable location prone to data breaches.
Instead, the data is spread across multiple nodes, which improves protection
against attacks and strengthens data security [16].

Incorporating these security measures and privacy protections together
creates a strong foundation for the Ethereum-based healthcare consent man-
agement system, building data integrity, and patient confidence within the
NewbornTime project.

The consent management system incorporates a comprehensive set of se-
curity measures and privacy safeguards to ensure the confidentiality, integrity,
and availability of patient data. These measures are critical and maintaining
compliance with healthcare data protection regulations.

Table [1| summarizes the key security considerations implemented in the
system. These include robust access control mechanisms, secure data storage
leveraging the tamper-resistant blockchain, and transparent audit trails that
log all consent-related changes. Together, these measures prevent unautho-
rized access, ensure data integrity, and enhance accountability.

Table 1: Summary of Security Considerations

’ Security Aspect \ Description ‘

Access Control | Control access to critical functions through the
Mechanisms onlyOwner modifier, ensuring only authorized en-
tities can execute them.

Secure Data Storage | Utilize the tamper-resistant and immutable nature
of the blockchain for secure patient data storage,
employing cryptographic techniques for confiden-

tiality.
Auditability and | Log consent status changes using the
Transparency ConsentChanged event, enhancing account-

ability and detection of unauthorized activities.

17



Table [2| outlines the privacy safeguards integrated into the system. These
include the encryption of sensitive patient data, adherence to the principle
of data minimization, and the decentralized architecture of the Ethereum
blockchain. By applying these principles, the system minimizes vulnerabili-
ties and ensures compliance with privacy standards, protecting user data at
all times.

Table 2: Summary of Privacy Safeguards
’ Privacy Aspect \ Description ‘

Encryption Apply encryption to sensitive patient information
before storage, ensuring confidentiality and data
security.

Data Minimization | Collect and store only essential information re-
quired for consent management, reducing the risk
associated with sensitive data.

Decentralization Leverage the decentralized Ethereum blockchain
to distribute patient data across multiple nodes,
enhancing data security and resilience.

Personal identifiable information (PII) is not stored on the blockchain;
instead, the blockchain records only consent-related metadata, ensuring pri-
vacy while maintaining transparency. Upon withdrawal of consent, a new
transaction is recorded on the blockchain to indicate revocation, and the as-
sociated personal data is promptly deleted from off-chain storage systems,
ensuring compliance with data protection regulations such as GDPR.

5. Experimental Results

Let H be the set of all healthcare providers, P be the set of all patients,
and C be the set of all consent records. For each patient p € P, C, represents
the set of consent records linked to patient p. Each consent record c € C, is
formally defined as follows:

c=(p,h,g,m,n,ph,t)
where:

e p is the patient’s Ethereum address,

18



h is the healthcare provider’s Ethereum address,

g denotes the consent status (1 for granted, 0 for revoked),

m is the mother’s name (a string),

n is the national identification number (an integer),

ph is the phone number (a string), and

t is the timestamp (a Unix timestamp).

The HealthcareConsent.sol contract manages consent status changes
within C. Access control is enforced by the onlyOwner modifier, which al-
lows only the contract owner to call certain functions. Additionally, the con-
tract includes an event, ConsentChanged(p, h, g,t), which records consent
changes, providing a permanent and clear audit trail.

5.1. Gas Costs

The gas costs [17] associated with various operations of the HealthcareConsent . sol
smart contract were measured. Gas costs represent the computational re-
sources required to execute operations on the Ethereum blockchain. Each
operation, such as adding, querying, or revoking consent, consumes a spe-
cific amount of gas, which translates to transaction fees paid to miners for
processing and securing these actions. Table [3|shows the gas used for adding,
querying, and revoking consent records.

The gas cost for adding a consent record was observed to be significantly
higher than querying or revoking a consent. Query operations do not require
gas as they are read-only, while revoking a consent incurs a cost due to state
modification.

5.2. Transaction Throughput

To assess the system’s ability to handle multiple transactions, we mea-
sured the time taken to add batches of consent records. Figure [7] shows the
transaction throughput as the number of records increases.
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Table 3: Gas Costs for Different Operations

| Operation | Gas Used | Execution Time (ms) |
175719 155.850887
160719 129.161119
Add Consent 160719 136.569977
160719 169.187069
160719 133.695841

’ Query Consent \ 0 \ 105.110168 ‘
37035 69.026947
41601 97.961903
Revoke Consent 46167 74.846983
50733 73.647261
55299 72.370768

Transaction Throughput

Time Taken (s)

10 15 20 25 30 35 40 45 50
Number of Records Added

Figure 7: Transaction Throughput Over Time

The system was able to handle up to 50 records within a reasonable
time frame, with a noticeable increase in transaction time as the batch size
increased. This suggests the system is capable of handling moderate loads
but may require optimization for larger-scale operations.

20



5.8. Scalability Analysis

To test the scalability of the system, we measured the gas used and time
taken to add increasingly larger batches of consent records. Table [4] summa-
rizes the scalability results.

Table 4: Scalability Test Results
| Records Added | Gas Used | Time Taken (ms) |

10 1606870 183.220911
20 8034350 182.528577
100 16068700 192.539830
500 80343476 207.127324

The results indicate that gas consumption and time scale with the number
of records. This behavior is expected due to the immutable and decentralized
nature of the Ethereum blockchain.

5.4. Privacy and Data Minimization

To evaluate the impact of data minimization on privacy and system per-
formance, we compared the gas costs of storing full consent records versus
minimal consent records. Table [5[ summarizes the gas usage and execution
time for these two types of records.

The results indicate that storing minimal consent data significantly re-
duces gas costs (102,437 gas units compared to 160,747 gas units for full
data) and execution time (144.618 ms versus 164.344 ms). These findings
highlight the efficiency benefits of storing only essential information, such as
anonymized or minimal data, while supporting the principle of data mini-
mization.

Table 5: Gas Costs for Minimal vs Full Consent Records
Data Type Gas Used | Execution Time (ms)
Full Data 160747 164.344788
Minimal Data 102437 144.618034

The results show that storing minimal consent data significantly reduces
gas costs, which supports the principle of data minimization. This ensures
that only necessary data is stored on-chain, reducing storage overhead and
enhancing privacy.
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6. Discussion

The experimental results demonstrate the effectiveness of the Ethereum-
based healthcare consent management system in balancing security, privacy,
and scalability, with certain limitations. In this section, we discuss the key
findings and their broader implications for healthcare and blockchain-based
consent management systems.

6.1. Data Privacy and Security

The system’s privacy safeguards, particularly encryption and data mini-
mization, were validated through the experiments. Encryption ensures that
even if unauthorized access occurs, sensitive patient information such as na-
tional IDs and phone numbers remains confidential. The principle of data
minimization reduces the amount of sensitive data stored on-chain, thus de-
creasing the risk of data breaches.

The decentralized nature of the Ethereum network ensures that patient
data is not stored in a single centralized repository, reducing the risk of
breaches and enhancing overall data security.

The system ensures that personal data is not stored on the blockchain,
minimizing privacy risks. The consent withdrawal mechanism triggers imme-
diate deletion of associated data from off-chain storage, demonstrating the
system’s commitment to data protection. In the context of the Newborn-
Time project, the system ensures that sensitive video data is only accessed
and processed with valid participant consent, thereby protecting participant
privacy and maintaining research integrity.

6.2. Scalability and Performance

The scalability experiments revealed that the system performs well under
moderate loads but faces challenges when scaling to handle large volumes
of consent records [I8]. As shown in Table [6] gas costs increase with the
number of consent records, presenting a limitation for large-scale healthcare
environments.

The transaction throughput remains sufficient for moderate-scale health-
care settings, but for larger-scale systems, optimization strategies such as
Layer 2 scaling solutions (e.g., rollups) could be employed to improve scala-
bility and reduce transaction costs [19].

Table [6] shows the summary of experimental results.
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Table 6: Summary of Experimental Results

’ Aspect \ Key Findings ‘

Transparency Blockchain immutability and audit
trails enhance trust between patients
and healthcare providers.

Data Privacy and Security | Encryption and data minimization en-
sure confidentiality of sensitive patient
information, while decentralization im-
proves data security.

Scalability System performs well under moderate
loads; however, gas costs and time
increase linearly with the number of
records, limiting scalability.
Trade-offs High gas costs and slower transaction
times in large-scale settings. Optimiza-
tion needed for scalability.

6.3. Trade-offs and Future Work

While the system successfully addresses the key challenges of security,
and privacy, there are trade-offs between security, scalability, and cost. The
decentralized nature of the blockchain provides security but results in higher
gas costs and slower transaction times, particularly as the system scales.

Future work should focus on optimizing gas usage, exploring alternative
blockchain platforms, or integrating more efficient consensus mechanisms.
Moreover, the development of user-friendly interfaces for patients and health-
care providers would enhance usability and adoption in real-world healthcare
settings.

Future research should include user studies to assess the level of trust
and acceptance among participants, especially mothers-to-be, to ensure the
system meets their needs and expectations [20]. While the current focus is
on research consent management, future work could explore adapting the
system for clinical healthcare applications, addressing the specific needs and
regulations of patient care environments|21]. A limitation of the current
implementation is the low usage of the digital portal for consent manage-
ment, with participants preferring direct contact with research staff. Future
improvements could focus on enhancing user education, simplifying the inter-
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face, and providing targeted training to increase engagement with the digital
platform [22].

7. Conclusion

This study has presented a complete consent management system devel-
oped for the NewbornTime project, which focuses on solving key challenges
related to patient consent, and data security in healthcare. The system is
built around the HealthcareConsent.sol smart contract on the Ethereum
blockchain, which ensures transparency, data integrity, and privacy when
handling patient consent.

The modular design of the system, shown in the system overview figure,
includes the Consent Portal, the Cloud System for Blockchain, the Cloud
System for Reporting, and real-time Consent Verification in the delivery
room. This setup allows mothers to provide consent securely and enables
healthcare professionals to verify consent and generate a Study ID that links
the mother’s and newborn’s data for research purposes.

A major part of the system is the Consent Statistics Dashboard,
which gives healthcare providers and researchers with clear and useful in-
formation about consent trends, status, and records. This feature improves
the management of consent processes and supports better decision-making
through real-time data analysis.

To protect sensitive data, the system uses strong security and privacy
measures, such as data encryption, access control, and tamper-proof storage
of the blockchain. These measures ensure that only authorized users can
access patient data and that the system meets data protection standards like
GDPR.

The system has shown promising performance in managing consent records,
but some challenges remain. High gas costs and scalability issues with
Ethereum need to be addressed. Future work will focus on making the sys-
tem more efficient and scalable, possibly by exploring alternative blockchain
solutions or optimization methods.

The proposed system offers a secure and reliable solution for managing
patient consent in healthcare. It combines blockchain technology, a user-
friendly dashboard, and secure data handling to improve efficiency. Future
developments will aim to expand the system’s use in other healthcare and
research projects while improving performance and lowering costs.
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