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Abstract—The rapid advancement of Large Language Models
(LLMs) has enhanced software development processes, mini-
mizing the time and effort required for coding and enhancing
developer productivity. However, despite their potential benefits,
code generated by LLMs has been shown to generate insecure
code in controlled environments, raising critical concerns about
their reliability and security in real-world applications. This
paper uses predefined security parameters to evaluate the secu-
rity compliance of LLM-generated code across multiple models,
such as ChatGPT, DeepSeek, Claude, Gemini and Grok.
The analysis reveals critical vulnerabilities in authentication
mechanisms, session management, input validation and HTTP
security headers. Although some models implement security
measures to a limited extent, none fully align with industry
best practices, highlighting the associated risks in automated
software development. Our findings underscore that human
expertise is crucial to ensure secure software deployment or
review of LLM-generated code. Also, there is a need for robust
security assessment frameworks to enhance the reliability of
LLM-generated code in real-world applications.

Index Terms—Web Security, LLM, Web Development, Gener-
ative Al, Automated Code Development, Risk Assessment

I. INTRODUCTION

Large Language Models are considered essential tools for
software engineering operations, including code generation
and content summarization alongside debugging qualities and
programming query responses [[1]]. LLMs, particularly GPT
from OpenAl [2f], Claude from Anthropic [3], and L1lama
from Meta [4], have revolutionized problem-solving through
their conversational interface. Developers use models to out-
line problems, explain their requirements and get solutions.
According to a survey by Shani et al. [5], generative models
help 92% of US developers to support their daily operations.

The habitual utilization of LLMs among software develop-
ers activates substantial doubts about software security levels.
Perry et al. [6] found that developers using Al assistants
produced code with higher security vulnerabilities. Notably,
they also displayed greater confidence in the security of their
code, increasing the likelihood of introducing vulnerabilities
into real-world applications. Fu et al. [[7] found that GitHub
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Copilot introduced security vulnerabilities in 32.8% of Python
code and 24.5% of JavaScript code. Security vulnerabilities in
LLM-generated code can severely compromise systems, sim-
ilar to critical exploits like Log4Shell [§]. The CVE Program
documented over 34,000 vulnerabilities in 2024, becoming
increasingly common and destructive to software systems’
safety, security, and reliability.

LLMs create insecure code while affecting software security
in more complex ways. The lack of expertise from new
developers can lead them to post insecure code from Q&A
forums, assuming LLMs can refine it into secure, application-
specific solutions. Similarly, the debugging process often in-
volves developers adding faulty code that includes security
risks. If LLMs fail to detect and fix these errors during
code modification, developers may unintentionally include
vulnerable programs that they believe are secure despite the
potential security risks.

Hence, it is essential to analyze and highlight the security
issues associated with autogenerated code to raise awareness
among developers and enhance the security of LLM-based web
application code generation. To address these concerns, this
paper focuses on web service and presents the following key
contributions:

e Created a checklist for evaluating the security of LLM-
generated Web Applications: We have created a compre-
hensive checklist along with risk for systematic analysis
of web applications generated by LLMs.

o Comparative Security Analysis of Various LLM Capabil-
ities in Generating Secure Web Applications: We evalu-
ated multiple LLMs (ChatGPT, Claude, DeepSeek,
Gemini and Grok) against a comprehensive set of
security parameters, identifying their strengths and weak-
nesses in authentication, session management, input val-
idation and injection attack protection.

o Risk Assessment: Performed the risk assessment of
LLMs’ generated web code.

The rest of the paper is organized as follows. Section
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highlights the state-of-the-art associated works. Section
presents the methodology, including the security evaluation
parameters and the security risk. Section presents the
security analysis of LLMs generated code with respect to
compliance and risk. Section [V] discusses the outcomes and
presents the recommendations. Finally, Section [VI] presents
the conclusion along with the future work.

II. RELATED WORK

LLMs have emerged as powerful tools for code generation,
significantly enhancing developer productivity. However, their
ability to produce secure code remains a critical concern,
as LLM-generated code can introduce vulnerabilities if not
properly evaluated. Several studies have analyzed the security
implications of LLM-generated code, highlighting potential
risks and the need for improved safeguards.

Toth et al. [9]] investigated the security of PHP code gen-
erated by GPT—4, analyzing for vulnerabilities such as SQL
Injection and XSS. They found that 11.56% of the sites could
be compromised, with 26% having at least one exploitable
vulnerability, highlighting significant risks in using LLM-
generated code in real-world applications.

Perry et al. [[6] examined the security implications of Al
code assistants, highlighting that while these tools enhance
productivity, they may also introduce vulnerabilities in the
generated code. A user study involving 47 participants was
conducted to assess security-related programming tasks in
Python, JavaScript, and C. They explored three key aspects:
the security of Al-assisted code, user trust in Al-generated
solutions, and the influence of user behaviour on security
outcomes.

Khoury et al. [10] examined the security of code gen-
erated by ChatGPT, revealing that it frequently produces
insecure programs unless explicitly prompted for security
improvements. Through an analysis of 21 programs across
five programming languages, they found that only five were
initially secure, with vulnerabilities such as SQL injection
and path traversal being common. While ChatGPT could
identify and explain security flaws when prompted, its ability
to generate inherently secure code remained limited. The
authors highlight the need for user awareness, secure coding
prompts, and automated security analysis to mitigate risks in
Al-generated code.

Existing studies have extensively examined the security
risks associated with LLM-generated code, revealing several
key vulnerabilities. Toth et al. [9] analyzed PHP code pro-
duced by GPT—-4. However, their work primarily focused on
PHP and did not evaluate broader security concerns across
multiple programming languages and different LLMs. Perry
et al. [6] conducted a user study to assess how Al code
assistants influence security outcomes. Their research lacked a
detailed technical evaluation of security mechanisms embed-
ded in LLM-generated code. Khoury et al. [[10] investigated
ChatGPT’s ability to generate secure code across multiple
languages. However, their work focused solely on detecting
vulnerabilities in the code generated by ChatGPT.

Despite these contributions, prior work has primarily evalu-
ated the security of LLM-generated code in isolation without
systematically analyzing authentication, session management,
or HTTP security headers. Moreover, these studies do not pro-
vide a structured security benchmarking approach for LLMs
or explore proactive security enhancement techniques. Our
research addresses these gaps by conducting a comprehensive
security analysis of multiple LLMs across critical security
parameters, identifying systemic weaknesses, and proposing
improvements to enhance the security posture of LLM-assisted
development.

III. METHODOLOGY

The proliferation of LLMs capable of generating full-
fledged website code has introduced a new paradigm in
software development. Users with minimal programming ex-
pertise leverage these models to create websites using simple
textual prompts within minutes. However, given the inherent
differences in model architectures, fine-tuning processes, and
training data, the security posture of the generated code
remains inconsistent.

This work systematically evaluates the security compliance
of web application code generated by multiple LLMs using the
proposed checklist for assessing security in LLM-generated
web applications. The objective is to determine which LLMs
adhere more closely to secure coding practices and to highlight
potential security gaps that users should be aware of before
directly deploying the generated code. The five state-of-the-art
LLMs selected for evaluation are presented in Table [I}

TABLE I: Large Language Models Taken for Comparison

LLM Version

GPT [2] 4o

DeepSeek [11] v3

Claude [3] 3.5 Sonnet

Gemini [12] 2.0 Flash Experimental
Grok [13] 3

The widespread use of these LLMs in real-world appli-
cations and their different architectural designs and context-
understanding capabilities motivated us to select them for a
comparative security evaluation to assess their effectiveness
in generating secure code.

A set of standardized prompts was designed to elicit code
generation for web-based authentication and user management
systems, where security is paramount. These prompts ensured
that the LLMs were tested on their ability to implement
security best practices. Each LLM was provided with identical
input prompts to generate web application code, ensuring
consistency in testing conditions.

Table [lIf outlines the structured prompts used to evaluate the
security aspects of LLM-generated web code in the develop-
ment of an authentication system for an e-commerce platform.
Each prompt is designed to generate a specific component of a
secure authentication system for an e-commerce website, with
nudges to implement industry best practices.



TABLE II: Prompts given to LLMs

Prompts Description

Prompt 1 Set the context for developing a modern, responsive, and secure authentication system for an e-commerce website using
PHP, HTML, and MySQL, following industry-standard security practices.

Prompt 2 Provide an optimized database schema for user credentials, authentication logs, and security measures for an e-commerce
website’s authentication system using MySQL.

Prompt 3 Provide secure backend code in PHP for authentication, registration, password management, and session handling with
robust validation and error handling for an e-commerce website.

Prompt 4 Provide frontend code in HTML for intuitive and accessible login/signup pages with email, password, and image upload,

ensuring a seamless user experience for an e-commerce website.

Using these structured prompts, we systematically examine
whether LLMs generate secure code that aligns with security
standards such as NIST cybersecurity guidelines [[14]], partic-
ularly in authentication, session management, input validation
and injection attack protection.

A. Security Evaluation Parameters

As the adoption of LLMs for generating web application
code increases, ensuring that these models produce secure and
reliable implementations is crucial. LLMs are trained on vast
datasets but do not inherently guarantee security compliance
unless explicitly prompted and guided. This evaluation aims
to assess security vulnerabilities in LLM-generated code and
determine whether critical security best practices are followed.

We categorize security parameters into six broad domains
to systematically analyze security compliance.

1) Authentication Security

2) Input Validation & Protection Against Injection Attacks

3) Session Security

4) Secure Storage

5) Error Handling & Information Disclosure

6) HTTP Security Headers

Each domain has specific security parameters that help
identify weaknesses and enforce robust security controls. The
following subsection explains the significance of each category
and why evaluating LLMs based on these parameters is
essential.

1) Authentication Security: Authentication is the first bar-
rier to protecting user accounts and sensitive data from unau-
thorized access. Weak authentication mechanisms can result in
credential-based attacks, account takeovers, and data breaches.

e Brute Force Protection: Implementing account lockout
mechanisms and CAPTCHAs prevents automated attacks
from repeatedly guessing credentials.

e Password Policy: Strong password requirements, includ-
ing complexity rules, expiration policies, and reuse re-
strictions, help prevent weak or compromised passwords.

o Multi-Factor Authentication (MFA): Enforcing MFA adds
an additional layer of security, making unauthorized
access more difficult even if credentials are compromised.

e Rate Limiting: Restricting login attempts per second/IP
prevents brute force and dictionary attacks.

Without proper authentication security, attackers can exploit

weak passwords or brute-force credentials to gain unauthorized
access, leading to severe security breaches.

2) Input Validation & Protection Against Injection Attacks:
Input validation is crucial for preventing injection-based vul-
nerabilities, which can be exploited to manipulate application
behaviour and compromise sensitive data.

e SQL Injection Protection: Using parameterized queries
and properly escaping special characters prevents attack-
ers from executing malicious SQL commands.

e XSS Protection: Filtering HTML tags and preventing
JavaScript execution inside input fields mitigates cross-
site scripting attacks.

e CORS & CSRF Protection: Properly configuring CORS
policies and enforcing CSRF token validation ensures that
unauthorized requests from other domains are blocked.

e HPP Protection: Handling duplicate URL parameters
prevents HTTP parameter pollution (HPP) attacks.

Injection attacks remain one of the most critical vulner-
abilities in web applications (OWASP Top 10 [15]). LLM-
generated code must handle user input securely to prevent
exploitation.

3) Session Security: Session security ensures that user
sessions remain confidential, tamper-proof, and resistant to
hijacking. Improper session management can lead to session
fixation, session hijacking, and unauthorized access.

e Secure Cookies: Ensuring session cookies have the
Secure, HttpOnly, and SameSite flags protects
against session theft and cross-site attacks.

e Session Expiry: Defining session timeout durations min-
imizes the risk of unauthorized access from inactive
sessions.

e Session Hijacking Protection: Implementing session re-
generation upon login and storing session IDs only in
cookies (not in URLs) prevents attackers from stealing
session credentials.

If session security measures are not properly implemented,
attackers can hijack active user sessions and gain unauthorized
access to sensitive information.

4) Secure Storage: Encryption safeguards sensitive data
at rest and in transit. Weak encryption methods or lack of
encryption can expose passwords, personal information, and
financial data.

e Password Hashing: Storing passwords securely us-
ing industry-standard hashing algorithms (bcrypt,
Argon2, PBKDF2) prevents password leaks in case of a
database breach.



o Salted Hashing: Adding a unique salt to each password
before hashing enhances security by preventing precom-
puted attacks (rainbow tables).

If passwords are stored in plain text or hashed without
salting, attackers with database access can easily decrypt
credentials, leading to mass account breaches.

5) Error Handling & Information Disclosure: Poor error
handling can inadvertently reveal sensitive application details
to attackers, helping them identify weaknesses.

o Generic Error Messages: Ensuring error messages do
not disclose username existence or password policies
prevents attackers from gaining insights during brute-
force attempts.

e Logging & Monitoring: Logging failed login attempts,
flagging unusual access patterns, and securing logs help
detect and respond to security incidents.

Leaking system information through verbose error messages
can provide attackers valuable insights into potential vulnera-
bilities within authentication systems.

6) HTTP Security Headers: HTTP security headers
strengthen the browser’s defense mechanisms, preventing var-
ious attacks such as clickjacking, cross-site scripting, and
insecure content loading.

o Content Security Policy (CSP) Protection: CSP headers
restrict inline scripts and control external script sources
to mitigate XSS attacks.

o Clickjacking Protection: The X-Frame-Options
header prevents the application from being embedded in
iframes, reducing UI redress attacks.

e HSTS (HTTP Strict Transport Security): Enforcing
HTTPS through HSTS headers ensures that communica-
tions between the client and server are always encrypted.

e Feature Policy & Permissions Policy: Controlling access
to device features like cameras, microphones, and geolo-
cation protects user privacy.

Without these security headers, applications become vulner-

able to common browser-based attacks, potentially leading to
session hijacking, phishing, and data theft.

B. Security Risk

The risk of non-fulfilment of each security parameter in gen-
eral without considering any specific application is presented
in table [T} The risk associated with each security parameter is
computed based on the likelihood of vulnerability exploitation
and its potential impact, following the well-established risk
assessment method given in equation [I] [16].

Risk = Likelihood x I'mpact (D

The risk is categorized into Very High, High, Medium, Low
and Very Low. The classification criteria for likelihood include:
Almost Certain, Likely, Moderate, Unlikely, and Rare, while
the impact is categorized as Severe, Major, Significant, Minor,
and Insignificant. We can see more risk in the Authentication
Security, Input Validation & protection against injection at-
tacks, and Session security. These risks are used to evaluate

the LLMs generated web code to prove the strengths and
weaknesses.

IV. ANALYSIS

In this section, we analyze different LLMs generated web
application code with respect to security compliance based on
the created security checklist and the risk of using it in real-
world applications.

A. Security compliance Analysis

Table provides a security analysis of major LLMs:
ChatGPT, DeepSeek, Claude, Gemini, and Grok, based
on security parameters presented in section The evalu-
ation identifies security strengths and weaknesses in authen-
tication, session management, input validation, logging, and
HTTP security headers.

1) Authentication Security: Authentication mechanisms are
crucial for preventing unauthorized access. The analysis re-
veals that:

e Brute Force Protection: Only Gemini enforces account
lockout after multiple failed attempts, whereas ChatGPT,
DeepSeek, Grok and Claude do not implement any
protection against brute-force attacks.

e CAPTCHA and Lockout Notifications: None of the mod-
els implement CAPTCHA to prevent automated login
attempts or notify users upon account lockouts.

e Password Policy: Grok enforces full password com-
plexity requirements, including minimum length and the
use of numbers and letters. In contrast, ChatGPT and
Gemini only enforce a minimum password length, while
the other models do not fully implement complexity
requirements. According to the NIST [14] recommen-
dations, password policies should prioritize length over
complexity, discourage periodic resets, and avoid com-
position rules that may lead to predictable patterns.

e Multi-Factor Authentication (MFA): None of the models
support MFA, which weakens authentication security.
However, MFA may not be an effective security measure
if it relies solely on in-band authentication without an
out-of-band verification mechanism, as this can still be
vulnerable to specific attacks, such as session hijacking
and phishing.

o Email Verification: Only Claude supports email verifi-
cation as an additional security measure.

2) Rate Limiting: Rate-limiting mechanisms ensure con-
trolled access to services. The findings include:

e Max Login Attempts per IP: Only Grok enforces rate
limiting, while the rest of the models do not, allowing
potential brute-force attacks.

e Cross-Site Request Forgery (CSRF) Protection: Only
Claude implements CSRF token protection.

o Cross-Origin Resource Sharing (CORS) Policy: None of
the models enforce a secure CORS policy, leaving them
vulnerable to unauthorized cross-origin access.



TABLE III: Security Parameters Risk

Broader Categories Category Security Parameter Likelihood Impact Risk
Lockout after max failed login attempts ;:ilnmost cer Significant Very High
Brute Force Protection Almost Cor-
CAPTCHA triggered after failed attempts tain ’ Significant Very High
Account lockout notification sent Moderate Insignificant Low
Authe.ntlcatlon Password complexity (Uppercase, Lowercase, Moderate Significant Medium
Security Password Polic Numbers, Symbols, Length)
> Y Password expiration Moderate Insignificant Low
P‘assword reuse restriction (last N passwords Unlikely Minor Low
disallowed)
MFA Enabled Likely Major Very High
MFA Type of MFA (TOTP, OTP, Push Notification) Moderate Insignificant Low
Backup codes available Moderate Significant Medium
. Almost Cer- . .
Rate Limiting Max login attempts per second/IP tain Minor High
Response after rate limit exceeded Unlikely Insignificant Very Low
(Error code, CAPTCHA, Lockout)
Email Validation Email Verification Unlikely Insignificant Very Low
L . Parameterized Queries Used Likely Major Very High
SQL Injection Protection Special characters properly escaped Likely Major Very High
Input Validation & JavaScript execution 1Q51f1e 1nput fields ' Likely Major Very High
. . HTML tag injection possible . .
Protection Against o . Moderate Major High
Injection Attacks XSS Protection (<script>>alert(1) </script>)
Login API uses the POST method only Unlikely Minor Low
CORS policy configured properly Unlikely Minor Low
CSRF token present in requests Likely Major Very High
CSRF token validation enforced Likely Major Very High
HPP Protection Handling of myltlple identical parameters Unlikely Minor Low
(e.g., ?user=admin&user=guest)
Session creation enabled Unlikely Insignificant Very Low
Secure Cookies Session cookie has a Secure flag Q:;nos{ Cer- Major Extreme
Session Security Session cookie has a HttpOnly flag ;:glnost Cer- Major Extreme
Session cookie has SameSite flag ;:gnmost Cer- Major Extreme
Session Expiry Session timeout duration (minutes) Unlikely Minor Low
Session Hijacking Session ID regenerated after login Moderate Severe Very High
. . . . Almost Cer- .
Protection Session Fixation Protection tain Major Extreme
Session ID stored only in cookies, not in Moderate Severe Very High
URLs
Hashing Algorithm Used (bcrypt, Argon2, . .
Secure Storage Password Hashing PBKDF2, NA) Unlikely Severe High
Salted hashes used Unlikely Severe High
I;S::Srt;he error message reveal if the username Unlikely Insignificant Very Low
. Generic Error Messages .
Error Handling & Does the error message reveal password com- . Lo
X - . Unlikely insignificant Very Low
Information Disclosure plexity rules?
Failed login attempts logged Unlikely insignificant Very Low
Logging & Monitoring Unusual login attempts flagged Unlikely insignificant Very Low
Logs stored securely Moderate Minor Medium
CSP header present Unlikely Insignificant Very Low
CSP Protection CSP policy blocks inline scripts Moderate Minor Medium
CSP blocks data URIs for scripts Moderate Minor Medium
CSP restricts external script sources Moderate Minor Medium
Clickjacking Protection X-Frame-Options set Moderate Minor Medium
HTTP Security MIME Type Sniffing Pro- X-Content-Type-Options set to nosniff Moderate Minor Medium
Headers tection
HSTS Strict-Transport-Security header present Moderate Minor Medium
HSTS max-age value (seconds) Unlikely Minor Low
Referrer-Policy header set Moderate Minor Medium
Referrer Policy Protection R;fo?rrer-Pollcy set t(? 'ng-referrer or “strict- Moderate Minor Medium
origin-when-cross-origin
. Permissions-Policy header present Moderate Minor Medium
Feature Policy & Restrictions on camera, microphone, geoloca-
Permissions Policy > P '8 Moderate Minor Medium

tion access set




TABLE IV: Analysis of LLMs based on Security Parameters

Broader Categories Category Security Parameter ChatGPT DeepSeek Claude Gemini Grok
Brute Force Lockout after max failed logi'n attempts No No No Yes No
Protection CAPTCHA triggered after failed attempts No No No No No
Account lockout notification sent No NA No No No
Password complexity (Uppercase, Lowercase, Only Length No No Only Length Length+ letters
Authentication Password Policy Numbers, Syr{nb({ls, Length) + numbers
. Password expiration No No No No No
Security Password reuse restriction
(last N passwords disallowed) No No No No No
MFA Enabled No No No No No
MFA Type of MFA (TOTP, OTP, Push Notification) NA NA NA NA NA
Backup codes available NA NA NA NA NA
L Max login attempts per second/IP No No No No Yes
Rate Limiting Response after rate limit exceeded
(Error code, CAPTCHA, Lockout) NA NA NA NA Error Code
Email Validation Email Verification No No Yes No No
SQL Injection Parameterized Queries Used Yes Yes Yes Yes Yes
Protection Special characters properly escaped Yes Yes Yes Yes Yes
Input Validation JavaScript execution inside input fields No Yes No Yes No
& Plrotecnon HTML tag injection posglble No Yes No Yes No
Against XSS Protection (<script>alert(1)</script>)
Injection Attacks Login API uses POST method only Yes Yes Yes Yes Yes
CORS policy configured properly No No No No No
CSRF token present in requests No No Yes No No
CSREF token validation enforced NA NA Yes NA NA
. Handling of multiple identical parameters
HPP Protection . NA NA NA NA NA
(e.g., fuser=admin&user=guest)
Session creation enabled Yes Yes Yes Yes Yes
Secure Cookies Session cookie has Secure flag Yes No No Yes Yes
Session cookie has HttpOnly flag Yes No No Yes Yes
Session Security i i Sess%on gookie has ngeSit? flag Yes No No Yes Yes
Session Expiry Session timeout duration (minutes) No No No Yes No
Session Hijacking Sess?nn ID r§generated 'afler login Yes Yes Yes Yes Yes
Protection Session fixation protection (Yesto) Yes Yes No Yes Yes
Session ID stored only in cookies, not in URLs Yes Yes Yes Yes Yes
Hashing Algorithm Used
Secure Storage Password Hashing (bcrypt,g Ar§on2, PBKDF2, NA) berypt berypt NA Argon2 berypt
Salted hashes used Yes Yes NA Yes Yes
Does error message reveal if username exists? No No No Yes No
Error andling & Generic Error Does error message reveal password No No No Yes No
Information Messages complexity rules?
Disclosure Failed login attempts logged No No No Yes Yes
Unusual login attempts flagged No No No No No
Logs stored securely No No No No No
CSP header present No No No No No
. CSP policy blocks inline scripts No No No No No
CSP Protection CSp Elockys data URIs for scr[;pts No No No No No
CSP restricts external script sources No No No No No
Clickjacking Protection X-Frame-Options set No No No No No
HTTP Security MIME ‘Type Sniffing X-Content-Type-Options set to nosniff No No No No No
Headers Protection
HSTS Strict-Transport-Security header present No No No No No
HSTS max-age value (seconds) No No No No No
Referrer Policy Referrer-Policy header set No No No No No
Protection feflener—F’(?llcy set to no—r;fgrier or No No No No No
strict-origin-when-cross-origin
Feature Policy & Permissions-Policy header present No No No No No
Permissions Policy Restrictions on camera, microphone, No No No No No

geolocation access set

Note: “Yes’ denotes that the LLM is implementing that security feature, ‘No’ denotes the opposite, and ‘NA’ denotes that it is not applicable as the concept
is not being implemented. For example, if the LLM is not implementing MFA, we write ‘No’ under MFA, and ‘NA’ is mentioned in place of the type of
MFA. In some places, categorical values are given (like ‘Error Code’, ‘berypt’, etc.), which indicate the particular method the LLM has implemented.

3) Session Security: Secure session management helps
prevent session hijacking and fixation attacks. The analysis

4) Input Validation and Injection Attacks: Proper input
validation prevents injection attacks in web applications. The

observations include:

highlights:

o Secure Cookie Flags: ChatGPT, Gemini and Grok
enforce Secure, HttpOnly, and SameSite flags, whereas .
DeepSeek and Claude lack these protections.

e Session Timeout: Only Gemini enforces session time- .

outs, ensuring inactive sessions are closed.

o Session Fixation Protection: ChatGPT, DeepSeek, .

Gemini and Grok implement session fixation protec-
tion, whereas Claude does not.

SQL Injection Protection: All models use parameterized
queries, mitigating SQL injection risks.

Special Character Escaping: Proper escaping is imple-
mented across all models.

JavaScript Execution and HTML Injection: DeepSeek
and Gemini are vulnerable to JavaScript execution in-
side input fields and HTML tag injection.



5) Logging and Error Handling: Effective logging and
error handling prevent information leaks and enhance mon-
itoring. Our findings include:

e Error Message Disclosure: Gemini exposes username
existence and password complexity rules, making it sus-
ceptible to enumeration attacks.

e Failed Login Logging: Gemini and Grok logs failed
login attempts for security monitoring.

o Unusual Login Detection: None of the models flag un-
usual login attempts or securely store logs.

6) Security Headers: HTTP security headers protect web
applications from attacks like clickjacking and sniffing. The
analysis shows:

o Content Security Policy (CSP): None of the models im-
plement CSP headers, leaving them vulnerable to cross-
site scripting (XSS) attacks.

o Clickjacking Protection: None of the models enforce the
‘X-Frame-Options’ header.

o HSTS and Referrer-Policy: No models set HTTP Strict
Transport Security (HSTS) or referrer policies, increasing
risks of MITM attacks and insecure redirects.

Table [V] presents the summary of the security requirements
compliance by the various LLMs while generating the web
application code. It highlights that the vulnerabilities exist
across all broader categories except the secure storage in the
generated codes. It is worth noting that the C1aude fails even
in the secure storage category. All models require substantial
improvements in authentication security, session management,
error handling and HTTP security headers to align with current
industry best practices and established frameworks, such as the
NIST cybersecurity guidelines [14]].

B. Risk Analysis

The security evaluation of LLM-generated code reveals sig-
nificant non-compliance with essential security requirements,
resulting in inherent risks. Figure [1| presents each LLM-
generated code’s security risks under the broader categories.
Figure [Ia] shows the extreme risks in the different LLMs’
generated code. It shows that the Claude and DeepSeek
generated code with extreme risk, not others. Figure [Tb] shows
that all LLMs’ generated code has very high risks. Figure
shows that all LLMs’ generated code except Grok has high
risks. Figure [Id| and Figure [le| show that all LLMs’ generated
code has medium and low risk, respectively. Figure [Tf] shows
the presence of very low risks in all the LLM’s generated
code. The web application code that all LLMs generate has a
security risk; hence, there is a need for a security test before
deploying it in a real environment.

V. DISCUSSION

The analysis of LLMs presented in section [[V|indicates that
human intelligence or an automated testing tool is required
to ensure the development of secure web applications. While
LLMs can automate security enforcement and anomaly de-
tection, they lack contextual awareness, adaptive reasoning,

and proactive threat mitigation—qualities inherent to human
security experts. The systematic vulnerabilities observed in
LLMs, such as the absence of MFA and the lack of essential
HTTP security headers, suggest that LLM-driven systems
still fall short in implementing comprehensive security frame-
works. Unlike humans, who can analyze emerging threats,
identify novel attack patterns, and adapt security protocols
dynamically, LLMs operate within predefined constraints and
are prone to adversarial exploits. Thus, while LLMs can assist
in security tasks, human expertise remains indispensable for
designing, auditing, and maintaining secure systems.

Several key improvements must be implemented to
strengthen the security of the code generated by LLMs. Our
recommendation focuses on improving both LLM outputs
and securing the produced code to ensure robust security
practices. While enhancing LLMs to generate more secure
code is essential, developers must also access the security of
the LLM-generated code before using it in production.

The LLMs can generate the secure code by avoiding the
identified risk if the prompt specifically mentions every se-
curity requirement; however, it should not be taken to justify
LLMs’ capability since many users may not be aware of all
the security requirements. The recommendations based on the
analysis are as follows

o Improve the prompt: The user should improve the prompt
by indicating each and every aspect of the security
parameters to derive the secure web application code from
the LLMs.

o Security Testing: The LLM-generated web application
code should undergo security testing through a security
assessment framework to identify vulnerabilities. Security
experts can perform this testing manually or automatedly
using security tools.

o LLM Improvement: The LLMs need to be improved con-
sidering the security standards, even though the prompts
do not specifically ask for the security requirements.

VI. CONCLUSION AND FUTURE WORK

Our work highlights critical security gaps in large language
models (LLMs) generated web application code, emphasizing
vulnerabilities in authentication, session management, and
HTTP security headers. Although models like Grok offer
marginal improvements in authentication and error handling,
no LLM currently implements a comprehensive security
framework. The absence of multi-factor authentication and
strict session management policies underscores the need for
rigorous security enhancements. These findings reinforce the
necessity for continuous assessment to ensure LLM-generated
code aligns with security standards, such as OWASP top 10
and NIST cybersecurity guidelines.

As LLMs are increasingly used in software development
and automation, a robust security assessment framework is es-
sential to mitigate risks and prevent exploitation. Additionally,
integrating human expertise with LLM-driven security mecha-
nisms can improve reliability, ensuring these models evolve to
meet cybersecurity standards. Future research should focus on



TABLE V: Security Requirements Coverage of LLMs

Broader Categories Grok ChatGPT DeepSeek Claude Gemini
Authentication Security 3/11 1/11 0/11 0/11 2/11
Input Validation Protec-  5/10  5/10 3/10 8/10 3/10
tion Against Injection

Attacks

Session Security 7/8 7/8 4/8 3/8 8/8
Secure Storage 2/2 2/2 2/2 02 2/2
Error Handling Informa- ~ 3/5 2/5 2/5 2/5 1/5

tion Disclosure

HTTP Security Headers  0/12  0/12 0/12 0/12 0/12

Note: x/y: y is the total number of security parameters in that category, and x indicates how many each LLM is implementing.

Grok

Gemini GPT Gemini

Claude

Grok

GPT Gemini GPT

6

Claude DeepSeek

(a) Extreme Risks

Grok
14

Gemini GPT Gemini

Claude DeepSeek

(d) Medium Risks

DeepSeek

(b) Very High Risks

Grok

Claude DeepSeek

(e) Low Risks

GPT

Claude DeepSeek

(c) High Risks

GPT

Claude DeepSeek

(f) Very Low Risks

Fig. 1: Risk Assessment of LLMs Across Different Risk Levels: This radar chart visualization compares various LLMs—
Grok, GPT, Gemini, Claude, and DeepSeek across six risk categories: Extreme, Very High, High, Medium, Low, and

Very Low. The red-shaded regions indicate the relative risk scores for each model in the respective risk categories.

developing automated security auditing tools and incorporating
anomaly detection to enhance security evaluations.
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