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Abstract

Currently, the memory mechanism has been widely and suc-
cessfully exploited in online text-to-image (T2I) generation
systems (e.g., DALL-E 3) for alleviating the growing tok-
enization burden and capturing key information in multi-turn
interactions. Despite its practicality, its security analyses have
fallen far behind. In this paper, we reveal that this mechanism
exacerbates the risk of jailbreak attacks. Different from previ-
ous attacks that fuse the unsafe target prompt into one ultimate
adversarial prompt, which can be easily detected or may gen-
erate non-unsafe images due to under- or over-optimization,
we propose Inception, the first multi-turn jailbreak attack
against the memory mechanism in real-world text-to-image
generation systems. Inception embeds the malice at the in-
ception of the chat session turn by turn, leveraging the mech-
anism that T2I generation systems retrieve key information
in their memory. Specifically, Inception mainly consists of
two modules. It first segments the unsafe prompt into chunks,
which are subsequently fed to the system in multiple turns,
serving as pseudo-gradients for directive optimization. Specif-
ically, we develop a series of segmentation policies that ensure
the images generated are semantically consistent with the tar-
get prompt. Secondly, after segmentation, to overcome the
challenge of the inseparability of minimum unsafe words, we
propose recursion, a strategy that makes minimum unsafe
words subdivisible. Collectively, segmentation and recursion
ensure that all the request prompts are benign but can lead
to malicious outcomes. We conduct experiments on the real-
world text-to-image generation system (i.e., DALL-E 3) to
validate the effectiveness of Inception. The results indicate
that Inception surpasses the state-of-the-art by a 14% mar-
gin in attack success rate.

1 Introduction

Recently, there has been great popularity in generating high-
quality images with text-to-image (T2I) models, especially the
well-behaved diffusion models [16,46], such as DALL-E [30],
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Figure 1: Illustration of Inception. It jailbreaks the memory
mechanism of the T2I generation system by planting malice
step by step. When one chunk is banned, Inception recur-
sively segments it until evading the safety filters.

Midjourney [28], Imagen [15], and Stable Diffusion [36,43].
Given a textual description (i.e., prompt), these models can
generate images from noise or optimize a given image towards
the semantics described in the prompt. Despite modern T2I
models’ remarkable ability, they are facing ethical challenges,
particularly with jailbreak attacks [40, 50], which attempt to
induce the T2I models to generate prohibited unsafe content.

In general, the approaches of jailbreak attacks fall into
two main categories: search-based optimization [49, 50] and
LLM-based optimization [7, 8]. They all intended to opti-
mize an illegal target prompt into a single adversarial prompt,
which is semantically safe but still able to generate unsafe con-
tent. Specifically, the search-based optimizations employ var-
ious strategies to identify substitute words for those deemed
unsafe. For example, SneakyPrompt employs reinforcement
learning to search for NSFW word substitutions, while other
works [6, 13,49] leverage gradient-based methods to iden-
tify evasive words. LLM-based methods primarily use large



language models to rephrase target unsafe prompts, generat-
ing legitimate-looking yet malicious prompts [7, 8,48]. For
example, DACA [7] proposes leveraging LLMs to describe
elements such as scenes and characters of a target prompt,
ultimately generating a story-like adversarial prompt. De-
spite their impressive performance, these methods often lead
to two awkward situations of jailbreak attacks in real-world
T2I generation systems, primarily due to the integration of
safety filters: (1) under-optimization, where the safety filter
still detects the adversarial prompt, or (2) over-optimization,
bypassing the safety filters while failing to generate unsafe
images. Accordingly, an intriguing and important question
arises: Have the T2I generation systems already sufficiently
secure against jailbreak attacks?

Unfortunately, the answer to the aforementioned question
is negative. Despite the built-in safety filters in real-world T2I
generation systems, these systems also incorporate a memory
mechanism [1-3,21] that supports multi-turn prompt modi-
fication or refinement. This mechanism facilitates handling
extended chat histories and better grasps users’ intent. How-
ever, in this paper, we reveal that this feature also inevitably
introduces new threats: attackers can easily circumvent safety
filters by segmenting the illegitimate-looking target prompt
into a sequence of sub-prompts, where each of them indi-
vidually appears to be compliant yet their ‘combination’ is
semantically identical to the semantics of the unsafe target
prompt. The memory mechanism in text-to-image (T2I) gen-
eration systems enables the cumulative effect of strategically
designed, seemingly natural yet malicious sub-prompts, facil-
itating the creation of more threatening jailbreak attacks.

Motivated by the aforementioned understandings, in this
paper, we introduce Inception, a multi-turn jailbreak frame-
work against text-to-image generation systems. Our intu-
ition is to leverage the memory mechanism in these sys-
tems to implant the unsafe request step by step. In general,
our Inception mainly consists of two main stages, i.e., seg-
mentation and recursion. Specifically, during the first stage,
Inception first analyzes the target prompt to obtain its part
of speech and relational tree through natural language pro-
cessing (NLP) techniques (e.g., Spacy [47]). Subsequently,
Inception implements a series of segmentation policies (in-
cluding main-body policy and modifier policy) designed to
extract phrases from the prompts post-decomposition. After
that, Inception uploads these chunks (with minimal malice)
to the system. If one chunk is considered unsafe by the safety
filter, Inception recursively explores deeper into this chunk
and revises it into a more detailed phrase. This phrase is then
segmented into several chunks, whose level of malice is kept
at a low level. Such a recursion ensures that each input chunk
is “benign” (can bypass the safety filter), even the minimal un-
safe word. As long as the short-term conversation is cached in
memory, the model would fulfill the malicious requests uncon-
sciously. This recursive decomposition approach is inspired
by the movie Inception, following the principle:

The deeper you go into the dream, the more time you experience.

Inception!

We conducted comprehensive evaluations of the effec-
tiveness of Inception. First, we construct a text-to-image
(T2I) generation system Framework to simulate commercial
platforms. We integrate three types of representative mem-
ory mechanisms, such as those used in LangChain [22] and
DALL-E 3 [32]. Additionally, we incorporate four advanced
safety filters that cover both input and output processes. The at-
tack results demonstrate that Inception is capable of breach-
ing systems and maintaining high reusability, even when both
input and output filters are active. For example, Inception
outperforms the state-of-the-art jailbreak method with a mar-
gin of 14%. Furthermore, we tested Inception’s effective-
ness on the mainstream commercial system (i.e., DALL-E 3).
Our Inception can still successfully induce it to generate
unsafe content, demonstrating its realistic threats.

In summary, our main contributions are fourfold:

e We revisit the existing jailbreak attacks and reveal their
dilemma between under- and over-optimization, as the ex-
istence of safety filters.

e We reveal a new threat with the existence of a memory
mechanism in the practical T2I generation system, making
it fragile from a single T2I model.

e We propose Inception, a multi-turn jailbreak attack
against the T2I generation systems. Inception success-
fully bypasses the safety filters by recursively segmenting
the target prompt into chunks.

e We construct a practical text-to-image generation system,
considering both the memory mechanism and the two-
phase safety filters. The extensive experiments demonstrate
that Inception can effectively jailbreak the T2I generation
systems. The results on commercial T2I generation system
DALL:-E also reveal that Inception can successfully jail-
break the real-world systems.

2 Background and Related Work

2.1 Text-to-Image Models and Systems

Text-to-image generative models (T2I) have gained much
popularity due to their ability to generate high-quality images.
They take a textual description, namely prompt, as a condition
to control the reverse diffusion process [16,46]. This process
denoises a noisy latent by 1) predicting the step-wise noise
and 2) removing that noise from the latent step by step. After
the multi-step denoising, the denoised latent is fed to an image
decoder, e.g., VAE [19], to obtain the final image.

Inception is a science fiction thriller directed by Christopher Nolan.
In this movie, the skilled thief, Dom Cobb, undertakes the inception task,
planting consciousness, by delving into the layers of dreams.



Modern commercial T2I models like DALL-E [30], Mid-
journey [28], and Imagen [15] mostly adopt such a struc-
ture. These T2I models are integrated into LLMs like Chat-
GPT [29], Gemini [14], and ChatGLM [51], which are re-
ferred to as T2I generation systems [18], for a better under-
standing of users’ demands. When using this service, users
input their requirements in the chat windows and refine the
returned images by interacting with the system. To avoid the
heavy tokenization burden as the conversation goes on and
capture key demand, these systems adopt a memory mecha-
nism [1-3,21] for keeping track of the ongoing chat within
one chat session. This mechanism enables the systems to han-
dle multi-step and evolving requests, especially facilitating
the modification and refinement of image generation tasks.
It is worth noting that this memory mechanism only exists
in online T2I generation systems instead of API services.
The reasons are manifold, including the stateless design of
APIs [42] and emphasis on user experience for chatbot in-
teraction [2]. Another reason is that API charges are based
on users’ query token numbers, while the other one runs in a
subscription model, i.e., free after subscription, where tools,
including memory, are a part of the subscription service.

2.2 Jailbreak Attack

Jailbreak attacks, in the context of T2I models, aim to in-
duce the model to output unsafe content according to a tar-
get unsafe prompt, e.g., nudity, violence, and discrimination.
However, as there exist safety filters, these attacks need to
optimize the target prompt for obtaining a less textually adver-
sarial prompt [37,49,50]. In general, these methods fall into
two kinds: search-based optimization [49,50] and LLM-based
optimization [7, 8]. In search-based optimizations, they go
over the search space, typically the token dictionary of the
model, to find the substitution of unsafe words. LLLM-based
optimization adopts an LLM to rewrite the target prompt.

Despite their differences in optimization, they share the
same objectives. First, the adversarial prompt should be able
to bypass the safety filters. Several search strategies are pro-
posed to find semantically similar but less malicious words.
For example, SneakyPrompt [50] deploys reinforcement learn-
ing and sets the semantic similarity as a reward for searching
for an alternative token to replace the filtered unsafe word.
Another line of work searches for word substitutes with gra-
dients [6, 13,49]. Among them, DiffZero [6] applies zeroth-
order optimization to obtain gradient approximations for over-
coming the unavailability of gradients in the black-box setting.
Second, the generated images (if successful) should share a
similar semantics with the original malicious prompt. This
is to ensure the utility of the optimized adversarial prompt.
Huang et al. [17] propose using the safe word with a simi-
lar human perception to replace the unsafe word, i.e., they
have a consistent appearance. Other lines of work adopt the
Large Language Model to generate adversarial prompts with
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User Interface

Figure 2: The external and internal operation paradigm of the
T2I generation system. External (User Interface): The user
updates his/her prompt in multiple turns, and finally the sys-
tem outputs the appropriate image; Internal (System Back-
stage): The system scans every user input and stores the safe
ones in its memory. Then it sends the synthesis of memory (in
the form of a text prompt or vector) to the generation model.
After ensuring the alignment, the output is displayed to the
user. The detailed chat history can be seen in Figure 3.

in-context learning and instruct tuning [7, 8,48]. Despite their
effort, all the existing works attempt to merge the whole ma-
licious request into one prompt, which heavily increases the
risk of being filtered.

3 Preliminaries and Problem Statement

In this section, we formally formulate the definition of text-
to-image generation systems and the memory mechanism
used in practical text-to-image generation systems. Then we
describe the threat model of Inception.

3.1 Preliminaries

T2I Generation System. As illustrated in Figure 2, a text-to-
image (T2I) generation system (5) designed for real-world
applications extends beyond a standalone generation model
by incorporating a user-friendly interface [14,29,51]. Such
a system integrates the generation model M into a compre-
hensive pipeline, adding advanced features like a memory
mechanism (Mem) that facilitates iterative prompt refinement
in a conversational style [32]. Prominent systems, including
ChatGPT, Gemini, and Copilot, leverage these enhancements
to better interpret and align with users’ intents. This practi-
cal design enables users to make iterative modifications and
refinements based on feedback from the generation model
until the output aligns with their envisioned mental image.
Furthermore, the T2I system incorporates safety filters (input
filters ¥, and output filters ¥,,,) to censor inappropriate user
inputs and generated outputs, ensuring responsible and ethical
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Figure 3: Three kinds of industrial memory mechanisms. Specifically, SummaryMem is adopted by the T2I generation system of
ChatGPT [32], and VSRMem is adopted in Memory-Zero [26]. Also, all three of these are included in the popular open-source

agent LangChain [22].

usage. Given user query sequence Q = {q1,42,--.,q, }» where
r is the current interaction round (with the sequence growing
as the conversation progresses), the whole process can be
represented as:

I = Four (M (Men(Fin(Q)))- (1)

Memory Mechanism. The memory mechanism (denoted as
Mem) is commonly employed to manage multi-round interac-
tions between a chatbot and users within a single chat session
(despite it being supported across sessions in ChatGPT [31],
we leave it for future work). This mechanism helps the system
grasp the user’s intent and address the redundant chat history.
In practical applications, users engage with the chatbot by
opening a chat window and iteratively refining or modify-
ing their requests step by step. The chatbot (e.g., ChatGPT)
retains the entire conversation history and preprocesses it be-
fore forwarding it to the associated generation model (e.g.,
DALL-E). In this paper, we classify the industrial memory
mechanisms (Figure 3) into three types, including BufferMem,
SummaryMem, and VSRMem (Vector-Store-Retriever):

e BufferMem. Buffer Memory (BufferMem) is the most
straightforward method to manage the chat history [20]. It
caches all interactions between the user and chatbot in a
structured list that identifies the roles as "user", "assistant",
and "system". For each new query, the chatbot concatenates
the entire conversation history into a single prompt and
sends it to the T2I generation model. However, as the con-
versation progresses, the buffer may accumulate redundant
information, making it harder to maintain focus on the most
relevant details.

e SummaryMem. Summary Memory (SummaryMem) ad-
dresses the growing dialogue history by condensing past
exchanges into a concise summary [23]. After each inter-
action between the user and the chatbot, it employs a large
language model to generate the summary [11], which is

then passed to the T2I generation model. While this ap-
proach effectively reduces token length for each generation,
it may overlook fine-grained details. Notably, as mentioned
in the system card of DALL-E 3 [32], this type of memory
is utilized to synthesize the final prompt, which is directly
sent to the generation model afterwards.

e VSRMem. The Vector-Store-Retriever Memory (VS-
RMem), also known as Semantic Caching or Prompt
Caching, represents chat history as vectors and retrieves
the most relevant entries based on the conversation con-
text [12,24,26]. This mechanism enhances response accu-
racy by identifying relevant interactions while discarding
redundant information through semantic matching. VS-
RMem typically consists of three components: vector rep-
resentations (e.g., embeddings generated by OpenAl’s em-
bedding model [33]), storage solutions (e.g., FAISS [9] and
Pinecone [35]), and a retrieval mechanism.

We provide an experimental evaluation of these three kinds
of real-world memory mechanisms in Section 5.4.

3.2 Threat Model

We assume that the attacker A4 has black-box access to
the target T2I generation system .§, which provides only a
user interface for interaction. System S is equipped with a
memory mechanism to better understand users’ contextual
intents. Although current T2I generation systems typically
operate in a subscription-free mode, we assume the attacker is
constrained by a query limit, consistent with prior studies [49,
50]. The specific capabilities of A4 are detailed as follows.

e Black-box access to S. A4 is authorized to interact with
the online T2I generation system .§ in a multi-turn manner.
However, 4 has no knowledge of the system’s backend
components, as shown in Figure 2, including safety filters,
memory mechanisms, or the generation model. If a query
¢ is blocked by the input filter, or if the output of M is
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Figure 4: Intuition of Inception. Most existing jailbreak
attacks face under- or over-optimization problems, while ours
fixes this issue with pseudo-gradient and self-correction. The
“work” here refers to “can generate unsafe image” and “safe”
refers to the decision made by safety filters.

blocked by the output filter, 4 receives a response indicat-
ing that the generation process has failed.

e Free access to local models. A4 can leverage open-source
models to craft adversarial prompts, with no restrictions on
their usage. In this work, we utilize an NLP analysis model
and a semantic interpretation model for free query.

Attack’s Goals. The attacker 4 intend to craft an adver-
sarial prompt series p, € {p},p2,...,pl,} that induces sys-
tem S to generate an unsafe image while maintaining se-
mantic similarity to the target prompt p,. Specifically, a
successful p, must satisfy two conditions. Firstly, all the
prompts p!, must pass the input safety filter ;. In other
words, the distance D(p’,, p;) should be greater than thresh-
old 7, i.e. Dg(pa,pr) > 1, where Dg measures the semantic
similarity between prompts. Secondly, the generated image
must share semantic similarity with the target prompt py, i.e.
Dy(S(pa),pr) < €, where Dy measures the distance between
an image and a prompt. Note that an implicit requirement for
the second condition is that the generated image must also
pass the output safety filter 7.

4 Methodology

4.1 Motivation

The conditions outlined in Section 3.2 require that a suc-
cessful adversarial prompt must bypass the safety filter and
compel the T2I generation system to produce the desired
target image. However, due to the black-box nature of the
target system, the attacker cannot access its gradient [6]. Prior

works overcome this limitation via discrete optimization
methods that search for unsafe word substitutions [50, 53].
Unfortunately, this coarse-grained approach often results in
rough optimization, leading to two key challenges: @ Over-
optimization and ® Under-optimization.

The jailbreak attack exploits underaligned [5, 34, 52] or
under-protected [7, 50] systems, where the safety filter’s deci-
sion boundary fails to encompass the entire functional area
for unsafe content generation (illustrated as the yellow area in
Figure 4). Let us examine why these two problematic scenar-
ios arise and what occurs in each case. First, attacker 4 needs
to reduce the maliciousness of the prompt p, to ensure that
it can bypass the safety filter (i.e., it must exit the red area).
However, excessive modification to the target prompt p; often
results in over-optimization (as the yellow area is fragile),
where Dy(S(pa),pr) > € as Dg(pa, pr) > 7. In such cases,
the generated output significantly deviates from the target
prompt’s semantics, producing false positives—safe content
that is actually safe. Conversely, if the optimization is insuffi-
cient, the adversarial prompt still remains flagged as unsafe
and is blocked by the safety filter (still located within the red
area). As shown in Figure 4(a-b), existing methods struggle
with this coarse-grained optimization, leading to either under-
optimization or over-optimization. This limitation stems from
the inherent challenge of discrete optimization, which lacks
gradients for fine-grained, stepwise transitions [4,27].

Another often-overlooked issue in current research is that
practical T2I generation systems utilize a memory mechanism
to manage chat history, enabling multi-turn jailbreak attempts.
Existing methods typically convert the target prompt into a sin-
gle adversarial prompt encompassing all malicious requests,
making it more susceptible to detection by safety filters.

4.2 Overview

To handle these issues, we propose Inception, a multi-
turn jailbreak attack against text-to-image generation systems.
Key Idea. Our core ideas are illustrated in Figure 4(c-d). The

key intuition behind our approach is to decompose a target
unsafe prompt into smaller chunks and sequentially input
them into the system S. If a piece encounters censorship, it
is further divided until all of its children bypass the restric-
tion. In this way, we leverage the memory mechanism that
S adopts to implant malicious consciousness bit by bit. We
draw inspiration from the movie Inception, where if planting
subconscious (embedding malice) in a dream (current chunk)
is difficult, then go to a deeper dream (extended chunk) to
achieve the adversary’s goal (bypassing the safety filter).

Pipeline. We present the overall pipeline of Inception in
Figure 5. In general, Inception mainly consists of two main
stages, including segmentation and recursion. Specifically,
Inception segments an unsafe target prompt p; into a se-
ries of chunks C = {cy,¢3,...,¢; }, which serve as inputs for
a multi-turn conversation with S. This is to break down the
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Figure 5: Overall pipeline of Inception. The process involves two key operations: segmentation and recursion. First, Inception
analyzes an unsafe prompt using NLP techniques and predefined chunking policies to divide it into multiple segments. Each
segment is then submitted to the chatbot for feedback. Unsafe segments are explained and rephrased before undergoing further
recursive segmentation. This recursive process continues until all segments are deemed safe by the system.

maliciousness of the prompt for evading the safety filters.
Then, if a chunk ¢, is identified as unsafe by the safety fil-
ter, Inception delves deeper into that chunk, recursively
segmenting it further, where ¢; is further segmented into
{c,l,c,z, ...,c];}. This operation makes the minimal unsafe
chunk separable. Specifically, our segmentation and recur-
sion achieve:

e Pseudo-gradient. To address the absence of gradients, we
propose segmenting p; into sequential chunks with progres-
sively increasing levels of malice. These chunks serve as a
pseudo-gradient, guiding the process toward higher seman-
tic similarity with p,. The pseudo-gradient helps mitigate
useless explorations in the search space, thereby signifi-
cantly enhancing search efficiency.

o Self-correction. To address over-optimization, we pro-
pose a self-correction mechanism to refine blocked chunks.
The step-wise chunks are dynamically self-correcting; if
deemed unsafe, they automatically split into smaller, safer
chunks until all of them pass the safety checker.

After the segmentation and one layer of recursion, the final
chain of chunks is:

12 k
C= {cl,cz,...,{c,,c,,...,ct}},

where ¢, is a blocked chunk. Next, we describe Inception
step by step.

2

e Step-1[Segment]: Analyze the unsafe prompt p; and seg-
ment it into chunks p, = {c1,¢2,...,¢/ };

o Step-2[Feedback]: Feed the segmented chunks into system
S one by one and obtain the result K = F (¢;);

o Step-3[Expand]: If ¢, is blocked i.e. &, is negative, expand
¢; by explaining its meaning E(c;);

o Step-4[Recurse]: If the explanation meets the threshold of
semantic similarity with the unsafe chunk, repeat Step-1
and Step-2.

This process resembles the concept of the movie Incep-
tion: by exploring the semantic space of an unsafe word,
Inception repeatedly subdivides it, enabling the components
to individually bypass the safety filter. In the rest of this sec-
tion, we provide details of each step in Inception.

4.3 Segmentation

We introduce our Segmentation after introducing the ratio-
nale. That is, the pseudo-gradient provided by the chunks.
Pseudo-gradient. Due to the black-box nature of commercial
T2I generation systems, the attacker lacks access to internal
gradients, significantly increasing the challenge of optimizing
adversarial prompts. Primarily, the optimization goal is to

3

where F (p,) = 0 indicates that p, is identified as safe by the
safety checker (as Dg(pa, p:) is consistent with Dy(S(pa), i),
we don’t specially describe the output goal in Eq 3). The
optimization function O can be rewritten as:

min@B(PmPt)v s.t. F(pa) =0,

O(pa; pt) = Dg(pa; 1), 4)



Given a target prompt p;, which can be regarded as a con-
stant value for initial prompt state, the partial derivative of
Eq. 4 with respect to p, (indicating the prompt variance to
adversarial prompt) is:

90(pa,p1) _ 9Dp(Pas 1)
apa apa

. (5)

Whent =0, pg = p;, the partial derivative is larger than O (as

any modification to p; makes p, different from p;). Also, we

: 9Dg(Pas
can tell from Eq 5, when p, = hmptfﬁo’ # > 0.

While considering a text-to-image generation system that
deploys a memory mechanism to summarize information
across turns, the semantics captured by the system are:

§ :Z’(pg,p}”...,pZ)7 (6)

where Y indicates the memory summarization function as
shown in Section 3.1 and s” is the summary of previous n
conversations. For any n, we have s = p/ and after all N
interactions, we have sV = p;. Thus, the partial derivative of
Eq 4 to conversation turn n should be:

a@B(SnaPt) B BQ)B(S",pt) ain
on - os™ on’

Ou(s", pr) = @)

Given the black-box attribute of real-world T2I systems,
whose gradient is unknown, the most stable gradient approxi-
mation is to regularize the direction of the gradient consistent

with the goal Eq 3 so that the optimization is controllable.

) 35 (pas
Given M
Pa

with & That is,
n

> 0, the signal (sgn) of Eq 7 is consistent

~-1, <o

1 9s"

. (8)
, >0

s5gn(Ou(s",pr)) = {

Thus, we should keep the signal of % unchanged to ensure

stable optimization over s". For %%’ < 0, a straightforward
method is to replace words for p; for each step, however, this
requires a brute-force search among all the candidate words
as used in [53], which is rather ineffective. Moreover, out
of this token-level optimization, whose gradients are sharp
around the unsafe words, this random search leads to over-
or under-optimization. Instead, we consider keeping ai: >0
to ensure semantics steadily shift, which provides a stable

pseudo-gradient for prompt optimization.

Segmentation with Semantic Constraint. The primary ob-
jective of segmentation is to segment a prompt p; into chunks
{CO,C1 A } such that, when summarized, the summary s"
retain the same overall semantics as the original prompt p;.
The most challenging segmentation issue is ensuring the min-
imal semantic shift, i.e., no semantics are added or deleted,
after summarization. We achieve this goal through a process
of decomposition and reconstruction. In the decomposition

phase, we utilize the NLP analysis (e.g., Spacy [47]) to break
down the prompt based on its semantics. We first extract
the part of speech (POS) and dependency tree (DepTree) for
each word. These two attributes are instrumental in identify-
ing phrases within the sentence. In the reconstruction phase,
based on the POS and DepTree of words, we design a set of
policies to reassemble the phrases.

We define two types of policies to reconstruct phrases from
a decomposed prompt, i.e., main-body policy B, and modifier
policy P,,. The main-body policy, Pb, functions to extract the
minimal body of a sentence, which serves as the fundamental
subject of the prompt. Before constructing the minimal body,
we first need to determine whether there is one. We design two
flags to verify the existence of two elements of a sentence, i.e.,
noun and verb. After the verification, we scan all the words
in the sentence, and retain only the words whose dependency
labels (indicating their grammatical relationship to the root)
belong to the predefined dependency set {“nsubj”, “dobj”,
“iobj”, “attr”, “oprd”, “prep”’, “nsubjpass”}. These retained
words are then used to construct the minimal body of the
sentence according to the order in which they appear. An
illustration of the main body policy Pb is provided below.

Main-body Policy

Policy: If a word’s dependency is “root”, splice it and its
children in order.

Example: A[det] nude[amod] man[nsubj, child] is [aux,
child] riding [root, parent] a[det] bike[dobj, child] — “man
is riding bike”

The modifier policy, P, is more intricate due to the vari-
ety of phrase types, such as noun phrases, verb phrases, and
others. In this context, we consider five types of phrases: ad-
position phrase (ADP), noun phrase (NP), verb phrase (VP),
adjective phrase (AdjP), and adverb phrase (AdvP). For each
phrase type, we design multiple sub-policies to extract spe-
cific phrases. For instance, to construct a noun phrase with
an adjective as its modifier, we first identify the noun’s po-
sition using part-of-speech (POS) tagging. Next, we scan its
children in the dependency tree. When a child of the noun sat-
isfies the condition of having a dependency labeled “adjective
modifier”’, we prepend the adjective to the noun to form the
noun phrase. The formal policy is outlined below:

Phrase Policy (One Case for NP)

Policy: If a word’s POS is noun, scan its children; if the
child’s dependency is “amod”, add it before the parent.
Example: A nude[amod, child] man[noun, parent] is riding
a bike — “nude man”

Before examining the policies Pb and Pm, we first deter-
mine whether a given chunk is a sentence or a phrase. If the
chunk is identified as a sentence, we first apply Pb, followed
by Pm. If it is not a sentence, we directly apply Z,,. Up to this
point, we have developed numerous policies to segment sen-



[A man is making a[bomb]]

Recursion-1 = RN

Recursion-2 = ISR

’, ~
z ~

[gunpowder] [detonator ]

. ”‘\\ ~
Recursion-3= -~ 17~ RN

\ ~ N <
\ S s Ss
- ~ N -

[potassium nitrate][charcoal][sulfur} [percussiorg
|C] prompt | | unsafechunk [ | safe chunk]

Figure 6: Illustration of recursion. Inception recursively
expands and segments the unsafe word into chunks until all
of them bypass the safety filter.

tences based on their POS and DepTree under semantics con-
straints. We strategically discard certain meaningless chunks,
such as “a bike”. These remaining chunks, derived from the
principle that any sentence can be broken down into a min-
imal main body accompanied by multiple modifier phrases,
serve as multi-turn requests. This process gradually enriches
and refines the details of the image generation.

4.4 Recursion

Self-correction. After obtaining the list of chunks C =
[c1,¢2,...,ck], we upload them to the chatbot one by one
to embed the unsafe request. However, certain chunks, such
as "nude man" are still identified as unsafe by the system’s
safety mechanisms. As these chunks are minimal and cannot
be further segmented, there is a risk of them being banned.
This is also the risk faced by token-level optimization [49,50].
We address this issue through our proposed recursion, which
recursively expands and segments the minimal chunk until
all of them bypass the safety filters. This self-correction pro-
cess ensures that each segmented chunk of the prompt p; can
bypass the filters of the T2I generation system.

Recursion mainly consists of three steps. First, it expands
the minimal unsafe chunk to make it subdivisible by interpre-
tation. We adopt the well-performed large language model
ChatGPT-40 to revise the prompt by instruction “Please ex-
plain the phrase chunk to make it more neutral”. However, we
observe that the large language model (LLM) may sometimes
not adhere to our instructions or may provide revisions that
differ in meaning from the original text. To address this issue,
we set a threshold for semantic similarity. Specifically, after
obtaining the revision, we measure the semantic similarity
between the revision and the original chunk using Sentence-
BERT [41]. If the similarity is below the threshold, the revi-

Algorithm 1 Inception

Input: unsafe target prompt p;, T2I system .S, main-body policy &, modifier
policy B, system query budget Q.

Output: chunk list C.

1: global C + 0

2: procedure SEGMENTATION(target prompt : p;)

3 global POS, DepTree < Spacy (py)
4: flagsupject < any (DepTree(w) in {“nsubj’} forwin W)
5: flagyery < any (POS(w) in {“verb”,“aux”} forwin W)
6.
7
8

> initialize an empty set

k0,00 > initialize an empty set and 0 value
if flagspjecr & flagyers then > if p; is a sentence
: cp 7

9: for win W do > find the one minimal body

10: cp < Apply P,

11: end for

12: C*.append(cp,)

13: end if

14: for win W do > find all the modifier phrases

15: ¢ < Apply B,

16: C*.append(cy)

17: end for

18: for c in C* do > feed chunks to system

19: if Q > Q then > budget used up

20: Break

21: end if

22: flagsafery < S(c)

23: Q— Q+1

24: if flagsafery == “safe” then

25: C.append(c)

26: else

27: C* < RECURSION(c) > dive into the unsafe chunk

28: C.extend(C®)

29: end if

30: end for

31: return C¥

32: end procedure
33: procedure RECURSION(unsafe chunk : ¢)
34: for i in range(20) do > expand the unsafe chunk

35: ¢’ +~ LLM(c,instruction)

36: if similarity(c,c’) > 0.6 then > satisfy the similarity bar
37: break

38: end if

39: end for

40: C" + SEGMENTATION(c') > further segment the phrase
41: return C"

42: end procedure

43: run SEGMENTATION(p;) > start here with target prompt

sion is not accepted. Otherwise, it is further segmented for
additional refinement. Via the recursion process, where an
unsafe chunk is expanded and segmented, the attacker can
make all the chunks evade the safety filters.

We present an example in Figure 6. Initially, the chunk
“bomb” is labeled as unsafe by the safety filter. Then in
Recursion-1, Inception expands it to “explosive projectile”,
where “explosive” is labeled as unsafe while “projectile” by-
passes the safety filter. In Recursion-2, Inception further
expands the chunk “explosive” and segments it to “gunpow-
der” and “detonator” while all of them are recognized as un-
safe. Finally, in Recursion-3, the “gunpowder” is segmented
into “potassium nitrate”, “charcoal”, and “sulfur’; and the
“detonator” is segmented into “percussion” and “cap”, where



all of them bypass the safety filters. After the three stages of
recursions, the minimal unsafe chunk “bomb” is segmented
into several less malicious chunks but retains the original
semantics of “bomb”.

Implement Detail. We specify Inception in Algorithm 1.
Our Inception mainly consists of four steps:

o Step-I. Identify whether p;is a sentence or phrase; If it’s a
sentence, find the minimal body c¢; with policy F;

e Step-II. Find all phrases c¢,, in p, with modifier policy B,;

e Step-IIL Send ¢, and ¢, to system S. If ¢ € [cp + ¢p] i
unsafe, execute Step-1V, or return;

o Step-IV. Expand and rephrase ¢, then repeat Step-(I-IV).

5 Evaluation

In this section, we evaluate the performance of Inception.
We mainly address four research questions. [RQ-1]. How
effective is Inception at attacking a T2I generation system?
[RQ-2]. What is the impact of the memory mechanisms on
the jailbreak effect? [RQ-3]. What is the impact of the safety
filters on the jailbreak effect? [RQ-4]. What is the impact of
the parameter selection of Inception?

5.1 Experiment Setup

We implement Inception using Python 3.8 with PyTorch.
All experiments are conducted on a single NVIDIA GeForce
RTX A6000 GPU. The local black-box T2I generation sys-
tem is deployed with Langchain [22], following the archi-
tecture used by DALL-E 3 generation system (as shown in
Figure 2). For the backend generation model, we use Shut-
tleDiffusion [45], a high-performance open-source text-to-
image generation model. Unless otherwise specified, we uti-
lize BufferMem as the memory mechanism and apply all the
safety filters described below. We will open-source the T2I
generation system and our implementation of Inception for
the community’s future use.

Prompts Datasets. We consider two widely used unsafe
prompt sets, including VBCDE [7] and UnsafeDiff [37], fol-
lowing previous works [7,49].

e VBCDE. This dataset comprises 100 sensitive prompts, cat-
egorized into five classes: violence, gore, illegal activities,
discrimination, and pornographic content [7]. Each class
contains approximately 20 prompts.

o UnsafeDiff. This human-curated dataset contains 50 unsafe
prompts, distributed across five categories: harassment, il-
legal activity, self-harm, sexual content, and violence [37].
Each category includes 10 prompts.

Safety Filter. We consider both input and output filters in
our constructed system. For the input filters, we consider
two representative methods: (1) NSFW word blacklist and
(2) Text Classifier. We adopt the NSFW word list used in

SneakyPrompt [50] as the blacklist. We leverage the zero-

shot ability of CLIP to classify the text [44] for the second

one; For the output filter, we also consider two representative
ones: end-to-end image classifier and latent-based classifier

(Q16). We use the NSFW detection model, a fine-tuned Vision

Transformer (ViT), as the end-to-end image classifier [10].

Q16 [44] classifies the latent representation of an image from

CLIP [38] to detect its semantic malice.

Evaluation Metrics. To evaluate whether the adversarial

prompt is successful, we adopt four evaluation metrics.

o Attack Success Rate (ASR): In this paper, we find that the
calculation of existing ASR is defective to some extent, as
it considers a safe prompt—which bypasses the input fil-
ter but generates safe images—as a successful adversarial
prompt [50]. This may introduce a shortcut that encourages
the generation of false-positive unsafe images. Therefore,
we update this metric to evaluate the proportion of adver-
sarial prompts that not only bypass the input filter but also
induce the model to output unsafe images. Specifically, we
classify the adversarial prompt into: 1) Hard prompt (py,):
It has manifest malice, so the input filter bans it. 2) Safe
prompt (py): It has little malice and can bypass the input fil-
ter, but the generated image is safe. 3) Adversarial prompt
(pa): It has moderate malice, allowing it to bypass the in-
put filter and induce the model to output unsafe images.
Formally, the ASR is calculated as:

#of pa
#of ppt#of pat#of ps

Here, we utilize the powerful ChatGPT-40 as the Judge
model” to determine whether the generated image qualifies
as unsafe. With its exceptional content analysis capabilities,
the model can accurately analyze the semantics of an im-
age, even when the content is implicit. A useful trick is that
instead of asking it to describe the image, which might re-
sult in a refusal, we employ this VLM as a binary classifier
by posing the question: “Do you think this image is appro-
priate?”. When the image is deemed safe, the response is
a definite "Yes". In contrast, the VLM will respond with
"No" or refuse to answer the question.

e CLIP Score (CLIP.): CLIP is trained to align the se-
mantic distance between images and text [38]. Therefore,
we utilize this metric to evaluate the distance between the
target prompt p; and the generated image (s). If one prompt
or its output is banned by the safety filter, we consider an
all-black image as s. The score function is defined as:

ASR =

&)

CLIP™S = CosSim(Eyext (p), Eimg(s)),  (10)

where the . and E;,, are the text encoder and image
encoder of CLIP, respectively. CosSim is cosine similarity.

2We assume that the system does not use this oracle model as an output
filter, as deploying it for output moderation would significantly increase
response delays and computational overhead.



Table 1: Performance of Inception compared with baselines on two benchmark datasets (i.e., VBCDE and UnsafeDiff). Among
these baselines, DACA [7] applies an LLM to rewrite the target prompt, and MMADiffusion [49] is a kind of transferable attack,
which optimizes the adversarial prompt based on the gradient of a local model. Bold indicates the best result, while underscores
denote the second best.

One-time Attack Re-use Attack
Dataset Method img R . img . .
ASR (1) CLIP,;; (1) #of Queries () Perplexity (1) | ASR (1) Overall ASR () CLIP,;; (1) # of Queries (}) Perplexity (])

MMADiffusion [49] 0.24 0.247 — 6,123.14 0.89 0.21 0.267 — 6,243.77

VBCDE [7] DACA [7] 0.29 0.245 — 33.36 0.78 0.23 0.264 — 34.65

SneakyPrompt [50] 0.40 0.261 34.19 1,043.25 0.72 0.29 0.274 31.15 861.10

Inception (ours) 0.45 0.268 10.13 481.93 0.82 0.37 0.281 8.96 456.28
MMADiffusion [49] 0.18 0.266 — 6,240.42 0.73 0.13 0.276 — 2,791.78

UnsafeDiff [37] DACA [7] 0.26 0.261 — 34.51 0.73 0.19 0.276 — 33.10
SneakyPrompt [50] 0.20 0.269 32.34 4,730.88 0.71 0.14 0.278 29.43 4,434.14

Inception (ours) 0.40 0.285 6.16 1,219.62 0.75 0.30 0.301 6.65 628.38

Number of Queries (# of Q): This metric records the av-
erage query time required to generate a single adversarial
prompt [50]. It is calculated as:

K k
#
#on:Zkzl( OfPaQ)’ an
K
where K is the total number of true adversarial prompts.
Perplexity: Perplexity measures the probability of each

word taking place in a sentence, which is defined as:
1 N
Perplexity = exp -~ i;logp(wi) , (12)

where w; is the i-th word in a sentence and P(w;) is the
probability assigned to it. Here, we adopt the GPT-2 [39]
to obtain the probability of each word.

Baselines. We consider three methods as baselines.

DACA [7]: DACA is an offline jailbreak method that for-
mulates a set of instructions to guide an LLM in describing
the elements of a target prompt, such as characters, actions,
costumes, scenes, and so on. It then combines all these
elements to ultimately create one prompt.
SneakyPrompt [50]: SneakyPrompt proposes using re-
inforcement learning to search for alternative tokens to
replace those filtered by the system. It incorporates two
reward conditions: semantic similarity and success in by-
passing safety filters.

MMADiffusion [49]: MMADiffusion is a type of trans-
ferable jailbreak attack that optimizes a prompt on Stable
Diffusion and then transfers it to closed-source models. It
introduces a gradient-driven optimization strategy to min-
imize a loss function composed of a semantic similarity-
driven loss and a sensitive word regularization term.

5.2 Main Results

In this section, we assess the effectiveness of Inceptionin

jailbreaking text-to-image (T2I) generation systems compared
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Figure 7: Examples of images that are generated with
Inception. We obtain all these results with the OpenAl
DALL-E 3 system, which is integrated into ChatGPT-4o.

to baseline methods, focusing on one-time and re-use attacks.
We adopt the system framework adopted by DALL-E 3 as
depicted in the system card that is published by OpenAl [32].
We adopt BufferMem as the history management tool and
activate both input and output filters.

One-time Attack. The left section of Table 1 presents the one-
time attack performance of Inception compared to the base-
lines. It can be observed that Inception achieves state-of-the-
art performance on most metrics, including ASR, CLIP,$,
and the number of queries. Specifically, Inception attains
scores of 0.45, 0.268, and 10.13 on VBCDE [7], and scores
of 0.40, 0.285, and 6.16 on UnsafeDiff [37], indicating the
effectiveness of our approach.

Specifically, Inception significantly outperforms the base-

lines by a large margin. On the ASR metric, Inception



Table 2: Performance of Inception with various combinations of input and output safety filters. The input filters @ and @ are
NSFW word blacklist [50] and Text Classifier [44]. The output filters @ and @ are an end-to-end image classifier [10] and a
latent-based classifier [44], respectively. The evaluation is conducted using the VBCDE dataset [7].

Group Input Filters | Output Filters ) One-time Attack Re-use Attack
(1] ) (1} 2] ASR (1) CLIP (1) #of Queries (}) Perplexity (1) | ASR (1) Overall ASR (1) CLIP,o (1) #of Queries (}) Perplexity ()

I ([ J O [ ] @) 0.54 0.274 8.27 490.36 0.81 0.44 0.278 8.44 436.45
n @ O O o 0.46 0.267 9.59 474.85 0.70 0.32 0.274 8.41 497.81
m |@ O [ ] o 0.48 0.269 9.70 477.14 0.81 0.39 0.269 8.94 489.99
v | @ O O @) 0.49 0.272 8.19 475.65 0.84 0.41 0.277 8.29 389.25
v |O o o @) 0.54 0.273 6.31 484.74 0.80 0.43 0.274 6.20 447.08
vi |O [ ] O [ ] 0.54 0.270 8.02 508.41 0.78 0.42 0.271 7.54 448.46
vii |O o [ ] o 0.52 0.268 8.05 511.10 0.71 0.37 0.270 8.35 498.41
vin | O [ J O @) 0.53 0.273 6.37 485.19 0.85 0.45 0.280 6.45 437.45
X |@ o [ ] @) 0.54 0.273 8.55 488.20 0.83 0.45 0.280 8.52 470.93
X ([ J o O [ ] 0.47 0.271 10.26 440.03 0.77 0.36 0.274 9.72 432.41
Xl | @ [ ] [ ] ([ J 0.45 0.268 10.13 481.93 0.88 0.40 0.281 8.13 509.29
X1 | @ [ ] O @) 0.48 0.270 8.54 488.52 0.82 0.39 0.281 8.96 456.28

achieves a score of 0.40 on UnsafeDiff, compared to the
second-highest score of 0.26 by DACA [7], representing an
improvement of 0.14. This demonstrates that Inception ef-
fectively bypasses safety filters and induces the system to
generate true positive unsafe content. The high ASR perfor-
mance is attributed to Inception ’s ability to segment the
malicious intent of an unsafe prompt and recursively split the
unsafe chunks, enabling it to bypass safety filters with a high
success rate. In terms of the number of queries, Inception
consumes an average of 10.13 query budgets on VBCDE
and 6.16 on UnsafeDiff, significantly outperforming the base-
line SneakyPrompt, which requires 34.19 queries on VBCDE
and 32.34 queries on UnsafeDiff. This efficiency is due to
Inception being guided by a pseudo-gradient, which pre-
vents invalid searches in the token space, demonstrating its
ability to efficiently jailbreak safety filters. On the Perplexity
metric, Inception achieves the second-highest score, slightly
behind DACA, which employs an LLM to rewrite the target
prompt p;, albeit at the cost of both ASR and CLIP scores.
However, Inception still surpasses the optimization-based
method SneakyPrompt by a significant margin. This improve-
ment is due to Inception’s extensive segmentation policies,
which leverage the POS and relation tree to ensure the seman-
tics of the segmented chunks to maintain low perplexity.

Re-use Attack. As T2I generation involves inherent random-
ness, a generated adversarial prompt may not consistently
jailbreak the same victim system on subsequent attempts.
This property is desirable for attackers, as they may reuse
an adversarial prompt once it has succeeded. Therefore, we
evaluate the re-use attack performance of successful jailbreak
prompts from the one-time attack. The right section of Ta-
ble 1 presents the re-use attack performance of the methods.
First, we observe that Inception demonstrates high reusabil-
ity for successful adversarial prompts. Notably, MMADiffu-
sion [49] achieves the highest ASR on VBCDE. This may
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be because MMADiffusion relies on the transferability of
adversarial prompts (p;), meaning that once p; is transferable
to the victim system, it is more likely to jailbreak the sys-
tem again. However, Inception achieves the highest overall
ASR, defined as the proportion of prompts that succeed in
both one-time and re-use attacks. Additionally, we evaluate
the CLIP,,$ score and the number of queries required by
adversarial prompts that succeed in the re-use attack. Here,
we observe that Inception maintains superior performance
across these metrics, further highlighting its effectiveness.
The reason is that Inception minimally alters the seman-
tics of the target prompt, instead achieving its effect through
segmentation. As a result, the generated image maintains a
higher semantic similarity with the target prompt.

Real-world Attack. We continue our evaluation of adversar-
ial prompts within real-world T2I generation systems, specifi-
cally focusing on the DALL-E 3 system integrated into Chat-
GPT, a widely used image generation platform. Given that
this system is designed for user interface-based interactions,
we first generate adversarial prompts using our local T2I sys-
tems. We then initiate a chat session on the online platform to
manually test the effectiveness of these prompts in ’jailbreak-
ing’ the system, emulating typical user behavior. The results
of these tests are visually presented in Figure 7.

5.3 Ablation on Safety Filters

In this section, we aim to evaluate the effectiveness of
Inception when handling different filter strategies. We as-
sume that the system employs both input (prompt) and output
(image) censorship to ensure responsible content generation.
For input censorship, we consider two filters: NSFW word
blacklist and text classifier. For output censorship, we include
the end-to-end classifier and latent-based classifier. In total,
we evaluate 12 safety groups that serve as different levels of



Table 3: The performance of different memory mechanisms.
The target here refers to the intent of a user.

VBCDE [7]

Scores  target BufferMem SummaryMem VSRMem
CLIPI 0283 0.275 0.272 0.245
SBERT 1.0 0.857 0.817 0.650

UnsafeDiff [37]

Scores  target BufferMem SummaryMem VSRMem
CLIPI 0314 0.298 0.283 0.282
SBERT 1.0 0.880 0.755 0.801

safety moderation.

The results presented in Table 2 lead to three key obser-
vations. Firstly, while stricter censorship reduces the risk of
being jailbroken, it remains vulnerable to Inception. Com-
paring safety groups III vs. IV, VII vs. VIII, and XI vs. XII,
enabling all output filters slightly decreases Inception’s
performance but does not eliminate its effectiveness. This
demonstrates that Inception is highly adaptive and remains
robust even when stronger safety filters are applied; Secondly,
across all safety groups, the adversarial prompts generated
by Inception exhibit high reusability. Inception achieves
a re-use attack success rate exceeding 70%, an overall ASR
of over 0.32%, and low query counts averaging around 10.
These results highlight that Inception can efficiently jail-
break T2I generation systems; Thirdly, compared to input
filters, enabling more output filters significantly mitigates the
risk of being jailbroken. For example, when transitioning from
safety groups V or VI to VII, and from IX or X to XI, where
additional output filters are activated, the jailbreak perfor-
mance of Inception declines. This indicates a higher level
of censorship and greater difficulty in bypassing the filters.

5.4 Ablation on Memory Mechanism

In this section, we evaluate the effect of Inception when
different memory mechanisms are adopted.

Practicability of Memory Mechanisms. First, we validate
the effectiveness of these three memory mechanisms to
demonstrate their practicality in real-world scenarios. No-
tably, these memory mechanisms are widely used in industry.
We focus on a scenario where a user updates their image
generation request over multiple turns. To simulate such a
chain of requests, we segment a target prompt (serving as a
ground-truth summarization) using our segmentation method
(Section 4.3). Here, we do not aim to activate the safety fil-
ter but rather to replicate normal usage conditions. Then, for
different mechanisms, we obtain a summary with different
strategies. Specifically, for BufferMem, we directly concate-
nate all the queries with commas. For SummaryMem, we
adopt the state-of-the-art summarization model BART [25] to
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Table 4: Ablation studies on segmentation and recursion.
VBCDE [7]

One-time Attack | Re-use Attack

Methods img img
ASR  CLIP,, ASR  CLIP,,
No Segmentation | 0.42 0.259 0.71 0.264
No Recursion 0.39 0.257 0.64 0.278
Inception 0.45 0.268 0.82 0.281

UnsafeDiff [37]

Methods One-time Attzlcgk Re-use Attalqwll(g
ASR  CLIP,, ASR CLIP,,
No Segmentation | 0.26 0.283 0.85 0.312
No Recursion 0.26 0.271 0.62 0.288
Inception 0.40 0.285 0.75 0.301

make a summary. For VSRMem, we utilize SBERT [41] to
extract, store, and search for the top-5 most relevant queries.

We evaluate the practicality of these memory mechanisms
using two metrics. First, we measure the semantic similarity
between the target prompt and the summarization produced
by the memory mechanism. This metric assesses the accuracy
of the summarization, where 0.85 can indicate the same se-
mantics. Additionally, we evaluate the CLIP score between
the target prompt and the image generated using the summa-
rization, which reflects how well the user’s intent is fulfilled.
We present the results in Table 3. As shown, both Buffer-
Mem and SummaryMem demonstrate strong summarization
capabilities on VBCDE and UnsafeDiff. Considering that the
ground-truth prompt achieves a CLIP score of 0.283 with
its generated image, the image generated from the summary
achieves a score only 0.008 lower. This highlights the practi-
cality of these methods in accurately capturing users’ intent.
We also observe that VSRMem achieves relatively low CLIP
and SBERT scores. A potential reason for this is the considera-
tion of only 5 queries, which may omit important information.
Therefore, in our main experiment, we opt to use BufferMem
instead of the other two methods.

Jailbreak Performance. Figures 8 and 9 illustrate
the jailbreak performance of Inception under different
memory mechanisms. We make two key observations.
First, Inception demonstrates superior jailbreak perfor-
mance when the system adopts BufferMem. For instance,
Inception successfully crafts adversarial prompts for 40%
of UnsafeDiff with BufferMem, significantly outperforming
SummaryMem, which achieves only 30%. Combined with
the results from Table 3, we conclude that systems with more
effective memory mechanisms are more susceptible to being
jailbroken. A plausible explanation is that a better memory
mechanism more accurately captures the user’s intent, even
when the intent is malicious. Second, the re-use attack perfor-
mance aligns closely with the one-time attack performance,
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Figure 8: One-time jailbreak performance of Inception against different memory mechanisms.
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Figure 9: Re-use jailbreak performance of Inception against different memory mechanisms.
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Figure 10: Jailbreak performance of Inception under different query budget.

indicating robust jailbreak capabilities. This consistency may
stem from the fact that better memory mechanisms produce
more optimal summarizations, reducing the impact of random-
ness on intent understanding. This makes it easier to embed
malicious content effectively.

5.5 Ablation on Module Design

Impact of Segmentation. In this part, we analyze the impact
of our proposed segmentation method. We compare it to a
baseline approach that uses only recursion, where Inception
directly prompts a large language model to rewrite the target
prompt and applies a semantic similarity constraint to refine
the output. As shown in Table 4, disabling segmentation re-
sults in a significant decrease in the Attack Success Rate
(ASR) on UnsafeDiff, from 0.40 to 0.26. This demonstrates
that segmentation substantially enhances attack performance.
A similar trend is observed with the VBCDE dataset. The
effectiveness of segmentation is attributed to its ability to split
the malicious content of an unsafe prompt, thereby reducing
the risk of being detected.

Impact of Recursion. In this part, we delve deeper into
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the proposed Recursion technique. We introduce a baseline
method for comparison, where an attacker simply discards
a chunk once it is identified as unsafe, without further seg-
mentation. The experimental results are presented in Table 4.
Two main observations emerge. First, disabling the recursion
module leads to a substantial decrease in both the Attack
Success Rate (ASR) and the CLIP score. This is because the
unsafe chunks typically contain the key elements of an unsafe
prompt; discarding them significantly alters the semantics
of the adversarial prompt, often resulting in a false positive
image and a failure in ASR. Second, the reusability of adver-
sarial prompts significantly decreases. This may be due to the
increased randomness introduced when much of the prompt’s
content is discarded, leading to a more concise but less robust
adversarial prompt.

Impact of Query Budget. We now explore how the query
budget affects the performance of Inception. The query
budget is defined as the maximum number of attempts an
attacker can make to interact with the system. The results
are presented in Figure 10. As the query budget increases,
Inception demonstrates improved scores across all four met-
rics. Specifically, the perplexity decreases from 1,940 to 1,071,



suggesting that the generated prompts become more coherent.
This indicates that additional attempts can effectively enhance
the effectiveness of the attack.

6 Conclusion

In this paper, we propose and deploy the first multi-turn jail-
break attack, namely Inception, against the memory mecha-
nism of commercial online T2I generation systems. We reveal
that the existing attacking methods show less effectiveness in
testing the vulnerability of real-world systems, either can not
bypass the safety filter, or generate non-unsafe images due to
under- or over-optimization. By introducing segmentation and
recursion, we successfully addressed these issues. Inception
recursively segmented the unsafe words and broke them down
into chunks with little malice, ensuring no semantic loss while
successfully bypassing safety filters. The experimental results
on the popular T2I generation systems indicated the effective-
ness of Inception. We hope it can shed light on the security
of real-world T2I systems to facilitate safe generation.
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