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Abstract. In this paper, we initiate a cryptographically inspired the-
oretical study of detection versus mitigation of adversarial inputs pro-
duced by attackers of Machine Learning algorithms during inference
time.

We formally define defense by detection (DbD) and defense by mitigation
(DbM). Our definitions come in the form of a 3-round protocol between
two resource-bounded parties: a trainer/defender and an attacker. The
attacker aims to produce inference-time inputs that fool the training
algorithm. We define correctness, completeness, and soundness properties
to capture successful defense at inference time while not degrading (too
much) the performance of the algorithm on inputs from the training
distribution.

We first show that achieving DbD and achieving DbM are equivalent
for ML classification tasks. Surprisingly, this is not the case for ML gen-
erative learning tasks, where there are many possible correct outputs
that can be generated for each input. We show a separation between
DbD and DbM by exhibiting a generative learning task for which is pos-
sible to defend by mitigation but is provably impossible to defend by
detection under the assumption that the Identity-Based Fully Homomor-
phic Encryption (IB-FHE), publicly-verifiable zero-knowledge Succinct
Non-Interactive Arguments of Knowledge (zk-SNARK) and Strongly Un-
forgeable Signatures exist. The mitigation phase uses significantly fewer
samples than the initial training algorithm.

1 Introduction

With the meteoric rise of machine learning (ML) classification algorithms some
years ago, a central question emerged: what guarantees can be made on robust-
ness at inference time, when the training-time data distribution is different from
the inference-time data distribution. A vast literature emerged to study how to
achieve robustness against inference-time adversarial examples chosen to fool ML
algorithms. Although some techniques were developed to defend against certain
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classes of adversarial examples, worst-case adversarially chosen inference-time
examples are essentially unavoidable.

The problem posed by adversarial examples and the challenge of robustness
takes on a new and different form in the setting of generative AI where many
answers are possible per input (aka prompt). In the LLM realm, one talks of
achieving alignment by not answering prompts that do not align with human
goals (e.g. using offensive language, asking for dangerous information, etc.) rather
than robustness. And instead of adversarial examples, one talks about jailbreaks:
adversarially designed inference-time prompts that attempt to avoid alignment.
ML conferences are full of proposals for new types of jailbreaks aimed at existing
LLMs, followed by attempts to construct new attacks that defeat these jailbreaks.
The tension between striving for alignment versus constructing jailbreaks is rem-
iniscent of the old-age battle between proposing cryptographic schemes which
are subsequently broken by cryptanalysis.

Two natural questions emerge:

(1) Even if adversarial examples against classification ML algorithms are
provably impossible to detect, can we mitigate their effect?

(2) Moving to generative ML algorithms, even if jailbreaks are provably im-
possible to detect, can we mitigate their effect?

We note that an influential approach to robustness without detection of adver-
sarially chosen inputs was proposed by Cohen et al. [2019] who suggested smooth-
ing: rather than using the model’s answer to a possibly adversarial input in infer-
ence time, one should query the model on a few perturbations of the input and
answer according to the majority answers. Experimentally, this was shown quite
effective for learning tasks that obeyed certain Lipshitz smoothness conditions.
A negative answer to the first question was given for the bounded-perturbations
model in Tramer [2022]. More recently, it was provably shown [Goldwasser et al.,
2024] how to mitigate (even the effect of a possible undetectable backdoor as
in Goldwasser et al. [2022]) by exploiting local self-correction properties of the
ground truth for linear and low degree polynomial regression tasks.*

3 A particularly devastating attack against robustness was shown [Goldwasser et al.,
2022] using cryptographic constructions. Under the assumption that CMA-secture
digital signatures exist (i.e one-way functions exist) a malicious trainer can unde-
tectably plant backdoors (by adding a public signature verification procedure) into
any neural network so that at inference time any input can be slighly modified
to become an adversarial input (by embedding within it a small digital signature).
However, it is important to note that undetectability holds in the black-box model.
It is important to note that Goldwasser et al. [2024] and ours consider different
models. In our work, the party that returns the answer is the same as the one that
produced the model, and aims to compute a model without introducing backdoors. In
contrast, in Goldwasser et al. [2024], the model may be produced by a different party,
one that is actively attempting to insert backdoors. This key difference explains why
the conclusions of the two works are compatible.

IS
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Our Contributions

In this paper we initiate a theoretical study of the detection versus mitigation
problem, using cryptographic paradigms and tools.

We begin by proposing a formal definition of defense by detection (DbD)
(closely related to a model from Goldwasser et al. [2020]) and defense by mitiga-
tion (DbM). Our definitions are cryptographically inspired and come in the form
of a 3-round interaction between a polynomial-time bounded trainer/defender
party and an attacker party all of which have access to random i.i.d samples of
a learning task distribution . = {(z,y)}. The trainer/defender is composed of
two algorithms (Train, Defend), where Train produces an initial model f for the
learning task which it sends to the attacker, the attacker produces a challenge in-
put® & and finally the Defend algorithm either labels & as adversarial or provides
an answer y to . We restrict our attention to Defend and attacker algorithms
which use significantly less resources than the Train algorithm. In this work, we
focus on the resource which is the number of samples of the learning task used.

We define correctness, completeness, and soundness properties with the in-
teraction, to capture successful defense at inference time while not degrading
the performance on inputs drawn from the training distributions. Correctness
requires that the ML algorithm f produced by the trainer be accurate in the
inputs drawn from the training distribution. Completeness requires that inputs
x drawn from the training distribution are not labeled as adversarial by the de-
fender with high probability. DbD-soundness requires that, for all time bounded
attackers, either f is correct on Z or & is labeled as suspicious, whereas DbM-
soundness requires that, for all time-bounded attackers, either Defend computes
a correct § on Z or & is labeled as suspicious. We first show that achieving DbD
and achieving DbM are equivalent for classification learning tasks.® The main
technical result is that DbD and DbM are not equivalent for ML generative learn-
ing tasks. We show the latter by exhibiting a generative learning task for which
it is possible to defend by mitigation but is provably impossible to defend by
detection under the assumption that Identity-Based Fully Homomorphic Encryp-
tion (IB-FHE) [Gentry et al., 2013], publicly-verifiable zero-knowledge Succinct
Non-Interactive Arguments of Knowledge (zk-SNARKS) [Bitansky et al., 2022],
and Strong Unforgeable Signatures [Boneh et al., 2006] exist.

We remark that, interestingly, the choices we make in designing our DbM
correspond to current trends in industry agendas which aim at alignment and
defense against jailbreaks as discussed by Zaremba et al. [2025]. Namely, there
is a current shift from dedicating computation resources to training time to
dedicating computation resources to inference time in order to address alignment
and safety questions. In this spirit, we show that using fresh, unseen during
training time, data during inference time can help with robustness.

5 We simplified the exposition here by implicitly assuming that the batch of inputs
contains exactly one z, i.e., ¢ = 1 in definitions of DbD and DbM.

6 We remark that in our paper we assume the trainer is honest. We do not address
the backdoor model where a trainer may be an adversary, in which case achieving
DbD and DbM are not clearly equivalent for classification tasks.
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2 Technical Overview

Let us denote the sample space by Z2 = X x ), where X is the input space
and ) is the output space. An error oracle is a function h : Z — {0,1}, i.e.,
it is a function that takes a pair (z,y) of input x and output y, and outputs 0
if y is a valid answer for x, and 1 otherwise. Note that this captures both the
classification and generation settings, i.e., if for every = there is exactly one y
such that h(z,y) = 0 then h corresponds to a classification task, but if there are
many such y’s we deal with generation.

A model is a function f : X — ), which can be randomized. We don’t make
any assumption on the structure of f, e.g., f might be an LLM but any other
architecture is captured by our theory. For a distribution D over Z we denote
it’s marginal distribution over X as Dy. For a distribution D over Z and an
error oracle h : Z — {0,1} we define the error of a model f : X — Y as

err(f) :=Epepy [h(m, f(z))|, where the randomness of expectation includes the

potential randomness of f. For ¢ € N and x € X7y € V7 we also define the
empirical error as err(x,y) := % > iclq M, yi), where z; is the i-th coordinate
vector X.

Learning task. A learning task L is a distribution over (D, h) pairs, where D
is a distribution over Z and h : Z — {0,1}.7

Learning process and interaction structure. All defenses in this paper are with
respect to some learning task L. Before the interaction between a learner /defender
and an attacker starts, (D, h) is sampled from L. We assume that all parties
learner, defender, and attacker have oracle access to i.i.d. samples from D.8 But
they differ in how many samples they are allowed to draw. In particular the
trainer will receive more samples than the attacker and the defender. L is known
to all the parties, and, intuitively, represents prior knowledge about the learning
task, but the particular (D, h) is unknown, i.e., it can be accesed only through
drawing samples from D.

Next, we give an informal definition of a Defense by Detection (DbD). See
Definition 2 for a formal version.

Defense by Detection (DbD), informal. Let L be a learning task. Defense
by Detection (DbD) is a pair of algorithms P = (Prgaw, Pperecr). The interac-
tion between P and an attacker V proceeds as follows

PTRAIN

priv

PDETECT

A\

" Note that L is not a fixed (D, h) pair.
& Note that the samples from D are “labeled”, i.e. D produces (z,y) pairs, where
x € X,y € ), and not only z.
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where f : X - YV,x € X b € {0,1} and priv is the private information
that Ppgrany might provide to Ppgreer to aid it’s detection. We assume that
Prra, Pperecr, and 'V are polynomial time algorithms in a security parame-
ter. We denote by Krran, KDereors K Arrack the sample complexity bounds for
Prra, Poerscr and 'V respectively. A succesful DbD satisfies:

— Correctness: f has a low error, i.e.,

Pr ferr(f) <¢e]>1-04.

f‘*PTRAlN B

— Completeness: Training inputs are not flagged as adversarial, i.e.,

Pr [b=0] >1-4.
(f7priv)<_PTllAlN7"E<—V(.f)7
b<_PDETE(}T(f7x7priV)

— Soundness: Adversarial inputs are detected, i.e., for every polynomial-size
v

r err(x, f(x)) <e or b=1|>1-4.
(f,priv)<Prram,zV(f), [ ( f( )) ]
b«Pperecr (f,X,priv)

Now imagine a different version of a defense where P is required to return

(y,b), where y € Y9, b € {0, 1} resulting in the following soundness condition.
See Definition 3 for a formal version.

Defense by Mitigation (DbM), informal. Let L be a learning task. Defense
by Detection (DbD) is a pair of algorithms P = (Prgaw, PMimicars) that is a
DbD, where the interaction is instead as follows:

f PTRAIN
/
V priv
\X‘
PMITIGATE

(y,0)

where y € Y7 and the soundness is replaced by:

— Soundness: Adversarial inputs are detected or mitigated, i.e., for every
polynomial-size V, we have

Pr lerr(x,y) <€ or b=1] >1-4.
(f,priv)«<=Prpam,z<V(f),
(¥,b) P mrricare (f,X,priv)

We denote by Kniricare the sample complexity bound for Pyiirigars-
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Discussion. An interesting question is that of resource allocation between the
training and inference phases. In a DbM defense, the prover P may choose how
to divide its sample budget between Prgay and Pypricars, corresponding to
resources used during training and inference, respectively.

Note that for any pair (PTRAINu Puiricars) Using Krraw and Knirigars Sam-
ples, we can define a new pair (P, s Piimears) that achieves the same guaran-
tees using Krpaw + KMimicars Samples in training and none at inference. Specifi-
cally, P/1 . simulates Prrp i, draws Knpimeare fresh samples from D, and stores
them in the private string priv; Pljpears then executes Puapipcare using these
pre-sampled examples. Since Pjpcare draws no samples directly, we reassign
all sample complexity to P/, x-

While such a transformation is always possible, we argue that charging the
Kniiricare samples to Pyprigare better reflects real-world usage. The key is that
these K\ipicare Samples are not used in the training of f, and they remain
hidden from the verifier V. In practice, drawing new data at inference time is
conceptually and operationally distinct from drawing data at training time.

Another perspective is to interpret Pyipicare a8 computing a new model f/
using fresh data S ~ DEMmese and applying it to the batch x: that is, f/
Prirrears(f, X, priv, S) and y = f/(x). This view connects naturally to the notion
of transferable attacks: a DbM does not exist if and only if there is an attack
that transfers from any f trained with Krgaw samples to any f’ trained with
Krraw + Knirriears sSamples. We elaborate on this connection in Section 4.

Remark 1. Our definition of defense by detection (DbD) is essentially equiva-
lent to the definition of robustness to arbitrary test-time examples proposed
in Goldwasser et al. [2020], with one key difference: their model permits the
learner to abstain from classifying any z € X.

To show equivalence, one can convert their abstention-based defense into a
DbD algorithm by setting b = 1 whenever the fraction of abstentions exceeds
a fixed threshold. Conversely, given a DbD, we can simulate abstention in their
model by choosing to abstain on all inputs whenever b = 1. These reductions
preserve correctness and soundness up to constant factors in ¢ and e.

We believe our formulation is more natural for two reasons. First, it shifts
the focus from detecting individual adversarial inputs to detecting adversarial
interactions—a perspective that aligns more closely with the conceptual foun-
dations of interactive proofs and cryptographic indistinguishability. Second, our
framework foregrounds computational constraints as a central resource, whereas
in Goldwasser et al. [2020] these were treated as secondary.

Remark 2. We note that our definitions are general and allow for ¢ > 1. Larger
batches have been crucially used in other works. For example in Goldwasser et al.
[2020] the larger batches are necessary to fight against distribution shifts.

Increasing ¢ makes attacks harder. For instance, an adversarial input x € X
cannot simply be repeated to form z = (z,z,...,x) € X9, as such repetitions
are easily detected. This makes the attack surface more constrained.

A further technical benefit of allowing g > 1 is the ability to decouple € from §.
When ¢ = 1, the soundness condition err(z, f(z)) < € is effectively equivalent to
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requiring h(z, f(z)) = 0, so the error and soundness bounds align and typically
force § > €. For larger ¢, the empirical error enables smaller §.

Mitigation vs. Detection in Classification. The following result, with a
formal version stated in Lemma 1, shows that detection and mitigation are equiv-
alent for classification tasks.

(Lemma) For every classification learning task, the existence of a Defense
by Mitigation is equivalent to the existence of a Defense by Detection.

Sketch. Having a DbD we can define a DbM by setting y = f(x), simulating the
DbD to obtain b and returning (y, b). This algorithm constitutes a DbM because
DbD guarantees that whenever f makes errors it is signaled by b, so y = f(x)
“never” makes an error when b = 1.7

On the other hand, having a DbM we can define a DbD by simulating the
DbM and returning b = 1 if DbM returned 1 or if y returned by DbM has a
big Hamming distance from f(x). This works because DbM guarantees that, in
particular, if x is such that err(x, f(x)) > 0 then x is labeled as suspicious by
DbM or err(x,y) < 1. In the second case, it implies that the Hamming distance
between f(x) and y is large, and so x will be labeled as suspicious. O O

Remark 3. Our reduction crucially uses the fact that we consider classification
tasks. Indeed, for generative tasks with many valid outputs for a given input,
this DbD would likely label as suspicious almost all x’s. This is because two
different generative models likely return different answers for a fixed input.

Remark 4. A related result was shown in the bounded-perturbation model by
Tramer [2022]. Their reduction, however, is computationally inefficient, while our
equivalence preserves both sample and time complexity. Moreover, our frame-
work does not require an explicit bound on the inputs x.

Mitigation vs. Detection for Generation. The following is the main result
of the paper exhibiting a generative learning task for which DbM is necessary to
achieve “robustness”, in contrast to DbD. For a formal version see Theorem 1.

(Theorem) There exists a generative learning task such that for every sample
complexity upper-bound K, we have that

— There exists a DbM with Kpany = K, Kyimears = O(VK) and K arpacx =
o(K).10

— There is no DbD with Kpay = K even if Kpgrucr = poly(K) and K prrack =
O(1).

9 We note that the reduction from DbM to DbD works for generative tasks also.

10 As we noted earlier, the theorem also holds in the setting where Krgramw = K+O(\/E)
and Kamicare = 0, if the sample acquisition originally attributed to Puiimcars iS
instead performed by Prran. While this reallocation strengthens the formal result,
we believe it obscures the conceptual message of the theorem.
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Remark 5. Note that it is impossible to DbD even when the attacker utilizes
a constant number of samples. And yet the DbM is possible by a mitigation
algorithm which is much more sample-efficient than the training algorithm.

Sketch.. The informal idea is to define a learning task L9t with a distribution
D whose inputs Dy are partitioned into different levels of difficulty and a valid
output for an input on level & will be an input on level at least k + [vVk].
Furthermore, for every k € N, O(k) samples will be enough to compute outputs
for inputs up to level k, while k samples are necessary to produce outputs for level
k. This would imply that for any model f trained with k samples, an attacker, in
time O(v'k), could find an adversarial example =, which f cannot answer. The
attacker simply calls f on itself, i.e., z = f(...(f(z)).
——

O(Vk)

To realize the above proof template, in oér concrete construction, we will uti-
lize zk-SNARKSs, Fully Homomorphic Encryption (FHE), and Strongly Unforge-
able Signatures (SUS) - signature schemes where an adversary cannot produce
additional signatures of messages even given older signatures.

A first attempt, containing most of the ideas of the proof, at defining the
learning task L92% is as follows. Let X = ) so that inputs and outputs live in
the same space. We let distribution D be decomposed of two equally probable
parts

1 1
D= §'DCIear + §DEnc-
Every (x,y) € supp(Dclear) are strings such that
x = alk|m,y = allk+ [VE]||~',

where a is a valid signature of m = 0, i.e., Verify(pk,m =0,a) =1,k € N, ris a
publicly-verifiable zk-SNARK that there exists k different signatures of m = 0,
and 7’ is an zk-SNARK that there exists |v/k| different signatures of m = 0.
The probability of (z,y) being sampled is Geom(%) in k, uniform in signatures,
and uniform over valid proofs. We say x has hardness level k, if it decomposes
to x = al|k||w.

We say that y is incorrect on z if x or y contain invalid proofs or signatures
or the hardness level of y is smaller than k 4 |k |, where k is the hardest level
of z.

Denc is D under FHE encryption, i.e., it is defined by the process: (z,y) ~
Dclear, return (Encrypt(z), Encrypt(y)).

We now show that defense by Mitigation (DbM) for 1.92% egzists. To construct
a DbM Py, computes a "weak" classifier f that answers correctly for levels
up to K. Next, upon receiving an input x, Pyiipicars, updates f to a stronger
classifier 518 by drawing O(v/K) fresh samples not used in the training of f,
and answers with fst°n8(z).

By the properties of the learning task if the attacker V used o(K) samples
then Pypricars Will produce a valid output. Intuitively, this follows since with
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o(K) samples and access to f the hardest input V can produce is on level
K + |VK]|. In more detail, there seem to be only two natural attacks V can
mount. In the first attack, she can draw o( K') samples from D and create an input
with hardness level o(K) by producing a zk-SNARK proof using all the samples.
This is not a successful attack because fS"¢ answers correctly for levels up to
K + O(VK). In the second attack, she can try to “extract” hard inputs from f.
But f has only inputs with hardness level at most K + [v/K | “inside its code”!

We now would like to show that Defense by Detection (DbD) for L% does not
exist. To attack, V upon receiving f computes a valid input x; on level 1 and
iterates z; = f(2;—1) until f no longer produces a valid output for x;. Then she
sends as adversarial input « = Encrypt(z;) with probability % or a fresh sample
from the marginal of Dcjear otherwise. Note that this input is indistinguishable
from a sample from Dy by the properties of FHE. Nonetheless, we would like to
argue that f makes an error on x.

Unfortunately, we cannot quite yet guarantee that f would make an error on
x. It is possible that Ppgay could have provided f that is weaker on Dcjear than
it is on Dgpc! After all, this is "how" DbM works, i.e., Pyricars "hides" from
V a stronger model than f, with which he answers. Maybe, Prgan did "hide",
e.g., by obfuscating, a stronger model on the Dg, part.

To circumvent this issue V needs to generate x in Dgnc such that h(z, f(x)) =
1 (i.e, for which f is incorrect). Unfortunately, it is not feasible to evaluate
h(z, f(x)) because z is encrypted. To solve this issue we use a special FHE
(modifying 1.9 slightly) which will allow the parties partial decryption access
and the evaluation of h(x, f(x)). With this final change, V can generate a hard
and indistinguishable input for Ppgrpor. For details please see the full proof in
Section 9. O O

3 Related Work

Robustness and Adversarial Examples. The field of adversarial robustness has a
rich and extensive literature [Szegedy et al., 2014, Gilmer et al., 2018, Raghunathan et al.,
2018, Wong and Kolter, 2018, Engstrom et al., 2017].

For classification tasks, techniques such as adversarial training [Madry et al.,
2018], which involves training the model on adversarial examples, have shown em-
pirical promise in improving robustness. Another empirically successful inference-
time method for improving robustness is randomized smoothing [Cohen et al.,
2019]. Certified defenses [Raghunathan et al., 2018] provide provable guarantees,
ensuring robustness within a specified perturbation bound. A setup that goes
beyond the standard threat model of bounded perturbations was considered in
[Goldwasser et al., 2020]. The authors show a defense against all inference-time
examples for bounded VC-dimension classes provided that the learner can ab-
stain. The setup of [Goldwasser et al., 2020] is, see Remark 1, equivalent to our
notion od DbD.
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Alignment and Jailbreaking. In the context of LLMs, alignment aims at mak-
ing sure that the models act consistently with human goals, e.g., by not an-
swering dangerous prompts or not using offensive language, etc. There is a
fast-growing literature about trying to achieve alignment [Amodei et al., 2016,
Greenblatt et al., 2024, Ji et al., 2023]. In consequence, there is a lot of research
on trying to avoid alignment by designing jailbreaks [Andriushchenko et al.,
2024, Chao et al., 2023, Mehrotra et al., 2024, Wei et al., 2023], which involves
crafting prompts that bypass filters and protections embedded in the models.
There is also some interest in adversarial examples for LLMs [Zou et al., 2023,
Carlini et al., 2023, Wen et al., 2023].

Transferability of Adversarial Examples. One of the most intriguing facts about
adversarial examples is their transferability, i.e., adversarial examples crafted
for one model often transfer to other architectures or training sets. This phe-
nomenon was discovered early and studied extensively [Goodfellow et al., 2014,
Papernot et al., 2016] and more recently was observed in the context of LLMs
[Zou et al., 2023]. In Ilyas et al. [2019] it is hypothesized that adversarial exam-
ples exist because of highly predictive but non-robust features existing in the
data, thus explaining transferability.

4 Connections to Transferable Attacks

A non-transferable adversarial attack is an attack that is effective for a specific
f but not for other models from the same class, which are trained with a sim-
ilar amount of resources but on a potentially different training set. Intuitively,
one might expect most adversarial attacks to be non-transferable. However, as
discussed in Section 3, adversarial attacks are often found to be transferable in
practice. Surprisingly, to the best of our knowledge, no theoretical construction
has demonstrated a learning task where only non-transferable attacks exist.!!
This observation leads to a somewhat unintuitive conjecture:

(Conjecture) If a learning task has an adversarial attack, then it also has a
transferable attack.

The conjecture has significant implications for the problem of robustness. If
true, it suggests that every learning task is either defensible against adversarial
examples or fundamentally vulnerable. In particular, if humans can be modeled
as resource-bounded learners, they too must be susceptible to adversarial attacks.
Notably, adversarial examples capable of fooling time-limited humans have been
demonstrated [Elsayed et al., 2018].

To formalize this conjecture, one must specify the resource constraints for
each party and define the class of models for which transferability should hold.
Our main result refutes the conjecture under a specific formalization, but it
leaves open the possibility that the conjecture holds under a different, perhaps
more natural, formulation.

11 For a definition of transferability where the resources of parties are properly bounded.
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Reinterpreting our theorem, we show that there exists a learning task where:

1. There exists an efficient attack that is effective against every model f trained
with K samples.

2. No such attack transfers to models trained with slightly more data—specifically,
models f’ trained with K 4+ O(v/K) samples.

Consequently, our result disproves the conjecture if transferability is required
for models that are only slightly stronger than f. However, the attack from our
construction does transfer to models trained with K samples. Thus, if the con-
jecture is interpreted as requiring transferability only among models with the
same resource constraints—a seemingly more natural requirement—then our re-
sult does not disprove it. Recently, it was shown [Gluch et al., 2024] that every
learning task has at least one of: a transferable attack, a defense, and a water-
marking scheme (a process of embedding hidden, detectable signals within the
model’s outputs to verify the source of the generated text). It would be inter-
esting to see if the methods from Gtuch et al. [2024] can be generalized to show
the conjecture.

5 Preliminaries

For n € N we define [n] := {O,l,...,n — 1}. For ¢ € N, space X and vectors
x,x" € X! we denote the normalized Hamming distance between two vectors by
d(x,x") = |{i € |q] | x: # x}}|/q. We say a function 1 : N — N is negligible if
for every polynomial p : N — N it holds that lim,—, . n(n) - p(n) = 0.

Learning. For aset {2, we write A(£2) to denote the set of all probability measures
defined on the measurable space (§2, F), where F is some fixed o-algebra that
is implicitly understood.

We denote the sample space by Z2 = & x ), where X is the input space and
Y is the output space. An error oracle is a function h : Z — {0,1}.12 A model
is a function (potentially randomized) f : X — Y. For a distribution D € A(Z)
we denote it’s marginal distribution over X as Dy € A(X). For a distribution
D € A(Z) and an error oracle h : Z — {0,1} we define the error of a model
f:X—=)Yas

err(f) i= Eonpy bz, f(2))],
where the randomness of expectation includes the potential randomness of f.

Definition 1 (Learning Task). A learning task L is a family {L, } nen, where
for every m, L, is an element of A (A(Zn) x {0, 1}Zn), i.e., it is a distribution
over (Dy, hy,) pairs, where D,, € A(Z,,) and hy, : Z,, — {0,1}.

We say that L is efficiently representable if there exist polynomials p, q, such
that for every n, X,, = {0,1}?(") Y, = {0,1}9). All learning tasks in this work
will be efficiently representable and so we will often drop it.

2 We assumed for simplicity that the range of h is {0, 1} but we believe that most of
our results extend to, e.g., regression, where h maps for instance to [0, 1].
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Note 1. We note that Definition 1, which is similar to the one used in Gluch et al.
[2024], is nonstandard. One difference from more common definitions is that we
consider a sequence of learning tasks indexed by the size parameter n. This is
needed to measure the computational resources of learning algorithms properly.
The outer distribution, that is, the distribution over (D, h,) pairs, represents
the prior knowledge of the learner. The reason we had to restrict the support of
allowed (D,,, hy,) pairs is that the hypothesis classes we will consider do not have
a bounded VC-dimension but are still learnable for some class of distributions.

Definition 1 rather than requiring learnability for every domain distribution,
it allows adaptation to a fixed distribution over (D, h,,) pairs, effectively in-
corporating a prior. This idea parallels the PAC-Bayes framework McAllester
[1999], which uses priors over hypotheses to obtain strong generalization guar-
antees where standard PAC learning may fail. Related extensions, incorporating
priors over distributions and sample sizes, have been explored in meta- and
transfer learning Rothfuss et al. [2020], Amit and Meir [2018].

Unlike distribution-specific or restricted family models Kalai et al. [2008],
Feldman et al. [2006], our definition does not constrain the support. While stan-
dard PAC learning demands generalization over all domain distributions, it of-
ten fails to explain the behavior of complex models like deep neural networks
Zhang et al. [2021], Nagarajan and Kolter [2019].

Interaction. For a message space M = {M,,},, = {{0,1}(™}, where m is some
polynomial, a representation class is a collection of mappings {R, },, where for
every n, Ry : My, — A(Y,)*n, i.e., it is a mapping from the space of messages to
probabilistic functions X,, — J,, Thus, there is a function class corresponding to
a representation, i.e., for every n there is a function class F,,, which is an image of
R,. All function classes considered in this work have an implicit representation
class and an underlying message space.

6 Formal Definitions

Definition 2 (Defense by Detection). Let L be a learning task. A Defense
by Detection (DbD) is a pair of algorithms P = (Prraw, PDerscr). We assume
that P rran, PDerecr, and V. run in time polynomial in n, log(%), %. We denote
by KTram, Kpersers Karmox @ N X (0,1)2 — N the sample complexity bounds
for Porram, Poerscr and V respectively. A succesful DbD is such that for every
€, : N — (0, %), where log(%),% are upper-bounded by a polynomial in n, for
every n:

— Correctness (f has low error).

Pr {errpﬁ(f) <e ;D;h%fp_ }L"(e, 5) >1-9,

TRAIN

where f € F,,.13

3 Formally f, € M,, and the model it represents is Ry (fn)-
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— Completeness (natural inputs are not flagged as adversarial).

(D,h) « L,
H D
pr (b= o | P € Pl o5 negi(n)
b+ PR

DETECT

(priv, x, ,3)
where x € X,b € {0,1} and q is some polynomial in n,log(1), ;.
— Soundness (adversarial inputs are detected). For every polynomial-size V

(D, h) + L,

(f.priv) & PB, .. (. 0)
x < VP(f e 0)

b« PB, L ..(priv,x,€,0)

Pr |errpp(x, f(x)) > € andb=0 < 0+ negl(n).

For simplicity of notation, we omitted the dependence of €, on n.

Definition 3 (Defense by Mitigation). Let IL be a learning task. A pair of
algorithms P = (P rram, PMimicars) @8 a Defense by Mitigation (DbM) if it is a
Defense by Detection, where Soundness is replaced by: for everye,d : N — (0, %),
where 1og(%), % are upper-bounded by a polynomial in n, for every n:

— Soundness (adversarial inputs are detected or mitigated). For every
polynomial-size V

(D,h) + L,

(f? prlv) <_ P?RAIN(67 6)
x < VP(f €, 0)

(y,b) < PP

MITIGATE

Pr |errpp(x,y) > € and b=0 < d+negl(n),

(priv, x, €, )
where y € V9.

Remark 6. Note that we require the running time of Prgan, Poerecr, PMiticars
to be polynomial in log(%) and not in % as often defined in computational
learning theory. For instance the sample complexity of learning a class of VC-
dimension d is d- (% +1log(4)). This implies that defenses, and thus also learning
algorithms, are required to run faster (use fewer samples) than what VC theory
guarantees. In other words, we focus on a regime of small €. Interestingly, in the
so-called Equivalence Query (EQ) model, where samples are acquired through
an interaction between a teacher and a learner, where the teacher provides coun-
terexamples to hypotheses given by the learner d - ponIog(%) samples suffices
as shown in Gluch and Urbanke [2021]. In the same work, the authors provide

some connections of this result to adversarial robustness.

Remark 7. Note that in both definitions we allow Prran to produce, during
learning, a secret piece of data priv that is not sent to V. Later it will turn out
that this is key in obtaining an efficient mitigation procedure.
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7 Mitigation vs. Detection for Classification

Lemma 1 (Mitigation vs. Detection for Classification). For every classi-
fication learning task, the existence of a Defense by Mitigation is equivalent to
the existence of a Defense by Detection.

Proof. Let L. be a learning task, Karmack @ sample complexity bound, €,§ €
(0,1).

Assume (Prramw, Ppoerecr) is @ Defense by Detection for L. Let Pypiricars be
an algorithm that simulates b = Ppgrgper and returns (f(x),5). Then (Prramw, PMiricars)
is a Defense by Mitigation. Indeed, all three probabilities in correctness, com-
pleteness, and soundness are identical by construction.

Assume (Prgam, PMiricars) is @ Defense by Mitigation for L. Let Ppgrger
be an algorithm that simulates (y,b) = Pymigars and returns & = 1if b= 1 or
the normalized Hamming distance of y and f(x) is large, i.e., d(y, f(x)) > 4e,
where d(y,y’) := [{i € [q] | vi # yi}|/q-

Then (Prram, Ppereer) is a Defense by Detection. Indeed, correctness trans-
fers directly. Combining the soundness with completeness and the union bound
we get

Pr [err(x,y) < 2¢] > 1—40. (1)
x<+D1a

By correctness and the Chernoff bound we get

Pr [err(x, f(x)) < 2¢] > 1 — 26. (2)
x<D4
To show completeness we bound
I

XE%‘I [b o 1}

= Pr [b=1ord(y, f(x)) > 4

= Pr [b=1]+ Pr [d(y, f(x)) > 4€]
x<+D4

r
x<D4a
x+Da
<20 + 26 + 40, Correctness, (1) and (2).  (3)
where in the last step we crucially used that if err(x,y) < 2e and err(x, f(x)) < 2¢

then d(y, f(x)) < 4e. Equation (3) guarantees completeness with confidence
1—86.

Remark 8. Notice that to obtain equation (3) we used the fact that L is a classi-
fication task. Indeed, if it was a generative task then having two sets of outputs
y1,y2 € Y? and knowing both have a low error we could not deduce anything
about d(y1,y2)!

To show soundness we bound
Prlerr(x, f(x)) > 7e and b’ = 0]
= Prlerr(x, f(x)) > 7e and b = 0 and d(y, f(x)) < 4e]

< Prlerr(x,y) > 3¢ and b = 0]
<24 By soundness.
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Remark 9. Note that when reducing a Defense by Detection to a Defense by
Mitigation we lost multiplicative factors in probabilities and error bounds, e.g.,
for soundness we considered an event {err(x, f(x)) > 7e and & = 0} and not
{err(x, f(x)) > 2¢ and ¥’ = 0}.

O

8 Learning Task L9t

In this section, we define the learning task that will be used to prove Theorem 1.

Defining learning task L.9%. Let IB — FHE = (Setup, KeyGen, Encrypt, Decrypt, Eval)
be an Identity-Based Fully Homomorphic Encryption (Definition 11) for the class
of polynomially-sized circuits, (P, G, V) be a publicly verifiable zk-SNARK (Def-
inition 9), and (Gen, Sign, Verify) be a Strongly Unforgeable Singature scheme
(Definition 7). See Gentry et al. [2013], Bitansky et al. [2022], Boneh et al. [2006]
for constructions.

For n € N we define the learning task L9 as the result of the following
procedure: .43t =

(sk, pk) < Gen(1™)

(Dsk, pk, PP, MSK, PPk » sk, pk, 7, PP, MSK,PPaan ) | (PPfhe, MSK) <= Setup(1™) ;
PPsnark < g(l", T = bin(2"))

where bin(2") specifies that 2" is presented in binary.
Next, we define Dgy pk y,pp,Msk,ppr- For the rest of this proof we omit the
subscripts of D. D will have to equally probable parts Dcjear and Dgpc, i.€.,

1 1
D= §'DCIear + §DEnc-

Let X =Y = {0,1}*°¥("™) .. the input and output space of D are equal.

Defining Dciear- For every (z,y) € supp(Dciear) both x and y are of the form
al|k|}x]|0,

i.e. they are a concatenation of a, k, 7 and a padding 0°, separated by a special
character ||. Moreover, a is in the space of potential signatures, k € N, and 7 is
a bitstring of some length.

Additionally, for every (z,y) € supp(Dclear) We have

& = al[kl|x 0",y = all(k + [VE])||="07,

and Verify(pk,m = 0,a) = 1, w is a zk-SNARK proof that m = 0 has k signatures.
Additionally, 7’ is a zk-SNARK proof that m = 0 has k 4 |Vk| signatures.

14 We chose T' = 2" to allow for all (for a large enough n) polynomial-time computations
to be provable by the SNARK.
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Let Geom(3) be a geometric distribution, i.e. a distribution that samples
k € N with probability 27%. For k € N let M}, be an NP machine that accepts
as a potential witness k elements from the domain of potential signatures, i.e.
(ai)[k), and accepts iff all a;’s are pairwise different and for every i € [k] we have
that Verify(pk,m = 0,a) = 1.

Let

a < Sign(sk,m = 0)

k < Geom(3)

(ai)w) < Sign(sk,m = 0)

TP ((Mk, 1, t), (ai)[k], PPsnark)
Datear = § (:9) | (a}) ;| 5] ¢ Sign(sk,m = 0)

P ((Mk-l-\_\/ﬂ L tl)a (ai)[kq-\_\/ﬂ]u PPsnark)
x = allkllx0’ )
y = al[(k + [VE])[|l="]0°

In words, Dcjear is “uniform” over signatures and proofs and decreases exponen-
tially with k.

Defining Dgnc. Intuitively, Dgpc is Dclear under an IB-FHE encryption. More
formally, let Z be a space of identities of size 2™, Let

idl, idy < 7
(LL', y) — DCIear
Dene = { (7¢|id1 ||id2]|skidy, ¥¢) | 2" < Encrypt(z,id1)
y"< < Encrypt(y,id;)
skig, < KeyGen(MSK,ids)

In words, it is a sample from Dcjear encrypted under a random identity id; sup-
plied with a secret key for a random identity idy. The reason for supplying this
additional secret key will become clear later.

Defining the quality oracle h. Oracle h is defined via the following algorithm

1. Determine if (z,y) has the right form and if not return 0.15
2. If (x,y) is encrypted then run:
— Let 2°"¢ be the part of x up to the first separator ||.
— Let id; be the the part of x between the first and the second separator
I
— skiq, < KeyGen(MSK,id).
— a = Decrypt(skid, , 2°"°).
— y = Decrypt(skia, , ). )
3. Decompose = = a||k||7||0%,y = o'||k'||7'||0" . If at least one of them is of the
wrong format return 0.

15 Note that it will be important what happens outside of the support because V,
during an attack, can send samples that lie outside the support of the distribution.
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4. Verify that a = o, Verify(pk,m = 0,a) = 1,k > k + [Vk],'® and that
V(PPsnark7 (Mk, J_, tk), 7T) = 1 and that V(PPsnark7 (Mk-i-\_\/ﬂ s J_, tk—i—l_\/ﬂ ), 7T/) =
1. If all the checks are successful return 0 and otherwise return 1.

In words, h first decrypts if (z,y) was encrypted and then checks if both x and
y contain valid zk-SNARKSs for the right values of k£ and valid signatures.

Definition 4 (Hardness Levels of L9%). Forn € N and (D, h) € supp(ILd2t)
we say that (x,y) € supp(D) is of hardness level k if: when x is unencrypted it
decomposes to x = a||k||7||0°, and otherwise it satisfies that x = x"°||id1 ||id2]|skid,
and Decrypt(z®"¢,id;) = al|k||r||0°.

Lemma 2 (L% learnability.). There exists a universal constant C € N such
that for everyn € Nje,d € (0, %), L4t js [earnable to error e with probability 1—§
with sample complezity C(log(2)+1log(%)) and time O((log(%) +log(3))poly(n)).

Moreover, for every K : N — N, C(K + log(})) samples suffices to, with
probability 1 — 6, learn a classifier that answers correctly on all hardness levels
of L9t yp to level K. Additionally, f can be represented in size O(vV/'K -poly(n)),
for a universal polynomial poly(n).

Proof. We define a procedure that learns 92t “up to level K.

1. Draw m = O(K') samples from D, i.e., S = ((zi,y:))[m) ~ D™

2. Choose a subset of S” = ((x4,%:))x] € S to be K samples from S that are
unencrypted. If there is fewer than K samples return a dummy f.

3. Let (ai)k) be elements of the domain of g, where for every i € [K], a; is the
part of  up to the first separator ||.

4. Forj=1,...,|VK]|:

- Ty P (Mj'\_\/fJ’J"tj-l_\/?J)’ (aj/)[j,wf“, PPsnark)

5. Let f’ be defined as an algorithm that on input x decomposes it to x =
allk||7||0* and if k 4+ |VE] < K it returns y = alj - \_\/EJHWJ,LRJHOZJ, for
the smallest j such that -[v/K| > k + vk. This will make sure that y is a
valid output for z. If k + [vk| > K it returns L.

6. Let f be defined as an algorithm that on input x first determines if it is
encrypted and if it is not it returns f’(z). If 2 has an encrypted part it first

decomposes z = x"¢||id1 ||id2||skid, and then returns y < Eval(PPge, f/, 22"¢).
7. Return f.

We claim that if invoked with K = O(log(%)+log(})) it satisfies the conditions of
the lemma. Indeed, because D is defined such that k < Geom(3), it is enough to
learn up to level [log(2)] to achieve a classifier of error e. This in turn implies that
O(log(%) +log($)) samples are enough because the Chernoff bound guarantees
that the learner sees at least [log(2)] unencrypted samples with probability 1—4.

Note that f can be represented in size O(v/K - poly(n)) because it contains

only O(vVK) different proofs. O

16 Note that h checks if & > k + [v/k| and not k' = k + |vk]. This will be important
when designing a DbM, because it will allow to make the size of representation of f
small.
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9 Main Result

Theorem 1. There exists a learning task and a universal constant C € N such
that for every K : N x (0,1)2 — N, where for every ¢,5 € (0,1), K(n,e,6) >
C((log(L) +1og(3)) - n),'" and is upper bounded by a polynomial in n, where n
s the security parameter, it holds that:

— There exists a DOM with Krraw = K, KnMiricars = O(\/E) and K Armack =
K

10C °
— There is no DbD with Krranw = K even if Kpgreer = poly(n) and K arrack =
0(1).

Remark 10. Note that the sample complexities of the attack on DbD and the
mitigation procedure of DbM are much smaller than the sample complexity of
the training phase.

Proof. We claim that 1.92% satisfies the conditions of the theorem. It follows from
Lemma 3 and 4 the we prove in what follows. O

Lemma 3 (DbD does not exist for L9%.). For every K : N x (0,1)2 = N
such that for every e,é € (0,1), K(n,€,0) = 2(n) we have that there is no DbD
for L9t with Krpaw = K, K Armacx = O(1). Moreover, the attack runs in time

O(VK - |f] - poly(n)).

Proof. We start with defining the attack.

Definition of an attack on DbDs. 'V upon receiving f can perform the following
attack.

1. Draw Karmacx = O(1) samples from D, i.e., S ~ DEarmex,
2. Let (z,y) € S be any unencrypted sample. If it does not exist abort. Let a
be the part of x up to the first separator ||.
3' U1 — P ((M17 J—7t1)_7 (a)7 PPsnark)
4. Let x1 = al|1]|m]]0"
5. Let (id*, skig-), (id", skiyt) be two different identity, secret-key pairs from two
encrypted samples from S. If they do not exist abort.
6. For j=2,...,00
— x; := Decrypt(Eval(f, Encrypt(z;_1,id")),sk™)
— Decompose x; = a;||k;||7;]|0%
— If at least one of the following checks: a; = a, k; > kj—1 + |\/kj—1],
V(PPsnark, (Mg, L, tx,), ;) = 1 fails then:
e Draw (ICIeahyCIear) ~ DCIear-
e With probability 1 return Encrypt(z;,id*)|[id*||id"||skiy+ and return
Tclear Otherwise.
In words, V starts with a valid question on level 1 and iterates f on itself, i.e.,
computes x; := Decrypt(Eval(f, Encrypt(z;_1,id*)), sk*), until f produces valid
answers. Finally, with probability % she sends a question from the marginal
distribution of Dcjear, and Encrypt(a;, id*)||id* [|id"||sk,y otherwise.

17 This lower-bound makes sure that we are in the regime, where KTgran is enough
samples to learn up to error € with confidence 1 — §.
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Analysis of the attack. Recall that Ppgay uses K samples. Let Strin be the
sample from DX that Prgan draws. By the union bound and the fact that in
D, k is distributed according to Geom(%) the probability that Stin contains a

sample from a level at least K + [v/K | + 1 is at most
K- 27K+ < 97K/2 — negl(n),

from the assumption that K = 2(n). By strong unforgeability the signature
scheme (Definition 7) and the knowledge soundness of zk-SNARK this implies
that Prran computes answers incorrectly for all levels k£ > K + L\/K |+ 1 with
all but negligible in n probability.

This implies that V needs only to repeat the iteration procedure, i.e., x; :=
Decrypt(Eval(f, Encrypt(z;_1,id*)),sk*), O(vK) times until it finds an incorrect
output. The attack is indistinguishable from questions from D because of the
security of IB-FHE, and the fact that there is a negligible probability that P
has a secret key corresponding to id*, because the space of identities Z is 22(").
f produces a wrong output with high probability by construction.

Efficiency of the attack. Recall that V needs only Karracx = O(1) samples for
a succesful attack. Moreover, its running time is O(vV'K - | f| - poly(n)). O

Lemma 4 (DbM exists for L9%.). There exists a universal constant C € N
such that for every K : Nx (0,1)? — N, where for every e, 6 € (0,1), K(n,¢,8) >
C((log(L)+1log(5))-n),'® and is upper bounded by a polynomial in n, there exists
a DM with Krpan = K; Kniirigare = O(\/F) and K Armack =
f can be represented in size O(vV'K - poly(n)).

K
Toc - Moreover,

Proof. Let C be the same universal constant as in Lemma 2.
We start by defining a DbM.

DbM definition. Prgan runs the following algorithm:

1. Learn f by running a procedure from Lemma 2. Let S be the sample drawn
by this procedure.

2. Choose a subset of S" = ((#;,%;))m) € S to be samples from S that are
unencrypted.

3. Set (@i)m) to be such that for every i € [m], a; is the part of x; up to the
first separator ||.

4. Set priv = (f, (@i)pm))-

In words, Prgran runs the learning algorithm from Lemma 2 to compute f. Next,
it stores privately all the signatures, i.e., priv = (f, (a;)m])-

Fact 1. Py with probability 1 — 6 computes f that (i) satisfies err(f) < e,
and (ii) is correct up to level &

18 This lower-bound makes sure that we are in the regime, where K is enough samples
to learn up to error € with confidence 1 — .
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Proof. By the assumption that K > C(log() +log(})) and Lemma 2. O
P iricare receives as input x € X9, It runs the following algorithm

1. Draw SMitigate ~ 'DO(L\/?J)

2. Choose a subset of S,’\Aitigate = (x4, yi))m\/m] C SMitigate to be |2VK | sam-
ples from Swmitigate that are unencrypted. If they don’t exist abort.

3. Let (ay't'gate)m\/ﬁﬂ to be such that for every i € [[2VK ], a)""&™ is the

part of x; up to the first separator ||.

4. Forj=K+1,...,K+ [2VK|:

_ 7.‘_;/htlgate P ((ij7 1, tj), (aj’)[K] U (ag/’htlgate)[\_z\/fﬂu PPsnark)

5. Let f’ be the following augmentation of f. On input z it decomposes it to
x = allk||7||0° and if k + [Vk] < K it returns y = f(z). If k + [VE] <
K + [2VK| it returns Tyt |vE - Otherwise, it returns L.

6. Let f5™"€ be defined as an algorithm that on input z first determines if it is
encrypted and if it is not it returns f’(x). If « has an encrypted part it first
decomposes z = x°"||id; ||id2||skig, and then returns y <— Eval(PPge, f, 2°"°).

7. Return (fs°"8(z),b = 0).1% Note that it always returns b = 0, i.e., it never
suspects that a sample is an adversarial example.

In words, Pyirigars first collects L2\/E | additional signatures by drawing O(\/E )
fresh samples. Next, it creates zk-SNARKs for hardness levels K + 1,..., K +
LQ\/E | using the privately stored signatures that Prgay used to compute f.

Finally, it creates a strong classifier fS°"¢ by augmenting f with the newly
created zk-SNARKSs.

Security of the DbM. We will show that properties of Definition 3 are satisfied.

Firstly, Fact 1 guarantees correctness.

Secondly, completeness is trivially satisfied because Pyiricars always returns
b=0.

Thirdly, we argue that soundness is satisfied. Let V be a polynomial-size
attacker using Karrack < % samples. Let K1 pyg, := %

Assume towards contradiction that there exists a polynomial-size V that,
when given as additional input the MSK of the IB-FHE, can produce a valid
zk-SNARK proof for a level at least Kipver + |V EKLgven] + 1.

We proceed with a series of Hybrids for the distribution of V to show that
this leads to a contradiction.

1. Hybrid 0: the original distribution of the output of V.
2. Hybrid 1: Let Satack be the sample from D#armex 20 By the union bound
and the fact that in D, k is distributed according to Geom(%) the probability

19 We slightly abused the notation here. What we mean is that "¢ is applied to
every element of x separately.

20 Note that by the assumption that V has access to MSK we can assume that all
samples in Satack are unencrypted.
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that Sattack contains a sample from a level at least Ky pver + |V EKLpven] + 1
is at most

KLEVEL . 2_KLEVEL+1 S 2_KLEVEL/2 — negl(n),

from the assumption that K = {2(n). We replace the oracle access of V to
D by an oracle access to D’ that is identical to D apart from the fact that
it samples k from a modified distribution Geom(%), where Pr[k = KppveL +

L\/ KLEVELJ] = 27(KLEVEL+L KLEVELJJrl); and for all k" > Kipver + L\/ KLEVELJ
we have Pr[k = k'] = 0. We have that D and D’ are statistically negligibly
close.

3. Hybrid 2: By construction f, in it’s code, contains O(v/K) hardcoded proofs
for levels k up to Kpgver + |V EKLevel]. Additionally V received K arrack
samples from D’, which by construction produces proofs for level up to
Kigves + [V ELsvs. |- We replace all these proofs using the simulator, which
is guaranteed to exist by the zero-knowledge property of the zk-SNARKs.
By zero-knowledge V still produces a valid proof for level at least Kppye, +
|V Kigven] +1 (because otherwise, it could distinguish the real from the sim-
ulated proofs because zk-SNARK is publicly verifiable and because V has
access to MSK).

If we now apply the efficient extractor of the zk-SNARK on V when executed
as in Hybrid 2 it would produce a valid witness for a proof at level Ky gyg, +
|V KLgven] +1, which by construction would constitute of K1 pver+ | vV EKpLeven] +1
different signatures of m = 0. However, V received at most % < Krgver
signatures in Saiack and 1 additional signature encoded in f. Indeed, observe that
the code of f includes only 1 signature, zk-SNARK proofs, and an instruction
on how to run f on Dgye. The fact that there is an efficient procedure (running
the extractor) that produces Kigyver + |V KLeven]| +1 signatures having access to
only Kipver+ |V EKLeve] signatures is a contradiction with strong unforgeability
of the signature scheme.

Consider now the original V without access to MSK. If it was able to produce
x € supp(Denc) that contains a proof for level at least Kppver + vV ELpves + 1
then V with access to MSK would be able to produce a proof for level at least
Kigver + VEKpgvel + 1. But we showed that it is impossible.

Summarizing V is able to produce z € supp(D) with a proof for a level
at most Krpve, + vV KpgveL.- This implies soundness because Pyririgare answers
correctly for all these levels.

Efficiency of the DbM. Note that the size of f is much smaller than K. Indeed,
Lemma 2 guarantees that f can be represented in size O(vK - poly(n)).?!

O

21 Note that O(vVK - poly(n)) < K, for big enough K.
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10 Cryptographic tools

Definition 5 (NP Relation). A binary relation R C {0,1}* x {0,1}* is an
NP relation if there exists a polynomial-time algorithm V such that:

V(z,w) € {0,1}* x {0,1}*, (z,w) € R < V(z,w) =1.

The associated language L is the set of statements x for which there exists a
witness w such that (x,w) € R:

Lr ={ze{0,1}" | 3w such that (z,w) € R}.

10.1 Interactive Proofs

We use the standard definitions of interactive proofs (and interactive Turing
machines) and arguments (also known as computationally sound proofs). Given
a pair of interactive Turing machines, (P,V), we denote by (P(w),V)(z) the
random variable representing the final (local) output of V, on common input z,
when interacting with machine P with private input w, when the random tape
to each machine is uniformly and independently chosen.

Definition 6 (Interactive Proof System). A pair (P,V) of interactive ma-
chines is called an interactive proof system for a language L with respect to a
witness relation R if the following two conditions hold:

— Completeness: For every x € L and w € R (z),
Pr[(P(w),V)(z) =1] =1.

— Soundness: For every interactive machine B, there is a negligible function
v(-), such that, for every x ¢ L,

Pr((B,V)(x) = 1] < v(|z]).

In the case that the soundness condition is required to hold only with respect
to a polynomial-size prover, the pair (P,V) is called an interactive argument
system.

10.2 Strongly Unforgeable Signatures
We formally define Strongly Unforgeable Digital Signatures.

Definition 7 (Strongly Unforgeable Signature Scheme). A Strongly Un-
forgeable Signature Scheme consists of a tuple of probabilistic polynomial-time
(PPT) algorithms (Gen, Sign, Verify) with the following properties:

— Key Generation:
(sk, pk) <« Gen(1™)

takes as input the security parameter n and outputs a secret key sk and a
public key pk.
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— Signing:
o < Sign(sk,m)

takes as input the secret key sk and a message m, and outputs a signature o.
— Verification:
Verify(pk,m, o) € {0,1}

takes as input the public key pk, a message m, and a signature o, and outputs
1 if o is a valid signature on m under pk, and 0 otherwise.

The scheme must satisfy the following properties:
— Correctness: For all (sk, pk) <= Gen(1™) and all messages m,
Pr [Verify(pk,m,0) = 1| o < Sign(sk,m)] = 1.

— Strong Unforgeability: For any PPT adversary A, there exists a negligible
function negl(n) such that:

Pr [Verify(pk,m*,0") =1 and (m*,0") ¢ Q] < negl(n),

where (sk,pk) < Gen(1"), the adversary AS€"k-)(pk) interacts with a sign-
ing oracle, obtaining signatures on at most polynomially many messages
forming the query set Q, and then produces a mew message-signature pair
(m*,0*) that was not in Q.

10.3 SNARKSs

Definition 8 (Universal Relation). The universal relation Ry consists of
all instance-witness pairs (y,w) where: y = (M,x,t), |yl|,|w| < t, such that
M is a random-access machine that accepts (x,w) within at most t steps. The
corresponding language is denoted by Ly .

We now proceed to define SNARKSs. A fully-succinct non-interactive argu-
ment of knowledge (SNARK) [Bitansky et al., 2022] is a triple of algorithms
(G,P,V) that work as follows. The (probabilistic) generator G, on input the se-
curity parameter n (presented in unary) and a time bound T, outputs public
parameters PP. The honest prover P(y,w,PP) produces a proof = for the in-
stance y = (M, z,t) given a witness w, provided that ¢ < T’; then, V(PP,y, )
verifies the validity of .

Definition 9 (SNARK). A Succinct Non-Interactive Argument of Knowledge
(SNARK) for the relation R C Ry consists of a triple of algorithms (G, P,V)
with the following properties:

— Completeness: For every large enough security parameter n € N, every
time bound T € N, and every instancewitness pair (y,w) = (M, z,t),w € R
witht < T,

Pr[V(PP,y,7) =1] (o,7) + G(1",T), © + P(y,w,PP)] = 1.
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— Adaptive Proof of Knowledge: For any polynomial-size prover P*, there
exists a polynomial-size extractor EP” such that for every large enough n € N,
all auziliary inputs z € {0, l}p"ly("), and all time bounds T € N,

PP « g(lA,T),
Pr [V(PP,y,m) =1 and (y,w) ¢ R | (y,m) < P*(2,PP), | < negl(n).
w + EP (2, PP)

— Efficiency: There exists a universal polynomial p (independent of R) such
that, for every large enough security parameter n € N, every time bound
T € N, and every instance y = (M, z,t) witht <T':

Generator Runtime: p(n + logT)

Prover Runtime: p(n + | M|+ |x| + ¢+ logT)

Verifier Runtime: p(n + |M| + |z| + logT)

Proof Size: p(n +logT)

A zero-knowledge SNARK (or "succinct NIZK of knowledge") satisfies a zero-
knowledge property. That is, an honest prover can generate valid proofs without
leaking any information beyond the truth of the statement, particularly without
revealing any knowledge of the witness used to generate the proof. For zero-
knowledge SNARKS, the reference string o must be a common reference string
that is trusted by both the verifier and the prover.

Definition 10 (Zero-Knowledge SNARK). A triple of algorithms (G, P,V)
is a zero-knowledge SNARK for the relation R C Ry if it is a SNARK for R
and satisfies the following property:

— Zero Knowledge: There exists a stateful interactive polynomial-size sim-
ulator S such that for all stateful interactive polynomial-size distinguish-
ers D, every large enough security parameter A € N, every auzxiliary input
2 € {0,1}P°N | and every time bound T € N:

PP« G(1",T),
Pr |t <T,(y,w) € Ry,D(r)=1| (y,w) < D(z, PP),
7w + Py, w, PP)
(PP, trap) «+ S(1™,T),
~Pr|t<T,(y,w) € Ry,D(r)=1| (y,w) < D(z,PP),
7w+ S(z,y, PP, trap)

10.4 IB-FHE

Definition 11 (Identity-Based Fully Homomorphic Encryption (IB-FHE)).
An Identity-Based Fully Homomorphic Encryption (IB-FHE) scheme with mes-
sage space M, identity space I, and a class of circuits C € M* — M con-
sists of a tuple of probabilistic polynomial-time (PPT) algorithms 1B — FHE =
(Setup, KeyGen, Encrypt, Decrypt, Eval) with the following properties:
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— Setup:
(PP, MSK) « Setup(1™)

takes as input the security parameter n and outputs public parameters PP
and a master secret key MSK.
— Key Generation:
skig < KeyGen(MSK, id)

takes as input the master secret key MSK and an identity id € Z, outputting
a secret key skiq.
— Encryption:
¢ + Encrypt(PP,id, m)

takes as input the public parameters PP, an identity id, and a message m €
M, and outputs a ciphertext c.
— Decryption:
m < Decrypt(skidg, ¢)

takes as input a secret key skiq and a ciphertext c, outputting the plaintext
m if ¢ is a valid encryption under id; otherwise, it outputs L.
— FEvaluation:
¢« Eval(PP,C,c1,...,ck)

takes as input the public parameters PP, a circuit C' € C, and a collection of
ciphertexts (c1,...,ck), outputting a new ciphertext c.

The scheme must satisfy the following properties:

— Correctness: For all (PP,MSK) < Setup(1™), identities id € I, circuits
C: MF = M, and messages my,...,my € M:

Pr [Decrypt(skiq, Eval(PP,C,c1,...,c;)) = C(mq,...,my)] = 1 — negl(n),

where ¢; < Encrypt(PP,id, m;) and skiy + KeyGen(MSK;id).
— Compactness: There exists a polynomial p(-) such that for all n,C, and
messages:

Pr[|Eval(PP,C,cy,...,cx)| < p(n)] =1.
— IND-sID-CPA Security: For any PPT adversary A,

’Pr [IB — FHEGame{ (n) = 1} —Pr [IB — FHEGame? (n) = 1} ’ < negl(n),

where IB — FHEGamej'(n) is defined as follows:

1. (PP, MSK) « Setup(1™) is generated, and PP is given to A.

2. A chooses id* and submits (mg, m1) € M.

3. The challenger samples b < {0, 1} and returns ¢* < Encrypt(PP,id*, my).
4. A outputs a bit b'.
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