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Abstract. The NIS2 directive requires EU Member States to ensure a
consistently high level of cybersecurity by setting risk-management mea-
sures for essential and important entities. Evaluations are necessary to
assess whether the required security level is met. This involves under-
standing the needs and goals of different personas defined by NIS2, who
benefit from evaluation results. In this paper, we consider how NIS2 user
stories support the evaluation of the level of information security in or-
ganizations. Using requirements elicitation principles, we extracted the
legal requirements from NIS2 from our narrowed scope, identified six key
personas and their goals, formulated user stories based on the gathered
information, and validated the usability and relevance of the user sto-
ries with security evaluation instruments or methods we found from the
literature. The defined user stories help to adjust existing instruments
and methods of assessing the security level to comply with NIS2. On the
other hand, user stories enable us to see the patterns related to secu-
rity evaluation when developing new NIS2-compliant security evaluation
methods to optimize the administrative burden of entities.

Keywords: NIS2 Directive - Security Evaluation - User Stories - Orga-
nizations Security level

1 Introduction

In 2015, the enactment of the European (EU) GDPR data protection regulation
changed the attitude toward data privacy and raised awareness of the issue [40].
The impact of the implementation of the GDPR has been global. Similar data
protection regulations have now been established all over the world [6]. With
the NIS2 Directive, the aim of the EU Commission [§] is to change the infor-
mation security management postures of organizations in the EU to effectively
protect the digital single market, and reduce the damaging impacts of security
incidents on the economy and society [8]. Similarly to the enactment of GDPR, a
widespread increase in security awareness and implementation of the directive’s
requirements outside the EU is expected.

From a policymaker’s perspective, NIS2 creates explicit measures for entities
required to implement the directive’s requirements [48JI3]. From the perspective

>w but is not the Version of

of the contri

2025. This v

Submitted to CAiSE

ion has been accepted for publi

Record and does not reflect pos

Rhttps://doi.org/[insertDOI]. Use

https://www.springernature.com/gp/open-research/policies/accepted-manuscript-terms.


https://doi.org/[insert DOI]
https://www.springernature.com/gp/open-research/policies/accepted-manuscript-terms

2 M. Seeba et al.

of implementers and engineers, the complexity of interpreting and implement-
ing the regulations is recognized [I8[23I11]. For engineers, security is relative,
depending on many factors, and the all-hazards approach used in NIS2 [§] is an
unattainable situation. Therefore, it is appropriate to reformulate the require-
ments of the regulations into a format understandable to engineers. This allows
policymakers and implementers to break out of their silos and get involved in
a dialogue, and exchange feedback on the practical effectiveness of the directive
[32/1]. Additionally, implementing the regulations should not involve reinventing
the wheel but rather building on existing standards and solutions for harmoniza-
tion [41].

In this paper, we focus on one of the NIS2 directive’s objectives - achieving a
common high level of security across the EU [§]. We narrowed our research area to
the evaluation of the implementation level of risk-management measures, which
are presented in NIS2 to organizations. We analyzed the regulation to identify
who must meet the specified requirements and for what purpose, based on data
from the assessment of organizations’ information security levels. Ultimately, we
elicit user stories related to the results of organizations’ information security
level evaluation support that meet NIS2 requirements. Using the requirement
engineering method, we discovered 6 personas and 10 user stories that are di-
rectly related to an organization’s security level evaluation results. Identified
user stories are the prerequisite for identifying ways for NIS2 implementation.

2 Backgound

2.1 NIS2

The NIS2 Directive [8] was published in the Official Journal of the EU and
entered into force on January 16, 2023. It aims to establish a high level of cy-
bersecurity across the Union to protect the European single market from se-
curity incidents that could disrupt the economy and society [8]. NIS2 provides
risk-management measures for entities, addresses communication channels and
reporting, defines contact points during security incidents, and guides super-
visory activities and penalties. The organizations who are required to comply
with NIS2 are public or private entities in the high- criticality sectors, such as
energy, transport, drinking and wastewater, public administration, digital infras-
tructure, and others listed in Annexes I and II of NIS2 [§]. Compared to NIS1
(published 2016) the NIS2 added more than 10 obliged sectors. Therefore, the
requirements must be explicit to the implementing entities and achievable with
reasonable investment and administrative costs. EU Member States (MS) had
to transpose NIS2 into local law by the 17th of October, 2024 [§].

Eliciting requirements from a legal text is complicated because (i) the text is
fragmented and uses concepts and terminology that are different from software
engineering, (i) requirements can arise from different levels of law (e.g., EU
level or the member state level or regulative standard), (iii) imperfection and
vagueness of the law and its wording allows multiple interpretations and (iv)
dynamics of the law over time [23/18]. To mitigate risks (ii) and (iv), we only
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considered the EU-level NIS2 directive, which all Member States must adopt
based on the principle of minimum harmonization stated in Article 5 [8]. That
means the Member State must adopt NIS2 as the minimum baseline. We do not
address the level of Member State’s requirements. We only used the version of
NIS2 [8] from 2022. To mitigate risks (i) and (iii), we used methods described in
Sec {11

2.2 Security evaluation

Various methods and instruments [22I24)35] can be used to assess an entity’s
security level, which can be done through direct measurements of risk manage-
ment measures, self-assessments (e.g., security maturity models), or second or
third-party evaluations (e.g., audits, penetration testing). More indirect mea-
surements can also be used to assess the level of security, such as counting the
number of organizations that hold some kind of security management certificate
(e.g., ISO/IEC27001 Information security management system compliance cer-
tificates). This study explores how the security level evaluation results of NIS2-
obliged entities can be interpreted and applied to evaluate risk-management
measures implementation independently of any specific evaluation method or
instrument.

3 Related Work

Only six of the 27 Member States (Belgium, Croatia, Hungary, Italy, Latvia,
and Lithuania)ﬂ succeeded in transposing the NIS2 into local law by October
17, 2024. One of the reasons for the delay in this transposition is the different
views of lawyers and implementers on the applicability of the legal text.

Juridical publications (e.g., [48/3]) see the NIS2 Directive primarily as an en-
abler of raising the security levels of the Member States and emphasize sanctions
for non-compliance, and describes NIS2 as a regulation with explicit require-
ments. In the view of the engineers, the intricate structure and complex legal
language of the texts cause questions and ambiguities [I4U13]. From the legal
point of view, the primary concern is about the excessive administrative burden
[48]. However, this originates from the separate implementation of every single
clause rather than a comprehensive information security management system,
which would align with best practices (e.g., the international standard ISO /TEC
27001 controls [I9]) and support the entities’ whole management system. If the
lawyers recommend balancing requirements in implementing regulations [48],
legal text analysis by engineers would instead find optimization patterns and
holistic models [T4J2TI13].

There are few references to the analysis of evaluating the security level con-
cerning NIS2. Wanecki et al. [49] developed a cybersecurity model based on NIS2

3 https://dnsrf.org/nis2-transition/| NIS2 transition tracker status by 2024-11-
01
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but did not cover the evaluation of the achieved security level. The only option
mentioned is conducting audits, which only cover essential entities. Grigaliunas
et al. [13] created a GDPR, NIS2, and ISO/IEC 27001-based framework that
categorizes controls into preventive, detective, and corrective; allowing entities
to align their security maturity levels but without considering other stakeholders’
expectations on security level evaluations.

Fatema et al. [II] first extracted the relevant legal clauses and eliminated
the irrelevant to determine the relevant scope. Hassani et al. [14], using LLM-s
for legal compliance analysis, turned attention to legal text sentences that are
not separate units. It is essential to follow the sequence, definitions, and cross-
references as a whole. It is not an option to treat individual sentences out of
context. Here the personas and their relationship models can be helpful. There-
fore, the legal text analysis cannot start with extracting relevant information,
the entire text of the regulation must first processed.

Legal text ambiguity patterns (lexical, analytical, vagueness, and generality)
are described by Alsaadi et al. [I], who studied the EU Medical Device Reg-
ulation (MDR) and the Health Insurance Portability and Accountability Act
(HIPAA). After analyzing the text, they set a goal to remove the ambiguity
by rephrasing the legal requirements into user stories. They used more relevant
terms to make user stories unambiguous for engineers and enable discussions
about the personas’ activities and their purposes.

Based on the previously described references, we performed our requirements
elicitation. The method is described in more detail in the next section.

4 Creating User Stories

4.1 Method

We elicited the personas, their goals and dependencies, and user stories. As
our study is based on the NIS2 Directive’s 8] legal text, we also followed the
suggestions on legal text analysis described by [2IITIITS].

Following the example of [11], after reading the entire NIS2 directive text, we
only selected the clauses relevant to our study. Then we analyzed the sentences
individually, marking actors, actions, and resources as suggested by Islam et al.
[18]. Following the steps outlined in [2I[T8], we created the strategic dependency
goal model of the personas in i* modelling language [51].

Next, we defined the user stories (see in Sec. related to the organization’s
security level evaluation following the template format proposed by Cohn [4/5]:

As a <type of user>, I can <some goal> so that <some reason>.

The simple template-based structure is understandable to stakeholders and soft-
ware engineers by helping to reach a common understanding of the requirements
and define the quality guideline [25]. To validate the user stories, we aligned them
with existing methods and instruments to demonstrate that the use cases they
covered already exist in practice.
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Evaluating Organization Security: USs of NIS2 5

4.2 NIS2 requirements elicitation

Our scope is to find from NIS2 the clauses related to organizations’ (in NIS2
vocabulary - essential and important entities) security level evaluation. At first,
we got acquainted with the whole NIS2 text, and we highlighted the relevant
clauses that can be interpreted in the context of security evaluation of entities.
We also used searches for keywords such as ensure, level, assess*, oversee, and
measures for crosschecking. Keywords were chosen based on interpretation op-
tions: at the Member State level, the term ensure can be interpreted as requiring
the Member State to evaluate and measure entities’ security levels. This eval-
uation process ensures that entities comply with regulations and maintain an
expected level of cybersecurity. To get the oversee, an activity related to evalua-
tion is needed. A term level describes an association with something, which refers
to measurement, assessment, or evaluation. We selected string measure* to find
the relationship between risk-management measures, as well as the relationship
between measurement. In the Appendix [A] are shown the filtered clauses, which
relate to entities and their security evaluation.

To identify the personas and find their dependencies and goals, we analyzed
all selected clauses of NIS2 using [18] legal text analysis model steps. In the legal
text, we marked personas or subjects of action as underlined, normative phrases
and modal verbs are marked in bold, and actions in italics like:

Art20(1) “Member States shall ensure that the management bodies of
essential and important entities approve the cybersecurity risk-management
measures taken by those entities in order to comply with Article 21, oversee its
implementation and can be held liable for infringements by the entities of that
Article.” [8]

This allowed us to pick out the preliminary mentioned personas (actors):
ENISA, European Parliament, peer reviewers, Member State, small and medium-
sized enterprises, management bodies of essential and important entities, impor-
tant entities, essential entities, service providers & suppliers, and competent
authority for supervisory.

We excluded the European Parliament from this list as it is outside the scope
of organization-level security evaluation. Also, we excluded the organization’s in-
ternal structure and processes and focused only on the organization as a general
entity with its management body and employees. We engaged peer reviews un-
der the Member State persona, as the process of peer reviews is organized at the
Member State level in cooperation with cybersecurity experts from at least two
Member States. In our security evaluation scope, the essential and important
entities differ only in the supervisory context, where essential entities should be
subject to a comprehensive supervisory regime (preventative and after security
incidents). In contrast, important entities should be subject to a simplified su-
pervisory regime after a security event or someone’s hint of an entity security
violation. Security level evaluation is similar in both cases. We also included
small and medium-sized enterprises under the persona Entity and Suppliers or
Service Providers because all Entities can simultaneously be someone’s Service
Provider & Supplier and essential and important entities.
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Additionally to already mentioned personas, from NIS2 recitals No 56, we
found the persona called Member State point of contact for small and medium-
sized enterprises, who should guide and assist small and medium-sized enterprises
regarding cybersecurity-related issues. Impersonally, but the same guidance and
assistance issue is mentioned as an expected clause of Member State National
cybersecurity policy (Art 7(2)(f) and (i) [8]). To avoid confusion with another
single point of contact used for different processes described in NIS2, we named
this guidance and assistance provider as a Security Consultant.

So, we limited the personas of NIS2, who are relevant in the context of
organization security level evaluation with the list: Member State, Supervisory
Authority, ENISA, Entity, Security Consultant and Service Provider € Supplier.
In the next section, based on legal text analysis, we describe the personas mutual
relations goal model.

4.3 Personas’ Dependency Model

The six personas rely on organizations’ security data or generalized results to
achieve their objectives. The goal of the Member State is to receive secure ser-
vices from Entities, obtain the service’s security statuses, assign Consultants to
support Entities with cyber-security issues, assign a Supervisory Authority and
provide guidance and training on cybersecurity to Entities ([8] Articles: Art1(1);
Art7(2); Art19(1.a); Art20(1),(2); Art21(1),(2),(3),(4); Art31(2), Art32(2),(4);
Art33(2)). Supervisory Authority is assigned by Member State. It should pro-
vide feedback on Entities’ security status ([8] Articles: Art21(1),(2),(4); Art31(2);
Art32(2),(4); Art33(2)). ENISASs’ goal is to evaluate the security status of Mem-
ber States and Entities and provide results to the EU Parliament so that it could
assess the EU security level (|8] Articles: Art1(1), Artl8(1)). Security Con-
sultants assist and guide Entities on risk-management measures implementa-
tion and could be assigned by Member State ([8] Articles: Art 7(2); Art20(2);
Art21(2)). Entity provides secure services to Member State and follows Mem-
ber State regulations (implements risk-management measures, passes training).
It also gets secure services and products from Service Provider & Supplier ([8] Ar-
ticles: Art7(2); Art20(1),(2); Art21(1),(2),(3),(4); Art32(2),(4); Art33(2)). Ser-
vice Provider & Supplier provides provide secure services or products to
Entity, (|8] Articles: Art21(2); Art21(3)).

We illustrate the above dependencies in Fig. [[] The model emphasizes the
personas’ dependencies and supports the user stories. For simplification, ENISA
is not included. However, as described above, ENISA obtains the security status
of the Member State and Entities and shares the best practices with other Mem-
ber States. The prioritization and optimization of activities is the task of the
Supervisory Authority. It should be noted that a specific organization can take
different roles. For instance, an Entity can simultaneously be a Service Provider,
Supplier, and Security Consultant. In some cases, the Entity can be a Mem-
ber State or Supervisory Authority (e.g., Computer Security Incident Response
Team, CSIRT).
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Fig. 1: Personas’ Dependency Model

4.4 Security Evaluation User Stories

Next, we describe the User Stories. They are formulated based on the legal
requirements quoted in the Appendix and the dependencies illustrated in
Fig. [[] User Stories are divided into groups based on Personas. The result is
presented in Table [ where the goals regarding security level evaluations are
described for each Persona. We also included references to NIS2 clauses.

Table 1: User Stories of NIS2 [8] Related to Security Level Evaluation of Entities

Role: Member State

Goal: Factual proof of achieving a high common level of cybersecurity in all
sectors and entities to avoid cyber incidents causing major damage to
economics and society.

ReferencejArt1(1); Art7(2); Art19(1.a); Art20(1),(2); Art21(1),(2),(3),(4) of NIS2 [§]
US1.1: As a Member State, I can oversee the security posture of Entities through
structured security level evaluation results, so that I achieve awareness of compliance
with regulations.

US1.2: As a Member State, I can evaluate an entity’s cybersecurity level using an
all-hazards approach, so that I can allocate resources to address directly on identified
vulnerabilities.
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|

Continuation of Table |1|

Role: Supervisory Authority

Goal: The Supervisory Authority should base on risk assessments when planning
their supervisory tasks, but they should optimize the workflow and not
unnecessarily hamper the business activities of the entity concerned.
ReferencejArt21(1),(2),(4); Art31(2); Art32(2); Art32(4); Art33(2)of NIS2 [3]

US2.1 As a Supervisory Authority, I can prioritize supervisory tasks by using all
hazard-covering security evaluation results so that I can focus supervisory tasks on
high-risk entities or areas.

US2.2 As a Supervisory Authority, I can ensure (with a security evaluation instru-
ment) that entities that did not comply with regulatory requirements implement
corrective risk-management measures within reasonable deadlines so that supervi-
sory resources are used effectively and unnecessarily hamper the business activities
of the entity is avoided.

Role: ENISA

Goal: Collect data to evaluate EU security level and report the result to EU
Parliament

ReferencejArt1(1), Art18(1) of NIS2 [§]

US3.1 As ENISA, I can collaborate with Member States to assess collected evalu-
ation data on cybersecurity capabilities and awareness, so that I can share cyberse-
curity best practices and gaps across the European Union.

Role: Security Consultant

Goal: Consultants should help improve the entity’s security level by finding and
focusing on vulnerable areas of the entity.
Reference]Art20(2); Art21(2) of NIS2 [§]

US4.1 As a security consultant, I can get an overview of the entity’s security ma-
turity evaluation results so that the most vulnerable areas can be prioritized in a
timely manner for an improvement plan.

US4.2 As a security consultant, I can re-evaluate the entity’s risk-management
measures implementation so that tracking characterizes risk-management measures
implementation status progress.

Role: Entity

Goal: To obtain an overview of the entity’s cybersecurity risk-management mea-
sures all-hazard approach to confirm security status and improve vulner-
able areas

Reference]Art20(2); Art21(2) of NIS2 [§]

US5.1 As an entity, I can ensure the entity adopts an all-hazards approaclfl to
cybersecurity so that the evaluation results show strengths and direct to plan im-
provements to our security shortcomings.

Role: Service Provider & Supplier

Goal: Get an evaluation of Service Provider & Supplier security to share with
partners and assess compliance with partner requirements

ReferencejArt21(2); Art21(3) of NIS2 [8]

4 Some recognized standard like ISO27001[T9] can limit the uncertainty of the all-

hazard approach.
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] Continuation of Table |1|

US6.1 As a Service Provider & Supplier, I can provide the risk-management mea-
sures in all-hazard evaluation approach results to the partner Entity so that the
Entity can choose us as the most suitable secure suppliers.

US6.2 As a Service Provider & Supplier, I can regularly evaluate my cybersecu-
rity practices so that I can present my evaluation results to my partner Entity to
demonstrate our security.

To explain the user stories provided in the Table [1} we will take a closer look
at how to use user stories and also show how user stories are connected and need
additional analysis by the Member State (MS).

US2.1 calls for the Supervisory Authority to prioritize activities in the con-
text of all risks and plan its activities based on this. In essence, this prepares a
sample of organizations to focus on. MSs can have several security-related super-
visory authorities with different focuses in terms of sectors and functions (e.g.,
in Estonia, there are three: NCSC-EE, whose supervision deals with cyberse-
curity in general; the Financial Supervision Authority focuses on the financial
sector, and the Data Protection Authority monitors data protection. In Finland,
oversight of cybersecurity issues is divided between 8 institutions by area.) Each
supervisory unit must prepare its plans based on its objectives and, in addition,
national risk assessments.

Therefore, a Supervisory Authority needs aggregated data collected from or-
ganizations (reusing the data collected during US5.1) that distinguishes between
relevant sectors and their vulnerabilities. This focuses the monitoring process on
identifying causes and finding inputs for improvement according to sectors (e.g.,
finance, energy, research) or security functions (e.g., data protection, incident
management, cyber hygiene, and awareness).

However, the MS must specify which metadata must be collected during the
US5.1 process for filling in the US2.1 (but also US1.1, US1.2, US3.1). This could
depend on MS supervisory authorities, their sectoral affiliation, and how detailed
the aggregation needs to be. The questionnaire or instrument detail level should
match the supervisory focus needs and data protection requirements, balancing
aggregation and listing specific technical measures.

4.5 Validity of User Stories

We validated the user stories by aligning them to existing or proposed security
evaluation instruments. The instruments were chosen to cover a wide spectrum of
applications and to show that the user stories described in this paper and in NIS2
reflect the situation in the real world. The reviewed instruments can be divided

into the following categories: publications [37I2I33|27341261201/50], ENISA or

state-sponsored tools [T2J9I3TI43142144|T5], cybersecurity indices [TON7UT7I47I28],
maturity models [46], and official audits [30U29/45].

An overview of the instruments and their coverage of user stories is illustrated
in Table @l Each covers at least one of the user stories. The instruments have
been created for different purposes and levels of abstraction. Some instruments
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Table 2: Instruments that implement user stories: '+’ instrument covers the given
user story; ’-’ instrument does not cover the user story; v’ instrument can be
used to cover the user story, but it is not explicitly meant for that purpose; '*’
instrument is not usable as-is and needs significant effort to be workable.

Instruments US1|US2|US3|US4|US5|US6
F4SLE [37], Kybermittari [12], Jazri et al. [20]* + |+ v+ |+ |+
Bernik et al. [2]*, Prislan et al. |33]*, Maleh et
al.[27]*, Rae and Patel [34]*, Malaivongs et al. [26]*,
You et al. [50]*, self-assessment tools by Ireland [43]| ) M M oy
and Greece [I5], C2M2 Maturity Model [406]
NUKIB Report[31[* +~ |+ - F F F
EU CSI [10]* T+ F = F FF
Cybersecurity Indices NCSI [7]*, GCI [I7]*, NCPI
[47)*, CDI [28]*, s
Official Audits by Estonia [30]*, [29]* and Latvia
5] R A A A
Self-Assessment tools by ENISA [9], IASME [42] and

. - - - A + v
Spain [44]

compare and describe the cybersecurity postures of countries on a global scale
(e.g. [TOUTI4TI28]), while other instruments are meant for individual organizations
(e.g. [44I1543]) and comply with the Entity, Security Consultant or Service
Provider & Supplier user stories.

Different abstraction levels require different approaches, which can lead to
loss of detail. Cybersecurity indices [TOI7/4TI28] compare the security postures
of entire countries. However, they do not consider the differences in the levels
of digitalization, that determines the actual required level of security. Indices
rely on high-level data, such as the existence of appropriate legislation and
cybersecurity-related institutions, but these facts will not be helpful for indi-
vidual entities in determining their security level. Still, indices can contain some
data on entities (e.g., how many organizations have attained some specific se-
curity certifications [I0]). The EU Cybersecurity Index [I0] created by ENISA
uses data gathered from EU member states and is also the subject of US3.

From the bottom-up perspective, most of the methods available are created
to help individual organizations perform a self-assessment to find areas of im-
provement (e.g. [4442]) and they lack functionality in aggregating data and
presenting it at a higher level of abstraction. Still, they fulfill the goals of US5
but can also cover US4 and US6.

The least covered is US2, which means the needs of governmental overseeing
bodies are the least considered by the currently available instruments. Two no-
table instruments here are the audits performed by national audit offices [30/45]
and the annual report [3I] composed by the National Cyber and Information
Security Agency of the Czech Republic (NUKIB). Due to their thorough nature,
audits bring a lot of insight into a given topic and provide concrete recommenda-
tions for improvement, but they are not periodically done on the same topic and
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this limits their usefulness in verifying that improvements were implemented.
The NUKIB report [31] gathers its data surveys of entities without any individ-
ual feedback to the Entity.

There is a real lack of instruments and methods that help collect security
evaluation data on individual entities and bring it together for central decision-
makers but also, at the same time, provide the given organization with feedback
on their current capabilities and areas that need enhancement. In other words,
there are only a few tools [I2I37] that simultaneously cover the User Stories
related to Entities and MSs.

Few security evaluation instruments directly corresponding to NIS2 require-
ments have yet been created [37/I2]. However, an ENISA security assessment
pilot report based on NIS2 Article 18 [8] has already been completed, but only
for internal use and not publicly available.

The analysis showed that the tools tend to be mono-functional, but some
are multifunctional (e.g. [2/43]), simultaneously covering several user stories.
Instruments are divided into Member State (US1-US3) and Entity goals (US4-
US6). From Table[2] we can see that all our user stories are covered at least by one
instrument, showing that user stories are realistic. However, not all instruments
are usable for each user story or suitable for periodic/repeatable evaluation.

5 Discussion

A security evaluation aims to provide situational awareness and present the
dynamics of security. During the validation of the user stories, we identified
different security evaluation methods and instruments which fulfill the needs of
either the Member States or the Entities.

Security risk management is an iterative process. If an adversary is able to

identify a single vulnerability, they are able to damage the system. However,
the Entity (i.e., defender) must implement multiple security countermeasures to
mitigate various security risks. This task requires considerable resources. Any
activity (including an evaluation of the security level) that does not directly
contribute to risk mitigation can significantly burden the organization’s admin-
istration. Therefore, evaluating the security level should not be a goal in itself;
rather, it must be an integrated part of security management and create value
for the Entity. We observed four personas (Member State, Supervisory Author-
ity, Consultant and ENISA) who require security evaluation input from entities
to support their tasks. The needs of other stakeholders should be integrated into
the Entity’s security evaluation process. The user stories could help achieve this
goal of finding ways to reuse data, optimize, automate, and manage security
evaluation, especially from the Entity’s point of view.
Finding patterns within legal requirements is the job of experts and engineers.
So is optimizing or balancing burdensome activities, as described in Sec. [3] by
[T412TYT3]. Our research showed that the NIS2 analysis allowed us to find opti-
mization points that could simplify the implementation of NIS2 in a less bur-
densome way.
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Limitation: Our scope is narrowed to NIS2 and does not expand to other EU
regulations.User stories follow the NIS2 Directive [8] and are written at a high
level of abstraction. This approach allows us to avoid conflicts with the local
laws of the Member States when the Member States have transposed NIS2.
It also ensures the instantiation of user stories in Member States by adding
contextual details. The flexibility of the user stories may lead to challenges in
implementation, as they are not explicitly aligned with specific standards or
tools.

NIS2 does not refer to any reference standards, the user stories must remain
flexible in their application. However, this flexibility may limit the coverage of
user stories and their scope in the security assessment. For example, informa-
tion security management standards (e.g., ISO/IEC27002 [I6]) cover the risk-
management measures detailed in Article 21(2) of NIS2, but these standards
do not specify NIS2-compliant reporting during incidents. Similar concerns are
observed for the security awareness training and awareness evaluation of the
management boards. However, the Estonian Information Security Standard (E-
ITS) [36], a detailed catalog of measures and guidelines, provides corresponding
instructions.

The user stories do not explicitly address the continuous compliance required
by NIS2, as this is ensured by default through repeated security level evaluations.

6 Concluding Remarks

In this paper, we identified six stakeholders (personas) from the NIS2 directive
who depend on the results of an organization’s (entity’s) security level evalu-
ations to fulfill their tasks. We created user stories that reflect each persona’s
relation to the evaluation results. The user stories are not dependent on any
standards or instruments used for security evaluations. Instead, the user stories
are described at the general level.

When adopting NIS2 and planning the security evaluation activities, a Mem-
ber State should consider how to avoid overloading organizations. Different per-
sonas might behave in ways that are based only on their individual needs. The
defined user stories could support the planning process by reusing security eval-
uation results without overburdening the organizations.

Further Work As we are developing the FASLE instrument [37J39/38], we work
with stakeholders to test all the described user stories with FASLE in real-world
situations to achieve their operational objectives. This way, we can detail the
user stories at the national level to show how they can be implemented with the
instrument that collects data only once and uses it for different stakeholders.
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A Appendix: NIS2 Extracted and Marked Clauses

Art1(1) “This Directive lays down measures that aim to achieve a high common level
of cybersecurity across the Union, with a view to improving the functioning of the
internal market” [§].

Art7(2) As part of the national cybersecurity strategy, Member States shall in
particular adopt policies: (f) promoting and developing education and training on
cybersecurity, cybersecurity skills, awareness raising and research and development
initiatives, as well as guidance on good cyber hygiene practices and controls, aimed at
citizens, stakeholders and entities; (i) strengthening the cyber resilience and the cyber
hygiene baseline of small and medium-sized enterprises, in particular those excluded
from the scope of this Directive, by providing easily accessible guidance and assistance
for their specific needs” [§].

Art18(1) requires ENISA to compile the Report on the state of cyberse-
curity in the Union ENISA shall adopt, in cooperation with the Commission and
the Cooperation Group, a biennial report on the state of cybersecurity in the Union
and shall submit and present that report to the European Parliament. The re-
port shall, inter alia, be made available in machine-readable data and include the
following: (b) an assessment of the development of cybersecurity capabilities
in the public and private sectors across the Union; (c) an assessment of the gen-
eral level of cybersecurity awareness and cyber hygiene among citizens and
entities, including small and medium-sized enterprises; (e) an aggregated assessment
of the level of maturity of cybersecurity capabilities and resources across the Union,
including those at sector level, as well as of the extent to which the Member States’
national cybersecurity strategies are aligned” [§].

Art19(1) The peer reviews shall cover at least one of the following: a) the level
of implementation of the cybersecurity risk-management measures /.../ laid
down in Articles 21 7 [§].

Art20(1)“Member States shall ensure that the
management bodies of essential and important entities approve the cy-
bersecurity risk-management measures taken by those entities in order to comply with
Article 21, oversee its implementation and can be held liable for infringements by
the entities of that Article.” [§].

Art20(2)Member States shall ensure that the members of the management bodies
of essential and important entities are required to follow training, and shall encourage
essential and important entities to offer similar training to their employees on a reg-
ular basis, in order that they gain sufficient knowledge and skills to enable them to
identify risks and assess cybersecurity risk-management practices and their impact on
the services provided by the entity” [§].

Art21(1) Member States shall ensure that essential and important entities
take appropriate and proportionate technical, operational and organiza-
tional measures to manage the risks posed to the security of network and infor-
mation systems which those entities use for their operations or for the provision of
their services, and to prevent or minimise the impact of incidents on recipients of their
services and on other services” [§].

Art21(2) The measures referred to in paragraph 1 shall be based on an all-
hazards approach that aims to protect network and information systems and the
physical environment of those systems from incidents, and shall include at least the
following: a) policies on risk analysis and information system security; b) incident
handling; c) business continuity, such as backup management and disaster recovery,
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and crisis management; d) supply chain security, including security-related aspects
concerning the relationships between each entity and its direct suppliers or service
providers; e) security in network and information systems acquisition, development and
maintenance, including vulnerability handling and disclosure; f) policies and procedures
to assess the effectiveness of cybersecurity risk-management measures; g) basic cyber
hygiene practices and cybersecurity training; h) policies and procedures regarding the
use of cryptography and, where appropriate, encryption; i) human resources security,
access control policies and asset management; j) the use of multi-factor authentication
or continuous authentication solutions, secured voice, video and text communications
and secured emergency communication systems within the entity, where appropriate”
[8].

Art21(3) Member States shall ensure that, when considering which measures re-
ferred to in paragraph 2, point (d), of this Article are appropriate, entities take into
account the vulnerabilities specific to each direct supplier and service provider and the
overall quality of products and cybersecurity practices of their suppliers and service
providers, including their secure development procedures” [§].

Art21(4) Member States shall ensure that an entity that finds that it does not
comply with the measures provided for in paragraph 2 takes, without undue delay, all
necessary, appropriate and proportionate corrective measures” [§].

Art31(2) Member States may allow their competent authorities to prioritise
supervisory tasks. Such prioritisation shall be based on a risk-based approach.
To that end, when exercising their supervisory tasks provided for in Articles 32 and
33, the competent authorities may establish supervisory methodologies allowing for a

prioritisation of such tasks following a risk-based approach” [§].

Art32(2) Member States shall ensure that the competent authorities, when exer-
cising their supervisory tasks in relation to essential entities, have the power to subject
those entities at least to: a) on-site inspections and off-site supervision, including ran-
dom checks conducted by trained professionals; e) requests for information necessary to
assess the cybersecurity risk-management measures adopted by the entity concerned,
including documented cybersecurity policies, as well as compliance with the obligation
to submit information to the competent authorities pursuant to Article 27”7 [§].

Art32(4) Member States shall ensure that their competent authorities, when
exercising their enforcement powers in relation to essential entities, have the power
at least to: d) order the entities concerned to ensure that their cybersecurity risk-
management measures comply with Article 21 /.../ , in a specified manner and within
a specified period; f) order the entities concerned to implement the recommendations
provided as a result of a security audit within a reasonable deadline; g) designate
a monitoring officer with well-defined tasks for a determined period of time to
oversee the compliance of the entities concerned with Articles 21 /.../” [§].

Art33(2) Member States shall ensure that the competent authorities, when ex-
ercising their supervisory tasks in relation to important entities, have the power to
subject those entities at least to: a) on-site inspections and off-site ex post supervision
conducted by trained professionals” [§].

Recital ~ (56)  Member States  should have a point of contact  for
small and medium-sized enterprises at national or regional level, which either
provides gutdance and assistance to small and medium-sized enterprises or directs
them to the appropriate bodies for guidance and assistance with regard to cybersecurity
related issues” [§].
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