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Abstract

In this work, we derive the first lifting theorems for establishing security in the quantum
random permutation and ideal cipher models. These theorems relate the success probability of
an arbitrary quantum adversary to that of a classical algorithm making only a small number of
classical queries.

By applying these lifting theorems, we improve previous results and obtain new quan-
tum query complexity bounds and post-quantum security results. Notably, we derive tight
bounds for the quantum hardness of the double-sided zero search game and establish the post-
quantum security for the preimage resistance, one-wayness, and multi-collision resistance of
constant-round sponge, as well as the collision resistance of the Davies-Meyer construction.
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1 Introduction

The random permutation model (RPM) and the ideal cipher model (ICM) are idealized models
that provide simplified analyses for cryptographic constructions based on block ciphers and hash
function designs, which often lack rigorous security foundations. Similar to the random oracle
model (ROM), both RPM and ICM capture generic attacks — those that treat the underlying cryp-
tographic primitives as black boxes. Such models often offer insight into the best possible attacks
for many natural applications!. This approach is commonly referred to as the so-called RPM/ICM
methodology [CDG18]:

RPM/ICM methodology. For “natural” applications of hash functions and block ciphers, the concrete
security proven in the RPM/ICM is the right bound even in the standard model, assuming the “best
possible” instantiation for the idealized component (permutation or block cipher) is chosen.

In the random permutation model (RPM), every party has access to m and 7! for a uniformly
chosen random permutation 7. In the ideal cipher model (ICM), each party has oracle access to
Ex(-) and EZ'(-), where each Ef(-) is an independent random permutation. A wide range of
constructions and proofs have been developed within the RPM/ICM framework, leading to sig-
nificant successes. Many of these constructions have been standardized by the National Institute
of Standards and Technology, including the Even-Mansour cipher (AES), the Davies-Meyer hash
function (SHA-1/2 and MD5), the sponge construction (SHA-3).

Quantum RPM/ICM. While RPM/ICM provides a precise characterization of generic attacks, it
does not account for potential quantum attacks: i.e., the ability to compute the public function in
superposition. In the quantum random permutation model (or QRPM), a quantum algorithm can
query the following unitaries for one unit of cost:

Ur |2} ly) = |2) ly @ w(2)) , and
U1 [2) ly) = |o) [y & 7 ().

'While several studies have established separations between idealized models [GK03, CGHO04, Bla06] and the stan-
dard model, these separations are often contrived (except for the very recent work [KRS25]) and rely on specific struc-
tures that can only be exploited by non-black-box attacks.




Similarly, in the quantum ideal cipher model (or QICM), a quantum algorithm can query the
function E(-, -) in superposition (i.e., both the key k and the input x):

Ug |K) |2) ly) = |K) |2) |y © Ex(x)), and
Up-1 1K) |2) ly) = |K) ) ly ® B (2)) -

Since the proposal of the quantum random oracle model (QROM) [BDF*11], the quantum ide-
alized models have received a lot of attention because it characterizes the “best-possible” quantum
generic attacks. Many tools have been developed in the QROM [AHU19, Zhal9, YZ21] and al-
most all important constructions in the ROM, including the Fiat-Shamir transformation [DFMS19,
LZ19] and the Fujisaki-Okamoto transformation [TU16, HHK17, JZC*18], have their security shown
in the QROM.

However, the situation becomes far less clear in the QRPM and QICM. There are already two
major differences between the QROM and QRPM/QICM:

1. Random functions exhibit perfect independence; that is, the outputs for all inputs are pair-
wise independent. In contrast, while the outputs of a random permutation are close to inde-
pendent, the weak correlations between them completely invalidate or complicate almost all
methods used in the QROM. This issue persists even when an algorithm has oracle access
only to the forward permutation 7 and not to its inverse 7.

2. In both QRPM and QICM, an algorithm has quantum access not only to the original permu-
tation 7 but also to its inverse 7~ 1. The ability to query the backward oracle 7! destroys
independence, making it significantly more challenging to extend QROM-based arguments

to these settings.

Various approaches have been proposed to establish security in QPRM and QICM, but each
comes with its own limitations. When an algorithm has oracle access only to the forward oracle of
a random permutation, one can leverage the indistinguishability between random permutations
and random functions [Yuel3, Zhal3] to argue security in QROM. This approach introduces a
small additive loss in the security analysis but nonetheless preserves the overall security guaran-
tees.

However, when an algorithm has oracle access to both the forward and inverse oracles, it can
immediately distinguish a random permutation from a random function, rendering the above
method ineffective. To address this, one line of work attempts to extend Zhandry’s compressed
oracle technique [Ros21, ABKM22, Unr23, ABK"24, MMW?24], while another introduces novel
techniques [HY18, Zha21, ABPS23, CP24, CPZ24] for specific constructions.

These approaches, however, are often problem-specific and challenging to generalize. For
example, [MMW24] employs a strictly monotone factorization to represent permutations, estab-
lishing a lower bound for finding (z,7(x)) in a relation R. While their method is theoretically
generalizable, it quickly becomes complex as the underlying problem grows in complexity. Simi-
larly, [CP24] introduces a symmetrization technique to prove the one-wayness of the single-round
sponge construction, but this method does not easily extend to multiple rounds or to other prop-
erties of the sponge construction.

The difficulty described above in analyzing the QRPM/QICM is not merely a technical limita-
tion. Indeed, we can construct cryptographic schemes that are secure in the (classical) RPM/ICM



but insecure in the QRPM/QICM.? In fact, a similar gap also exists between the QROM and the
ROM. Nonetheless, [YZ21] has proposed a “lifting theorem” which, albeit with some loss, up-
grades a proof in the ROM to one in the QROM. This leads to the following natural question:

Is there a general theorem that seamlessly lifts any classical RPM/ICM proof to a proof in QRPM/QICM?

We answer this question affirmatively, and reprove numerous results from previous works within
the QRPM/QICM framework as well as obtain new ones using simple arguments.

1.1 Ouwur Results

Quantum Lifting Theorem for Interactive Search Games in RPM/ICM. Our central result pro-
poses a novel lifting theorem for interactive search games in RPM/ICM that relates the success prob-
ability of an arbitrary quantum algorithm with the success probability of a classical algorithm per-
forming a much smaller number of queries. More concretely, our main results for QRPM can be
stated as follows:

Theorem 1.1 (Quantum Lifting Theorem on Random Permutation). Let G be an (interactive) search
game with a challenger C that performs at most k classical queries to the invertible random permutation
m: X — X, and let A be an algorithm that performs q quantum queries to . Then there exists an
adversary B making at most k classical queries to m such that:

o B
Pr[B wins G| > O Pr[A wins G].
Note that in almost all games, the challenger C is efficient and thus makes only a polynomial
number of queries. Consequently, we can safely assume that 1 — % > 3, which does not affect
the asymptotic order of the success probability in the search game.

We demonstrate the power and simplicity of our lifting theorem through the example of double-
sided zero search [Unr23]. In this game Gyouble-sided, @ Tandom permutation 7 : {0, 1}%" — {0,1}?",
as well as its inverse 71 are given, and the goal is to find z,y such that 7(x) = y, where both x
and y have at least n leading zeros. Clearly, £ = 1, as the challenger makes only a single oracle
query to the random permutation.

For a single-classical-query algorithm A, the probability that B wins Ggouple-sided 1S at most 2/2™.
This follows from two possibilities: either the algorithm queries a valid pair or it correctly guesses
one. The probabilities of these events sum to 1/2" 4+ 1/2" = 2/2". Applying our main theorem
(Theorem 1.1), we obtain the following bound for any ¢g-query quantum algorithm in QRPM.

Pr[A wins Gdouble-sided] < 2(8¢ + 1)? Pr[B wins Gaouble-sided] = O(¢*/2").

This bound is tight to that by [CP24]. Furthermore, this result can be easily generalized to the
game Gp, to find a pair (z, y) in an arbitrary relation R:

Pr[A wins G| < (8¢ 4 1) Pr[B wins Gr] = O(rmax - ¢*/2*")

2[YZ24] gave cryptographic schemes that are secure in the (classical) ROM but insecure in the QROM. This can
be extended to a separation between the QRPM/QICM and RPM/ICM by instantiating a random oracle using a
permutation-based hash function that is indifferentiable from a random oracle (e.g., sponge construction [BDPV11,
BDPVO08]).



where rmax/ 22" is the probability that a single query reveals a pair (z,y) € R. This improves the
bound O(rmaxq®/2*") by [MMW24] and is also tight to Grover’s search.

We also prove a similar lifting theorem in the QICM.

Theorem 1.2 (Quantum Lifting Theorem on Ideal Ciphers). Let G be an (interactive) search game with
a challenger C that performs at most k classical queries to an ideal cipher oracle E : IC x X — X, and let
A be an algorithm that performs q quantum queries to the ideal cipher. Then there exists an adversary B
making at most k classical queries to E such that:

(1-%)
PI'[B wWins g} 2 W Pr[A Wins g]

Other Applications in QRPM/QICM. Beyond the generalized double-sided search, as previ-
ously mentioned, our lifting theorems also have many applications in the random permutation
and ideal cipher models.

Sponge construction. The sponge construction [BDPV11] is a permutation-based hashing al-
gorithm that underlies SHA-3. In the classical setting, it is known to be indifferentiable from a
random oracle [BDPV08§], intuitively meaning it is as secure as a random oracle in the RPM. How-
ever, little is known about its security in the post-quantum setting. The current state of the art is
that the single-round sponge satisfies preimage-resistance and one-wayness [CP24, MMW24], and
also achieves reset indifferentiability (even with advice) under a certain parameter regime [Zha21,
CPZ24],? implying that in this regime it is as secure as a random oracle against quantum adver-
saries. In contrast, no results were previously known for the multi-round sponge.

Using our lifting theorem, we reduce the post-quantum security of sponge to its classical coun-
terpart. As a result, we obtain non-trivial security bounds for preimage-resistance, one-wayness,
and (multi-)collision-resistance of constant-round sponge. Although these bounds are not tight,
this work represents the first non-trivial security result for multi-round sponge constructions.

Davies-Meyer and PGV hash functions. The Davies-Meyer construction [Win84] is a block-
cipher-based hashing algorithm that underlies SHA-1, SHA-2, and MD5. In the classical setting,
it is proven to satisfy one-wayness and collision-resistance in the ICM [Win84, BRS02, BRSS10].
In the quantum setting, although it is shown to be one-way in the QICM [HY18], its collision-
resistance remained an open question.

By applying our lifting theorem, we prove that the Davies-Meyer construction satisfies collision-
resistance in the QICM, albeit our result is not tight. We remark that our analysis is not specific
to the Davies-Mayer construction, and applicable to, say, any of the PGV-hash functions [PGV93,
BRS02, BRSS10].

1.2 Technical Overview

In this section, we revisit the approaches from [YZ21], outlining the barriers in QRPM/QICM and
the novel ideas to overcome them. Given the similarities between QRPM and QICM, we focus on
QRPM in this overview, deferring the details of QICM to the main body.

3Specifically, » < c where r is the rate and c is the capacity.
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The Lifting Theorem in the (Q)ROM. We begin by reviewing the idea behind the lifting theo-
rem in QROM from [YZ21], which builds on the measure-and-reprogram lemma first introduced
in [DFMS19] and later improved in [DFM20]. To make the ideas more intuitive, we focus on the
function inversion problem: given a random oracle H : {0,1}" — {0,1}", the goal is to find an
x such that H(x) = 0". Before proceeding, we introduce the notation for a reprogrammed oracle:
given a random oracle H, we define H [z — y] as the function that behaves identically to H except
that it outputs y on input z.

We will first look at a lemma that reduces a classical g-query algorithm to another classical
query algorithm with a much smaller number of queries; this will provide some intuition for the
lifting theorem. Consider a classical g-query algorithm A. Let z* be the final outcome of .4 under a
random oracle H. There are two possibilities: (i) 2* is queried by .A among one of the g queries; or
(ii) z* is never queried. Let i* € {1,2,...,q, L} be the index of that query where L indicates that
x* is never queried. The key observation in [YZ21] is that, the algorithm cannot distinguish these
two cases for y* € {0,1}™

1. Ahas oracle access to H[z* — y*] for all these ¢ queries;
2. Ahas oracle access to H for the first i* — 1 queries, then H[z* — y*| for the rest of the queries.

This is simply because without querying on z*, the algorithm will have identical views on the
transcript (and thus the computation). With the above observation, [YZ21] defines the following
simulator S[A, H, H*] that only makes one query to H*: S[A, H, H*] randomly guesses a uniform
i* < {1,2,...,q, L}. If i* = 1, it returns what A returns. Otherwise, it runs A with a random
oracle H for the first i* — 1 steps, and runs the rest of the computation with H[z — H*(x)] where
x is the input of the i*-th query.

They show the following classical measure-and-reprogram lemma:

Lemma 1.3 (Measure and Reprogram Lemma). Let H and H* be any two functions (not random
functions). Let A be an arbitrary classical algorithm equipped with q classical queries to the oracle H.

Let z* € X be an input and y* = H*(z*). Then there exists a simulator algorithm S that given
oracle access to H, H*, making at most one query to H*, such that for any A, and for any output z (can
be arbitrarily dependent on H, H*, z*), simulates the output of A having oracle access to H[z* — y*| (the
reprogrammed version of H) with probability:

1
Pr[S[A, H, H*| outputs z| >
(STA, H, H' outputs 5| > =
By taking expectation over H, H*, and summing over all z such that z = 2* and H*(z) = 0",
the left-hand side is equal to the success probability of a one-classical-query algorithm B finding
a pre-image:

Pr [AH[”E*%W outputs z| .

ZEHvH* [Pr[S[A, H, H*] = 2" s.t. H*(2") = 0"]] = Pr[B finds a pre-image of 0"].
Here we simply treat S as the one query algorithm who simulates H itself and makes a single
oracle query to H*.

The right-hand side is equal to the success probability of a ¢-classical-query algorithm A find-
ing a pre-image, since

Z Ep, g [Pr[AH[x*_)y*] — 2" s.t. H*(z") = 0"]| = Pr[A finds a pre-image of 0"].



Using the measure-and-reprogram lemma and the linearity of expectation, we have:

Pr[B finds a pre-image of 0"] > Pr[A finds a pre-image of 0"].

1
(¢+1)
Finally, since the winning probability of B is at most O(1/N), we establish an upper bound for the
success probability of A as O(¢/N).

The above inequality is the basic form of the lifting theorem. The similar idea applies to the
quantum setting, as well as a general (interactive) search game.

The Classical Lifting in the RPM. The above approach fails even in the classical RPM/ICM
setting. To illustrate this issue, consider a simple setting where an algorithm has no oracle access
to the inverse of a permutation 7 : {0,1}" — {0,1}" and its goal is to find an x such that both =
and 7(z) have enough leading zeros (the double-sided search problem). For any classical g-query
algorithm A, similar to the argument in ROM, there must exist some i* € {1,2,...,¢, L} such
that the final output z* is either queried as the 7*-th query or never queried at all (when i* = 1).
Following the approach of [YZ21], we consider the following simulator S[A, 7, 7*]:

e It randomly selects i* < {1,2,...,q, L}.

o Ifi* = 1, it returns whatever A™ outputs.

¢ Otherwise, it runs A with 7 for the first i* — 1 steps, then completes the remaining computa-
tion using w{x — 7*(z)|, where z is the input of the 7*-th query.

Ideally, we would like to argue that S[A, 7, 7] behaves similarly to A", up to a multiplicative
loss of (¢ + 1), which is coming from guessing a correct i*. However, this no longer holds due to
the weak dependence inherent in permutations. Even if S correctly guesses ¢*, it remains possible
that an earlier query (before the i*-th query) returns 7*(x); i.e., some input =’ under permutation
7 evaluates to 7(z’) = 7*(z), which makes 7[x — 7*(z)] is not even a permutation. In this case,
even if z itself is only queried at the i*-th step, the algorithm can still detect an inconsistency —
two distinct queries producing the same output contradicts the structure of a permutation. This
issue becomes even more pronounced when access to the inverse oracle is provided, making such
inconsistencies easier to detect.

Our first contribution is to identify this issue as well as provide a solution to enable the classical
reprogram lemma in the RPM/ICM. For a forward oracle query, we call a query = “hit” (or just z"'t)
with respect to the final outcome z* if x = z*, just as in the random oracle case; we call a query x
“miss” (or just 2™°) with respect to z* if 7(x) = 7*(2*). When we reprogram a permutation 7 with
[z* — 7*(2*)], we will maintain its injective structure. We define the reprogrammed permutation
as:

7 (x*)  if x = 2t
mlz* = 7 (@) (x) = #w(x*)  ifx=a™s.
m(x) otherwise

In other words, when we only hardcode [z* — 7*(z*)], it violates the injective structure of the
permutation. Thus, we will have to find the element with more than one preimage and reprogram
that as well.* This corresponds to Figure 1, where to maintain the injectiveness, we have to repro-
gram both z"* and z™s. This corresponds to removing the two solid edges 2" to 7* (z*) and 2™
to 7(2*) in Figure 1 and adding two edges as in Figure 2.

The idea of reprogramming a permutation by swapping two outputs is also used in [ABKM22].
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Figure 1: An illustration of hit and miss inputs regarding «*, y*

¥ = phit 7.‘.(x*) — ymiss

ﬂ_l(ﬂ*(l'*)) — pMmiss y* :yhit :W*(.T*)
Figure 2: An illustration of mappings in the reprogrammed permutation w[z* — 7*(z*)]

Similarly, for a backward query to 7!, we call a query y “hit” (or just y"*) with respect to the
final outcome y* = 7*(x*) if y"* = y*. We call a query y “miss” (or just y™=) if y = =(z*) as
in Figure 1.

Giving the above definition, we consider the following simulator that not only guesses the

index i* but also whether the i*-th query is a hit or a miss query. S[A, 7, 7*] is defined as:

1. S samples (i*,b) < ({1,2,...,q} x {0,1}) U{(L, L)}
2. If i* = 1, it returns whatever A™ outputs;
3. Otherwise, it runs A using 7 (both the forward and the inverse) for the first i* — 1 queries;
for the i*-th query:
¢ If b = 0 (indicating a hit query):
- A forward query on input z: compute y = 7*(z) and reprogram w[z — y].
- A backward query on input y: compute x = 7* ' (y) and reprogram 7|z — y].
¢ If b = 1 (indicating a miss query):
- A forward query on input z: compute y = 7(7* ! (7(z))) and reprogram [z — y].
- Abackward query on input y: compute x = 7! (7*(7~!(y))) and reprogram 7 [z —
yl-
Then it runs the rest of A’s computation under 7[x — y| (and its inverse).

We show that, by defining both hit and miss queries, it captures the first query that “touches”
the final outcome z* — either by querying the miss query or the hit query. This modified simulator
allows us to establish a similar reprogram lemma in the classical RPM. For example, we can show
that for any ¢g-query A for the double-sided search problem, there always exists a one-query B
such that

1

S
Pr[B wins| > 20+ 1)

Pr[A wins].



This can be further generalized to any search game, for which we will discuss the quantum setting.

State Decomposition. With the above idea in the classical setting, we are now ready to general-
ize it to the quantum setting and give a lifting theorem for QRPM. To explain the high level idea
for our measure-and-reprogram lemma in the QRPM setting, we start with the following example.
Let A be a g-quantum-query algorithm that solves the double-sided search game, and let z*, y* be
some pair. Consider A with oracle access to 7[z* — y*| and its inverse, whose computation can be
written as:

Uq+1 Ow[:p*—>y*] Uq ctt O(ﬂ[m*ay*])—l U2 OT('[JC*—}y*} Ul |O> .

Without loss of generality, we assume the first query is a forward query. We start by considering
the state up to the first query: O [,«_,,+)U1 |0). We insert an additional identity operator and have,

— Oﬂ[z*%y*] (I o |Jl*hit><l‘*hit| + ‘I*hit> <$*hit’ o |x*miss> <x*miss‘ + ‘x*miss><$*mi55|) Ul ’0>

= Orfarye) (T = ™) @™ = "™ =) (™™ ) U3 10) + Ogierye ™) @™ U1 [0)

(i) (ii)
+ Oﬂ—[m*—>y*] ’x*miss><x*mi55| U1 ’0> )

~~

(4d1)

*hit *Miss

Here z*™" and x are defined according to 7 as in Figure 1.
The first term (i) equals to

Oﬂ[x*_}y*] (I - |l’*hit> <$*hit‘ _ |$*miss><x*mi55|) []1 |O>
:O7r (I N ’x*hit><$*hit‘ - ‘x*miss> <x*miss’> Ul ‘O>
:Oﬂ-Ul ‘0> o Oﬂ- |$*hit><$*hit| Ul ‘0> o Oﬂ— |x*miss> <$*miss‘ Ul |0> ]

This is because on inputs that are neither hit nor miss inputs, O, and Oy[;«_,, are identical.
Combining with other terms, we have that the state after the first query is equal to:

Orfo—y U1 10) = OxU1 [0) — O %) (x*™| U [0) — O [2*™%) (™| Uy |0)
x*hit><x*hit| Ul ‘0> + On[x*%y*} ‘x*miss> <x*miss’ U1 ‘O> .

+ Onfoy7)
These five terms can be interpreted in the following way:

1. O;U; |0): the first term corresponds to the case that we do not measure the first query and
use 7 for this query.

2. Oy |2y (z*M U7} |0) and O, |2*™) (™| U/ |0): both terms correspond to the case that
we measure the first query and it is either a hit or miss query; but we still use 7 for the first
query. Looking ahead, these two terms will correspond to |¢1,0,1) and |¢111) in the final
decomposition defined below.



3. Onwr—y |2 (@™ Uy [0) and Oy [27™%) (2 ™| Uy |0): both terms correspond to the
case that we measure the first query and it is either a hit or miss query; we use the repro-
grammed 7[z* — y*] for the first query. Looking ahead, these two terms will correspond to
|$1,0,0) and |¢1,1,0) in the final decomposition defined below.

The similar argument extends to the second query, where we will decompose the component
OUy |0). Similar to the first query case, this decomposition introduces four more terms. By de-
composing the state to the last query, eventually we will have (4¢g + 1) terms. Among them:

* There is one term |¢ | ) for the case that we do not measure any query and run A under 7.

e There are ¢ terms |¢; ,0) for the case that we measure the i-th query fori € {1,2,...,¢}, itis
2*M* (or y*"', if it is a backward query). The remaining queries (including the i-th query) are
under 7[z* — y*].

 There are ¢ terms |¢; 1 o) for the case that we measure the i-th query fori € {1,2,...,¢}, itis
2*™S (or y* ™S, if it is a backward query). The remaining queries (including the i-th query)
are under 7[z* — y*].

e Similarly, we have 2¢ terms |¢;,1) for b € {0,1}. They stand for the case that we measure
the i-th query fori € {1,2,...,¢}, it is either a miss or hit (depending on b). The i-th query
is under 7 and the remaining queries are under 7z* — y*].

By induction on the state decomposition, we can show that the original computation is equal
to the summation of all these 4¢ + 1 terms:

q
Uq+1 Ow[x*—w*] Uq - O(ﬂ-[m**)y*])—l Us Oﬂ[x*—>y*] Uy |O> = |¢J_> + Z Z (_1)0 |¢i,b7c> .
1=1 b,ce{0,1}

Thus for a projection II (representing the winning condition), from the above identity and Cauchy-
Schwarz, we have

ITLUq41 Oz Ug ++ Onlae ) Un [0) 12

q
<@q+1)- [ ITe) IP+> . > ITlise) P

i=1 b,cc{0,1}

Here each term [T ¢ ) ||? or |11 |¢; ) ||? has an operational meaning: the probability that the final
outcome is in II, where the execution will use oracles specified by L or i,b,c. We give a formal
description of the simulator below.

The Quantum Lifting Theorem in the QRPM. We define the following simulator in the quan-
tum setting for RPM. S| A, 7, 7*] is defined as:

1. S samples (i,b,¢) «+ ({1,2,...,¢} x {0,1} x {0,1}) U {(L, L, L)}, where b stands for if it
is “hit” or “miss” and c stands for whether the reprogramming happens before or after the
query.

2. Ifi = 1, it returns whatever A™ outputs;

3. Otherwise, it runs A using 7 (both the forward and the inverse) for the first i — 1 queries; for
the i-th query, S measures the input register :

10



¢ If b = 0 (indicating a hit query):
- A forward query on input z: compute y = 7*(z).
- A backward query on input y: compute z = 7 (y).

¢ If b = 1 (indicating a miss query):
- A forward query on input x: compute y = 7(7* ! (7(z))).
- A backward query on input y: compute z = 7} (7* (7 1(y))).

Then for the remaining queries,

e If ¢ = 0, it answers all A’s remaining queries using [z — y].
e If ¢ =1, it answers A’s i-th query using 7 and the remaining queries using [z — y].

S outputs whatever A outputs.

If the first step samples (7,b,c), then the probability that the simulator produces z is at least
L @i pe) [|? (or [[TX|p1) |2 if (i,b,¢) = (L, L,L)). Building on the previous discussion, we con-
clude that for any outcome z, the probability of the simulator producing z is at least W times
the probability of A producing z.

This simulator can be easily generalized to any number of reprogramming. In the simulator,
we will choose k coordinates instead of one to measure and reprogram, one for each final output
x}; similarly to the £ = 1 case, there are (4¢ + 1) such possibilities for each z}. One subtlety is
that, when we sequentially reprogram a permutation multiple times, these reprogramming may
interfere with each other, which makes the analysis more involved. To avoid this, we introduce
the "goodness" condition, which ensures that such interference does not occur. (See Definition 2.7
for the formal definition of the goodness). Fortunately, we show that the goodness condition is
satisfied except for an exponentially small probability.

Now we propose the measure-and-reprogram lemma. In order to describe the formal measure-
and-reprogram result, we need to additionally introduce the following notions. We will denote
the reprogrammed permutation on k pairs p1 = (z1,y1), ..., Pk = (T, Yk) by 7lz1 = v1]...[z — ygl.

Lemma 1.4 (Measure and Reprogram Lemma, Informal). Let 7 and 7* be two fixed permutations (not
random permutations). Let A be an arbitrary quantum algorithm equipped with q quantum queries to the
oracle m,m 1.

Let 7 = (2%,...,2}) € X* be any k-vector of inputs and i§* = (yi,...,y;) = (7*(z}), .., 7™*(z})),
such that the k-tuple (z35,y7), ..., (z},y;) is “good” with respect to w. Then there exists a simulator
algorithm S that given oracle access to m, 7 and A, for any z (can be arbitrarily dependent on 7, ", *),
simulates the output of A having oracle access to w[x} — yi]...[x} — yi] (the reprogrammed version of )

with probability:

1 * * * *
P * tout >__~ __p [ [z —=yil.[f =) tout )
7r77T1"*[S[A,7r,7r]oupusz]_(8q_i_1)2kmgr* A outputs z

Here, we have (8¢ + 1) instead of (4¢g + 1) because we consider the most general algorithm,
which can make superposition queries to m and 7~! within a single query. To handle this, we
decompose each query into two: one querying only 7 and the other querying only 7—!. This
transformation introduces an additional multiplicative factor of 2.

5For simplicity, we do not state the formal definition of “good” in the introduction.
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Finally, for any game G, by summing over all valid &*, 7(7*) € X* x X*, when take expectation
over 7, 7", we have for any ¢g-quantum-query .4, there exists a k-classical-query 5 such that

(1—k*/1X])

Pr[B wins G] > RS

Pr[A wins G].

Here (1 —k?/|X|) comes from the probability that the goodness condition holds for uniform 7, 7*.
This completes the high level idea of our lifting theorem in the QRPM.

1.3 Concurrent Work

A concurrent work by Alagic, Carolan, Majenz, and Tokat [ACMT25] establishes quantum indif-
ferentiability for the (multi-round) sponge construction. Although their bounds are still not tight,
their results encompass ours in most settings, with a few exceptions, such as preimage-resistance
in the single- and two-round cases, and collision-resistance in the single-round case. However,
their approach is tailored specifically to sponge, whereas our lifting theorem applies more broadly
to any permutation-based construction.

1.4 Paper Organization

In Section 2 we introduce a series of intermediate results that are going to be used to prove the
main lifting theorems. Part of the proofs of these results are deferred to Appendix A. Section 3
contains the classical lifting for permutations as a classical analogue of our main quantum lifting
theorem, shown in Section 4, while the extension of the quantum lifting to the interactive setting
is proven in Appendix B. The quantum lifting theorem in the ideal cipher model is shown in
Section 5. Finally, the applications of our quantum lifting theorems can be found in Section 6.

2 Preparation for Lifting Theorem

In this section, we introduce notations, definitions and easy lemmas, that are used in the proofs of
the (classical and quantum) lifting theorem for permutations in Sections 3 and 4.

2.1 Algorithms with Permutation Oracles

We define basic notations for algorithms with oracle access to an invertible permutation.

Let7: X — X be a permutation and 7! be its inverse. A g-query classical algorithm with per-
mutation oracles 7 can query both m and 7!, but in total ¢ times. A g-query quantum algorithm
can query the following unitary in total ¢ times:

b) @ Ox (|2} ly))  ifb=0

U, |b) |x =

P {|b> 901 (1)) ifh=1.
where O, O,-1 are the coherent computation for m and 7!, We will typically denote a quantum
(or classical) query algorithm by A. By A™ we mean that .4 has quantum (or classical) access to

the permutation 7, as well as to its inverse, a1,
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Lemma 2.1 (Normal form). Let A be a quantum algorithm making at most q quantum queries to a
permutation 7 (i.e., Uy). There always exists a quantum algorithm whose output is identical to that of A,
making at most 2q quantum queries to O and O,—1, and of the following normal form:

Oﬂfl quOngqfl e Oﬂfl UQOﬂ—Ul |O> N

i.e., making exactly q queries to O (for odd-numbered queries) and q queries to O, -1 (for even-numbered
queries).

Proof. Every oracle access to U, can be replaced with one query access to O, and one query access
to O,-1 (by introducing dummy queries). O
2.2 Reprogramming of Permutations

Our lifting theorems are established using simulators that gradually reprogram a permutation
given to an algorithm. We introduce notation for reprogramming of permutations and show their
basic properties.

Definition 2.2. Forapermutationt : X — X and ¥ = (21, ..., vx,) € X*, we define n(%) = (7(21), ..., 7(z)).

Definition 2.3 (Reprogramming permutations). Let a permutation 7 : X — X and (x,y) € X x X
be an arbitrary pair. Then we denote the reprogramming of @ by (z,y) as:

y ifz=ux
wlr = yl(z) = 4 m(@) fz=7""(y) 1)
n(z) ifz ¢ {z.n(y)}
If we denote (z,y) by a pair p, we also use [p| for w[x — y].

Similarly, for k pairs p1 = (x1,v1),....,Dk = (Tk,yx) we can define the reprogramming of © by
D1, ..., Pk, denoted by wlx1 — wil...[zx — yk| (or w[pi]...[pk]) in a recursive manner by wjx; —
yl]...[xk — yk] = (7r[x1 — yl]...[xk,l — yk,l])[mk — yk]. We often denote 7T[.’L‘1 — yl] - [l‘k — yk] by
m[& — 1y for brevity.

Lemma 2.4. For any permutation 7 and pairs (z1,y1), - . ., (T, yi ), we have
(71'[.7}1 — yl] .. [J:‘k — yk])_l = 7r_1[y1 — wl] e [yk — xk]
Proof. The proof is trivial: it suffices to check the statement for the case & = 1, which we skip. [

Definition 2.5 (Disjoint pairs). For k pairs p1 = (1, Y1), ..., Pk = (Zk, Yr), we say they are disjoint pairs
(or simply disjoint) if there is no duplicated x or y entries: for any i < j, we have x; # x; and y; # y;. We
say T,5 € X* x X* are disjoint if (x1,y1), ..., (xx, yi) are disjoint.

Similarly, we say & (or y) is disjoint if there are no duplicated entries.

Lemma 2.6 (Commutativity of reprogramming for disjoint pairs). For every permutation m : X —
X, disjoint &, € X* x X*, and any permutation o : [k] — [k], we have:

mr1 =y [Tk — yk] = 7T[%(1) - ?Jo—(l)] e [%(k) - ya(k)]'

The proof of this will be given in the Appendix, page 42.
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Good Tuples of Permutations

In our lifting theorems, we consider a simulator that gradually reprograms a permutation 7 ac-
cording to disjoint pairs p} = (27, 47),...,p; = (v}, y;). Inits analysis, it is useful to ensure that,
if one reprogramming changes the value of the permutation on some input, no subsequent re-
programming changes that value. To guarantee this property, we define the goodness condition for
(p1,-..,p;) as follows:

Definition 2.7 (Good tuples). We say that a k-tuple of pairs (p3, ..., p},), where p; = (23, v7), ..., D) =
(x%,y}), is good w.r.t. 7 if the following hold:

* pi,...,pj aredisjoint (Definition 2.5), and
o 7(x}) # yj forany i, j € [k].

Definition 2.8 (Good pairs of permutations). For any distinct &* = (7, ..., x}), let G[Z*] be the set
consisting of all pairs (m, 7*) such that the k-tuple (p} = (x7, 7" (x})), ..., p}, = (x}, 7" (x7))) is good w.r.t.
.

Then the following lemmas are easy to prove.

Lemma 2.9 (Reprogramming on good tuples). Consider any permutation 7 and k pairs pi, . . ., pj, with
p; = (x},y;) for j = 1,..., k. Suppose the tuple of pairs (p7, ..., py,) is good w.r.t. w. Then we have:

Yy if 2 = x for some j € [k],
[ = §)(2) = { w(ak) ifz = w—l(y;)for some j € [k],
m(z)  otherwise.

The proof of this lemma is given in the Appendix, page 44.

Lemma 2.10 (Bad probability). Let m be a (fixed) permutation and ¥* = (x7, ..., x}) be a (fixed) distinct
tuple. Then we have
]452
Pr[(m,m*) ¢ G[T*]] < —
Pr((r,7°) ¢ 1)) < 5

Proof. Recall that (7, 7*) € G[2*] means that (p] = (z7,y] = 7*(27)),...,p; = (2}, y; = 7*(x%)))
is good with respect to 7, i.e., (p},...,p}) is disjoint and 7 (z}) # y; for all 4, j € [k]. Since 7" is
assumed to be distinct, the disjointness of (p7, ..., p}) is always satisfied.

The only condition that might fail is the other one. We aim to find an upper bound on the
probability that 7(z}) = y; for some i, j.

For each pair (4, j), consider the event E; ; that w(z}) = y; holds. Since 7(z}) is a fixed element
in X, and y; = 7*(7) is uniformly random over X, the probability that (z}) = y; is:

1

There are k? such pairs (i, ). By the union bound, the probability that at least one of these
events occurs is at most the sum of their individual probabilities:

k?2
Pr U Ei,j E ZPT[Ei,j] = m

i#] 1,J
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]{32
Therefore, the probability that (7, 7*) € G[Z*] is at most x| O
Lemma 2.11 (Uniformity of reprogrammed permutation). For any distinct ¥* = (z7, ..., x}.), suppose
that we uniformly take (7, 7*) < G[z*] and set y* = ©*(Z*). Then ©[z* — y*| is distributed uniformly
randomly.

Proof. Observe that for any permutation o, ((z}, o7*(x})), ..., (}, om*(x}))) is good w.r.t. o7 if and
only if ((x7,7*(x7)), ..., (x5, 7*(x}))) is good w.r.t. w. This means that for any o, if we take uniform
(m,m*) <= G[Z*], then (om, om*) is also distributed uniformly on G[7*].

For any o, we have the following equivalence of distributions:

{o(nlz] = 7" (2])]...[zx = 7 (zp)]) : (7w, 7") « G[T7]}
= {(om)[zx] = o™ (x})]...[x) = o (x})] : (m,7") « G[Z*]}
= {r[z] — 7" (2])]...[x} = 7" (a})] : (7w, 7%) + G[Z*]}

where the first equivalence easily follows from the definition of reprogramming and the second
equivalence follows from the above observation. The above equivalence means that the distribu-
tion of 7[x] — 7*(a})]...[x} — 7*(a})] for (m,7*) < G[Z*] is invariant under left multiplication
by any permutation ¢. This means that the distribution of 7[2* — *] = 7z} — 7*(«})]...[z} —
*(x7)] is uniform. O

Hit and Miss Queries
In the proof of our main theorems, we will need the following definition.

Definition 2.12 (Hit and Miss queries). Fix any distinct ©* = (z3, ...,z}) € X*, permutations (w,7*) €
G[Z*], y* = n*(&*), and j € [k|, we define the Hit and Miss input for forward queries as follows:

hit _ z*

Remark 2.13. Since we assume (w,7*) € G[7*], there is not duplicate entry in (x!it, xS . ghit pmiss)
hit , miss hit miss)

or (yl 7y1 7"‘7yk; 7yk

The following corollary immediately follows from Lemma 2.9.

Corollary 2.14. Let 7 = (z},...,x}) € X* be a distinct tuple, (7, 7*) € G[&*], §* = (y},...y}) =

7 (), and (B, 278, yht, %) be as defined in Definition 2.12 for j € [k]. Then we have:

y]hit if z = x?itfor some j € [k],
T[# = §7)(z) = Sy if 2 = 2T for some j € [K],

m(z) otherwise.
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Partial Reprogramming

We define partial reprogramming. Looking ahead, this corresponds to a "snapshot" of the oracle
simulated by the simulator at some point of its execution.

Definition 2.15 (Partial reprogramming). Let i* = (27, ...,x}) € X* and j* = (y},...,y;) € X" be
distinct tuples and = : X — X be a permutation. We say that 7’ is a partial reprogramming of 7 w.r.t.
(@, g*)ifn’ = nlx} — yi ... [}, = yj,] for some distinct sequence ju, ..., jo € [k]and £ < k. For j € [k],
we say that 7' is reprogrammed on j if 7 € {1, ..., je}-

The following lemma immediately follows from Corollary 2.14.

Lemma 2.16 (Partial reprogramming on good tuples). Let 7* = (x3%,...,x}) € X" be a distinct tuple,
(m,7*) € G[&*], ¥ = (yi,....,y;) = ©*(&*), «’ be a partial reprogramming of = w.r.t. (Z*,y*), and
(e, s, gt m'ss) be as defined in Definition 2.12 for j € [k]. Then the following hold.

1. Foranyxz € X \ Uje[k]{xh't xmiss1

J g
7' (z) = 7[T* = §*)(x) = 7(2).
2. Forany x € {zh", 27"} for some j € [k], if n' is reprogrammed on j, then
' (z) = 7T = §(2).
3. Foranyy € X \ Uje[k]{yjhlta miss},

7 Hy) = ald = 7 y) = 7 ().

4. Foranyy € {y;"t, yjm'ss} for some j € [kl, if n’ is reprogrammed on j, then

) =l = 7 w):

3 Classical Lifting Theorem for Permutations

In this section, as a warm-up, we prove a classical analogue of our main lifting theorem. While we
encourage the readers to read this section for intuition before moving on to the quantum lifting
theorem, it is also possible to skip directly to Section 4.

We prove the following theorem:

Theorem 3.1 (Classical Lifting Theorem). Let A be an algorithm that makes q classical queries to an
(invertible) random permutation oracle on X and R is a relation on X* x X* x Z. Then there exists an
algorithm B making at most k classical queries such that

Pr {(azl, s Ty T (1) y ey T (k) , 2) € R (21,00, T, 2) B”*]

b5
X1 * * *
> WE}" [(:ﬁ, s Thy T (1), ey T (2)), 2) € R (21, 0oy g, 2) — A
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3.1 Measure and Reprogram Lemma for Permutations

For proving Theorem 3.1, we first prove a lemma which we call the measure and reprogram lemma.
The lemma is stated using the simulator S|A, w, 7*] defined below. Looking ahead, the algorithm
B in the lifting theorem runs S[A, 7, 7*] where 7* is 3’s own oracle while  is internally uniformly
chosen.

Definition 3.2 (Permutation Measure-and-Reprogram Experiment, Classical). For two permutations
m: X - X, 7" X = X let S|A, 7, 7| be an algorithm that has oracle access to m and 7 and runs A
with a stateful oracle O as follows:

1. Pick @ € (Jq) U{L})* and b € {0,1, L}* uniformly at random, conditioned that

* there is no duplicate entry for v other than L, and
e forany j € [k], bj = Lifand only if v; = L.
2. Initialize O := m; here O provides both forward and backward queries.
3. Run A© where when A makes its i-th query, the oracle is simulated as follows:

(a) Ifi = v; for some j € [k], we denote the i-th query by x;,  if it is a forward query and by y,,  if it
is a backward query. Then reprogram O as follows according to the value of b; and answer the
query using the reprogrammed oracle.

i. Ifb; =0 (hit),
o If A's vj-th query is a forward query x;, , then query x; to 7" to get y, = 7*(x;, )
and reprogram O to Ola;, — y,, | '
o If A's vj-th query is a backward query y, , then query y, to ™1 to get T, =
w**l(y;j) and reprogram O to Olz;,, — y,, |.
ii. If bj =1 (miss),
o if A's vj-thqueryis a forward query x;, , then query m(z}, ) to L toget w1 (m(z1,))
and reprogram O to O[W*’l(ﬂ(x;j)) — ()]
o if A's vj-thqueryis a backward query y,, , then query 1 (yo,) to ™ to get m* (n1 (Yo,))
and reprogram O to Oz~ (y;,) — 7* (7~ (y,,,))]-

(b) Else, answer A’s i-th query by just using the stateful oracle O without any measurement or
reprogramming;

4. Let (Z = (z1, ..., xk), 2) be A’s output;
5. Output (x1, ..., Tk, 2).

First, we observe the following easy lemma about S[A, 7, 7*].

Lemma 3.3. Let #* € X" be a distinct tuple, ij* = 7*(Z*), (r,7*) € G[Z*], and (2, zs, yhit ymiss) pe
as defined in Definition 2.12. In an execution of S|A, m, 7*], suppose that v; # L and one of the following
holds:

* b; = 0and the vj-th query is a forward query x;, = x?it;
* b; = Oand the vj-th query is a backward query y,, = yh;

* b; = 1and the vj-th query is a forward query x;, = ZL‘;-niSS,‘
miss

* b; = 1 and the vj-th query is a backward query y, = y"=.
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Then S[A,m, m*] reprograms O to O[z} — yj] at the vj-th query.

The proof of the above lemma is straightforward based on Definition 2.12 and the definition of
S[A, m, 7*].
Then we prove the "measure and reprogram lemma" below:

Lemma 3.4 (Measure and Reprogram Lemma, Classical). Let A be an algorithm that makes q classical
queries, T* = (x%,...,x}) € XF be a distinct tuple, (7,7*) € G[Z*], §* = (yf,....y}) = 7" (z*), and
R C X* x X% x Z be a relation. Then we have

xy, . Ty, Y, 2) €ER X

Pr [ (/\1 v ek[k?]hsvj :y:? ) (21, ey g, 2) — S[A T, ]}
J

1 (@3, xf, s Y. 2) ER [ ="

>__ - PREXS) ) 3 eeey y : . T 7] ]

> G| z; =1 ) A

Proof. In an execution of AT ~¥"], we say that a query m-touches p; = (7,y;) if the query is
either a forward query = € X := {2, 27"} or a backward query y € Y; := {y}'*, 4"} where

$;‘-it, s, y?it, ys* are defined in Definition 2.12. We say that (7, b) is a correct guess if for all
J € [k], either of the following hold:
* A’s vj-th query is the first query that 7-touches p, and moreover the way of touching it is
as specified by b; (b; = 0 refers to a Hit query and b; = 1 refers to a Miss query), i.e., if
b; = 0, then the query is either v = a:?it in the forward direction or y = y}‘it in the backward
direction, and if b; = 1, then the query is either x = x}“iss in the forward direction or y = yjmiss
in the backward direction;
* Anever makes a query that w-touches p? and v; = L.

Then we have

(@3, 2, vl oy, 2) ER o
PE A VJ S [k] Tj = $; : (l‘la “‘71-]6’2) « Aﬂ'[x =7
vb A (7, b) is the correct guess

1 (2%, x5, YT, Ys, 2) €ER o
> _— P Lo Lo Yt oo Ypeo : rlF o]
(2 +1)F r[ N Vi€ [k] H?j::c;f (Z1, g, 2) < A

since for an execution of A™¥ =¥, there is a unique correct guess among at most (2¢ + 1)* possi-
bilities,® and the choice of (%, b) is independent of the execution of A.
We also have

(@3, 25, y7, oy, 2) ER .
Pr[ A Vi€ [K] wj:a:;f (@1, ey Tk, 2) — S[A T, T
(@3, s T Ul Yn2) ER

ANVjeklx; = z; (X1 ey TRy 2) AT =]

A (7,b) is the correct guess

-,

>Pp
7.

)

L
b

®For each j € [k], we have (v;,b;) € ([q] x {0,1}) U{(L, 1)}, and thus there are at most (2¢ + 1) possibilities.
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-,

since conditioned on that (7,b) is the correct guess, O simulated by S[A, 7, 7*] behaves exactly
in the same way as 7[Z* — ¥*]. Indeed, if the guess is correct, at the v;-th query, S[A, 7, 7]
reprograms O as z; — y; by Lemma 3.3, and any query = € X in the forward direction or y € Y;
in the backward direction is answered after this reprogramming is done. In this case the response

from O is identical to that from 7[Z* — ¥*] by Lemma 2.16. Combining the above, we obtain
Lemma 3.4. O

3.2 Proof of the Classical Lifting Theorem

We prove Theorem 3.1 based on Lemma 3.4.

Proof of Theorem 3.1. B™ runs S[A, w,7*] for uniformly random 7. Then one can see that for any
T,

Pr [(xl, iy Ty T (1) ooy ™ (), 2) € R (X1, 0oy gy 2) B’T*}

Ty, X YT, Y, 2) ER N
= Z }:rr[(/\1Vj Gk[k]lxzmk* ) :(xl,...,xk,z)%S[A,ﬂ,ﬂ']}
(2] ,-x3) J J

where y; = 7*(27). By taking an average over random 7*, we have

Pr [(ml, s Tl T (1), oy ™ (28), 2) € R (X1, ey Tpy 2) 4— B”*}

™

_ (wT7"'7ij’yT7"'7y;;7z) e R . *
= Z ﬂ};}«* [ A C k] 2 — ot (X1, ey xg, 2) < S[A, T, T

(2] 5e-5y) J
> Z Pr [(m,7*) € G[Z"]]
(@,02f)
(@}, T YTy Yl 2) ER N
(w,fr*)P:G[x*} A Vi e (K 2 =t Dz, ey g, 2) — S[A, T, T
k‘2
> _
> ¥ (1-7x)
(CHPR )
(@}, 2yl Y, 2) ER X
(mﬂ*)P:G[fﬂ [ A€ (K] — o S(x1y e Tk, 2) < S[A, T, T
k2 1
oy (Y
- X 2 1)k
() X1/ (2¢+1)

(@3, 2, ul, oy, 2) ER (ot oyt 7]
Cp . . (@1 s Tp, 2) o ATVl
() Gl*] [ A Vj €[k xj = o] (@1, 128, 2)

k2 1 (x5, .. xp, m(xy),...,m(x}),2) € R

= Y (1- ) g P Do T Ty ooy TTE ) (2, ... w
” ﬂ< MQQMJWJ[AWEmwzﬁ () A
Lo T

k? 1
= (1 - |X|> mlzrr[(:vl, ey Ty T(X1)y ey T(Tg), 2) € R (21, 00y gy 2) — A7)
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where the second inequality follows from Lemma 2.10, the third inequality follows from Lemma 3.4,
and the second-to-last equality follows from Lemma 2.11.
O

4 Quantum Lifting Theorem for Permutations

We first state the main quantum lifting result:

Theorem 4.1 (Quantum Lifting Theorem). Let A be a quantum algorithm that makes q quantum queries
to an (invertible) random permutation oracle on X and R is a relation on X* x X* x Z. Then there exists
an algorithm B making at most k classical queries such that

Pr [(331, oy Ty (1) oy ™ (1), 2) € R: (X1, 0y Tgy 2) B”*}

TESE 17?5 {(931, s Tl T (1) ey T (x)), 2) € Rt (21, 00y g, 2) 4— AW*] .

Similarly to the classical case in Section 3, we first define a simulator S[A, 7, 7*]. This simula-
tor works similarly to the classical setting (Definition 3.2) except that it measures the v;-th query
for each j to determine the point on which the oracle is reprogrammed, and incorporates addi-
tional randomness ¢, which determines whether reprogramming occurs before or after answering
a query.

Definition 4.2 (Permutation Measure-and-Reprogram Experiment). For two permutations = : X —
X, 7+ X — X let S[A,m, "] be an algorithm that has oracle access to = and ©* and runs A with a
stateful oracle O as follows:

1. Pick @ € (Jq)U{L})*, b e {0,1, L}, and & € {0,1, L}* uniformly at random, conditioned that
e there is no duplicate entry for ¥ other than L, and
* forany j € [k], ifv; = L, then b; = ¢; = L and otherwise b; # L and c; # L.

2. Initialize O := 7; here O provides both forward and backward queries.

3. Run A where when A makes its i-th query, the oracle is simulated as follows:

(a) If i = v; for some j € [k|, measure A’s query register. We denote the measurement outcome by
x,,, if it is a forward query and by v, if it is a backward query.
If ¢; = 0, first do the following reprogramming (according to the value of b;) and then answer
A’s vj-th query using the reprogrammed oracle. Else if c; = 1, answer A’s v;-th query using
oracle before reprogramming, and then do the following reprogramming.
i. Ifbj =0 (hit),
* If the measurement outcome is a forward query x;, , then query xi, to w* to get y, =
7 (x},,) and reprogram O to Oz}, — y, |.
* If the measurement outcome is a backward query vy, , then query y,  to 1 to get
Ty, = w**l(y;j) and reprogram O to Olz;,, — ys, |.
ii. If bj =1 (miss),
* If the measurement outcome is a forward query x,, , then query m(x;, ) to 1 to get
77**1(77(:1;;],)) and reprogram O to O[ﬂ**l(ﬂ(x;j)) — ()]
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* If the measurement outcome is a backward query y, , then query W‘l(y;j) to m* to get
7 (7~ (y,,,)) and reprogram O to Oz~ (y;,) — 7* (7~ (y,,,))]-
(b) Else, answer A’s i-th query by just using the stateful oracle O without any measurement or
reprogramming;

4. Let (¥ = (z1,..., k), 2) be A’s output;
5. Output (x1, ..., Tk, 2).

Similarly to the classical case, we observe the following lemma:

Lemma 4.3. Let #* € X" be a distinct tuple, ij* = 7*(&*), (x,7*) € G[I*], and (2}, xS,y ™) be
as defined in Definition 2.12. In an execution of S|A, m, 7*|, suppose that v; # L and one of the following

holds:

* b; = 0 and the measured v;-th query is a forward query x;j = x?it;
* b; = 0and the measured v;-th query is a backward query y;]_ = y;.‘it;

* b; = 1and the measured v;-th query is a forward query z;, = :c;“iss;

* b; = 1 and the measured v;-th query is a backward query y;]_ = y?‘ss.
Then S[A, m, m*] reprograms O to O[x} — y;| at the v;-th query (before or after answering the query).

The proof of the above lemma is straightforward based on Definition 2.12 and the definition of
S[A,m,m*]. For completeness, we give a proof in Appendix C.
Then we prove the following quantum measure-and-reprogram lemma.

Lemma 4.4 (Quantum Measure-and-Reprogram Lemma). Let A be an algorithm that makes q quan-
tum queries, T = (%, ...,x}) € X* be a distinct tuple, (7, 7*) € G[Z*], ¥* = (v, ..., y}) = 7*(&*), and
R C XF x X* x Z be a relation. Then, we have:

(@3, 2, yf sy, 2) ER .
Pr{ A V)€ K] ;= o s (21, ek, 2) — S[A, T,

1 (], T YT Yk, 2) €ER S
> sy Ly Y19 ey Yoy . ) [T 5] .
> | 7= (1t 2) A
Proof of Lemma 4.4. By relying on the normal form in Lemma 2.1 7, we can assume the algorithm
is in the normal form and makes 2¢ queries.

We will use the following notation. Similar to the notations defined in Section 2.1, we will
denote a forward quantum query to the original permutation 7, by the query operator O; a back-
ward quantum query to the original permutation 7, by the query operator O-1. A forward (or
backward) quantum query to the reprogrammed permutation 7z} — y;] will be referred to, as
standard, by the operator O, [ —y7] (or Oﬁ[m; Syt respectively) and a forward quantum query to
the reprogrammed permutation 7[7* — 3*], by the vectors i and 3 will be denoted by Oz,
(or Oz« y+)—1 Tespectively).

Fix a permutation 7, any #* € X* without duplicate entries and y* = 7*(7*) € XF, let

0 q[f*ﬁm> denote the state of the algorithm A after making all its queries to 7[2* — %*]. Now, we

7Using this definition allows us to assume w.l.o.g. each query is already fixed as a forward or backward query before
the execution (causing only a constant loss).
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will analyze the execution of an algorithm A that has oracle access to the reprogrammed permu-
tation 7[Z* — ¥*].

Then the final state ‘qﬁg q[f*ﬁg*]> of the algorithm A (before applying the final measurement)
can be described by the following quantum state:

‘w;ﬁf =9 ]> = Oz 3] U200 O o)1 U2Oe g1 U1 [0) - )

In the next step, we decompose this quantum state, so that each component in the decomposi-
tion corresponds to one of the cases in the quantum simulator; i.e., each component corresponds

to a set of possible parameters v, b, Zand the simulator with these parameters outputs £* and some
2.
More formally, we will show the following;:

’wn[x —g* > _ Z<_1)B6‘g'€ ‘¢U,5,5> 3)

where 3.7 . € {0,1} and the sum is taken over all (7, b, ¢) that satisfies the conditions in Item 1 of
Deflrutlon 4 2. Here, \(b =) is a subnormalized state corresponding to the final state of S[A, 7, 7]
(before applying the fmal measurement) with the fixed choice of (7,b,¢), where we insert the

following projections: for all j € [k]| such that v; # L, insert the following projections right after
receiving the v;-th query:®

If v; is odd and b; = 0, the v;-th query resister is projected onto |a:h't>

If v; is odd and b; = 1, the vj-th query resister is projected onto |["%);
¢ If v; is even and b; = 0, the v;-th query resister is projected onto \yh't>,
¢ If v; is even and b; = 1, the v;-th query resister is projected onto \y”"55>,

hit _.miss hlt miss

where 27", 27 ,and y"** are defined in Definition 2.12.

We w1ll proceed to show Equation (3) by induction over the index of the query of the algorithm
A. More specifically, we will show that for any 1 < ¢t < 2¢, the state of the algorithm A right after
the ¢-th query can be written as:

(t)
Ty = S (1) o), ) (4)

where ,B(t) € {0,1} and the sum is taken over all 7 € ([t{] U{L})*, b € {0,1, L}*,and ¢ € {0,1, L}*
that satlsfy the conditions in Item 1 of Definition 4.2, and |¢ﬁ 8) is defined similarly to |¢ 5 )

except that we consider the state after the ¢-th query rather than the final state. Note that \¢(QZ)C> =

\(;ﬁv c> thus it suffices to prove Equation (4) holds for all 1 <¢ < 2gq.
We will first analyze the base case, i.e. the state of the algorithm after the first query.

8Recall that the v;-th query is a forward query if v; is odd and is a backward query if v; is even.
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The first query. Without loss of generality, we assume the first query is a forward query. We

start by considering the state up to the first query: [x e ]> = Ogjz+-y+U110). We insert an

additional identity operator and have,

7rx —ig* ]Ul ﬂ[:f:'*%y IUl ‘0>

k k
I — Z ’l‘?it><x?it‘ + Z |$?it><$?it| _ Z |$;1iss> <l,;ni55| + Z ’l,;niss mlss) U, |0>
j=1 j=1 j=1

J=1

k k
= Onfz o] (I Z ) (2| — Z |7){ m“) U [0) + Onfe gy ) |23 (2} U1 ]0)
j=1

1

[
Il

(9 (i4)

k
+ Oﬂ[f*—)g'* Z mlss miss’ U1 ‘0> )

v~

(iii)
The first term (i) equals to

k k
7r[a: . ( Z h|t hlt‘ - Z ‘1"}“55 mlss) Uy ’0>
j=1

k
=0, (I . Z |x?it> <x?it’ o Z |:L,;niss mlss‘ U, ’O>
j=1 j=1

B

k
=0,U;10) — ZO,r |m?'t>(x?'t| Uy |0) — ZO |z m'“‘)( x| Up ]0) .
, st

This is because :c;‘it # x;?“iss for all j € [k] by (7, 7*) € G[Z*], and on inputs that are neither hit nor
miss inputs, Or and Oz« are identical.
The second term (i) is

g‘*

k k
7r[:1: —i*] Z hlt hlt‘ Uy ’0> = Zwa —y; BES >< ?It’ U ‘O> :
j=1 j=1
Similarly, the third term (i) is
Onfgegr) D |l U1 [0) = Y~ Onfas ) [ (2% U1 [0) .
j=1 j=1
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Combining everything together, we have,

k k
Onfze U1 [0) = OxU1[0) = > Or |2}*) (2} U1 |0) — Z O |27") (@7 U1 ]0)

k
+ 3 Oy ) (@ U [0) + Zoﬂ[x Ly [T @ Uy o)
Jj=1 J=1

Each term corresponds to either (1) do not measure the current query, or (2) measure the current
query (which is a hit or miss query) and reprogram before or after the query. More specifically, we
have

O=U1 [0) = [61) |, 1)
and for any j € [k],

Oﬂ' |‘T?it> <$?it| Ul ’0> |¢Lk 1k > )

j—1

1k

J—=>1 =0

Or [e]) (27| U1 0) = |6}

j—1

1k >’

j—1

1k

j—1

Onfar sy [ )b U7 [0) = (6]

Onfas sy [N Uy |0) = |¢ﬁ

Jj—1

J_k >7

k
J‘ 7j—0

j—0

Lk >’

k
1 j—0

j—1

where for d € {0,1}, L* i—a is the sequence whose j-th entry is d and all other entries are L.

Thus lwﬂ[x Y }> can be decomposed as in Equation (4) (by trivially observing that B(jk) k=

/8 1k |k _Bﬂc _Oﬁﬂc _Bﬂc

]—>17 7—0"j3—0 j—1D j—1 j—1

show the inductive step.

k= = 1). Next, we will

k
1 J—1

j—1

1k

k
1 J—1

k
1 7—0

k
1 j—0

j—1

The general case. Assume that ’wﬁ[x Y }> is decomposed as in Equation (4). Below, we show

that ’zﬁf J[:'i e > can also be decomposed as in Equation (4). We only give the proof for even ¢, in

which case the (¢ + 1)-th query is the forward query, but the proof is similar for the case of odd t.”
T[T =y ]>

For a fixed subnormalized state |qz5 ) that appears in the decomposition of ‘1[} in

7,b,¢
Equation (4), let J = {j1, jo,...,je} C [k] be the set of all indices on which ¢ takes a non-_L entry,
ie, v, # Lforie (.

*We only have to replace Oz« 5+ with O g+ and (zh', 2% with (¥, y7"**), and then we can see that this

yields the desired decomposition by a 51m11ar argument
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After applying the next internal unitary and the (forward) query operator, the overall state is:

Oﬂ[f*—}ﬁ*]Ut+l |¢1(72—; > = Oﬂ—[f*_yj*} IUt+1 |¢'§,%,E‘>

= Oz | 1= D12 ) @+ Do) (] = D ™) (™|

ié¢J i¢J iéJ

2 [N @] | Ui 607 )
Jé¢J

= Ozl | 1= D0 lef) @] = D 1a™) @™ | Ui 05 ) +

J¢J Jg¢J
(@)
+ Oz -4+ Z ) (2| Up W%C)
Jjg¢J
()
+ Oz O 127 (@8 Uy \¢gii-
Jj¢J
(ii4)

The term () is equal to

Oﬂ‘[ ﬁyJ]UH-l |¢1(72;‘ >_

.
,C

> Oty 125 (@} Ut 105 )
2
= 2 Ontiyoog) 127" a7 Vs |8 )

jgd

where 7[7} — 3] = wlz} — y; ] [2], — yjl] 1 This is because mhit # w?‘iss for all j € [k] by

Je

(m,7*) € G[Z*], and for any = ¢ Ujgj{xh't 2™}, we have (7" — 7*](z) = 7[7% — §3](z) by

i
Items 1 and 2 of Lemma 2.16.
The second term (i) is

i i t i i t
Onfiesg) N (¥ Ut 160 ) = 37 Onga e ) (¥ Ui 60 )
J¢J J¢J
and the third term (7ii) is

Oﬂ.[f*ﬁg*] Z ’x;_niSs> <;I;;_ni55’ Ut+1 ’¢g%‘7€> = ZO [z JU{J}_WJU{J}] ’ mISS>< ;niss’ U ‘(b(_.tg) _}>
2 ]

where ﬂ[i’j‘}U{J} — ?f}u{]}] = [ajJ — yjllz; — y;]. This is because 77" — y*](z h|t) = w[jiklu{j} —
]

yju{j}]( hit)y and w[7* — 7*](2T°) = [xJU{J} — yJU{]}]( m'ss) by Item 2 of Lemma 2.16.

"Whenever we write j ¢ J, it means j € [k] \ J.
""'This is well-defined since the sequential reprogramming does not depend on the order by Lemma 2.6.
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Combining all the cases, Oy z_5Ut+1 |¢§)g 8} can be decomposed as:

Onlz —>yJ]Ut+1 W 175>
~>" Onpz B @ U1 165) ) = D Oty [277%%) @™ Uit |65, )

j¢J Jg€J

i i 5

+ E O”mu{j}_’?fju{j}] |$? t><x?t| Uit |¢(”b ) ©

JgJ
D Onizy o) 127 @ Ui 16, )

JgJ

—»

We observe that each term of Equation (5) can be written as |¢(fz—)/ ) for some (7,0, ).

e The first term Oﬂ[ff«] g5 Ut41 |¢1(7t)5 5> corresponds to the case that there is no measure-and-

reprogram happened for the (¢ + 1)-th query, which intuitively means that after the (¢4 1)-th
query, the sequences v, b, @ are going to remain unchanged. That is, we have

Oy Ut 185y ) = 1655 7))

¢ The second and the third terms correspond to the case that a measure-and-reprogram occurs
for the (t + 1)-th query, but the reprogramming is done after the measurement. Specifically,
foreach j ¢ Jand d € {0, 1}, let ¥;_,+ 11 be the sequence obtained by replacing the j-th entry
of ¥ (which must be L) with ¢ + 1, let gjﬁd be the sequence obtained by replacing the j-th
entry of b (which must be 1) with d. and let ¢;_,4 be the sequence obtained by replacing the
j-th entry of & (which must be L) with d. Then for any j ¢ .J, we have

‘¢(t+1

—

J

Onfs 5] 125 W2 Upa |¢1(7t)gq

M
V541,05 50,Cj 1

)=
O~ miss miss U () )
wlay—gs) 25 (@7 U o2 ) = [0 . ).

Ujt+1,0551,65 51

This is because under the inserted projections corresponding to ]qﬁg)g 5), the oracle kept by
S[A, m, ] after the t-th query is 7[z% — %] by Lemma 4.3. ;

¢ The fourth and the last terms correspond to the case that a measure-and-reprogram occurs
for the (¢ + 1)-th query, and the reprogramming is done before the measurement. Similarly
to the above item, for any j ¢ J, we have

B hity /.. hit (t) t+1)

"5 Tiogy) 77 15 Ut |¢ﬁ,5 ) =1¢ st 41,0) 50,8 50"
. . 1

xmlss><x;1|ss‘ Ut+1 ‘gbz(;)g > “b(ﬁ_ )

peg 3 Tk .
TGy 2P0y 179 Tjt41,85 1,850

This is because if b; = 0 and the measured (¢ + 1)-th query is xh't or b; = 1 and the measured
(t + 1)-th query is 333“'55 then S[A, 7, 7*] reprograms the oracle as z; — y; by Lemma 4.3.

By the above argument, we can see that ¢, Fl*_)m > can be written as a sum of states of the form

+|o (t+1) ) for (7,1, ) that satisfy the required conditions (7' € ([t + 1] x {L})F, ¥/ € {0,1, L}F,

“/ b/“l
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¢ € {0,1, L}*, and they satisfy the conditions in Item 1 of Definition 4.2).12 Moreover, it is easy
to see that each term may appear only at most once in the sum. Thus, the induction hypothesis

holds for the state after the (¢ + 1)-th query, i.e., |, J[j*_’m> can be decomposed as in Equation (4).
This completes the proof of Equation (3).

Bounding the loss. For (z1,...,7x,2) € X* x Z, letIl,, ., . be the projector that projects the
output of A onto |z, ..., xk, z). By Equation (3) and Triangle and Cauchy-Schwarz inequalities,

2
HHxl,.‘.,xk,z

Tk e 2
] IESCER Ve B | SR A
7,b,¢

where we used the fact that there are at most (8¢ + 1)* possible choices for (7, b, )13 Since [oRr

corresponds to the final state of S[A,w,7*] for the fixed choices of (7, b, @) with some inserted
projections, the above implies that

Pr{(z1, ... xx, 2) = AT ] < (8q+ 1) Pr((21, .., zp, 2) = S[A, 7, 7).
Since this holds for all (x1, ..., x, 2), Lemma 4.4 follows. O
We then use Lemma 4.4 to prove Theorem 4.1.

Proof of Theorem 4.1. We define B™" as an algorithm that runs S[A, 7, 7*] for a uniformly random

2We can easily see that (7, b, &) satisfies the required condition for the (¢ + 1)-th query by the induction hypothesis

that (7, b, ¢) satisfies the required condition for the ¢-th query.
BFor each j € [k], we have (v;,b;,¢;) € ([2¢] x {0,1} x {0,1}) U {(L, L, 1)}, and thus there are at most (8¢ + 1)
possibilities.
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7. Then we have:

Pr [(xl, ey Tl T (1), ooy ™ (21), 2) € R (X1, ey Ty 2) 4— B”*}

B (@3, 2, YT,y 2) ER B
= Z Wf;}'*[ /\Vjé[k]xj:$ﬂf .(.CCl,...,.CCk,Z)<—S[A,7T,7T]

* * ‘7
(x]50x3)

> Z Pr [(m,7*) € G[Z"]]
(@fmal)

' Pr [ (x’f,..:,x,’g,yi‘, o Yp2) ER
(ma)yecla] | A Vi€ [k]z; =7}

> (=)

(2] 5-5y)

(X1 ey TRy 2) S[.A,?T,ﬂ'*]:|

v

. Pr [ (@3, 2, ufs Y, 2) €ER
(mar)eGles) | A V€ [kl zj = af}

2 (- wmm

(x’l*,,:pZ)

(X1 ey TRy 2) S[.A,Tl',ﬂ'*]:|

v

* * * *
(@3, 2, yTs g, 2) ER (@1, 2 2) (_Aﬂ[f*_ﬁ*q

(7r,7r*)<—rG[a_:’*] [ A Vj€ [kl xj=aj

_ Z 1_k72 1 Pr (xF, ...z}, m(x}), ..., m(x}),2) € R :
1X|) 8g+1)% = | AVjelklz; =2qj

(x],05))

2
1
= (1 - &|> Bt F lirr [(z1,...,x, (1), ey T(2R), 2) € R (21, 0y gy 2) — A7)
where the second inequality follows from Lemma 2.10, the third inequality follows from Lemma 4.4,
and the second-to-last equality follows from Lemma 2.11. This completes the proof of Theo-
rem 4.1. O

5 Quantum Lifting Theorem for Ideal Ciphers

In this section, we generalize our lifting theorem to ideal ciphers. We may show the following
theorem given in the Introduction.

Theorem 1.2 (Quantum Lifting Theorem on Ideal Ciphers). Let G be an (interactive) search game with
a classical challenger C that performs at most k queries to an ideal cipher oracle E : IC x X — X, and let
A be an algorithm that performs q quantum queries to the ideal cipher. Then there exists an adversary B
making at most k classical queries to E such that:

(1-#)
PI'[B wins g} > W PI'[A wins g]

Since the proof and the proof methodology are very similar to those of random permutations,
instead of providing a formal proof, we will give a brief sketch how we can adapt the proofs for
random permutations to ideal ciphers.
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Just like the random permutation case, we rely on reprogramming of ciphers to prove Theo-
rem 1.2. First, let us define some terminologies.

Given two finite sets IC, X, a cipher over K and X is a function £ : K x X — X such that for
each K € K, the function E : X — X defined by Ex(z) := E(K, x) is invertible. We then define
the inverse cipher E~! as the cipher defined by E—(K, z) := E* ().

An ideal cipher over K and X is a cipher chosen uniform randomly over the set of all ciphers
over K and X. When an algorithm has oracle access to a cipher £, it may make both forward
(E) and backward (E~1) queries. Also, a quantum algorithm may make quantum superposition
queries to a cipher oracle E via the following unitary Ug:

b) ® Op(|K) [z)|y))  ifb=0,

Ug |b) |K) ) [y) := {|b> ® Op-1(|K) |z) |y)) ifb=1,

with Op | K) |) [y) == |K) |2) [y + Ex () and Op-1 |K) |2) |y) == | K) |2) |y + B (2)).
Just like Lemma 2.1, if A is a g-query algorithm having quantum access to a cipher oracle, then
we may assume that it is in the normal form and makes 2¢ queries to O and Og-1, alternatingly.
Now, we define how we can reprogram a cipher, using reprogramming of a permutation, as
follows.

Definition 5.1. Let E : K x X — X be a cipher, and (K, z,y) € K x X x X be an arbitrary tuple. Then
we denote the reprogramming of E by (K, z,y) as:

Bxle »yl(@') K =K,

6
E(K' 2") otherwise. (©)

E K 2') =
[z (K", ) {
Essentially, we may understand a cipher as a function which maps a key K to a permutation
FEk, and an ideal cipher as a function which maps a key K to an independent random permuta-
tion Ex. Here, we see that reprogramming occurs with respect to a key K: E[z 2 y] leaves all

‘components’ of E unchanged, except that it reprograms the permutation Ex to Ex [z — y].

Also, given K= (K1,...,Ky), &= (21,...,2), ¥ = (Y1, -, yx), we may denote by E[T — ¥]
K
the reprogrammed cipher

FE — — .
[x1 e yi] ... [zk s Y|

In order to prove the lifting theorem for ideal ciphers, we need to define when a k-tuple input
(t1,...,t;) of tuples t} = (K, z, y;) is good with respect to a cipher E.

Definition 5.2 (Good tuples). Suppose we have a k-tuple t* = (t],...,t;) of tuples t7 = (K}, x},y}).
Then we say that the tuple t* is good with respect to a cipher E, if the following hold:

e Forany1 <i<j<k ifK'= K;, then we have x # CL‘;k and y; # y;‘ (In other words, x} which
share the same key are distinct, and so are y}.)

* Foranyi,j € [k], Ex:(x}) # ;.
Definition 5.3 (Good pairs of ciphers). For any vectors K* = (K¥, ... K}) € Krkand i+ = (a3,...,2}) €
X* satisfying

Vi<j,Kf =K = =z} #x,

we define G[K*, | as the set consisting of all pairs (E, E*) such that the tuple (t%,... ) with tf =
(K}, z}, E*(K7, x})) is good with respect to E.

1)
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Just as in the case of permutations, we may show that if we pick ciphers randomly, then with
high probability we get good pairs of ciphers.

Lemma 5.4 (Bad probability for ciphers). Let E be a (fixed) permutation and let K* = (K},... K}) €
KFand 7 = (x7,...,2}) € X" be (fixed) vectors satisfying

Vi<j, K =K; = a; #x].

Then we have )

* ok ok k
DH(E. E) ¢ GIR™. 7)) < 5
In fact, we may show that the bad probability is maximized when all keys are identical, K] =
--- = Kj, and in that case we have the same upper bound as in Lemma 2.10.
When we prove the lifting theorem for ideal ciphers, we follow essentially the same analysis
as in the lifting theorem for permutations. For this, we need to define the hit and miss inputs,
incorporating the cipher keys as follows.

Definition 5.5 (Hit and Miss queries for ciphers). Fix any K* = (K{,...,K}) € KF and & =
(x%,...,2}) € X¥ satisfying
Vi< j, K =K = a} #x,

ciphers E, E* € G[I?*,f*], and §* = (y§,...,y;) with y; = Ej..(x}). For the j-th tuple (Kj,x}f,y;‘),
we define the Hit and Miss input for forward queries as follows:
hit _ hit\ .__ * %
(Kj’ al‘j’) = (Kjvxj)7

(K=, 27) = (K5, Eg (7))

Similarly, for the j-th tuple (K7, x73,y7), we define the Hit and Miss input for backward queries as
follows:

(K y27) = (53,
(K™, y7™) i= (K, Eic; ().

Now, we may prove the following lemma, which is essentially Lemma 4.4 for ciphers.

Lemma 5.6 (Quantum Measure-and-Reprogram Lemma for Ciphers). Let A be a q-query quantum
algorithm, and E, E* be ciphers over K and X. And let K* = (Kf,...,K}) e KF, & = (a7,...,2}) €
XF be vectors satisfying

Vi< j, K=K, = xf #1j,
such that (E, E*) € GIK*, 2, 7 == (y7, ... Lyp) with yf i= B, (x7), and R C KF x X* x X* x Z be

a relation. Then, we have:

Pr[ (KY, ..., Kf o), 8,y .. up,2) €R

/\VjE[k]Kj:K; /\VjE[k]Jjjzx;’f

: (Kl,. o, K,z ...,xk,z) — S[.A, E, E*]

S 1 (K, Kb ay, 20yt .y, 2) €ER
~ (8q+1)% ANVjelkl K; =K ANVje[klr;=u]
B[z — 4]
(Ko Ky @1,y ey Tgy 2) K*
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In Lemma 4.4, we had a simulator S[A, 7, 7*] which tries to guess the first query of A which
touches (27, y;), for each j € [k]. For Lemma 5.6, we define a similar simulator S[A, £, E*] which
works essentially the same as S[A, w, 7*] of Lemma 4.4, except that cipher keys are also involved,
and we use the definition of the hit and miss queries given in Definition 5.5. Then, the proof is
essentially a duplicate of that of Lemma 4.4.

Finally, using Lemma 5.6, we prove the lifting theorem for ideal ciphers.

Theorem 5.7 (Quantum Lifting Theorem for Ideal Ciphers). Let A be a quantum algorithm that makes
q quantum queries to an ideal cipher oracle over KC and X, and R is a relation on KF x X* x X* x Z. Then
there exists an algorithm B making at most k classical queries such that

Ij; [(Kl, ooy Ky w1,y g, B (1) 000, B (1), 2) € R: (Koo Ky @1, 00, T, 2) 4 BE”

=
X1 . .
2 WEI‘ [(Kla" . 7Kka$17'"al‘k’aEKl(lL'l),...,EKk(:[;k)’z) cR:

(Kl, R L G /5 1 Z) — .AE* .
Again, the proof is almost a duplicate of that of Theorem 4.1. We use Lemma 5.6 instead of

Lemma 4.4, and we use the bound for the bad probability for ciphers given in Lemma 5.4.
Also, the interactive case can be extended to the ideal ciphers, in a similar way.

6 Applications

In this section, we discuss applications of our lifting theorem (Theorem 4.1).

6.1 Generalized Double-Sided Search

We give an improved bound for the generalized double-sided search problem considered in [MMW24,
Theorem 6.11] as a generalization of Unruh’s double-sided zero-search conjecture [Unr23].

Theorem 6.1 (Generalized Double-Sided Search). Let N > 2 be an integer, A be a quantum algorithm
that makes q quantum queries to a uniformly random permutation = on [N] and its inverse, and R C
[N] x [N] be an arbitrary relation. Then it holds that

8- (8¢ +1)% - Tmax
N

where ryax = max{max, |R,|, max, |Ry"|} with R, = {y : (z,y) € R} and R} = {x : (z,y) € R}.

Pr [(z,m(x)) € R:x+ A"] <

Proof. By Theorem 4.1, there is a one-classical-query algorithm B such that
1 2
Pr(z,m(z)) e R:x + A"] < M
4 (1-%)

To analyze B’s success probability, suppose that B’s query forms an input-output pair (z*,y*),
that is, B queries z* to 7 or queries y* to 7~ 1. If B outputs z = x*, (z,m(z)) € R holds with
probability at most rmax/N. If B outputs z # x*, then (z, 7(z)) € R holds with probability at most
max, |Ry|/(IN — 1). By the union bound, (z,7(z)) € R holds with probability at most 2ry,ax /(N —
1) < 4rmpax/N. Noting that 1 — 1/N > 1/2, we obtain the theorem. O

lirr [(z,7(z)) € R:x <+ B"].
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Theorem 6.1 improves upon the bound of 914Tmax'qj\',(ln(N)+2) established by [MMW?24]. In par-
ticular, ours is tight up to a constant factor since it matches a straightforward algorithm based on
Grover’s search [Gro96].

As an application of Theorem 6.1, we provide an alternative proof of the correctness of Unruh’s
double-sided zero-search conjecture.

Corollary 6.2 (Double-Sided Zero-Search). Let n be a positive integer and A be a quantum algorithm
that makes q quantum queries to a uniformly random permutation = on {0,1}?" and its inverse. Then it
holds that

n n - 8-(8¢+1)2

Pr[r(a][0%) = 910" : (r.9) ¢ A7) < S LT
Proof. Define relation R := {z € {0,1}" : y € {0,1}" s.t. w(x||0") = y||0"}. Then we clearly have
rmax = 2. Substituting this into Theorem 6.1 yields Corollary 6.2. O

The bound in Corollary 6.2 is tight up to a constant factor, though [CP24] provides a slightly
better constant factor; their bound is 50(q + 1)2/2".

As another application of Theorem 6.1, we show an improved bound for the fixed point finding
problem studied in [HY18].

Corollary 6.3 (Fixed Point Finding). Let N be a positive integer and A be a quantum algorithm that
makes q quantum queries to a uniformly random permutation w on [N] and its inverse. Then it holds that

8- (8¢ +1)?

Er[w(x)zx:x(—flw]ﬁ ~

Proof. Define relation R := {z € {0,1}" : x = w(x)}. Then we clearly have rp.x = 1. Substituting
this into Theorem 6.1 yields Corollary 6.3. O

The bound in Corollary 6.3 is tight up to a constant factor, and improves the existing bound of
O(q/v/'N) shown by [HY18].

Similarly to [MMW24], we can also use Theorem 6.1 to show preimage-resistance of single-
round sponge, but we omit this since we discuss (not necessarily single-round) sponge in detail in
Section 6.2.

6.2 Sponge Construction

The sponge construction [BDPV11] is a hashing algorithm that underlies SHA-3.

The sponge construction makes use of a permutation 7 on {0, 1}" ¢, where r and c are positive
integers called rate and capacity, respectively. We fix r and c throughout this subsection. While
the sponge construction is designed to support unbounded-length inputs and outputs, we focus
on fixed input and output lengths, as our security bounds degrade with them. For input length
m and output length n, the sponge construction, which we denote by Sp™[m, n], works as follows

(see also Figure 3):1415

Input: z € {0,1}™

“The sponge construction supports more general padding functions. We adopt the simplest one that simply appends
1//0...0.
1SFigure 3 is made based on the one taken from [Jeal6].
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Figure 3: Sponge construction
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- s 7(s).

Output the first n-bit of z1||22]]...||2e.-

We note that Sp” [m, n| calls 7 a total of £ := ¢, + {5 — 1 times.
We prove the following lifting theorem for the sponge construction.

Theorem 6.4 (Lifting Theorem for Sponge). Let R C ({0, 1™ % ({0,1}")* be any relation. Define
PR _as
PR

max

= mgxler [(z1, .z, H(w1), ..., H(wg)) € R (21, .0, k) BH]

where H : {0,1}™ — {0, 1}" is a uniformly random function and the max is taken over all k-classical-
query algorithms B. Let A be a quantum algorithm that makes q quantum queries to a uniformly random
permutation w on {0, 1}"+¢ and its inverse. Then it holds that

PT’rr [(z1, ..., xk, SP" [m, n](x1), ..., Sp™ [m, n](z)) € R : (z1, ..., %) < A7]

(/<;£+k+1)2>

<2-(8¢q+ 1) (PmRax + 5

where we recall that { = £, + {s; — 1 is the number of calls to = made by Sp™ [m, n].
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Remark 6.5. The above theorem is meaningful only if (8¢ + 1)2*(k¢ + k + 1)? < 2¢. However, this
condition does not generally hold in typical usage scenarios for hash functions, where the input length
can be arbitrarily large. On the other hand, as discussed e.g., in [Lef23], hash functions with fixed input
lengths are sufficient for certain applications, such as Fiat-Shamir transforms and password hashing. In
particular, by using the security parameter \, if ¢ = Q(\), ¢ = poly(\), and ¢ and k are constant, then
(8¢ + )%kl + k4 1)2 - 27¢ = 27N providing a meaningful bound.

We defer the proof of Theorem 6.4 to the end of this subsection.
It is typically easy to upper bound PZ  since it is just a bound in the classical random oracle
model. In particular, we show two examples where P can be upper bounded by a simple term.

max

Lemma 6.6 (Upper Bounds of P ). Let R C ({0, 1) % ({0,1}™)" be any relation, and PR be as
in Theorem 6.4. Then the following hold:

o Ifk =1, it holds that PR < 2max, Pr,[(z,y) € R].
e If R does not depend on (1, ..., 1), i.e., R can be written as R = ({0, 1}™)* x R by using some
relation R°“* C ({0, 1Y), then it holds that:

PR < (%) Py, 37 5.t (Yr(1)s oo Yn(r)) € RO™] where w is a permutation on [k].

Proof.

First item. Let B be an algorithm that makes a single classical query to a random function
H : {0,1}™ — {0,1}". Let z* € {0,1}"" be B’s query. The probability that (z*, H(z*)) € R is
Pry[(z*,y*) € R]. If does not occur, the best choice for B is to output some = # z*. Again, the
probability that (z, H(z)) € Ris Pry[(z,y) € R|. Thus, by the union bound, the probability that
B’s output x satisfies (z, H(x)) € R is at most 2 max, Pry[(z,y) € R]. This completes the proof of
the first item.

Second item. Let B be an algorithm that makes £ classical queries to a random function H :
{0,1}™ — {0,1}". By modifying B to query its outputs to H before outputting them, we can
assume that the outputs (z1, ..., zx) of B are queried to H if we increase the number of queries to
2k. In this case, B’s output satisfies (1, ..., zg, H(z1), ..., H(z)) € R°"* only if a permutation of
a k-subset of its queries satisfies it. For any fixed input (1, ..., 2 ), the probability that it holds is
Pry, 37 st (Yr(1)s - Yn(r)) € R°“]. Thus, the second item follows from the union bound. [J

As examples, we show that the above immediately implies preimage-resistance and (multi-
)collision resistance.

Corollary 6.7 (Preimage-Resistance of Sponge). Let A be a quantum algorithm that makes q quantum
queries to a uniformly random permutation = on {0,1}" ¢ and its inverse. For any y € {0,1}", it holds

that
4 2(£+2)2>
e

Pr[SpT[m, n](z) =y : @ « AT < (8¢ + 1)* <2n >

Proof. Define R := {0, 1}™x {y}. By the first (or second) item of Lemma 6.6, we have P < 2.27".

max

Substituting this and k& = 1 to Theorem 6.4 gives the corollary. O
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For the single-round case where ¢ = 1, Corollary 6.7 gives a bound of (8¢ + 1)? (55 + %) . In
particular, Q(2™{"¢}) quantum queries are needed to succeed with constant probability, which is
tight due to Grover’s algorithm [Gro96]. This matches the bound shown in [CP24] up to a constant
factor. More generally, when ¢ = O(1), n = Q(\), ¢ = Q()\), and ¢ = poly()\), the RHS is 27?0,
This is the first non-trivial bound for the preimage-resistance of sponge with more than one round
though it is non-tight.

Note that the above corollary does not imply one-wayness of sponge since the target output y
is fixed independently of 7 rather than being set to be 7(z) for a random input . For obtaining a
bound for one-wayness, we can invoke the interactive version of the lifting lemma (Theorem B.1),
albeit with a looser bound.

Corollary 6.8 (One-Wayness of Sponge). Let A be a quantum algorithm that makes q quantum queries
to a uniformly random permutation 7 on {0, 1} and its inverse. Then it holds that

x <« {0,1}™ 2
12 2(204+ 3
Pr |Sp[m, nl(2') =y : y:=SpTlm,n)(x) | < (8g+1)* <2min{mn} + 2 ; ) )
" ' A™(y) ’

We omit its proof since this can be proven similarly by using Theorem B.1 instead of Theo-
rem 4.1. Note that this is non-tight even in the single-round case due to the quartic loss in q. We
note that a tight bound in the single-round setting is shown in [CP24].

Next, we show the collision-resistance.

Corollary 6.9 (Collision-Resistance of Sponge). Let A be a quantum algorithm that makes q quantum
queries to a uniformly random permutation 7 on {0, 1}" ¢ and its inverse. Then it holds that

12 2(20+ 3)?

f:rr [Sp™[m, n](x1) = Sp™[m,n](x2) : (x1, 1) — A™] < (8¢ + 1)* (Qn + (21—)> :

Proof. Define R := ({0,1}")* x Uyeqo,13» 1(¥,v)}. By the second item of Lemma 6.6, we have

PE < 6-27". Substituting this and k = 2 to Theorem 6.4 gives the corollary. O

For the single-round case where ¢ = 1, Corollary 6.9 gives abound of (8¢+1)* (22 + 52) . Thisis
unlikely to be tight since the BHT algorithm [BHT98] would find a collision with o(2"/3) queries.
[CPZ24] showed that single-round sponge satisfies quantum indifferentiability (even with pre-
computation) when r < ¢, which would give a tight bound for collision-resistance. However, to
our knowledge, ours is the first non-trivial bound in the regime of r > c even for the single-round
case. More generally, when £ = O(1), n = Q()\), ¢ = Q(\), and ¢ = poly()\), the RHS is 2790,
This is the first non-trivial bound for the collision-resistance of sponge with more than one round
though it is non-tight.

The above corollary can be easily generalized to the multi-collision case.

Corollary 6.10 (Multi-Collision-Resistance of Sponge). Let k be a positive integer and A be a quantum
algorithm that makes q quantum queries to a uniformly random permutation 7 on {0, 1}"¢ and its inverse.
Then it holds that

Pr(Sp™(z1) = ... = Sp™(z) : (21,00 2p) = A”]
2% 2
_ one [ (%) (kl+k+1)
<2.(8¢+1) (2(k_1)n + = .
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where we write Sp™ to mean Sp™ [m, n.

Since its proof is similar to that of Corollary 6.9, we omit it.

Proof of Theorem 6.4 Finally, we prove Theorem 6.4. We prove it by using Theorem 3.1 to
reduce quantum security to classical security. To analyze classical security of sponge, we recall the
following lemma.

Lemma 6.11 (Classical Indifferentiability of Sponge [BDPVO08]). There exists a stateful algorithm S
such that for any algorithm D that makes q; classical queries to the sponge function Sp™[m,n] and qo
classical queries to 7 (in either forward or backward direction), it holds that

N(N +1)

Pr[DSP" Il — 1] — pr[DHS" = 1]’ <
¢

™ H

where 7 is a uniformly random permutation on {0, 1} ¢, H is a uniformly random function from {0, 1}™
to {0,1}", and N := q1£ + q2. Moreover S makes at most one classical query to H whenever it is queried.

_itl
Remark 6.12. [BDPV08, Theorem 1] shows a bound 1 — [, < e ) when N < 2¢. This can be

1_27"2C

further upper bounded as follows:

N 1 N
1— it N+1 N(N+1)\ N(N+1)
20
! H(l—i><—1 <1 2¢ ) =1 (1 2¢ >_ 2c

=1 272¢

Moreover, the bound in the lemma trivially holds when N > 2¢ since in this case % > 1. Thus, we
obtain the above lemma.

Then we prove Theorem 6.4.

Proof of Theorem 6.4. When M > 1, the inequality trivially holds. Thus, we only have to

prove the theorem assuming M < 1. In this case, we have Qf < 1 and thus grfc <3 L
Noting that each invocation of Sp”[n, m] makes ¢ queries to m, Theorem 3.1 directly gives the

following: There exists a k-classical-query algorithm B such that

Pr [(z1,...,z, SP" [m, n|(x1), ..., Sp" [m, n](zk)) € R : (z1,...,xx) < A7]
2 (8g + 1)%k* P:rr [(x1,...,xK, SP"[M, n](x1), ..., Sp" [m, n|(xk)) € R : (x1,...,x) < BT]

where we used % o Load 2 g 1. Let Pp the probability in the second line. To upper bound Pg, consider
the following algonthm D:

DSP"[mnlm: Tt runs B™ to obtain an output (21, ..., 21). Then it outputs 1 if and only if

(21, .oy T, SP™ [m, n)(x1), ..., SP" [m, n](zx)) € R.
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Then we clearly have
Pg = Pr[DP"Imnlm — 1],

Note that D makes at most k classical queries to Sp™[m, n] and at most k queries to 7 and 7~ 1.
Thus, by Lemma 6.11, there is S = (Sp, S1) that makes at most one classical query such that

Pr[DSp”[m,n]Jr =1] - ?[DH,SH 1| < (kl+ k) (Kl +Ek+1)

™

2
_ (Rt k+1)?
2¢ - 2¢

By the definition of D and P, we have Pry[D¥ ST = 1] < PE . Combining the above we

obtain Theorem 6.4. O

Remark 6.13. The above proof only relies on the fact that the sponge construction satisfies classical indif-
ferentiability. Thus, a similar arqument works for any construction that satisfies classical indifferentiability
in the invertible permutation model or ideal cipher model (e.g., [GB]*23]).

6.3 Davies-Meyer and PGV hash functions

The Merkle-Damgérd hash function is a class of hash functions which uses a ‘compression func-
tion” f(h,m) and use it iteratively to process a long message M block-by-block to compute the
hash of the message. One benefit of the Merkle-Damgard construction is that, as long as f(h, m) is
collision-resistant, the Merkle-Damgard hash function constructed from f is also collision-resistant.
Hence, the job of designing a collision-resistant hash function is reduced to designing a secure
compression function, which is a fixed-input-length hash function.

The Davies-Meyer construction [Win84] is a block-cipher-based compression function that un-
derlies SHA-1, SHA-2, and MD5. When FE is a block cipher, then the Davies-Meyer construction
turns E into a compression function f by

F(h,m) == Em(h) @ h.

In other words, in the Davies-Meyer construction, the previous state h is first ‘encrypted” by
E, using the message block m as the cipher key, and the resulting ciphertext is XORed with h
(feed-forward).

Since we cannot expect the cipher key m to be uniform random in this scenario, it would be
difficult to prove the security of Davies-Meyer by modeling the block cipher E as a pseudoran-
dom permutation. But, in the classical setting, it is proven to satisfy one-wayness and collision-
resistance in the ideal cipher model [Win84, BRS02, BRSS10].

In the quantum setting, although it is shown to be one-way in the QICM [HY18], its collision-
resistance remained an open question.

In fact, the Davies-Meyer construction can be considered as a special case of a family of block-
cipher-based compression functions. Preneel, Govaerts, and Vandewalle [PGV93] studied block-
cipher-based compression functions of the following form:

f(hy,m) = Ei(z)®s, wherek,z,s € {c,h,m,hdm}.

Here, c is an arbitrarily fixed constant. We may call the resulting 64 functions as PGV functions.
PGV studied them from the point of view of cryptanalysis. They regarded 12 of them as secure,

37



and showed that 39 of them are insecure by exhibiting damaging attacks. The rest of 13 functions
are subject to not very severe potential attacks.

Black, Rogaway, and Shrimpton [BRS02] studied the classical security of the PGV hash func-
tions from the point of view of provable security. Let fi,..., fes be the PGV compression func-
tions, and Hi, ..., Hgs be the corresponding Merkle-Damgard hash functions. They classified
these hash functions into three groups. Group-1 consists of 12 hash functions Hi, ..., Hjs, for
which they have proved optimal one-wayness and collision-resistance in the ideal cipher model.
In fact, for group-1, the underlying compression functions fi,..., fi2 have optimal one-wayness
and collision-resistance. Davies-Meyer is Hs in group-1, according to this classification.

Their group-2 consists of 8 hash functions His, ..., Hy, for which they have also proved
one-wayness and collision-resistance in the ideal cipher model, but group-2 hash functions have
suboptimal one-wayness: the adversarial advantage for breaking one-wayness is bounded by
O(q?/2™), where q is the total number of queries. In case of group-2, the underlying compression
functions do not have one-wayness or collision-resistance: they are easily invertible and also allow
quick collision-finding. But, using the Merkle-Damgard construction, the compression functions
can be turned into secure hash functions.

The rest, group-3, consists of 44 hash functions Hoy, ..., Hes, for which there are damaging
collision-finding attacks.

We may lift the security proofs of Black et al. on PGV functions to quantum adversaries in the
quantum ideal cipher model. For example, consider the following classical collision-resistance of
the group-1 compression functions given in [BRS02].

Lemma 6.14. Let f be a group-1 PGV compression function of n-bit output. Then, if A is a collision-
finding algorithm making q classical queries to the ideal cipher E, then the collision-finding probability of
A is bounded above by q(q + 1)/2™.

Given a potential collsion pair (h,m) # (h',m’), it takes k = 2 classical queries to the cipher
E to compute f(h,m) and f(h',m’) and verify whether it is indeed a collision pair or not. Hence,
using Theorem 1.2, we obtain the following theorem.

Theorem 6.15. Let f be a group-1 PGV compression function of n-bit output. Then, if A is a collision-
finding algorithm making q quantum queries to the ideal cipher E, then the collision-finding probability of

A is bounded above by
684 +1)* _ (q4>

on —4 T \on

While the bound is not tight (when we compare it with the BHT quantum collsion-finding
algorithm), still the collsion-resistance of Davies-Meyer or other secure PGV functions in QICM
was not known before.
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A Deferred Proofs

In this section, we present some proofs deferred for better readability.

Lemma 2.6 (Commutativity of reprogramming for disjoint pairs). For every permutation 7 : X —
X, disjoint #,§ € X* x X*, and any permutation o : [k] — [k], we have:

7T[.T}1 — yl] R [xk — yk} = W[%‘U(l) — ya(l)] R [wa(k) — ya(k:)]-
Proof. We need only to show that
lz = ylle’ =y =7l = ¢l — y),

forany x # 2/, y # v/, and 7.

For this, let us denote by (a1 az ... ai) the cycle, which is the permutation which maps a; to
aj+1 fori=1,...,k—1,and also maps a to a1, and leaves everything else. The special case (a b),
is the transposition of a and b, and (a a) is the identity permutation for any a.

Now, observe that 7[z — y] = 7o (z 7~ (y)). Then, n[z — y] ! = (x 7 1(y)) o7

Then,

-1

mlz = yllr’ =y =m0z 7 (y) o (2 7z = y] 7' (V)
=mo(zm ()o@ (xra (Y= ')

Similarly, we have
la’ = ylle syl =mo (@' 7 (y)) o (x (" 7 (¥ (" ()

So, we need only to show that
(zmt(y) o @ (@r ) (Y) = @ 7 (Y) o (x (@' 77 )N (y))):
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For this, we perform case analysis. We will consider four cases:
First, when ¢/ = 7(x) and y = 7(2’), then
LHS = (z2/) o (' 77 (y)) = (v 2) o (' o) = (2 o),
RHS = (2' z) o (z 7 (y))) = (2’ ) o (z z) = (2’ z).
(

Here, (z 771 (y)) (7~ 1(y')) = 7~ (y) = 2/, because v = w(z) = 7 1(y/) = z. Similarly we have
(@' 77 Hy")) (7 H(y)) = 7 L(¥). So we see that the two sides are equal in this case.
Next, consider the case when y = m(x) but y # 7(z'). Then,

LHS = (z 77 (y)) o (' 771 (y)) = (7~ ' (y) 2’ 2),
RHS = (¢ 2) o (z 771 (y)) = (77 (y) 2’ ).
Here, (z' 771 (y/)) (7 1(y )) 7~ 1(y), because y # y' and y # 7(x'). Again, the two sides are equal.
The other case when ¥/’ ;é 7(z) but y = m(2") can be done symmetrically.
Finally, when ¢’ # 7(z) and y # w(2'),
LHS = (z 77 (y)) o (2’ 7~ (3)),
RHS = (2" 771 (y/)) o (z 7~ (1))
Since it is easy to check that (a b) o (¢ d) = (¢ d) o (a b), if {a,b} N {c,d} = 0, and in this case we

have {z, 7 1(y)} N {2/, 77 1(y')} = 0, we see that the two sides agree.
Therefore, we see that w[z — y][z’ — '] = w2’ — ¢/][x — y] holds, if z # 2’ and y # ¥/ O

In order to prove Lemma 2.9, we first prove a few simple properties of the reprogramming.

Lemma A.1. For any permutation 7 and any tuple (p7, ..., py) of pairs pi = (z},y;) which is good w.r.t.
, the following are all true:

1. w[z7 — vi].
2. w[zy — yi].
3. wlx — yi].
4. w[zy — yi].

o = gl xk) Yir
FE -1 yk (@g) = m(zy).
.

7, =yl wp)) = m(ap).
Proof. Let us prove the above statements one by one.

¢ Statement 1: It directly follows from the definition of the permutation reprogramming.

¢ Statement 2: It can be proved by mathematical induction.
The base case is where k = 1, and in that case the equality holds trivially.
Now, suppose that this statement holds for some k£ — 1, and we prove it for k.
Consider the permutation 7' = w[z] — y{]. Then, we can see that the tuple (p3,...,p;) is
good w.r.t. ': for any 4,5 > 1, since 2} # x} and also z} # 7 1(y;) (due to goodness), we
get '(z7) = 7wz} — yil(z]) = 7(x]) # y; by the definition of reprogramming and also by
goodness.
Then, according to the induction hypothesis applied to 7" and (p3, .. .,pj}), a tuple of length
k — 1, we have

mles = sl ko = vl (@h) = 7).
This shows that w[z} — vyi]...[z}_; — vi_;](z}) = 7'(z}), which we have already seen to
be equal to 7(z}), finishing the mathematical induction.
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¢ Statement 3: This is a direct consequence of Statement 2, after we invert the reprogramming
using Lemma 2.4.
* Statement 4: Let us define ' = 7[z} — yi]...[z;_; — y;_;]. Then, Statement 2 says that
7'(x}) = w(z}), and Statement 3 says that 7/~ (y;) = 7~ !(y}). Then,
et = il ek = (07 i) = 7lek = yil (T (i)
= 'l = yil (7" ()
= 7'(z}) = m(zg).

O

Lemma 2.9 (Reprogramming on good tuples). Consider any permutation 7 and k pairs p}, . . ., pj with
p; = (:v;?, y;f)forj =1,..., k. Suppose the tuple of pairs (p7,...,py) is good w.r.t. w. Then we have:

s if 2 = x for some j € [k],

7l = 7)) = { w(a3) if 2 =7 (y]) for some j € [K],

mw(z)  otherwise.

Proof. We have to prove this case by case.
First, for the case z = 7 for some j € [k], we need to show

mlat = yil - oy = wl(ef) = uj

In fact, Statement 1 of Lemma A.1 already shows this equation for the case j = k, but since
we can shuffle the order or reprogramming arbitrarily, thanks to Lemma 2.6, the general case also
follows from Statement 1.

Second, for the case z = wil(y}‘) for some j € [k], we need to show

et = yil. . [2g = g (07 () = 7 (25).

Again, Statement 4 of Lemma A.1, together with Lemma 2.6, proves this equality.
Finally, for the case z # 27 and z # 1 (y;) for any j € [k], we need to show

mlzr =l [z = wl(2) = 7(2).
Observe that we need only to prove that it is possible to get rid of just one reprogramming;:
wler = yil- o = wl(2) = wlat = vl 2 = v (2)-

From this, we get the desired equality by repeatedly removing one reprogramming at a time.
Let 7’ = w[z} — yi]...[z5_; = yj_,]. Then we need to show

[z} = yil(2) = 7'(2).

Butsince z # 2} and z # 7'~ !(y}), this just comes from the definition of reprogramming. (Note
that Statement 3 of Lemma A.1 says that 7'~ (y}) = 7~ (y}).) O
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B Handling Interactive Setting

In this section, we extend our lifting theorem in order to show that the lifting also holds in the in-
teractive setting, when C and A are allowed send multiple messages and their queries can depend
on the interaction. At a high level, we can show this by suitably adapting the strategy of [YZ21]
to the permutation setting. More formally, we can show that:

Theorem B.1. Let G be any search-type classically verifiable game (as defined in [YZ21]) played with a
Challenger that performs at most k classical queries to a random permutation ©* : X — X. Then for
any adversary A equipped with q quantum queries against the game G, we can construct a simulator B
performing at most k classical queries such that:

E;[Bﬂ wins G} Z W ]_:;I'[Aﬂ wins G}

Proof. The algorithm B™" will follow exactly the simulator in the permutation measure-and-reprogram
experiment in Definition 4.2 for uniformly chosen 7 , with the only difference that in the interac-
tive setting, B will run the algorithm A by forwarding all messages supposed to be sent to C to the
external challenger and forwarding all messages sent back from the external challenger to A.

As argued in [YZ21], we can assume that the challenger C is deterministic without loss of
generality. We define C’s view as consisting of the set of k query response pairs together with the
transcript consisting of the messages exchanged with .A. More formally, we will denote the view
by: v := (& = (z1,....,2x),¥ = (Y1, ..., k), t), where y; = 7*(x;) and t denotes the transcript.

Additionally, we define the relation Ry, corresponding to all accepting views of C, in other
words, all possible views of the challenger that would result in C outputting accept. More con-
cretely, we say v = (Z,¥,t) € Ryiew if and only if the following view verification algorithm
VerView(Z, 7, t) accepts.

VerView(Z, 7, t):

* Run C such that the messages supposed to be sent from A and its query responses are con-
sistent with the view v;

¢ If C cannot be consistent with v, then output reject;

¢ Else output C’s output.

The goal is to apply the measure and reprogram lemma with the target relation instantiated
as Ryiew and where the target algorithm will be an algorithm ST, . simulating the interaction

between A and C. Specifically, for any permutation 7’ : X — X, we define ST, _ . as follows.
ST

Interact®

e A’s queries are forwarded to 7’ and responded using 7’;
* For every query z; of C respond with the original 7*(z;) , for i € [k];
* Qutput C’s queries & = (x1, ..., ) and the transcript ¢’ between A and C.

By Lemma 4.4 where we instantiate R with R, and the adversary A with Siyteract, for any
distinct #* and (7, 7*) € G[Z*], we have:
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x x % * ,
Pr [ (il’\%}’gk[}f]ygjnlﬁf 2) € Riew (01, mp ) S[S;nteract,ﬂ,ﬂ*]] 7)
x x % _ I

where y* = 7*(z}) for any ¢ € [k].

Now let us examine the simulator S:;[ti;tm By construction, S;[ti:a_c}tm (where we instantiate
n! = w[@* — y*]) will simulate the interaction between the original adversary A and the challenger
C of the game G, where now A’s oracle queries are simulated by 7 [z* — §*], C’s queries are sim-
ulated by the original permutation 7*, and S;g:;tm
z :=t' (between A and C).

Additionally, conditioned on ¥ = &, S:;[ti:;tm will simulate the interaction between A and

C where now A and C are going to query exactly the same oracle n[Z* — ¢*], as for any z* €

Z* we have: 7[¥* — ¥*|(z*) = 7*(z*) = y*. Moreover, conditioned on ¥ = *, the condition

(Z, 7 (), 2) € Ryiew is equivalent to AT =7 ()] wing ¢™1#" =7 ()] in the executed simulation of
Sw[i"* —* ()]
interact :
Therefore, we can rewrite Equation (7) as:

will output C’s queries & and the transcript

Ty, e, T, YT, Yl 2) € Ry; *
Pr [ (/\1 Vj Ekikg]hl‘ _yx]?* ) view (1’1, --~,$kaz) — S[Sinteractvﬂ'aﬂ- ]:| (8)
J g
1

> m Pr|Z=2" A _A”[f*—)f*] wins G with Cw[i‘*—n}’*]}
q

where # denotes the queries made by C.

By Lemma 2.11, for any fixed 2%, if 7 and 7* are uniformly picked from G[z*], then 7[Z* —
7 (2*)] is also uniform over all permutations. Then, by taking the average over (7, 7*) € G[Z*]
and by summing over all £* in Equation (8), we get:

Ty LTy, LY, 2) € Ry *
ZM*EIE;W] [ (Al vj Gk[kg]h%j :y;*. I (4 ey, 2) € St . ®
) J

f*

1 * *
> m Pr [A” wins G withC™ | .
q ™
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On the other hand, we have:
PE[B”* wins G|

* * % *
_ (xlv"'vxk7y1a---7ykaz) € RvieW

- Z*)fﬁ*[ A Vi€ k] z; =t

: (1'1, ...,xk,Z) — S[Sinteractaﬂ'vﬂ'*]]

(zF,..x J
JRREEES ™
> Z ) € GlT7]]

(27, ,LEk

. Pr (xlv"‘ax27y1<)°"7y]§7z) S Rview
(o)l | A V€ [k] x; = af}

> 2 ()

(SET,,Z}Z)

: ($17 --kaaz) — S[Sinteractaﬂ-aﬂ-*]]

(CUTW‘;CUZ’ZUT,M,IUZ?Z') S Rview *:|
. Pr . . (21, ey T, 2) < S|Sinteract, T, T
(7, 7%)G[7*] [ A Vj € [k x; = af} (21 k%) [Sinteract ]
where the second inequality follows from Lemma 2.10. Combining the above with Equation (9),
we conclude the proof of Theorem B.1. O

C Proof of Lemma 4.3

Proof of Lemma 4.3. By the assumption, v; € [g]. We analyze the behavior of S[A, 7, 7*] at the v;-th
query for each case:

First case. In this case, b; = 0, and the measured query is a forward query z; = x . By the

definition of iL'h't (Definition 6), this means that x;, = z}. By the description of S[A,m,m*], the

vj
simulator quer1es xi, to " to obtain y;, = 7*(z;,) = 7*(2}) = y;. Then the simulator reprograms
Oto O[:U — y,,] (before or after answering A’s query accordlng toc;.) As shown above, z;, = ]
and yv = yj Thus, the claim of the lemma is satisfied.

J

Second case. In this case, b; = 0, and the measured query is a backward query y;, = y§". By
the definition of y;‘it (Definition 6), this means that y{, = yj. By the description of S[A, 7, 7*], the

simulator queries yv7 to 7* ! to obtain z/ = 7* (yvj) = 7 (y]) ;. Then the simulator

reprograms O to Oz, v, — yvj] (before or after answering A’s query according to c¢;.) As shown
above, z;, = 27 and y,, = y;. Thus, the claim of the lemma is satistied.

J

Third case. In this case, b; = 1, and the measured query is a forward query z/, = a:m'ss By
the definition of x;-“iss (Definition 6), this means that 2/, = 7~ !(y;) and thus w(x;j) = y;. By the
description of S[A, 7, 7%, the simulator queries 7(z;, ) to 7! to obtain 7* ! (m(z1,)) = a1 (y;) =
z7. Then the simulator reprograms O to Ofr*~! (w(z},)) — m(z},)] (before or after answering A’s
query according to ¢;.) As shown above, w*_l(w(x;j)) = 2} and w(z,) = y;. Thus, the claim of
the lemma is satisfied.
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Fourth case. In this case, b; = 1, and the measured query is a backward query y;, = y}“iss. By
the definition of " (Definition 6), this means that y;, = 7(«}) and thus 7~ '(y, ) = «7. By the
description of S[A, 7, 7*], the simulator queries ﬂfl(y{}j) to 7* to obtain ﬂ*(ﬂfl(y;j)) = m*(z}) =
y;. Then the simulator reprograms O to O[r~t (Yo,) = 7" (1 (4u,))] (before or after answering A’s
query according to ¢;.) As shown above, w‘l(y;j) =z} and 77*(77_1(3/;],)) = y;. Thus, the claim of
the lemma is satisfied. O
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