Secured Encryption scheme based on the Ree groups
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Abstract. An improved design of cryptosystem based on small Ree groups is proposed. We have changed the encryption
algorithm and propose to use a logarithmic signature for the entire Ree group. This approach improves security against
sequential key recovery attacks. Hence, the complexity of the key recovery attack will be defined by a brute-force attack over
the entire group. In this paper, we have proved that to construct secure cryptosystems with group computations over a small
finite field its needed to use 3-parametric small Ree group.
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INTRODUCTION

Within a few papers of our research on post-quantum public cryptography several
approaches were considered with an aim of improving the original scheme of MST3
cryptosystem which was introduced by Lempken et al. [4]. Original design was based on
random covers. Suzuki 2-group is chosen for the original design. However, there are many
attack vectors found in the original design. And it became strong evidence of non-readiness
for PQC era.

A more secure cryptosystem design (aka eMST3) was introduced by Svaba et al. [6].
Secret homomorphic coverage was used. After that, the general approach of strong aperiodic
logarithmic signatures construction for any abelian p-groups was introduced by van Trung
[9].

Our research group has joined this scientific journey [10-14] to improve MST3
cryptography, considering this cryptosystem as a PQC-ready candidate. Hence, we have
considered the implementations of X-parameter groups (where X is a few parameters). We
have addressed an issue with computational overheads by reducing large keys. This
approach has shown a significant increase of encryption and decryption efficiency. Also, we
found the way to construct a more secure cryptosystem using groups with a large order.
Here, we also compute the logarithmic signature outside the group center. We do it over
finite fields of small dimension.

This work shows a new encryption algorithm with bonded keys. Also, we evaluate brute-

force attacks on key recovery for a cryptosystem with Ree groups.



GENETAL ENCRYPTION SCHEME BASED ON REE GROUPS

We have a finite field F, and define a small Ree group over it as follows: q=3* for some
n>0 and p=3"as [15]
Ree(q) = (a(y). A0). yOIN(0). 1 |y e F,, 0 € Fy).
We represent a subgroup u(q) for the Ree(q) of upper triangular matrices in the form of
Q@) = (). AW YWy €F,) -
We also represent each element of Q(q) uniquely
Uxy.2)=a(x)A(y)7(z)
SO Q@) ={U(xy.2)|xy.z<F,}, and it follows that |q|=¢°. Also, @ is a Sylow 3-subgroup of
Ree(q), and we conclude by computing the following
U (% Y0 Z)U (%, Y,02,) =U (% + %Y + Y, = X072, 42, = XY, + X307 = x2xEP),
U, y,2) " =U(=x,—y 23" —z —xy + x***%) ,

The center z(Q)={u©.0.8)|s<F,}.

We have subgroup @ for the small group Ree(q) with a greater ordQ(q)=q° than the
Suzuki group orders. In original scheme Suzuki groups is used and there are isomorphic to
the projective linear group pGL(3F,), where q=2p*, p=2" and has order ¢

Here, we continue to consider the way of implementing a small Ree group-based
cryptosystem [13].

We have a Q(g) ={uvw.o)v.w.ccF,} asa large group withq=3"*, n>0, p=3.

Tame logarithmic signatures can be defined by the following way

Wey =Wy Wegy ] = () | = (0 w, 0), Wy =Wy oWy ] = (W5 ), = (o,o,wij(z))

Of types (.t )s i=Lh@®), =Ly, W, <F,, t=12 for coordinates w and o .

Then, we choose two random covers
Vo = [Vl(l) """ s(l)] (v )(1) ( iw, Vi, Vio, ) Vi) = [Vl(Z) '''' Vs(2>} =(v )(2) =U (0 Vi, Vi@, )

The type of cover is the same as w,,, t=12 respectively, v, €Q@), vy, Vi, Vi, €F, {0} -



We generate py, oy P €QVZ s Py =U (P, Py, Prcs. ) » Pry, € Fa 1{0} 1 1=0,ht
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and Phay = Poe) *

Calculating

S =[G 1= (€)= Pin@((%) )W),y 20 =100 s § =Lz 1t =12,

where » is a homomorphic function o(u (v,w,o))=U(0w,5).
Hence, we have an output public key [¢,(v.¢)], and a private key [wy.(py.fu0)] s t=12.

The next step is to proceed with encryption.

As input data, we have a message x=U(0,x,,x,) and the public key [o,(v.£)], t=12.

As output data, we have a ciphertext (z,z,,z,) of the message x.

Generate random a=(a,a,), a.a, €z, and calculate

2 =v'(@)x=v'(a)v (&)X, 2=¢(2)=6"(a) (@), z=0(%'(2))-

We have (z,z,,z,) as an output.

The next step is to proceed with decryption.

As input data, we have a ciphertext (z,z,,z,) and private key [w, (s )] t=12.

As an output data we have the message x corresponding to the ciphertext (z,z,z,).

To perform the decryption of the message x, we are going to restore random numbers

a=(a,a). We know the parameter v, (a) from the z and it is included in the second
component of z,.

Let’s generate C®(a,,a,) = pyy 2,055+ C (@) =0(z) C¥(a,a,).

We may restore a, using wy (a) . We simply remove ¢, '(a) from z,

B =¢'(a) %=4(2)
We calculate
C?(8,) = oy 2Pz s C (@) =C?(a,)z," =CP(a,)

and restore a, with w, (a,) using w, (a,)".

We recover a=(a,a,) and the message x from z

x=v'(a,a,) " -z.



This general approach was confirming its results in [13]. However, it has several
significant drawbacks.

First, the keys a, and a, allow sequential key recovery attack. Key recovery ofa, over a
brute force attack based on brute force a ' can be performed based on the computing v, '(a)
followed by value comparison z in coordinate v within a next equation

2, =v'(@) x=U (v, (&) Ve, (@) +Ve, (2,7)+%,.%).

Also, iterating and finding a,' have no dependencies on the value a,. It is possible to
recover a Key a, through computing v,'(a,") and comparison with z, in coordinate - within
a next equation

z,=1(v,'(3,))=U(0,0,v,, (")
We evaluate the complexity of the attack on the keys a=(a,,a,) equals to 2q.
Also, the encryption algorithm does not use the entire volume of the group definition.

The Ree group is only the deriver group Q@ ={UOwo)|waoeF,}, which has | (a)|=q*, what

determines the size of the message when encrypted |x=q?.

PROPOSED APPROACH
Our analysis has shown that extension of the logarithmic signature to the whole Ree group

will eliminate these shortcomings. Let’s have Q()={uv.w.o)wo<F,}, With [o=¢*. We

changed the encryption algorithm by implementation of bonded keys of logarithmic
signatures. It improves security against a sequential recovery attack.
Let’s describe the proposed scheme as follows

Let Q) ={uv.w.o)vwoeF,} be a large group withq=3"*, n>0, p=3".

Next step is to proceed with key generation.

The tame logarithmic signatures should be chosen wy, =[W,g,,...W,, ]=(w, )m, (w;),, <Q(@) of

one coordinates v,w, or o, respectively. For example, (w,) =U(w,,.0,0).

i,



where v, €Q(), v Vi, € F MOV, t=13, j=1 4, ,i=0,h(0).

iy * Vi,

We generate sy, oy Py €QVZ s oy =U (L, Py, P, )1 Pico, Prco, Prco, € Fa 110} 5 t1=13,i=0,h(t) .
Let’s pys) = poy» t=13.
We generate the homomorphic function defined by
2, (U(v.w,0))=U(0,w,0), ¢,(U(v,w,c))=U(0,0,0).

Next, we calculate

where
VW =U (Vyco, Vi, Vi, )Y (Wumv 0, 0) =U (Vyqo, + Wy, %.%).
2 (Vi) Wiy =Y (0o, Vi, JU (0 Wi ,0) =U (0,0, + Wy, Wiy, )
22 (Vi ) Wi =U (0,055, JU (0.0, ) =U(0,0,v5, + Wi ).

We have an output public key [4,.¢,,(v,w)], and a private Key [w, (s pv0)]s t=13-

Next step is to proceed with encryption.

Let x=U(x,.x,x,) be the message, xeQ(q). Choose a random a=(a.a,.a,), & €Z,, t=13.
Then, we proceed with encryption

Representationa' =y (a,,a,.2,) = (a3, 3, IS used for encryption key.

Calculating z =v'(a’)-x=v"(a,")v,'(3,")v,'(a") x.

Calculating component z,.

s(a)=¢"(a) % '(a) &' (as),

h() h2) hG)
_ -1
S(a)=U| pyy + 12 (Vija)v Wi, )"'ps(s)'_ 12 (ViJ(Z)W "'Wij(ZJW)JF*{ 1 (Vij(a)a + W), )+*
i=1, i=1, i=1,
j:al(l) i=ai(2) j:au(a)

Z, = g(a)'(Pz (V3 l(ae))'(pl (V3 '(as))'% (Vz l(a2 )) )

where



h(t) h(t)

o (v'(a))= T1 Y (vi,00)=U 12 Vi, ** |1 1523
i=1 i=1,

j:é|(k) =y
h) h)
2, (v '(a))= HU< Vi, ) U O’HZ Vi, 0 |,t=3
J a([) j_:éi(x)
and
3 h) ha) h) h) hG)
2, =U| pyy " Z_E _12 i, IZ i, T Pna» _12 (Vij(2>w +Wu<z>w)+__12 Vi@, +*’__IZ (Vii(3)g +Wij<3)c,)+*
B ; Q1) J:éi(l) i=ay) j;é|(3) i;éi(3)
Calculating
A@)=v,'(a) ¢ (v.'(a,)) 2 (v:'(a))
;= ﬂ’(a)¢l (Vs I(ae))'% (Vz ‘(az)) )
where
h(t) h(t) h(t)
2! (Vt'(at)):__ll_[ U (O,Vij(t)v,vij(t)g):u 0'_; Vii(t)v{; Vi,
IJ';";\(U jzém) j:ém)
for t=2,3 and
3 h) 3 ha) 3 h)
=U ;IlZ Vi), » Z.Z Vi, T ;_12 Vi, T*
i=a IBETO) i=8j

So, we have an output (z,z,,z,).

Next step is to proceed with decryption.

To decrypt a message xrandom numbers a=(a,,a,,a,) IS needed to be restored.
We generate

-1 -1

C(a) = poyZ:25 Pz

3 h() hQ)
1
C(a,a,,8,) = Poqy U Pogy +Z z Vi, T Wi, T Pnggyr *r*
=1 i=1, i=1,
IR =8y

R
) h(1)

ha
E

> Vi, T* | Phy =V > Wiy, Prgy™*

1 =

3 h(t)

0|3 2 3, 2t #0Y,

t=1i=l, =2i=l, . .
1=81) J:a1( 1) 1=8) 1=8)



. h@ . . .
We restore a, with wy (a)= > w,, using w,(a)", because w is simple. Here we need to
i=1

i=aiq)
remove ¢;'(a) from z, and v,'(a,) from z,.
We calculate

20 =) 2, =6,(2)4(3) 0, (v (&) -2 (%' (&) (% (a,)) =

3 h@) h(2) h(3) h(3)

Ul ooy " +ZZ Viiw, TPy > (Vij(2>b + Wiz, )+Z Vi@, +*¢Z (Vu‘(a)c + Wi, )+* -
=2 Ij::léi(u Ij:zlé.(z) Ijiléu(a) Ij::layus)
and
o 1 3 h(t) 3 h(t) 3 h(t)
9 =v'(a) z=0(v, () a(v'(a))a (v () o (v, (2,)) =U ZZ Vumv:ZZ Vi, +*ZZ Viw, T*
t=2 |l_::léi(‘) t=2 Ij::léim t=2 Ijzzléi“)
Same calculations to be performed for C(a,,a,)
W, 0y 1 S S
C(a,,3)) = P () Pty =U| 0. D Wiy, X (Vij(sx, +Wii(3>l,)+*
i=1, i=1,
J=8(2) J=3(3

h(2)

: : . .
We restore a, with W(Z)(aQ);; w,,, USINg w, (a,)", because w, is simple.

=3

We remove the component ¢,'(a,) from 2 and ¢,(v,'(a,)) from z,*.

3  h@) h(3) h(3)
(2 _ # 1,0 _ -1
27 =8,'(8,) 2 =V ooy 2 D Vigo, TP 2 Vi T 2 Vi, T Wi, )+
2 i=1, i=1 i=1
t=2i=1, i=1, i=1,
= i=ay(3 J=83)
and
@ 1 " 3 hQ®) h(3) h(3)
2% =0(v,(a)) "=V Zl Vij(k)v',lz Viica, +**_1Z (Vii(3)g +Wii(3)a)+*
t=2i=1, i=1, i=1,
i=aq j=a3 =3
Calculating

4 ne)
C(a,) = Po) 22(2) (23(2)) ph(l3) =U {0,0, Z Wi ), J

i=1,j=g(3)
Restore a, with w (a,) using w, (a,) .
We obtain a'=w(a,a,,a,)=(a " a,'a,") and recover the message x from z

x=v'(v, v, V) -7,



SECURITY ANALYSIS
We introduced our results of short security analysis mainly focused on brute-force key
recovery and algorithm attacks.

Our first consideration is a brute force attack on the ciphertext z. We choose a=(a,,a,.a,)

try to decipher the text z'=v'(a)-x=v'(a')v'(a")Vv'(a’)x . The covers

multiplication in a group without any constraints for the coordinate. The resulting vector
v'(a’) depends on all components v,'(a"),v,'(a,"),v'(a") . Iterating over key values a=(a.a,.a,)
has a difficulty rating ¢*. For a practical message, attack m is also unknown and has
uncertainty for choice ¢°. This makes a brute-force attack on the key not having a correct

solution. If we take an attack model with a known text, then the complexity of the attack

still remains equal to ¢*.
Or second consideration is a brute force attack on the ciphertext z,. Select a=(a,,a,.a,) t0
match z,=¢(a) ¢, (v '(a)) -0 (v '(a))- a1 (% (2,))

Let’s represent z, over components v, '(a,)

h@) h@) h(2) h(3)

3
_ -1
Z, =U\| poy +ZZ Vi, +_lZ Wi, +Ps<3)'_z (Vii(Z)w +Wu<z>w)+_lZ Vi, TH*
= i=: =1,

We highlight () components which are defined by cross-calculations in the group
operation. Group operation of the product of p,,....p,, and product of v, (a).w,(a) for
coordianates v and product of v, (a).w,(a).v,, (2,).w, (a,) for coordinate is used.

Coordinates’ values are defined by calculations over vectors v,'(a),v,'(a,),v,'(a) - The keys
a,a,a, are related, a change in any of them leads to a change z,. A brute-force attack on a
key a=(a,a,,a,) has a complexity equal to ¢.

Our third consideration is a brute force attack on the ciphertext z,.

We choose a=(a,a,,a) t0 match z =1(a)e(v,'(a)) o (v,'(a,)) . Let’s represent z, over

components v,'(a ). We will get



We highlight () components which are defined by cross-calculations in the group
operation. Group operation with product of v, (a).w, (a) coordinates w and a product of
vy, (3,).V,, (3,) fOr coordinate o .

Values of coordinates z, are defined by calculations over vectors v,'(a),v,'(a,),v,'(a;) . The
keys a,a,,a, are also binding, a change in any of them leads to a change z,. A brute-force
attack on a key a=(a,a,,a,) also has a complexity equal to ¢*.

Our fourth consideration is a brute force attack on the vectors(p,,.... o ). A brute-force
attack on (.. oy, ) 1S common for MST cryptosystems and for calculations in the field F,
over a group center z(G) has an optimistic lower complexity bound equalt to 4. For our
encryption algorithm, calculations are performed on the entire group |G/=¢q° and the
complexity of a brute force attack on (..., ) Will be equal to ¢°.

Our fifth consideration is an attack on the algorithm. There are many details related to the
vulnerabilities of group operation or logarithmic signature itself that corresponds to this
attack. Our estimation is valid for the implementation of the MST on any noncommutative
group. However, complexity requires a separate analysis. As we shown in our previous
papers this attack has a lot of details that come from the design of logarithmic signature and
group operation.

CONCLUSION

Within the results of this research we see that for encryption on the entire group
Q@) ={U(vw.o) Vw0 cF,} with bind keys a=(a.a,,a,) the small Ree groups have shown a
complexity of the brute-force attack equal to ¢*. Our proposal includes an extension of
logarithmic signature to the entire Ree group Q(q):{U(v,W,o-)|v,W,o-qu}, with [Q|=¢°. We
redesign our encryption algorithm in such a way as to bind the keys of logarithmic signatures

and improve the security against a sequential recovery attack.



10.

11.

12.

13.

REFERENCES

K.H. Ko, S.J. Lee, J.H .Cheon, J.W .Han, J. Kang, and C. Park, “New public-key cryptosystem
using braid groups”, in Advances in cryptology—CRYPTO 2000 ,vol.18800f Lecture Notes in
Computer Science , pp. 166183, Springer, Berlin, Germany, 2000.

B. FEick and D. Kahrobaei, “Polycyclic groups: a new platform for cryptology”,
http://arxiv.org/abs/math/0411077.

V. Shpilrain and A. Ushakov, “Thompsons group and public key cryptography”, in Applied
Cryptography and Network Security, vol. 3531 of Lecture Notes in Computer Science, pp. 151—
164, 2005.

D. Kahrobaei, C. Koupparis, and V. Shpilrain, “Public key exchange using matrices over group
rings”, Groups, Complexity, and Cryptology ,vol.5,no.1,pp.97-115,2013.

N.R. Wagner and M.R. Magyarik, “A public-key cryptosystem based on the word problem”, Proc.
Advances in Cryptology — CRYPTO 1984, LNCS 196, Springer-Verlag (1985), pp. 19-36.

S.S. Magliveras, “A cryptosystem from logarithmic signatures of finite groups”, in Proceedings of
the 29th Midwest Symposium on Circuits and Systems , pp. 972-975, Elsevier Publishing,
Amsterdam, The Netherlands, 1986.

W. Lempken, S.S. Magliveras, Tran van Trung and W. Wei, “A public key cryptosystem based on
non-abelian finite groups”, J. of Cryptology, 22 (2009), 62—74.

H.Hong, J.Li, L.Wang, Y. Yang, X.Niu “A Digital Signature Scheme Based on MST3
Cryptosystems” Hindawi Publishing Corporation, Mathematical Problems in Engineering ,vol
2014, 11 pages, http://dx.doi.org/10.1155/2014/630421

Y. Cong, H. Hong, J. Shao, S. Han, J. Linand S. Zhao A New Secure Encryption Scheme Based
on Group Factorization Problem. IEEExplore, November 20, 2019 Digital Object Identifier
10.1109/ACCESS.2019.2954672 https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=8907845
P. Svaba and T. van Trung, “Public key cryptosystem MST3 cryptanalysis and realization”, Journal
of Mathematical Cryptology,vol.4,no0.3,pp.271-315,2010

T. van Trung, Construction of strongly aperiodic logarithmic signatures,” J. Math. Cryptol., vol.
12, no. 1, pp. 23-35, 2018.

G. Khalimov, Y. Kotukh, S.Khalimova “MST3 cryptosystem based on the automorphism group of
the hermitian function field" // IEEE International Scientific-Practical Conference: Problems of
Infocommunications Science and Technology, PIC S and T 2019 - Proceedings, 2019, pp.865-868
G. Khalimov, Y. Kotukh, S.Khalimova “MST3 cryptosystem based on a generalized Suzuki 2 -
Groups" //CEUR Workshop Proceedings, 2020, 2711, pp.1-15.


http://dx.doi.org/10.1155/2014/630421
https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=8907845
https://www.scopus.com/authid/detail.uri?authorId=57208632312
https://www.scopus.com/authid/detail.uri?authorId=57215274481
https://www.scopus.com/authid/detail.uri?authorId=57216485518
https://www.scopus.com/record/display.uri?eid=2-s2.0-85083647740&origin=resultslist
https://www.scopus.com/record/display.uri?eid=2-s2.0-85083647740&origin=resultslist
https://www.scopus.com/authid/detail.uri?authorId=57208632312
https://www.scopus.com/authid/detail.uri?authorId=57215274481
https://www.scopus.com/authid/detail.uri?authorId=57216485518
https://www.scopus.com/record/display.uri?eid=2-s2.0-85095431657&origin=resultslist
https://www.scopus.com/record/display.uri?eid=2-s2.0-85095431657&origin=resultslist
https://www.scopus.com/sourceid/21100218356?origin=resultslist

14

15.

16.

17.

18.

19.

20.

21.

22.

23.

24,

. G. Khalimov, Y. Kotukh, S.Khalimova “Encryption scheme based on the automorphism group of
the Ree function field" 2020 7th International Conference on Internet of Things: Systems,
Management and Security, IOTSMS 2020, 2020, 9340192

G. Khalimov, Y. Kotukh, S.Khalimova “Improved encryption scheme based on the automorphism
group of the Ree function field field" 2021 IEEE International 10T, Electronics and Mechatronics
Conference (IEMTRONICS), IEEE Xplore: 14 May 2021, DOI: 10.1109/
IEMTRONICS52119.2021.9422514

A.Hanaki “a condition on lengths of conjugacy classes and character degrees” Osaka J. Math. 33
pp.207-216, 1996

G. Khalimov, Y. Kotukh, S. Khalimova, “Encryption scheme based on the extension of the
automorphism group of the Hermitian function field”, Book of Abstract 20th Central European
Conference on Cryptology, Zagreb, Croatia, june 24-26, 2020, pp. 30-32

A. Bassa, L. Ma, Ch. Xing, S. L. Yeo “Towards a characterization of subfields of the Deligne—
Lusztig function fields”, Journal of Combinatorial Theory, Series A Volume 120, Issue
7, September 2013, Pages 1351-1371

W. Lempken and T. van Trung, “On minimal logarithmic signatures of finite groups,”
Experimental Mathematics,vol.14, no. 3, pp. 257-269, 2005.

G. Khalimov, Y. Kotukh, Yu. Serhiychuk, O. Marukhnenko. “Analysis of the implementation
complexity of cryptosystem based on Suzuki group” Journal of Telecommunications and Radio
Engineering, Volume 78, Issue 5, 2019, pp. 419-427. DOI: 10.1615/TelecomRadEng.v78.i5.40
Y. Kotukh. “On universal hashing application to implementation of the schemes provably resistant
authentication in the telecommunication systems” Journal of Telecommunications and Radio
Engineering, Volume 75, Issue 7, 2016, pp. 595-605. DOI: 10.1615/TelecomRadEng.v75.i7.30
G. Khalimov, Y. Kotukh, I. Didmanidze, O. Sievierinov, S. Khalimova, A. Vlasov , “Towards
three-parameter group encryption scheme for MST3 cryptosystem improvement,” 2021 Fifth
World Conference on Smart Trends in Systems Security and Sustainability (WorldS4),
IEEE Xplore, 9 August 2021, DOI: 10.1109/WorldS451998.2021.9514009 London, United
Kingdom.

Kotukh, Y., Khalimov, G. Towards practical cryptoanalysis of systems based on word problems
and logarithmic signatures. Retrieved from
https://www.au.edu.az/userfiles/uploads/5231¢c8030469fa9a4b03963911a330d9.pdf

Khalimov, G., Kotukh, Y., Sergiychuk, Y., & Marukhnenko, A. (2018). Analysis of the
implementation complexity of the cryptosystem on the Suzuki group. Radiotekhnika, 2(193), 75—
81. https://doi.org/10.30837/rt.2018.2.193.08


https://www.scopus.com/authid/detail.uri?authorId=57208632312
https://www.scopus.com/authid/detail.uri?authorId=57215274481
https://www.scopus.com/authid/detail.uri?authorId=57216485518
https://www.scopus.com/authid/detail.uri?authorId=57208632312
https://www.scopus.com/authid/detail.uri?authorId=57215274481
https://www.scopus.com/authid/detail.uri?authorId=57216485518
https://ieeexplore.ieee.org/xpl/conhome/9422411/proceeding
https://ieeexplore.ieee.org/xpl/conhome/9422411/proceeding
https://doi.org/10.1109/IEMTRONICS52119.2021.9422514
https://doi.org/10.1109/IEMTRONICS52119.2021.9422514
https://www.scopus.com/authid/detail.uri?authorId=57208632312
https://www.scopus.com/authid/detail.uri?authorId=57215274481
https://www.scopus.com/authid/detail.uri?authorId=57216485518
https://ieeexplore.ieee.org/xpl/conhome/9513981/proceeding
https://ieeexplore.ieee.org/xpl/conhome/9513981/proceeding
https://doi.org/10.1109/WorldS451998.2021.9514009
https://www.au.edu.az/userfiles/uploads/5231c8030469fa9a4b03963911a330d9.pdf
https://doi.org/10.30837/rt.2018.2.193.08

25.

26.

27.

28.

29.

30.

Kotukh, E., Severinov, O., Vlasov, A., Tenytska, A., & Zarudna, E. (2021). Some results of
development of  cryptographic  transformations schemes using non-abelian
groups. Radiotekhnika, 1(204), 66—72. https://doi.org/10.30837/rt.2021.1.204.07

G. Khalimov, Y. Kotukh, 1. Didmanidze, S. Khalimova. Encryption scheme based on small Ree
groups. ICCTA '21: Proceedings of the 2021 7th International Conference on Computer
Technology Applications, 33 — 37. https://doi.org/10.1145/3477911.347791

G. Khalimov, O. Sievierinov, S. Khalimova, Y. Kotukh, S. -Y. Chang and Y. Balytskyi,
"Encryption Based on the Group of the Hermitian Function Field and Homomorphic
Encryption,” 2021 IEEE 8th International Conference on Problems of Infocommunications,
Science and Technology (PIC S&T), Kharkiv, Ukraine, 2021, pp. 465-469, doi:
10.1109/PICST54195.2021.9772219.

Khalimov, G. et al. (2022). Encryption Scheme Based on the Generalized Suzuki 2-groups and
Homomorphic Encryption. In: Chang, SY., Bathen, L., Di Troia, F., Austin, T.H., Nelson, A.J.
(eds) Silicon Valley Cybersecurity Conference. SVCC 2021. Communications in Computer and
Information Science, vol 1536. Springer, Cham. https://doi.org/10.1007/978-3-030-96057-5 5
Kotukh, Y. ., Okhrimenko, T. ., Dyachenko, O. ., Rotaneva, N. ., Kozina, L. ., & Zelenskyi, D. .
(2021). Cryptanalysis of the system based on word problems using logarithmic
signatures. Radiotekhnika, 3(206), 106-114. https://doi.org/10.30837/rt.2021.3.206.09

Kotukh, E. ., Severinov, O. ., Vlasov, A. ., Kozina, L. ., Tenytska, A. ., & Zarudna , E. . (2021).
Methods of construction and properties of logariphmic signatures . Radiotekhnika, 2(205), 94-99.
https://doi.org/10.30837/rt.2021.2.205.09


https://doi.org/10.30837/rt.2021.1.204.07
https://www.scopus.com/authid/detail.uri?authorId=57208632312
https://www.scopus.com/authid/detail.uri?authorId=57215274481
https://www.scopus.com/authid/detail.uri?authorId=57216485518
https://doi.org/10.1145/3477911.347791
https://doi.org/10.1007/978-3-030-96057-5_5

