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Preface

Origins. This book originates from lecture notes started by the first author in Oxford in 2008
and developed by the coauthors together in Hawaii since 2015. The lecture notes evolved in
style and content, but the approach to security through science persisted and did not evolve
much.

The idea of security science originates from the research network initiated by Brad Martin of
the NSA in 2008, allegedly in response to the questions asked by a member of the NSA Science
Board:

Why is it that communications security is based on a science, and for cybersecurity,
we are competing who will hire more hackers? Why is there no general science of
security?

Background. At the time, many software and protocol development efforts were plagued by
a remarkable phenomenon: carefully designed protocols, thoroughly scrutinized and analyzed
for years by top expert committees, would finally get standardized after everyone agreed that
they were secure — only to turn out to be insecure upon deploymentﬂ. The vulnerabilities
varied from case to case and the only commonality was that they were abstracted away from
the analyzed models. This seemed hard to avoid since you cannot model everything. So each
case was dismissed as a fluke. For an outsider coming from mathematics, though, the regularity
with which security experts were finding attacks on systems and protocols that other security
experts had proven secure was mystifying [34} 43, 48|, 153]. In most cases, both the security
proofs and the insecurity proofs were logically sound, just talking about different things. Time
after time.

Revelation. On this background, the concept of security science came as a revelation. It
suggested that security claims should not be viewed as mathematical theorems but as scientific
theories!

A mathematical theorem is a statement about a mathematical model, derived from mathematical
axioms. It remains valid as long as the axioms are considered valid. This may be forever, or
until more interesting axioms are encountered.

A scientific theory is a statement about reality, derived from the hypotheses that survive ex-
perimental testing. It remains valid until new tests or observations disprove it. For example,
Newton’s theory of gravitation survived for 350 years, until it was observed that the orbit of
Mercury disproved it. Einstein’s General Relativity improved it. While mathematicians work

"The examples include the protocols from the IPSec IKE [1} 128} 29, 33| 46]], and the IPSec GDol [41} 42| |61]]
protocol suites, as well as the relatives of the MQV protocol [31} 34, 37], which kicked off the long series of
“another look™ articles [32]], questioning the utility of the product line of security proofs and experts, and in
some cases even its soundness.



to prove their theorems, scientists work to disprove and improve their theories [35, 51]. The
idea of Security Science is that security is like science. This is spelled out in Sec. [1.2.5]

Latency. However, the research network for the science of security did not pursue this idea.
The leaders of the community argued that the security models that they studied in the 1980s
were science, and the community followed suit. No one should be blamed for this. Community
behaviors, of course, arise from community dynamics, not from individual qualities and short-
comings. The dynamics of security research are driven by incentives that do not always align
to make the world more secure.

Drift. History is a quest for security. Every war is fought to secure something. In the year
1990, the US won the Cold War. The nuclear threat disappeared from one day to another. The
Internet, developed as the communication infrastructure capable of surviving the fragmentation
caused by a nuclear war, was released to the general public. Email brought together social and
professional lives and the World Wide Web elevated the greed-is-good spirit of Reaganomics
into a global, economy-driven engine of science, culture, and technology. The times of dark
libraries with dusty books were behind us. All the information you could ever need was under
the tips of your fingers. You could type a question on the keyboard; the world would process
it and respond on the screen. The world could display a question on the screen; you would
process it and respond on the keyboard. The world became a computer. Security became
computer security. Privacy became data ownership.

Throughout history, security has been the job of guards, generals, and diplomats. Since 1990,
security became a career choice of software engineers. The echoes of this narrow view still
dominate security education. Security professionals collect professional certificates issued by
software giants, who in the meantime rule the world. Wars are fought in cyberspace. Political
movements are implemented in social networks. Physical security is based on cybersecurity.
Parents rely on cyber devices for their children’s security, while predators rely on the same
devices for prey. Security is a natural process. Together with everyone else, security researchers
and their students are grains of sand in the rising sandstorms of their subject.

Studying security. This book is an effort to study security itself. Some of the obstacles to
thinking about security on its own are that a part of it (national security) doesn’t like to be
observed, whereas another part (security industry) is hampered by the Principal-Agent Prob-
lem?. But we owe it to the students to try. It is unlikely to help them get any particular security
certificates, but we hope that it will help them understand the underlying processes of security.
Or at least that it will help some of them to write a better book.

Thanks and apologies

Look it up if you are not sure what it is! The Agent defends the Principal from risks and becomes Principal’s
only source of information about the risks. Praetorian Guard was hired to defend Roman emperors, but ended
up auctioning the position of Roman emperor for 400 years.
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A number of blind men came to an elephant. Somebody told them that it
was an elephant. The blind men asked, "What is the elephant like?" and
they began to touch its body. One of them said: "It is like a pillar." This
blind man had only touched its leg. Another man said, "The elephant is
like a husking basket.” This person had only touched its ears. Similarly,
he who touched its trunk or its belly talked of it differently.

Ramakrishna Paramahamsa

1.1 On security engineering

Security means many things to many people. For a software engineer, it often means that
there are no buffer overflows or dangling pointers in the code. For a cryptographer, it means
that any successful attack on the cipher can be reduced to an algorithm for computing discrete
logarithms, or to integer factorization. For a diplomat, security means that the enemy cannot
read the confidential messages. For a credit card operator, it means that the total costs of the
fraudulent transactions and of the measures to prevent them are low, relative to the revenue.
For a bee, security means that no intruder into the beehive will escape her sting. ..

Is it an accident that all these different ideas go under the same name? What do they really have
in common? They are studied in different sciences, ranging from computer science to biology,
by a wide variety of different methods. Would it be useful to study them together?



1.1.1 What is security engineering?

If all avatars of security have one thing in common, it is surely the idea that there are attackers
out there. All security concerns, from computation to politics and biology, come down to
averting the adversarial processes in the Environment, that are poised to subvert the goals of
the System. There are, for instance, many kinds of bugs in software, but only those that the
hackers use are a security concern.

In all engineering disciplines, the System guarantees a functionality, provided that the Envi-
ronment satisfies some assumptions. This is the standard assume-guarantee format of the en-
gineering correctness statements. Such statements are useful when the Environment is passive
so that the assumptions about it remain valid for a while. The essence of security engineering
is that the Environment actively seeks to invalidate the System’s assumptions.

Security is thus an adversarial process. In all engineering disciplines, failures usually arise
from engineering errors. In security, failures arise in spite of compliance with the best en-
gineering practices of the moment. Failures are the first class citizens of security. In most
software systems, we normally expect security updates, which usually arise from attacks, and
often inspire them.

1.1.2 Where did security engineering come from?

The earliest examples of security technologies are found among the earliest documents of civ-
ilization. Fig. [L.1] shows security tokens with tamper protection technology from almost 6000
years ago. Fig. depicts the situation where this technology was probably used. Alice has a
lamb and Bob has built a secure vault, perhaps with multiple security levels, spacious enough
to store both Bob’s and Alice’s assets. For each of Alice’s assets deposited in the vault, Bob
issues a clay token, with an inscription identifying the asset. Alice’s tokens are then encased
into a bulla, a round, hollow "envelope" of clay, which is then baked to prevent tampering.
When she wants to withdraw her deposits, Alice submits her bulla to Bob, he breaks it, extracts
the tokens, and returns the goods. Alice can also give her bulla to Carol, who can also submit
it to Bob, to withdraw the goods, or to pass it on to Dave. Bulle can thus be traded, and they
facilitate an exchange economy. The tokens used in the bulle evolved into the earliest forms
of money, and the inscriptions on them led to the earliest numeral systems, as well as to the
Sumerian cuneiform script, which was one of the earliest alphabets. Security thus predates
literature, science, mathematics, and even money.

1.1.3 Where is security engineering going?

Throughout history, security technologies evolved gradually, serving the purposes of war and
peace, and protecting public resources and private property. As computers pervaded all aspects
of social life, security became interlaced with computation, and security engineering came to
be closely related to computer science. The developments in the realm of security are nowa-
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Figure 1.1: Tamper protection from 3700
BC: Bulla with tokens from
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days inseparable from the developments in the realm of computation. The most notable such
development is the cyberspace.

A brief history of cyberspace

In the beginning, engineers built computers and wrote programs to control computations. The
platform of computation was the computer, and it was used to execute algorithms and calcu-
lations, allowing people to discover, e.g., the fractals, and to invent compilers, that allowed
them to write and execute more algorithms and more calculations more efficiently. Then the
operating system became the platform of computation, and software was developed on top of
it. The era of personal computing and enterprise software broke out. And then the Internet
happened, followed by cellular networks, and wireless networks, and ad hoc networks, and
mixed networks. Cyberspace emerged as the distance-free space of instant, costless communi-
cation. Nowadays, software is developed to run in cyberspace. The Web is, strictly speaking,
just a software system, albeit a formidable one. A botnet is also a software system. As social
space blends with cyberspace, many social (business, collaborative) processes can be usefully
construed as software systems, that run on social networks as hardware. Many social and
computational processes become inextricable. Table [L.I] summarizes the crude picture of the
paradigm shifts that led to this remarkable situation.

But as every person got connected to a computer, and every computer to a network, and ev-
ery network to a network of networks, computation became interlaced with communication
and ceased to be programmable. The functioning of the Web and of web applications is not
determined by the code in the same sense as in a traditional software system: after all, web
applications do include human users as a part of their runtime. The fusion of social and compu-
tational processes gave rise to the new sociotechnical space and led to new kinds of information
processing, where the purposeful program executions at the network nodes are supplemented
by the spontaneous data-driven evolution of network links. While the network emerges as the



age H ancient times middle ages modern times

platform computer operating system network
applications Quicksort, compilers MS Word, Oracle WWYV, botnets
requirements || correctness, termination liveness, safety trust, privacy
tools programming languages | specification languages | scripting languages

Table 1.1: Paradigms of computation

new computer, data and metadata become inseparable, and new kinds of security problems
arise.

A brief history of cybersecurity

In early computer systems, security tasks were mainly concerned with sharing of the computing
resources. In computer networks, security goals expanded to include information protection.
Those developments are reflected in the structure of the book, which progresses from resources
to information. Both computer security and information security depend on a clear distinction
between the secure areas and the insecure areas, separated by a security perimeter. Security
engineering caters to both by providing tools and methods for building security perimeters. In
cyberspace, the secure areas are separated from the insecure areas by “walls” of cryptography;
and they are connected by the “gates” of protocols.

But as networks of computers and devices spread through physical and social spaces, the dis-
tinctions between the secure and the insecure areas become blurred. In such areas of the so-

age H middle ages modern times postmodern times
space computer center cyberspace sociotechnical space
assets computing resources information attention
requirements || availability, authorization | integrity, confidentiality trust, privacy
tools locks, tokens, passwords | cryptography, protocols | search and intelligence

Table 1.2: Paradigms of security

ciotechnical space, information processing does not yield to programming anymore. It cannot
be secured just by cryptography and protocols. Security cannot be assured anymore by the
engineering methodologies alone. Data mining, concept analysis, search, and intelligence span
and cover new spaces. Like our cities, our sociotechnical spaces were originally built by engi-
neers, but life took over, and some of our problems cannot be engineered away anymore. Enter
science.



1.2 On security science

Science inputs processes that exist in nature and outputs their descriptions. Engineering inputs

science

engineering

Figure 1.3: Civilization as conversation

descriptions of processes that do not exist in nature and outputs their realizations. Fig.
shows the conversation between the two which gave rise to our civilization.

1.2.1 Security space

In the beginning, computation was engineered: we built computers and wrote programs. After
we built lots of computers and wrote lots of programs, we connected them, and cyberspace
emerged from the Big Bang of the Internet. Cyberspace expanded into many galaxies, and
life emerged in it: viruses and chatbots, influencers and celebrities, global media, and genomic
databases. Cyberspace is the space where we live. It was built by engineers, just like our cities,
but it took a life of its own. Cyberspace is the space of natural processes.

Every science is characterized by its space. Natural sciences place the world in physical space,
connected by light, full of dark matter and energy. Security science deals with the world in
cyberspace, connected by networks, full of lies and deceit. The physical space is described
using vectors and coordinate systems, cyberspace is structured by traces and protocols. This
book provides an overview. The early chapters are suitable for a first course. Later chapters
have been used in advanced courses. Research problems lurk throughout.

1.2.2 Range of security science

The challenge of security is that it defies spatial intuitions: we are used to thinking locally,
whereas security requirements concern non-local interactions. Strategic thinking about secu-
rity requires expanding our views beyond our local horizons and taking into account the non-
local interactions. Formal models are not just convenient means to increase precision. They
are indispensable tools for non-local reasoning, just like airplanes are our indispensable tool
for flying. Without such tools, we could not overcome our limitations.

Using tools that overcome our limitations is, of course, a challenge in itself. It requires science.



We need science to build airplanes. Taming a horse requires a form of science: developing
a common language with the horse, interpreting his behavior, hypotheses, experiments, and
better hypotheses. Understanding other people, members of our community, and members of
distant cultures, requires science. Interacting with thieves, attackers, deceivers, influencers, and
all kinds of security experts, including textbook writers, requires a science. You need security
science even to secure science.

Science consists of theories and experiments. Theories and experiments need intuitive inter-
faces. The geometric view provides an intuitive interface for security science.

1.2.3 The Earth is flat, and its perimeter is secure

The problem with security is that things are not what they seem. A website provides free advice
for dog owners, but tracks them and sells their private information. A bank offers a credit line
for recent graduates but repossesses one in five of their houses. You look around, and you see
that the Earth is obviously flat. The horizons where valleys and oceans meet the sky are straight.
If Earth wasn’t flat, oceans would flow like rivers. It’s obviously flat. To understand that the
Earth is round, you need science. To understand security, you also need science. Security
Science. We call it SecSci.

Security science is easier than other sciences because it is more intuitive. We have a better
sense for lies than for the roundness of the Earth. But security science is also harder than
other sciences because its subject does not like to be observed. National security requires
secrecy. Personal security requires privacy. Enterprise security requires top dollars to be paid
to security experts. Otherwise, they say, other security experts, called hackers, will penetrate
your defenses, and you will have to pay them more. You have to pay the good guys to defend
you from the bad guys. But if the defenders are rational, they have to maximize their revenue,
and they charge you just a penny less than what the attackers would steal from you. And the
estimates of how much the attackers would steal are provided by the defenders, as a free service.
So for all you know, they may be charging you a penny more than the attackers would steal.

1.2.4 Science and deceit

Science begins from the idea that testing reality and eliminating false theories is a good thing.
The underlying assumption is that reality strikes against false beliefs sooner or later. Employing
science, our species took control of large parts of reality. However, the assumption that reality
strikes against false beliefs is just another theory. In reality, disproving false beliefs takes time
and resources. If time is short and the resources are scarce, deception is a rational strategy.

While science is the effort to find and disprove unintentionally false hypotheses, security is
the effort to find and disprove intentional deceptions. Scientific hypotheses are the simplest
explanations of past observations, chosen so that they are easy to test and disprove. Deceptions
are the explanations beneficial for the deceiver, chosen so that they are hard to test and disprove.



The rational strategy is to apply one to the other. Science and deceit are the only ones who stand
a chance against each other.

1.2.5 The best-kept secret

Feynman on science. "If we have a definite theory, from which we can compute the conse-
quences which can be compared with experiment, then in principle we can prove that theory
wrong. But notice that we can never prove it right! Suppose that you invent a theory, calculate
the consequences, and discover every time that the consequences agree with the experiment.
The theory is then right? No, it is simply not proven wrong. In the future you could compute
a wider range of consequences, there could be a wider range of experiments, and you might
then discover that the thing is wrong. [... | We never are definitely right; we can only be sure
when we are wrong." [20]

The best-kept secret of science is thus that it does not provide
persistent laws, or definite assertions of truth. Science only
provides methods to disprove and improve theories.

The best-kept secret of security is that all security claims have
a lifetime. In cryptography, the fact that every key has a life-
time is well known. But the empiric fact that security proto-
cols regularly fail is not well understood and is often received
with astonishment. How can a verified security protocol still
fail? Just like every scientific theory is stated with respect to
a given set of observables, which may need to be expanded in
the future, every security claim is stated with respect to a given
system and attack model, which may need to be refined.

Feynman never said much about security, but if he did, he could have said something like this:

"Feynman on security". If we have a precisely defined security claim about a system, from
which we can derive the consequences which can be tested, then in principle we can prove
that the system is insecure. But notice that we can never prove that it is secure! Suppose that
you design a system, calculate some security claims, and discover every time that the system
remains secure under all tests. The system is then secure? No, it is simply not proven insecure.
In the future you could refine the security model, there could be a wider range of tests and
attacks, and you might then discover that the thing is insecure. We never are definitely secure;
we can only be sure when we are insecure.



Figure 1.4: The process of science and the process of security
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2 Security concepts
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We separate concepts to be able to reason. When concepts depend on each other, separating
them seems wrong. How can I make sense of an egg without a chicken? But I also cannot
make sense if I mix them up. Many security concepts depend on each other, don’t make sense
without each other, but get mixed up. Let us try to make sense.

2.1 The dark side

We all need security. We are anxious when we are insecure. We seek a secure home, we try to
find a secure job. We crave security so much that we even study it. But what is it?

Figure 2.1: A race can be won by being the best and the fastest. ..

Yes, it means many things to many people: one thing to the software engineer, another to the
soldier, and yet another to the diplomat and the little bee. We kicked off with that in Sec.[I.1.3l
But what is the common denominator of all the different notions of security?



In Star Wars terminology, security is the battle against the dark side of the Force. In words of
Vilfredo Paretd] [47],

"The efforts of humans are organized in two directions:
e to the production of goods, or else
e to the appropriation of goods produced by others."

Security is concerned with the second direction: those who produce goods want to secure them
from being appropriated by others. When that fails, then those who have appropriated the
goods want to secure them from being taken back; and so on. Security is the realm of such
ownership conflicts. But note that Pareto, when he speaks of "the efforts of humans", restricts a
broader process, as the ownership conflicts also rage among animals, and many of the security
solutions that we will study emerged as evolutionary strategies. Even the simplest forms of life
already compete to secure their resources from others in one way or another. Wherever there
is competition, the is security. In terms of racing, Pareto’s observation is illustrated in Fig. 2.1]
and Fig.

Figure 2.2: ... or by tripping up the opponent.

The war against the Dark Side of the Force, of course, persists in the world of computers and
networks. The cyberspace only makes it harder to tell who is who, and what is what. In
cyberspace, every force has a dark side. Is Facebook my friend or my enemy? How about
YouTube? The memes all together seem to be taking me somewhere, one leading to the other;
but where are they taking me? Am I safe there? Am I secure? What is the difference? We need
Security Science (SecSci) because the eyes may deceive, and the minds are actively deceived.

Spam is obviously spam, an attack is obviously an attack, but not always. When should I start
defending myself?

IPareto was one of the fathers of political economy. His most famous quote is: "The rich get richer".
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Figure 2.3: If we are all plugged into a Matrix, then it is hard to tell what is secure.

2.2 The timing

Security can be implemented
e before attacks: to prevent them by cryptography, protocols, firewalls;

e during attacks: todetect them by intrusion detection systems, or to detect earlier phases
by forensic methods;

o after attacks: to deter them by punishing (by legal measures) or attacking the attackers
(by illegal measures), and by balancing the incentives: the likely cost of an attack must
be higher than the likely profit.

2.3 The good and the bad

In life and regarding software, our needs and requirements are always expressed in the same
way:

e we want that good stuff happens, and
e we want that bad stuff doesn’t happen.

For example, the good stuff that we want from a computational process is that it eventually
terminates and gives the correct output. The bad stuff that should not happen is that the process
should not crash or get hijacked.

So there are two kinds of bad stuff that we want to avoid: accidental, and intentional. A require-
ment that good stuff happens is called a liveness requirement. A requirement that the accidental

11



Figure 2.4: Types of requirement specifications

Requirements

Good stuff
should
happen

Bad stuff
should not
happen

functionality no accidents
(natural)

no attacks
(adversarial)

liveness safety security

a lock
against intruders.

A functional dwelling, a shelter from hazards,

bad stuff should not happen is called a safety requirement. A requirement that the intentional
bad stuff perpetrated by an attacker should not happen is called a security requirement. Note
that

o the liveness requirements specify some desired functionality that should be achieved;

o the safety requirements specify some undesirable and unintentional hazards that should
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be prevented;

o the security requirements specify some undesirable intentional attacks that should be
defeated.

This subdivision of the requirement specifications is displayed in Fig. 2.4l Further down the

Figure 2.5: A modest car provides modest functions, average safety, and affordable security

road, cars are also built to satisfy the same three kinds of requirements:

o the engine provides the driving functionality, « liveness
e the brakes prevent accidents and the loss of control, v safety
o the locks and alarm prevent theft and intrusions. «~ security

Summary. The conceptual distinctions made so far are that

e safety is a negative requirement that bad stuff does not happen — in contrast with live-
ness, which is a positive requirement that good stuft happens;

e security protects from intentional bad stuff — in contrast with safety, which protects from
the unintentional bad stuff.

For more instances of these high-level distinctions, see Table 2.1l The same distinctions arise
in all areas of engineering, since every system specification includes a liveness requirement,
most of them include some safety requirements, and all those that involve network interactions
also include some security requirements.

2.4 Know, Have, Be

All security requirement specifications begin by distinguishing three types of entities:

e data: what you know,

13



positive requirement negative requirements
domain liveness safety security
mountain reach the peak do not slip on ice do not get pushed
kitchen prepare food do mot bite your do not get poisoned
tongue
airport board passengers mark slippery floor prevent terrorism
cryptography D(k,E(k,m)) =m no bugs ﬁ&E)(];’ %Pk:)})m =

Table 2.1: Positive and negative requirements in various application domains

o things: what you have,
e traits: what you are.

This know-have-be tripod, displayed in Fig. [Z.6l provides a metaphysical foundation’ for se-
curity analyses and designs. The three types are distinguished by two actions:

e what you know can be copied and given away;
e what you have cannot be copied, but it can be given away; and
e what you are cannot be either copied, or given away.

For example, in a data network, Alice can give copies of her digital keys to Bob, and then both
Alice and Bob will know Alice’s keys. Digital keys are data because they can be copied and
given away. In a physical network, on the other hand, it is not as easy for Alice to copy her
physical key, or her tamper-resistant smart card; yet she can still give them to Bob, and then
Bob will have them, but Alice will not. The physical keys are therefore things, which means
that they cannot be copied but can be given away. Finally, since Alice cannot easily copy or
give away her fraits, such as genes, iris patterns, fingerprints, or handwriting, her identity is
often identified with such indivisible individual biometric features; they are who she is. This
security typing is summarized in Table 2.4l and Fig.

| type | what | can be copied | can be given away
data | what you know v v
things | what you have X v
traits | what you are X X

Table 2.2: Distinguishing the security types

Comment. There are, of course, methods to clone a smart card so that Alice still has it after
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she gives it to Bob; and there are methods to forge handwriting and fingerprints, which may
make Alice and Bob indistinguishable even biometrically. But these methods provide attack
avenues on particular implementations of security based on what you are, or what you have.
Here we are not talking about the implementations, but about the basic ideas of security. The
particular attack avenues can always be eliminated by improved implementations. The basic
ideas remain the same.

Physical
security

what you are

Security
what you have Nlat you know
Resource Data
security security

Figure 2.6: The security tripod

Using the tripod. Of the three legs of the security tripod displayed in Fig.[7.6] we leave aside
the top one, the Physical Security, and focus on the remaining two: Resource Security and Data
Security. So we ignore what you are, and explore the methods to secure and to use what you
have and what you know. In each case, the security requirements can again be subdivided into a
“good-stuff-should-happen” part and a “bad-stuff-should-not-happen” part. This is displayed
in Fig. 2.7l Security requirements specify the good stuff that should eventually happen (“yes
good”). Security constraints specify the bad stuff that should never happen (“no bad”).

The coming chapters roughly correspond to the properties at the bottom of Fig.
Resource security specifications will be studied in Ch. [3, resource security requirements ex-
pressed in terms of availability and authorization (a.k.a. authority), in Ch4l Channel security
is discussed in Ch.[6] and it brings us to network security in[7l The crucial security properties
required from channel and network flows are integrity and secrecy. The crucial security re-
quirements concerning channel sources are authenticity and confidentiality. ~ We say that the
chapters roughly correspond to the “know-have-be” types because data can also be resources,
not just things; and things can also flow through the channels, not just data. But at least the
rough correspondence follows the typical examples, and it seems useful early on.

Remark about CIA. Most security courses and textbooks begin with the CIA-triad of secu-
rity properties, which refers to Confidentiality, Integrity, and Availability. The question: “Why
these properties, and not some other?” often arises in conversations. The usual answer is that
their importance has been established through years of experience and expertise. In special
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Physical
security

what you are

Security
what you have what you know
Resource Data
security security
yes no yes no
good bad good bad
o 1eps L. authenticity secrecy
availability authorization integrity confidentiality|

Figure 2.7: Security requirements are “yes good”. Security constraints are “no bad”



situations, other properties, such as non-repudiation, are also considered, with similar justifica-
tions. Fig.[2.7 suggests that the CIA-canon could perhaps be naturally reconstructed along the
good stuff / bad stuff axis, by saying that

o Confidentiality means that bad data flows do not happen;

what you know
e Integrity means good data flows do happen;
e Availability means that good resource calls are accepted. } what you have

However, the requirement that bad resource calls are rejected is missing. It is called autho-
rization in Fig. 2771 Maybe the “A” in CIA should be double counted, although we never
encountered such a suggestion. On the other hand, the problem that non-repudiation is not a
part of CIA is often discussed, and there was a proposal that the triad should be extended to
CIAN. It is easy to see that non-repudiation is in fact a “good-information-flows-do-happen”
requirement. It was interpreted as authentication-after-the-fact by some researchers. We wrote
authenticity and integrity in the same box in Fig.[2.7] and they are often used interchangeably.
The whole CIA thing should probably be taken with a grain of salt.

2.5 What did we learn?

2.5.1 Process properties

2.5.1.1 Dependability

In software engineering, the requirements are expressed in terms of dependability properties
that include

o safety: bad stuff (actions) does not happen, and
e liveness: good stuff (actions) does happen,

and their logical combinations. For sequential computations, every first order property can be
expressed as a conjunction of safety and liveness properties. Safety and liveness are semanti-
cally independent properties: whether one property is satisfied or not does not depend on the
other property.

2.5.1.2 Security

In security engineering, the requirements are expressed as security properties.

The resource security requirements are expressed in terms of the access control properties,
which are the combinations of
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. authority:ﬁ bad resource requests are not granted, and
e availability: good resource requests are granted.

In distributed computation (e.g., within a computer system, or controlled by an operating sys-
tem), all security requirements are conjunctions of authorization and availability requirements.
These are just the local versions of safety and liveness properties: to specify authority means
to specify what is considered safe for a particular user; to specify availability means to specify
what kind of liveness guarantees are provided for each particular user’s resource calls.

The channel security requirements are expressed as combinations of
e secrecy: bad data flows do not happen; and
e integrity: good data flows do happen.

Since the data flows that identify the originator often require special treatment, the same chan-
nel security requirements instantiated to identifications are often called by special names:

o confidentiality: bad identifications do not happen; and
e authenticity: good identifications do happen.

But the usage varies, and confidentiality and secrecy are often bundled together, confused, or
switched, as are authenticity and integrity. We have to be flexible with words but precise with
concepts.

2.5.1.3 Static vs dynamic

While safety and liveness are independent of each other and freely combined to express arbi-
trary dependability properties, and while the resource security properties just extend the de-
pendability properties by subjects’ identities, and thus leave authority and availability indepen-
dent, and even orthogonal in a certain formal sense, the channel security properties dynamically
depend on each other, and require a substantially different treatment.

In network computation (where computers communicate by messages), all data flow con-
straints are logical combinations of secrecy and authenticity. Note, however, that the secrecy
and the authenticity properties are not independent. In fact, if only data are processed (while
the objects and the subjects are fixed), then

e cvery secret must be authenticated, and
e cvery authentication is based on some secrets.

In more general systems, authentications can also be based on secure tokens, and on biometric
properties, but establishing and maintaining secrecy still requires authentications. Table 2.3]

2The process of verifying authority is called authorization.
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compares and contrasts dependability and security properties.

‘ processing H dependability | security
System centralized | distributed
observations global local
Environment neutral adversarial
threats accidents attacks

Table 2.3: The differences between dependability and security

Terminology. The concept of secrecy is closely related to the concept of confidentiality. They
are not entirely synonymous in the colloquial usage (e.g., a "confidential meeting" is not the
same thing as a "secret meeting"), but we will not make a distinction yet, since both require
that some undesired data and information flows do not happen.

Similarly, the concept of authenticity is closely related to the concept of integrity. In this case,
the difference in the usage is perhaps easier to pin down: authenticity of a message means that
if it is signed by Bob, then it is really a message from Bob; whereas the integrity of the same
message means that no part of it was altered on the way. While such distinctions are, of course,
of great interest in particular analyses, in order to keep the general conceptual framework as
simple as possible, we shall use both authenticity and integrity to refer to the same requirement
that some desired data and information flows (e.g., that Bob is online) do happen.

2.5.2 So what?

Don’t skip the questions in the next section. There are several correct answers in some cases,
and it is useful to discuss them. It may be equally easy to argue for different answers. When
you need to decide which security policy to impose, you need clear and unique answers. You
will need methods to unify different answers. Remembering the dimensions of security, its
frame of reference discussed in this chapter, will help.

We learned that security concepts are
e simple and easy to understand and define, but that they are
e complicated and hard to reason about, protect, and implement.

The complications arise from the ease with which we think and talk about security, and de-
velop the narratives we repeat until we and everyone around us believe them. Until they fail,
and then we develop other narratives. Our common sense is primed for compelling security
arguments, and the common-sense arguments are primed to eventually fail and be replaced by
other arguments. The common-sense security arguments are primed for security failures, which
are usually based on deceit, which is usually based on self-deceit. That is why we need to go
beyond common sense reasoning and study security by the methods of science.
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The language that evolved to address the shortcomings of our common-sense reasoning and
provide foundations for scientific testing is the language of mathematics. In the coming chap-
ters, we take up the task of spelling out the mathematical models of security.
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3.1 What is resource security?

Recall that the two basic types of resource security requirements are
e authority: bad resource requests are rejected, and
e availability: good resource requests are fulfilled.

Before studying such requirements, we describe the methods of access control that are used
to distinguish the good resource requests from the bad. But we first need to define what is a
resource request.

3.1.1 What is a resource?

The typical examples of resources are the fossil fuels: coal, petroleum, and natural gas. They
gave us power to race in cars, 10 times faster than we can run, and to fly in planes, higher
than any bird. They store the energy from the Sun, accumulated by plants and bacteria for 550
million years, and then fossilized. We have been burning that energy for about 200 years, and
we will probably burn it up in another 50 years, or less.

Resources are one-way functions: they are easy to use, but hard to get by. Burning the hydro-
carbons from fossil fuels releases energy; making the hydrocarbons requires energy. Capturing
that energy took 550 million years; releasing it took 250 years. Going down a hill is easier
than going back up. That is the essence of a resource: it is a one-way function. The idea is
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but hard to come by. but requires investment. a one-way function.

Figure 3.1: The essence of resources.

illustrated in Fig. 3.1l on the left and in the middle.

Modern cryptography is based on one-way functions as computational resources. That is illus-
trated in the figure on the right. A one-way function is easy to compute, but hard to "uncom-
pute”. To compute a function f : A — B means to take an input a of type A, and compute the
output f(a) of type B. To "uncompute" the function f : A — B means to take a value b € B
and find a value x of type A such that f(x) = b. For instance, if we take the inputs to be pairs
of natural numbers (nonnegative integers), i.e., A = N X N, and multiply them, i.e., take B = N
and set the function f to be the multiplication (-) : N X N — N, then the "uncomputing" can
be construed as factoring a number y € B into primes, and partitioning them into two numbers,
X0, X1 € N, such that xy - x; = y. If y is a product of two primes, then there is a unique way to
"uncompute" the computation of y = x - x;. However, while multiplying x, and x; takes the
number of computational steps proportional to the lengths of x; and x;, factoring y = x - x;
requires that we somehow try to divide y with the various primes below it. This is why "un-
computing" a product of large primes is thought to be much harder than computing it, and the
product is used as a one-way function. It is a computational resource of modern cryptography.
(Sorry for repeating. It is sometimes useful.)

3.1.2 What does it mean to secure a resource?

A resource can be useful for many people. For example, a water well can be used by people and
animals from a wide area. If it is so large that none of them can prevent others from accessing
it, then they have to share it. It remains a public resource. However, if some of them can control
access to the water well, then they can assert private ownership over it and claim it as an asset.

Resource security is access control. It makes resources into assets. In a sense, access control
is the stepping stone both into security, and into economy, which at this level boil down to
the same. An asset is a resource that can be secured, owned, sold, and hence it acquires an
economic value. Without security, there is no economy. However, if the cost of securing a
resource is greater than its value, then claiming any ownership makes no sense. You don’t
spend $200 on a lock to secure a $20 bike. Without economy, there is no security. In a sense,
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economy and security are two sides of the same coin.

3.2 Access control

Example 1. Access control had to be implemented long before there were computers and
operating systems, as soon as there were some people, and they owned some goods. But things
get more general in the science of security, so we will call people subjects, and their goods
objects. This will be formalized in Def. 3.1l To begin, consider our hero subjects and their
valuable objects in Fig. 3.2} Alice had a sheep, and Bob had a jar of oil. The situation (or

oil 6 % % Q sheep

Bob Alice
Figure 3.2: Subjects Alice and Bob, and their objects sheep and oil

state of the world) s, where only Alice has access to sheep’s wool, milk, and eventually meat,
whereas only Bob has access to cooking with his oil, can be represented using a matrix like M*,
on the left in Fig.[3.3l If Alice gives Bob a bottle of her sheep’s milk in exchange for a bottle

‘ s H sheep ‘ oil ‘ ‘ q H sheep ‘ oil ‘
Alice || {milk, wool, meat} | @ — Alice || {milk, wool, meat} | {bottle of oil}
Bob 0 {cook} Bob {bottle of milk} {cook}

Figure 3.3: Alice and Bob trade their private resources

of Bob’s oil, then the state s changes to the state g, which is represented by the matrix M?, in
Fig.[3.3on the right. Such representations are formalized as follows.

Definition 3.1. An access control (AC) model consists of
e access control types:
— objects (or items) I = {i, j,.. .},
— subjects (or users) S = {s,u, ...}, and
— actions (or labels) A = {a, b, ...},

e access control matrices in the form M, B : S XJ — @A, where 9A is the set of subsets
of A, and where

- M = (M) is the permission matrix: each entry M,; specifies which actions the
subject u is permitted to apply on the object i;
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— B = (B.,)sy; 18 the access matrix: each entry B, specifies which actions has the
subject u requested for the object i.

The access control (AC) requirement is that for all u € S and i € J holds

Bui - Mui- (31)

Remarks. The terminological alternatives object/subject/action vs item/user/label are used in
different communities that study the same phenomena from slightly different angles. There
are still other alternatives. While using several terminological alternatives can be confusing,
different alternatives sometimes support different intuitions, which can be valuable. We initially
stick with the object/subject/action variant.

How is access controlled? Although the matrices M and B have the same types, their
purposes and implementations are substantially different. The permission matrix M is specified
at design time by some access policy authority, e.g., the system designer or administrator. The
sets of actions M,; € A are usually implemented as bitstrings, assigning each action a € A the
value 1 if it is permitted and the value O otherwise; we write the permitted actions as subsets
for convenience. The access matrix B is maintained by the system itself, usually by a system
monitor. Whenever a subject u € S issues a request to access an object i € J by an action
a € A, the monitor tests whether a € M,,;, and if the test succeeds, it adds a to B,;. The monitor
thus maintains the AC requirement (3.I)) as a system invariant. The set B,; thus consists of the
actions a that the subject u has requested for the object 7, and the permissions were granted. An
action that was requested but not permitted by M,;, or an action that is permitted by M,;, but
not requested, will not be recorded in Bm

Example 2. Access control applies not only to goods but also to space, which is also a resource.
When Alice and Bob build houses, like in Fig.[3.4l on the left, then the separation of the private

Figure 3.4: Access control of public and private spaces

% % ‘ ) H House #30 ‘ House #31 ‘ Uruk Lane ‘
Alice || {occupy} 0 {use)
#31 Bob 0 {occupy} {use}
XC Carol 0 0 {use}
Uruk Lane #30
Architecture Permissions

'The requested actions must, of course, be recorded before the permission is issued or denied. An implementer
might thus be tempted to record all requests in B,;, and to purge them to maintain (3.1). However, a separate
list of all resource calls is maintained as a basic component of the operating system, not just for the purposes
of access control. The access matrix B is the intersection of that list of the actual calls and of the matrix M of
permissible calls.
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space inside their houses and the public space that they share is an instance of access control.
The permission matrix is displayed in Fig. [3.4] on the right. The public space is accessible to
all public, represented by Carol, who does not own a house in the neighborhood.

Matchstick names. To minimize clutter, we avoid writing out subjects’ names in the dia-
grams, but include their initials in their bodies: Alice’s legs form an A, Carol’s arms form a C,
and Bob uses his arms and legs to form a B.

Exercise. Specify permission matrices that describe the states where Alice invites Bob and
Carol to her house.

Remark. Note that the current locality of a subject cannot be directly expressed using permis-
sion matrices alone. For example, the situation in Fig. [3.4] where Alice is not in her private
home but in the public space of Uruk Lane, cannot be expressed. Location specifications will
be introduced in Sec.[3.3

3.2.1 Access control in computer security

It is easy to see that each of the AC matrices is, in fact, a ternary relation, as there is a function

SxﬂggoA
Re (S xIxA)

This means that the size of AC matrices grows linearly with the product of the number of sub-
jects, objects, and actions. This presents an implementation problem, since the access matrix B
needs to be updated, and compared with the permission matrix M, at each access, potentially
in each clock cycle. So a direct implementation of abstract access control is impractical.

The space of practical implementation strategies is spanned between the two extremal ap-
proaches:

e access control lists (ACLs): I — ¢@(A x S)
e capability-based AC: S — oA X1)

In both cases, the AC matrices are thus decentralized: in the former case, the rows of the
permission matrix M are distributed among the objects of the system as the ACLs, one for each
i € J; in the latter case, the columns of M are distributed among the subjects as capabilities,
one for each u € S. The access matrix B is not stored at all: each access request of u for i is
checked as it comes, be it against u’s capability, or against i’'s ACL.

The ACL-based approach was first implemented in UNIX. This is the common-sense approach,
since the number of objects in J is usually much greater than the number of subjects in S or
actions in A. The fact that the datatype @©(A x S) still appears exponential is resolved by
reducing A to some standard access tools. In UNIX, they are just read, write and execute, and
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the Windows operating systems advanced the state of the art by extending this set to up to 7
elements. The ACL entries for subjects are also reduced to user, others, and group. The user
is u € S extracted from the login, the entry others accommodates all of S, and the rest of the
S are the possible groups. The impractical part of the ACLs is thus deferred to the group
management, which is the task of the system manager. Problem solved.

The capability-based approaches go back to Symbian, which was Ericson’s early operating
system for mobile phones. The development was driven by the fact that the early mobile devices
were not powerful enough to manage ACLs. For different reasons, a version of capability-based
AC was adopted in SELinux, and that AC model was adopted in Android and then modified
many times. It is not easy to tell whether there is still a capability-based model.

3.2.2 Implicit clearance and classification

Intuitively, Alice’s authority is at least as great as Bob’s authority if she can do anything he
can do. Such comparisons can be derived from any AC model as a clearance preordering of
subjects , defined by

us<v < Viel M,;,CM,

for all u,v € S. It is easy to see that < is a reflexive and transitive relation on S. It is not
antisymmetric, because different subjects can have the same authority, i.e., there may be u # v
with M,; = M,;, and thus u < vand u > v.

An analogous classification preordering of objects can be derived similarly, except that it
is more meaningful to use access requests than permissions. For example, oil is at least as
classified as the sheep if anyone who requests the sheep must also request oil, i.e.,

i<j & VYueS. B,CB,

In this way, an AC model implicitly assigns some clearance levels to the subjects and some
classification levels to the objects. It is often more convenient to specify access policies by
making such security levels explicit.

3.3 Multi-level security

While the AC models have been formalized to facilitate access control in operating systems,
the multi-level security (MLS)models are familiar from the various military, diplomatic, indus-
trial, and banking security systems. There, the access to resources is controlled by assigning
different security classification levels to the objects and different security clearance levels to
the subjects. While these two security frameworks have quite different origins, and different
formalisms, they turn out to be logically equivalent. In Sec. we saw that every AC model
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contains an implicit MLS model. In this section, we shall show how to reduce any given MLS
model to an AC model.

3.3.1 Explicit clearance and classification

In the meantime, as the Neolithic broke out, Bob built some secure vaults to store his assets,
with a high-security chamber where he stored his crate of oil. This is displayed in Fig.
Alice and her sheep remained outside at the lowest security level, denoted ¢;.

Figure 3.5: Aspects of multi-level security (MLS)

k T fs g0 || pt® | et |
L 52/ \5

. l, Alice 4 l,
Bob f 2 5 5
gj ‘ sheep || €]
t3 b ly ¢ ol || £
Architecture Security levels Security assignments

The location of each subjectand each objectis expressed by the function p£ : S UJ — L, which
we tabulated in the same diagram. The current location of each objectexpresses its security
classification. Authorized subjectscan change their classification level by moving it to another
security level, provided that they are cleared to access that level themselves. The clearance
level of each subjectis specified by the function ¢ : S — L, also tabulated in the diagram. A
subject u is cleared to access the security levels up to its clearance level ¢£,. This is formalized
in the following definition.

Definition 3.2. A multi-level security (MLS) model consists of:
e security types S and J like in Def. [3.1] and moreover, the type of
— security levels L = {{,, {5, . . .}, partially ordered by <,
e two security assignment functions:
— clearance c€ : S — L, and
— location p : SUJ — L.

The multi-level security (MLS) requirement is that for all u € S holds

pl. < cly (3.2)
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For the Neolithic example above, the MLS requirement means that Alice cannot enter Bob’s
vault because she is not cleared for anything above the level ¢;.

While AC models and MLS models appear quite different and are used for different purposes,
in Sec. 3.2.21 we saw that every AC model contains an implicit MLS model. Thm. [3.3] below
tells that any AC model can, in fact, be expressed as an MLS model. The price to be paid is that
capturing the distinct access control permissions for distinct objects in terms of security levels
may require lots of security levels. Further down, Thm. will show that any MLS model,
even extended by additional authority requirements, can be reduced to an AC model.

Theorem 3.3. Given an AC model, let the type of security levels 1L be the set of functions
o, €1, ...,: 1 = YA, ordered by pointwise inclusion, i.e.

L = (pA) with the partial order €y < £, < Vi€ J. £y(i) C 6,(0).
Define the corresponding MLS model by:

cl S > (pAY pl S - (pA)
ur— Cfu(i) = Mui ur— pfu(l) = Bui-

The MLS requirement for this MLS model is satisfied if and only if the AC requirement was
satisfied for the original AC model. This means that for every subject u € S holds

pt,<ct, < Viel B,CM,.
The proof is easy, and it is left as an exercise.

3.3.2 Reading and writing

The object classifications and the subject clearances are established and managed by authorized
subjects. This is, in a sense, where security as a process begins. Classifying an object and
requiring a clearance from a subject are the most basic security operations. Declassifying an
object or increasing a subject’s clearance level are the simplest ways to relax security. Many
different views of the problems of clearance and declassification, arising in many different
contexts where these operations are needed, led to diverse but closely related security models
and architectures, from which the early security research emerged [8, (15, [10, 30, 12]. The
process of classifying and declassifying objects is modeled in terms of two basic actions which
we write W andx,. Since most security models have been concerned with data, these are
usually called write and read; but the formalism applies to other action/reaction couples, such as
give/take, and send/receive. It is often convenient and sometimes fun to call them all write/read.
The formal models in this area of security research largely subsume under the same structure
that we will present, although the application domains vary vastly, and the interpretations are
often genuinely different. We stick with a Neolithic one.
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Suppose that Alice is leaving for a vacation and wants to "deposit" her sheep in Bob’s secure
vault (a Neolithic bank of sorts). Since Alice is not cleared to enter the secure vault, she gives
the sheep to Bob, and he takes it to a higher security level. When Alice returns from the
vacation, Bob has to come out of the vault to return the sheep to the lower security level. This
security process evolves through the states gy — g1 — g2 — g3 — qo, displayed in Fig.

plg =10,

sh
Al — 0 kg

plp =1

sh
gl — 1 TRy

Figure 3.6: The process of storing and withdrawing Alice’s sheep from Bob’s secure vault

The pairs of complementary actions analogous to the give/fake, applied to sheep, are usually
called write/read when applied to data. Alice, in a sense, “writes” her sheep up the security
ladder, but she is not permitted to “read” the sheep back down from the higher security level
of the vault to her lower clearance level. Bob does have a clearance to be in his vault, but
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“writing” down is also not generally permitted since that would allow a malicious insider with
a high clearance to declassify everything. The general principle is

e no-read-up:
— only receive data at or below your clearance level
and
e no-write-down:
— only send data at or above your classification level.

To remember this, we writex, and% for the actions of reading and writing data (or taking and
giving objects), respectively.

To return the sheep to Alice, Bob has to descend from his vault £, to the level ¢, where he can
“write” the sheep to Alice. The state transition W, : ¢, = €, k18 an interaction between

Alice whose action™ 4 : ¢; & ¢, elicits Bob’s reaction ¢ l> €, x5 The question mark means
that Bob is ready to take on this channel, whatever Alice gives. Alice writes the sheep from
¢, to {,, and Bob accepts to read on the same levels. Similar couplings arise, e.g., when Alice
sends a message, and Bob receives it. Alice’s action and Bob’s reaction are coupled into an
interaction. The action and the interaction are bound together with an object: in the above case
the sheep, and in the case of the send/receive cases the message. For the moment, though, we
are only interested in the fact that security is this process, evolving from state to state and from
transition to transition:

e ¢o: The crate of oil is highly classified. The sheep is unclassified.

- W, A, €, x,g: Alice writes up, Bob reads down: they classify the sheep.
e ¢,: Alice cannot read up, Bob cannot write down: the sheep is classified.
— clp :={; : To be able to return the sheep, Bob descends to Alice’s security level.

e ¢>: Bobis cleared to read the sheep in his vault; Alice is not.

-YWp b -, {1 7 x4: Bob writes and Alice reads at the same level: they declassify
the sheep.

e ¢3: All (except oil) are insecure.

— clp :={, : Bob is back to security. The sheep is unclassified.

Definition 3.4. An abstract (resource) security model consists of:

e security types S, J, A, and L, as in Definitions [3.1] and 3.2} together with
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— distinguished actions’x,,’ € A, called respectively read and write,
e the AC and the MLS structures:
— permission and access matrices M, B : S X ] — A,
— clearance and location assignments c¢f, pf : S — L,
— location assignment p¢ : J — L.
The no-read-up and no-write-down requirements are respectively

% €B,; = ct, 2 pl, (3.3)
W e B, = pl,<pt. (3.4

The states where resource security models satisfy the no-read-up and the no-write-down re-
quirements are often called secure states.

Duality of reading and writing. Requirements (3.3)) and (3.4) can be written together:

W ®
pt, < pti < ct,.

Bob is thus permitted to both read and write the sheep if the sheep’s classification is in the
interval between Bob’s location and his clearance, i.e., if ply, € [pp, cfp]. In the early days of
security research, the duality of reading and writing was viewed as echoing the duality of the
confidentiality and integrity pair [10]. It is probably more justified to view it in terms of the
duality of authority and availability.

Remarks. The term "secure state” does not imply that the state satisfies any particular security
requirement. A security process may satisfy the no-read-up and no-write-down requirements
and still contain a state where all subjects have the top clearance, and all objects are declassified
to the lowest security level so that everyone can access all resources. Some subjects would con-
sider such a state undesirable and completely insecure, while others would consider it desirable
and completely secure. Secure states are secure only with respect to the two particular, very ba-
sic security requirements: no-read-up and no-write-down. More refined security requirements
capture more refined concepts of security.

3.3.3 All resource security boils down to access control

Since every authorization model subsumes an AC model, extends it by an MLS model, and
moreover imposes the no-read-up and no-write-down requirements on the combination, it seems
that the authorization model formalism is more expressive than the AC model formalism. The
next theorem says that this is not the case: every resource security policy specified by an au-
thorization model can be equivalently expressed as an access control policy.
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Theorem 3.5. For every authorization model
o M,B:SXJ]— pA
ecl:S—>Landpl:SUJ] —>L

there is an access control model
o M,B:SxT— pA

such that

BuigMui/\
pt, <ct, A
Y € B, = cl, = pli A

ri"( € Bui :>p€u _Pf

— (Eu,. C A?) (3.5)

Proof. Define the new set of actions as the disjoint union A = A+L, so that gOA PA X QL.
Define furthermore the new permission and access matrices M,B:SxJ— gJA to have the

following entries:
Mui = U /Jui(a) B, = Uﬁm(a) (36)

aeM,; acBy;

where [ [s denote the disjoint unions of the families

@) = {VcﬁuﬂVp& ifa =" } 5@ = {foL,Ufo,- ifa =, } 37)

Vet, otherwise Vpt, otherwise

and V€ = {x € L | x < ¢} is the set of security levels at or below €. Using the fact that £ < ¢’
holds if and only if V¢ C V¢’ holds, the direction = of (3.3)) is straightforward.

Towards the direction <, first note that Em c Mm always implies B,; € M,;. To see why, first
note that, by deﬁmtlon in (3.6), an element of Bm is a pair {a, {) where a € B,; and ¢ € S,(a).
The inclusion Bm C Mm implies that {a,{) € M,;, i.e. L A€ Mm and ¢ € y,;(a). So if we take an
arbitrary a € B,;, then £ = pl, € B,:(a) gives (a,{) € Bm C Mm, which implies a € M,;. Hence,
B.; € M,;, since a was arbitrary.

Furthermore, whenever M,; does not contain either’x, or , then B,; € M,; does not contain

them either, and therefore
U VCfu Em’ = U fou

aeM,; acBy;

Using the fact that pf, < ¢, holds if and only if Vp{, C Vct,, we get

—_ —

B,CM,; A pt,<ct, < B,;,CM,
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This means that for the case withoutx, or %, the claim is proven, because the two bottom
conjuncts on the left-hand side of (3.3)) are true trivially since the premisesx, € B,; and™ € B,
are false.

Whenk, € B,;, then Em- Cc Z\Z,,» implies B,;(x) € w.(x), i.e., Vpl, U Vpl; € Vcl,. Hence,

Vpt; € Vet, and thus p¢; < cl,, so the no-read-up requirement, third conjunct on the left-hand
side of (3.3) is proven.

Finally, when ™. € B,;, then Eui C Mm- implies B,;,(w) C u,;(%), which means that Vp{, C
Vcet, N Vpt;.. Hence, Vpl, C Vpl; and thus pf, < pf;. This means that the no-write-down
requirement, the fourth conjunct on the left-hand side of (3.3), is also proven. O

Remark. Theorem [3.3] showed how any AC policy can be expressed as an MLS policy. The
price to be paid was a large and usually unintuitive poset of security levels. Theorem[3.5]showed
how any authorization policy (and thus any MLS policy as a special case) can be expressed as
an AC policy. The price to be paid in this direction is that the security levels are captured as
actions. This is not so unintuitive since each security level can be construed as the action of
accessing that level. In practice, though, separating actions and security levels is usually more
convenient than bundling them together.

The upshot of Theorems[3.3]and [3.3]is that the apparently different languages of AC, MLS and
authorization are logically equivalent. However, it is useful to have different languages that
express the same things.
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4.1 Histories, properties, safety, liveness

4.1.1 What happens: Sequences of events and properties

In Fig.[3.3] different states of the world are presented as different permission matrices. In Fig.[3.6]
transitions between the different states arise from subjects’ actions. Now, we need to study what
happens as time goes by.

Notation. Our notational conventions for lists and strings can be found in Prerequisites [T}

Definition 4.1. For a type Z of events, the finite sequences
x=(xpx;...x,) € X
are called the Z-traces, or histories, or contexts. A Z-property, is expressed as a set of histories
P c X
Remark. The words “trace”, “history”, and “context” are used in different communities to
denote the same thing: a sequence of events. “Traces” are used in automata theory, “histories”
in process theory, and “contexts” in computational linguistics. Sequences of events are also

studied in other research areas and perhaps called different names. The notion of events in time
is ubiquitous.

Trivial properties. The simplest properties are the set of all traces X*, and the empty set
(. If properties are thought of as requirement constraints, then £* is the least constraining
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requirement since every history satisfies it, whereas 0 is the impossible requirement, satisfied.
A singleton {t} C £* is a maximally constraining non-trivial requirement. The larger properties
are less constraining.

Standard and refined X types. In most models, an event is an action of a subject on an
object. Formally, an event x € X is thus a triple x = {a, i, u), and the event type is the product

Y = AxXIXS .1

However, not all actions are applicable to all objects by all subjects. Alice can drive a car and
eat an apple, but she cannot drive an apple or eat a car. And Bob might be prohibited from
driving Alice’s car or eating her apple. Formally, a subject u € S is often given a specified
subtype of actions A,; C A that they can apply to an object i € J. Sometimes A, is empty,
which means that the subject u is not permitted to use the object i. That can also be captured
by specifying a subtype J,, C J of objects accessible by the subject u € S., The set of events that
may actually occur can then be expressed more explicitly as the disjoint union]

o= | ][ ]As 4.2)

ues i€l

But since T C X, the crude form @.1) generally suffices, and the more precise form (4.2) is
used when additional clarity is needed, e.g., in Sec. 4.2.2]

Access matrices as event spaces. If an event is an action of a subject on an object, then a
permission matrix corresponds to a set of permitted events along the one-to-one correspondence

SRR PA
Mcs
defined by

(a,i,u)e]\? — aeM,

Since any access matrix S X J 5 ©A similarly corresponds to a set of events B? C ¥, the access
control security requirement in (3.1)) now becomes B? C M. The access matrices from Ch. 3
correspond to subsets of events. At each moment in time, the matrix view, and the event space
view are equivalent. The latter is, however, more convenient when we need to take a "historic
perspective", and study resource security of processes in time.

To get going, let us take a look at a couple of examples of histories and properties. In general,
events are actions of subjects on objects. But when subjects don’t matter, or when there is just
one, then the events are actions on objects. When objects don’t matter, or there is just one,
then the events are just actions. We begin from this simplest case, and then broaden to richer

'In dependent type theory, this type would be written as Y, u : S Y i: J(u). A(u,i). The notational clash of the
symbol X used for labels, alphabets, and events in semantics of computation, and for sum types in type theory,
is accidental.
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frameworks.

Example 1: sheep. We begin with Alice as the only subject, and her sheep as the only object,
so that an event is just one of Alice’s actions on the sheep, i.e.,

2 = A = {milk, wool, meat}.
The trace
m = (milk milk milk milk wool milk )

means that Alice milked her sheep 4 times, then sheared the wool from the sheep, and then
milked her again. Consider the following trace properties:

MilkWool = {milk, wool}" 4.3)
MilkWoolMeat = {milk, wool}" :: meat 4.4)
MilkWoolWool = {milk, wool}* :: wool 4.5)

MilkWoolMeatMeat = {milk, wool, meat}” :: meat (4.6)

MeatWoolMilkMilk = {meat, wool, milk}" :: milk 4.7)

MilkWoolAnnual = milk" U [ milk milk ... milk wool] :: MilkWoolAnnual (4.8)
365 times

They constrain how Alice uses her sheep resources as follows:
e (4.3) says that Alice can milk and shear her sheep at will, but cannot use its meat;
e (d.4) says that Alice can milk and shear her sheep at will, but only until she eats its meat;
e (4.3) says that Alice can milk and shear her sheep at will, and in the end has to shear it;

e (4.6) says that Alice can milk, shear, and eat her sheep at will, and in the end has to eat
it;

e ([d.]) says that Alice can milk, shear, and eat her sheep at will, and in the end has to milk
it;

o (4.8) says that Alice can use milk and wool, provided that she shears the wool at most
once per year

Example 2: elevator. Time passed, and Alice and Bob moved from their houses on Uruk
Lane into apartments in a tall building with an elevator, like in Fig. 4.1l They are now sharing
not only the public spaces in their neighborhood but also the elevator in their building. Making
sure that the elevator is safe and secure requires understanding how it works. For simplicity,
we first assume that it works the same for everyone and omit subjects from the model. The
relevant types are thus:

e objectsJ = {0,1,2,...,n}, where
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Figure 4.1: The elevator has a call button at each floor, and the call buttons for all floors in the
cabin.

— i denotes the i-th floor of the building;

e actions A = {(),()}, where
— ( ) means “call” and

— () means “go”;

o eventsT = IxA = {(i),(i) |i=0,1,2,...,n), where]
— (i) means “call elevator to floor i and
— (i) means “go in elevator to floor i”.

An elevator history is thus a sequence of calls (i) and services (7). Such sequences of events
are the elements of the set

2= {[x0) (n) (00) () () (a0 ] | xoons o € T

The variables x; : J denote the floor numbers where the elevator is called or sent. The elevator
receives the calls as the inputs and provides its services as the outputs. A process diagram is
displayed in Fig. The stream of calls is entered on the left, and the process trace streams
out on the right, where the elevator arrivals to where it was called are inserted between the calls.
In-between is the service scheduler, which maintains the queue of open elevator calls. The calls
are pushed on a queue and popped from it after they are responded to. This is implemented
as a feedback loop from the elevator controller, which informs the scheduler about the elevator
arrivals. When the scheduler matches an arrival with a previous call, it pops the call. The

2 An action a performed on an object i is usually written as a;. Here we write (i ) instead of (); and (i) instead of

Oi.

38



delete xO 4,x2

(o) e (o)) () (2 Y(32)--.

X:= [X(O) <---<x(k)]

trace
call queue

Figure 4.2: Elevator requests flow in on the left and come shuffled with services on the right

process can be viewed as a channel with feedback. The scheduler usually sorts the calls in
order of the floors and changes the priorities depending on the state: it pops the next floor up
on the way up and the next floor down on the way down. This is obviously a crude, high-level
picture that needs to be refined for actual implementations.

But even this crude picture illustrates the main point: that the required properties of processes,
such as an elevator, or Bob’s sheep bank from Sec. 3.3 can be expressed as trace properties,
which we discuss next.

4.1.2 Dependability properties: safety and liveness

The idea of safety and liveness is that a process is
e safe if bad stuff never happens, and
e alive if good stuff eventually happens.

As they emerged in software engineering [36], the properties expressible in terms of safety and
liveness came to be called dependability properties. When a geometric view of such properties
got worked out [2]], it turned out that all properties expressible as sets, as in Def. 4.1, can be

expressed as an intersection of a safety and a liveness property. This will be spelled out in
Sec.

Unsafety implements the idea that there is no good stuff (actions) happening in any future:
U is an unsafety property if every unsafe history remains unsafe in all futures.
Safety implements the idea that there is no bad stuff (actions) happening in the past:
S is a safety property if every safe history has always been safe in the past.

A convenient way to formalize safety in terms of traces is to declare that unsafety is persistent:
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once bad stuff (actions) happens, it cannot become good in any future. An unsafe history
remains unsafe forever. More precisely, if a history x is unsafe, then no future z can become
safe again, i.e.

VxzeX'. x¢S AxCz = z¢8S. 4.9)
The other way around (and equivalently), if a history is safe, then its past must also be safe, i.e.

Vxzel. xCzeS = xeS. (4.10)

Liveness implements the idea that there is always a good stuff (actions) in the future:
L is a liveness property if every history can reach it in some future.

Intuitively, a set of histories is a liveness property if every given history may become alivdl in
the future. Formally, L C X* is a liveness property if

VxeX dzel xCuz A.11)

In terms of the prefix ordering C from Prerequisites [Ii(3)), this means that safety properties are
the C-lower closed sets, whereas liveness properties are reached from below.

Definition 4.2. The families of safety properties and liveness properties over the event set X
are respectively

Safes
Lives

{SepE) |VxeXVyeX.x:yeS = xeS}, (4.12)
{LepX) |VxeX dyeX.xuyell. (4.13)

When confusion seems unlikely, we omit the subscript £ from Safey and Lives.

Remark. Note that the definition of safety in is equivalent to (4.10), whereas the defini-
tion of liveness in (@.13)) is equivalent to (4.11).

Different situations require different safety and liveness requirements. There are ex-
amples where both § C £* and =S = X* \ § are safety properties. There are examples where
both L C ¥* and =L = X" \ L are liveness properties. This does not mean that a system can be
both safe and unsafe at the same time, or both alive and dead. It means that desirable concepts
of safety and liveness may vary from situation to situation. The intent of Def. 4.2] is not to
provide objective or universal properties that every safe process should satisfy. Def. de-
scribes the properties of properties that can be meaningfully declared to be the desired safety
or liveness notions for a particular family of processes.

While there are many properties that are both safe and unsafe and properties that are both alive

3This is not everyone’s idea of the meaning of the word "alive", but it does make sense for computations. You
look at a process, do not see that it works, and ask yourself "Is this process alive?" The answer "yes" usually
means that you will see that it works sometime in the future.
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and dead, the only property that is both safe and alive is the trivial one, i.e., Safe N Live = {¥*},
whereby every history is safe. More examples follow.

Example 1: Safety and liveness of sheep. The properties of Alice’s interactions with her
sheep using £ = {milk, wool, meat} are as follows:

e (4.3) MilkWool € Safe \ Live;

e (4.4) MilkWoolMeat ¢ Safe U Live;

e (4.3) MilkWoolWool ¢ Safe U Live;

e (4.6) MilkWoolMeatMeat € Live \ Safe;
e (4.7) MeatWoolMilkMilk € Live \ Safe;
e (4.8) MilkWoolAnnual € Safe \ Live.

Example 2: Safety and liveness of an elevator. An example of reasonable dependability
properties required from an elevator are:

e safety: the elevator should only come to a floor to which it was called, and
o liveness: the elevator should eventually go to every floor where it was called.

Using the notation from Prerequisites[I] these properties can be formally stated as

N

c m, v~ safety
C (iy<3d(i). e liveness

~

1

~

1

AN

Safety says that every arrival (i) must be preceded by a call (i ). Liveness says that every call
(i) must eventually be followed by an arrival (i ). The properties that we specified are thus

Viel.te(l) = teH(i)<(i)} = () -(h v D<)

SafElev = { teX”
i=0

(4.14)

LvE = {teX'|Viel.te(i) = te(i)<a(i)} = ﬂ—'mu<i)<3(i),
i=0

(4.15)

where =X = X* \ X denotes the complement set.
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4.2 Authority and availability

4.2.1 Strictly local events and properties

As indicated in Sec. 4.1.1l we model security properties as sets of histories P C X*, where
Y = AXJXS, ormore generally X = AXJ XS XL, when security levels need to be taken into
account. An event x € X is thus an action of a subject on an object, i.e., a tuple x = {(a, i, u), or
x = {a,i,u, ), where € is a security level. A more general notion of events will be needed for
channel modeling in Sec. but for the moment we stick with the tuples. The reason is
that they conveniently display the strict localities of each event as the component of the tuple
that represents it.

Strictly local views of events. The type X of events thus comes with the projections
shjt: £ — S, objt: £ — 7, actn: X — A, levi: X > L (4.16)

assigning to each event x € X the unique subject sbjt(x) that observes or enacts it, the unique
action actn(x) that takes place, the unique object objt(x) that is acted on, and the security level
levl(x) where the event takes place. All such projections p: £ — V induce the strictly local
event types X, = {x € Z | p(x) = v}, which partition the event type as the disjoint unions

X = U %, where V € {A,J,S,L} 4.17)

veV

The strictly local event types that we will be working with here are thus:
o ¥, ={{a,i,u)|a € A,ie J} — the events observable by the subject u;
o X ={{a,i,u) | a € A,u € S} — the events involving the object i;

e ¥, = {a,i,uy|i € J,u € S} — the events where someone performs the action a on
something.

These types are strictly local in the sense that they are disjoint, i.e., £, N X,, = 0 as soon as
v # w, for v, w both of any of the above types V € {A, ], S,L}.

Locality vs strict locality. Localizing the events at the various security levels, various sub-
jects, various actions, and various objects is necessary for studying security dynamics. In
Chapters 4H3] we always assume the strict localities, partitioning the events into the disjoint
families in @.17). In the later chapters (starting from Sec. [6.3.2.1)), we will use a more general
and more realistic notion of locality. We start with the special case of strict localities, to keep
things simple until we get used to them. In Chapters 4-5] “local” always means “strictly
local”, unless specified otherwise. We will keep repeating “strict” to introduce new concepts,
but will elide it eventually.

Strictly local histories. Process models are usually set up so that Alice only sees her own
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actions. An event x = (a,i,u) € X is thus observable for Alice just when u = A. This
assumption is imposed on the model using the strict purge operation [4: ¥* — X% defined as

O = (), (4.18)
(xTa) iy ify=<a,i,A)forsomeaec Aandiel
xzyla = .
X [a otherwise.

Similar strict purge operations can be defined for any of the projections in (4.16). The general
(nonstrict) purge operations will be defined and used in Ch.

Notation. We write x, € X, for local events, and x, € X, for strictly local histories. Note the
difference between

e the strict purge x [4€ X} of a global history x € £, and

e a strictly local history x4 € X%, specified strictly locally, with no reference to a global
context.

Alice’s strictly local view of the property P C X* is written

P, = {X[A|X€P}. (419)

Strictly localized properties. A history t, € X’ observed by Alice is a strict localization of
some global history z € X* such that z 4= t,. While z may be just t, if no one except Alice
did anything in the given global history; or there may be lots of events unobservable for Alice.
She cannot know. But she does know that there are infinitely many possible global histories z
consistent with her observation ¢,4.

If Alice observes z 4, Bob observes z [, and they tell each other what they have seen, they
will still not be able to derive z, even if they are alone in the world. The reason is that neither of
them can tell how exactly their actions were mixed: which of Alice’s actions preceded Bob’s
actions, and the other way around.

Example. Let £ = X, [[ X3 where X4 = {a} and £z = {b}. Suppose that a history t satisfies
the property P = {(aaaa),(aabb),(baab),(bbbb)}. If Alice observes t, = (aa) and Bob
observes tg = (bb), can they be sure that the property P has been satisfied? The possible global
histories consistent with Alice’s and Bob’s local observations are

—

t = {zeX|zls=(aa)Nzlp=(bb)]
{(aabb),(abab),(abba),(baab),(baba),(bbaa)}.

Any of these actions could have taken place. Alice and Bob will only be able to verify locally
a property P is satisfied if it is a strictly localized property, according to the next definition.

Definition 4.3. The strict localization of a property P C X~ is the set P of all histories with the
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projections satisfying P, i.e.

P = {zeS|YueS.z,€P,) (4.20)
where P, = {x[, |x€ P}.

A property P C X* is strictly localized when P = P, ie.
teP < VueS.tl,eP,. 4.21)

The family of strictly localized properties is

—_

Loc = {PepE)|P=P) 4.22)

4.2.2 Resource security as localized safety and liveness

The simplest security properties arise as localized dependability properties. In particular, au-
thority and availability can be construed as safety and liveness from Alice’s, Bob’s, and other
subjects’ points of view. A process is thus

e authorized if bad stuff (actions) does not happen to anyone: all bad resource requests are
rejected;

e available if good stuff (actions) happens to everyone: all good resource requests are
eventually accepted.

On a closer look, it turns out that there are several reasonable views of what are "good resource
requests”. Do all subjects need to coordinate to make the request; or is it enough that some
subjects make the request, and no one objects; or should a majority of some sort be required?
To study such questions, we need a formalization.

Refining the idea of safety from (4.9), we say that F C X* is an authorization property if it
satisfies the following condition:

VxzeX. x¢F AnxCz = dueS.z[,¢F,. (4.23)

In words, if there is an authority breach in some history, then in every future of that history,
some subject will observe that their authority has been breached. Every authority breach is a
breach of someone’s authority. The logical converse of (4.23), refining (4.10), characterizes
authority (or synonymously, an authorization property) F by

¥xzeX'. (xXCz A VueS.z),eF,) = xcF. (4.24)

In other words, if the local views z [, of a history z appear authorized to all subjects u € S, then
all past histories x C z must have been authorized globally. Note that the statement packs two
intuitively different requirements. One is that if a history z is authorized, then every past history
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X C zis authorized; i.e., any authorization property is a safety property. The other one is that if
all local projections of z [, are authorized, then z is authorized globally; i.e., any authorization
property is a local property. The fact that these two requirements are equivalent to authority is

stated in Prop.4.5(b) as claim @.30).

Liveness from (.11)) can be localized in more than one way. We first consider what seems to
be the weakest reasonable localization:

VxeX*VueS JzeD. x[,Cz, (4.25)
In other words, an availability property is a liveness property where any subject on their own

can assure the liveness.

Definition 4.4. For any family of subjects S for events partitioned into £ = [[,s Z,, the autho-
rization and the availability properties are respectively defined

Authy [FepE)|vxex Vyex (VueS. (x:y)leF,) = xeF|, (4.26)
Availy = [De(E) |VxeX VuesS Jy, €. x 1y, € D). (4.27)

When confusion seems unlikely, we omit the subscript X.

Proposition 4.5. Let P C X" where X = [ [,cs Z,. Then the following statements are true.

a) Authorization is strictly local safety. Availability implies strictly local liveness. Formally,
this means:

PeAuthy < VueS. P,cSafey, A P=P, (4.28)
P ecAvally < VYueS. P, € Livey,. (4.29)

b) Authorization is just the global safety that is strictly local. The strict localization of an
availability property is a liveness property. Formally:

—

Authy = {Pe @(=*)|P e Safes A P =P}, (4.30)
Availy C {Pe @(E*)|P € Liveg). (4.31)

Proof. a) Since Authy C Locy follows from (4.26) forx :: y = x, proving (4.28)) boils down to

showing that the following two implications are equivalent

(Vu eS. x:y) l.€ PL,) = (Vu €S.x,€ Pu) — which means P € Authy,

(Vu €eS. x,y)€eP, = X, € Pu) — which means Yu € S. P, € Safey,.

for all x,y € X* and all x,,y, € Z;. The bottom-up direction is valid for all predicates in
first-order logic: the second implication is stronger than the first one. Towards the top-down
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direction, fix a subject A, take arbitrary histories X4, y4 € X} such that (x4 :: ya) € Py, and set
X = X4 and y = y,. For an arbitrary subject u € S we have

(Xp ::ya) € Py ifu=A,
X = (X400 u = )
x:yl (Xq 2y T {()ePu —
Since () € P, follows from part (b) below, and (X4 :: y4) € P4 was assumed, we have
Yue S.xI,€P,, as claimed.

Towards (4.29), we need to show that the following statements are equivalent:

VxeZX dy,€X,. xl,1y,)€P, — which means P € Avalily,
Vx, €eX dy, eX. (x, 1y, € P, — which means Vu € S. P, € Livey,.

To show that the first implies the second, consider that the second is just a special case of the
first one, obtained by taking x = x,, and noting that x,, [, = Xx,. For the converse direction,
we consider arbitrary x, € X} and any x with x [, = x, for all u € S. Then, the choices
of y, provided by the local liveness requirements, to meet (x,, ::y,) € P,, will also meet the
requirements for availability: (x [, :: y,) € P,, so that availability follows.

b) Towards (4.30)), consider

(Vu €S. (x:y)l.€ Pu) = xe€P — which means P € Auths,
x:yyeP = xeP — which means P € Safes.

The fact that Authy C Safey means that the first implication follows from the second one. This
is true because (x :: y) € P implies (x :: y) [, € P, for all u. The converse clearly also holds as
soon as P is local. And (4.31)) is obvious, since y, € X* C X*. O

u —

Example 1: Authority and availability of sheep and oil. To model sheep security, we
zoom out again and go back to the situation where Alice and Bob need to share some of their
resources. The subject type is thus S = {A, B}, the objects are from J = {sheep, oil}, and the
actions are A = {shear, cook}. The possible events in the simple form of 4.1l would thus be all
tripelﬁs from A x J x S. But since Alice and Bob will not shear the oil or cook the sheep, we
tak

Y = {shear sheep,, cook oilg}.

4See the remark about Standard and refined T types in Sec. .1.1] The X type used here is in a refined form of
@.2).
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Consider the following properties of Alice’s and Bob’s interactions:

Either = shear sheep) U cook oilp, (4.32)
Alternate = (shear sheep, :: cook oilg)”, (4.33)
Finish = {shear sheep,, cook oilg}" :: shear sheep, :: cook oilp. (4.34)

These properties provide counterexamples for the converses of the claims of Prop.
e (4.32) Either € Safes \ (Auths U Loc);
e (4.33) Alternate, € Livey,, and Alternateg € Lives,, but Alternate ¢ Lives;

) (m Finish € Livez N Availz.

Example 2: Authorization and availability of elevator. To model the security of the eleva-
tor, we consider the events from the point of view of the subjects, i.e., in the form

2 = IXAXS = {(i),,(i), |i€elues)
where

e J ={0,1,2,...,n} are the objects again: the floors of the building (denoted by variables
X0 X15 -+ 1)5

e A = {(-),(—)} are the actions: “call/go” and “arrive”, respectively;
e S = {A, B} are the subjects: Alice and Bob (denoted by variables Yy, Y1, . .).
A history is now in the form
({(x0 )y, {x1 )y, (X2)y, (X0 )y, (X0)y, -+ )

meaning that Y| calls to xq, Y; calls to x;, Y, arrives to x,, Y, calls to x, again, Y, arrives to
Xo ... . The dependability properties (which required that the elevator should only go where
called, and that it should eventually go where called) are now refined to

e authorization: the elevator should only take some subject to a floor if they have a clear-
ance and if they requested it, and

e availability: the elevator should eventually take every subject with a clearance for the
floor that they requested,

which generalizes Example 2 from Sec.4d.1.2]to

(i), < Ay, <), v authority
(i), <€ (iy,<3(i),. « availability

Note, however, that here we need to assume that the subject u is somehow authorized to go
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to the floor i. This is where the static resource security formalism from Chap. 3] needs to be
imported into the dynamic resource security formalisms of histories and properties. In terms of
multi-level security, the clearance assumption would be c¢f(u) > p£(i). In terms of permission
matrices, it would be (—),(—) € M,;. Writing for simplicity either of these assumptions as
the predicate C{(u, 1), the above crude idea of authorization and availability properties of the
elevator can be formalized to

AuthEley = {t €Y |VueS Viel. (4.35)
te(i), = (Claw.i) A teI(iy, <))}
AvailElev = {t €Y |VueS Viel. (4.36)

(te (D A Clad) = telD), <0,

The reason why C{(u, i) occurs on the left of the implication for authorization and on the
right for availability is that the lift should be available to u for i only if C{(u,7) holds, and u
should be authorized to go to i whenever C£(u, i) holds. Recall from Ch. [3that permissions and
clearances may be declared differently for different states of the system, which means that the
clearance predicate would be in the more general form C¢ (t, u, i), which makes it dependent on
the history t. Alice could thus have different authorizations in different historic contexts.

Example 3: Questions and answers. Suppose that Alice and Bob are having a conversation:
one asks a question, and the other one answers or asks another question. We denote the action of
asking a question by "?", and the action of answering a question by "!". To distinguish between
different questions, and to identify the question that can be repeated, and to bind questions and
the corresponding answers, we assume that there is a fixed set of questions J, which we take to
be a set of numbers. Thus, we have the types

e J = {0,1,2,...,n} are the questions that may be asked or answered (viewed as objects,
and denoted by variables x, xi, . .. again),

e A = {2,!} are the actions: "ask question" and "answer question", respectively; and
moreover

e S = {A, B} are the subjects: Alice and Bob (denoted by variables Yy, Yy,...),
which induce the event space in the form
2 = SxIxA = {u:i? uil| ues, i€l
with histories as sequences of events such as
(Yo:x0? Yi:x1? Yaixp! Yoixe? Yaixo!...)

which says that "Y|, asks the question xj, then Y; asks the question x;, then Y, answers the
question x,, then Y, asks x, again, then Y, answers x,", etc. Formally, such conversations
between Alice and Bob are of course similar to the operations of the elevator that they share in
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their building.

The difference is, of course, that when Alice calls the elevator, she usually wants to use the
service herself; whereas when she asks a question, then she usually expects Bob to provide an
answer. This leads to the following properties that may be required in a formal conversation or
perhaps interrogation:

e all answers questioned: an answer should only be given for a question previously asked
by someone, and

e all questions answered: every question that was asked will eventually be answered by
someone.

Questions and answers in a conversation are matched similarly like calls and services of an
elevator, but the matching is slightly more general:

w:i! C© Aw:i? <w:il, «~ answers questioned

w:i? C wu:i? < dw:il e questions answered

A clearance predicate could moreover be used to constrain who is permitted to ask which
questions, and who is permitted to answer them. A predicate in the form C{(u, i, a), meaning
that the subject u has permission to perform on the object i the action a, would thus correspond
to the declaration a € M,,; in a permission matrix M. The requirements that all answers should
be preceded by corresponding questions, and that all questions should eventually be answered,
can be refined to

AskQ = {t €Y |VueS Viel. 4.37)
(teﬂ A Clu,i, !)) — dwes. (C{f(w, i A tedw:i? < u:i!)},
AnsQ = {t €Y |VueS Viel. (4.38)

(tem A Cl(u, i, ?)) — dwes. (C{f(w,i, N A teu:i?<3w:i!)}.

The fact that AskQ does not guarantee authority and that AnsQ does not guarantee availability
points to the limitations of the presented formalizations of authority and availability as tools of
resource security. A particular way to mitigate some of these limitations is worked out in the
exercises. The general way to resolve the issue is authentication, explored in Ch. [Z,

Remark. The presented examples are meant to be simple. In some cases, they are oversim-
plified. For example, the precedence relation in 4(i) < (i) does not discharge the calls that
the elevator has responded to. Even the simplest requirements used in real elevators are signif-
icantly more complex than a textbook permits. And elevators are among the simplest systems
that need to be secured.
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4.2.3 General relativity of histories

If there are just two possible events, i.e. £ = {0, 1}, then both 0X* and 1Z* are safety properties.
But they are each other’s complements, since 0X* U 1X* = X* and 0Z* N 12* = (. Each of them
is, therefore, both a safety property and an unsafety property. Similarly, there are authorization
properties whose complements are also authorizations. If Alice is Bob’s commanding officer,
then she needs to be able to authorize him to use a weapon and advance in one situation; and
she also needs to be able to authorize him to not use the weapon and retreat in another situation.
Authorizations are not objective or absolute, but subjective and relative. On one hand, they are
relative to the subjective standpoints. In a zero-sum game, one subject’s safe position is the
other subject’s unsafe position, and vice versa. On the other hand, they are relative to security
contexts, e.g., in an evolving conflict where Alice may need to modify Bob’s authorizations.
Within each subject’s frame of preferences, different situations induce different authorities.

Formal models, scientific methods, and general relativity are needed not only in astronomy
but also in security — to protect us from intuitions that the Earth is flat and that authority is
absolute.

Conflicting availability requirements are even more common, and occasionally more subtle,
than the conflicting authority claims. If both Alice and Bob need water, but the fountain cannot
serve both at the same time, then the fountain may be alive but not available to either of them.
The concept of availability evolved to characterize such situations. It signals opportunities for
attacks on shared resources, whereby Bob may use the fountain just to deny it to Alice. Other
such attacks are described in the next section.

4.3 Denial-of-Service

Although liveness is not a security property and is generally not a matter of conflict, Alice
and Bob may pursue different good stuff (actions) that they want to happen. If each of them
pursues different good stuff (actions), and Alice’s good stuff (actions) preclude Bob’s good stuff
(actions), then a system that is alive for Alice will be dead for Bob.

If, moreover, Alice’s liveness property happens to be availability, so that every subject can
secure it on their own, then Alice can make her good stuff (actions) happen, which then means
that Bob’s opposite good stuff (actions) will not happen. In such situations, we say that Alice
has launched a Denial-of-Service (DoS) attack against Bob.

In general, a DoS phenomenon occurs when both a property P and its complement —P are
liveness properties, and a history that is alive in one sense must be dead in another sense.
When the property —P is moreover available for some subjects, then those subjects can cause
a Denial-of-Service P.

Example 3 again: More questions and answers. One thing we didn’t mention so far is
Alice’s and Bob’s ages. They are, in fact, 2 years old. They learned to speak very recently, and
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they are trying to learn the rules of conversation. While Alice believes that all questions should
be answered, Bob’s standpoint is that all answers should be questioned.

For Alice, a conversation is alive only when every question can be answered by someone. That
is when Alice’s requirement is a liveness property. It is, moreover, an availability property when
everyone knows answers to all questions. Only then can anyone satisfy Alice’s requirement.

Bob’s view is, on the other hand, that a conversation is only alive when there are some unan-
swered questions. Bob’s requirement is also a liveness property whenever, for any question,
there is someone who is permitted to ask it. If, moreover, everyone is permitted to ask any
question, then Bob’s requirement is even an availability property.

Formally, Alice’s requirement is thus Service, = AnsQ, whereas Bob’s requirement is oppo-
site: Serviceg = —AnsQ.

On the other hand, using (4.38)]) and the definitions in the sections preceding it, it can be proven
that

YieladweS. Cl(w,i,!)) = AnsQ € Live,
YielV¥weS. Ct(w,i,!)) = AnsQ € Avalil,
YieldweS. Clw,i,7) — -—AnsQ € Live,
VYielVweS.Clw,i,?7) = -AnsQ € Avalil.

If there is a particular question g € J that Bob is permitted to ask, in the sense that C{(B, g, ?)
holds true, then the property Servicey = —AnsQ is available to him, as he can extend any
history of questions t € £* to t :: (B:q?) € -AnsQ = Serviceg. Since Service, = AnsQ,
Alice has herewith been denied the service of a final answer, that she normally requires from
conversations.

If Alice is, on the other hand, permitted to answer the question g, in the sense that C€(A, g, !) is
true, then she can extend the current history to t :: (B:¢q?) :: (A:q!) € AnsQ = Service,. Now
Bob has been denied service.

Alice and Bob can continue to deny service to each other like this until one of them finds a way
to break the symmetry. For example, Alice may be able to convince their parents, Carol and
Dave, that the questions that have been answered in the past should not be asked again. Bob’s
Denial-of-Service attack will then depend on how many other questions he is permitted to ask,
i.e., for how many different i € J does he have a clearance C¢(B, i, ?). Whether he will win or
not also depends on Alice’s capability C{(A, i, !) to answer questions.

Example 4: TCP-flooding. The internet transport layer connections are established using
the Transmission Control Protocol (TCP). Its rudimentary structure, displayed on the left in
Fig. 4.3l can be construed as an extension of the basic question-answer protocol, where asking
and answering a question is followed by a final action, where the answer is accepted. In the
TCP terminology, the action of asking a question is called SYN, the action of answering it
is called SYN-ACK, and the acceptance of the answer is called ACK. Alice really likes this
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Figure 4.3: TCP: 3-way handshake and the SYN-flooding

part, as it makes the TCP connections available, by closing the question-answer sessions with
the answer acceptance. After an answer has been accepted, a TCP server establishes the TCP
network socket and releases the protocol state, i.e., forgets the question. If Bob, however, never
accepts any answer, then the TCP server has in principle to remember lots of questions, i.e.,
keeps lots of TCP protocol sessions open and, at one point, runs out of memory. That is the
SYN-flooding attack, displayed in Fig. d.3] on the right.

This basic idea of a DoS attack on the Internet is very old, almost as old as the Internet, and
there are in the meantime many methods to prevent it; but there are even more methods to
circumvent these preventions. DoS attacks are a big business, both on the Internet and in
everyday conversations between the 2-year-olds.

The theory presented so far just provides a formal model of security properties and suggests
a basic classification. The next chapter spells out the security space where this classification
turns out to be universal.
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5 Geometry of security*
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5.1 Geometry?

Geometry is the science of space. Space is the way we observe things. Our physical space
has 3 dimensions, and we usually subdivide it into cubes because we see and hear things up or
down, left or right, forward or backward. Ants observe the world by way of smells and tastes,
and their physical space is structured differently. Computers observe the world as traces of
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Figure 5.1: An observation in physical space vs an observation in cyberspace.

computations, as streams of data, as network logs, as listings of one sort or another. We have
been calling such listings histories because they have a known past and an unknown future,
separated by the present.
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5.2 Geometry of histories and properties

Observations. If we record a string of past events a = (ag a; a, -+ a,) € X", then we have
observed that our history has the property

a:zX e pI).
T 1

past  futures
This is an observation. Observations are collected in the family of basic sets

B = {auX|aecyy. (5.1)

Open observables represent possible observations of bad stuff (actions) that may happen. If
such an observation occurs, it will persist, i.e., remain open under all futures. A family O of
open observables is thus required to satisfy the following properties:

a) B C O — any observation is open;

b) XCO = |JX € O — any set of open observables corresponds to a possible observa-
tion, i.e., to an open observable;

c) UVeO = UnYV eO— any finite set of open observables can be observed together
as a single open observable.

The set of observables O thus has to contain 8B, and all unions of the elements of 8. It follows
that

O ={UepX|xeUAxCy = ye U}, (5.2)

because U € QX" satisfies x € UAX Ty = y € U if and only if it also satisfies
U=fa: X CU|ace X} Itiseasy to see that O from (5.2) also satisfies () since already
B is closed under N. According to (5.2), the observables U € O are thus the upper-closed sets
under the prefix order C. This captures that they are open into all futures.

Closed observables represent observations that bad stuff (actions) has not happened so far;
i.e., they are the complements F = —U of open observables U € O. Since for x C y the

implicationx € U = y € U isequivalent withy ¢ U = x ¢ U, it follows that the family
of closed observables must be in the form

F = [FepX'|XCyAyeF = xeF}. (5.3)

The closed observables are thus the lower-closed sets under the prefix ordering. This captures
that they are closed under the past: if bad stuff (actions) did not happen now, then that statement
was also true at any moment in the past.
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Dense observables are those that always remain possible: an observable is dense if it must
be observed eventually, after any future-open observation. Each of the three previously de-
fined families of properties can be used to characterize dense properties, which leads to three
equivalent characterizations:

D = [DepE’) |YaecT.Dn(a:: ") # 0) (5.4)
DepE) |VU€O.DNU=0 = U =0)

= [DepE) IVFeF.DCF = F=1")

Dense observations are used to characterize the nice stuff (actions) that is required to eventually
happen. The third characterization says that if nice stuff (actions) is not bad, then nothing is
bad; i.e., if a dense property is past-closed, then it contains all histories. The definition is then
relativized to any ¥ C X" as

Dy = [Dep(Y)|VFeF.DCF = Y CF)}. (5.5)

5.3 Geometry of safety and liveness

Proposition 5.1. A history is
a) safe if and only if it is closed: Safe = F

b) alive if and only if it is dense: Live = D

(b)

. . (@)
Proof. By inspection of (£.12) — (3.3) and @.13) < (B.4). O

Corollary 5.2. Any property X C X* factors through the induced lower set VX = {y C x € X}

X ¢ > XF
Dyyx F
Liveyy Safe
VX

The set VX C X* is closed in the sense of (3.3) and X C VX is dense in the sense (3.4).

Requirements are future-open properties. Positive properties, e.g., in the form b < ¢, can
be expressed as unions of basic properties, e.g.

b<c = LJX::Z?::y::c::Z’k € O

X,yexr*
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and thus, remain open. Further properties can be expressed as finite intersections of those, e.g.

bop<by<---b, = by<bnNnby<by,N---b,_1 <b, € O.

Constraints are past-closed because they correspond to negative requirements, e.g.,

ﬂ—ui!<i? € F because Ui!<i? e O

i€l i€l

This explains why safety properties from Sec. 4.1.2] often occur as negative requirements.

5.4 Geometry of security

Security problems arise from conflicting goals: what is good for me is bad for you, and vice
versa. We discussed in Sec. 4.2.1] that they also arise from different standpoints, local observ-
ability, and hiding: I can deceive you if there is something that I see and you do not. Burglary,

Figure 5.2: Global observer: Figure 5.3: Local observers:
“I think, therefore I exist.” relativistic frames of reference

as an attack on physical security, is more likely to succeed if there is no one home to see
it. Cybersecurity often requires reconciling Alice’s and Bob’s views of transaction histories.
National security also requires reconciling different views of history. Behind every security
problem, there are different views of some space of histories.

The difference between cyber security and physical security is the difference between the un-
derlying geometries. Physical security is based on physical distances and velocities: animals
prevent attacks from predators by maintaining a distance that allows them to outrun the at-
tacker. Cybersecurity is not based on outrunning the attacker because the concept of distance is
unreliable in cyberspace, as many copies of a message travel in parallel. If the implementation
details of network services are abstracted away, then every two nodes in cyberspace look like
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Figure 5.4: Linking and separating frames of reference in physical space and in cyberspace

neighbors because the underlying networks, in principle, do their best to route traffic as fast as
possible. This geometrieculiarity of cyberspace, as a space where every two points are at the
same negligible distancdl, is the source of many cybersecurity problems.

5.5 Locality and cylinders

In Sec.[4.2.2] we analyzed how authority and availability can be construed as localized versions
of safety and liveness. Here we spell out the geometric meaning of that observation. It is based
on interpreting the purge operations I',: £* — X' (4.18)) as spatial projections, that reduce global
histories to local views. Instantiating the cylinder localizations from Sec.[3]in the Appendix to
the family of views V = {[,: £ — X' | u € S}, the task of localizing security properties boils
down to determining how well they are approximated by the corresponding cylinders, which
are the local, subjective views.

Lemma 5.3. A property is localized in the sense of Def. if and only if it is external cylindric
in the sense of Def.|[A 1lin the Prerequisites:

Loc = ExCyl

Proof. We prove that the localization Y from Def. @3lis the special case of cylindrification [Y]
from Def. [A.T}

Y = ylvueSyle¥) = [(Jylyhe¥) = [|ww® = (Y]

ues ues

HenceLoc = {Y e 9(Z) | Y =Y} = {Y € 9(T*) | Y = [Y]} = ExCyl. 0

'In terms of a disc, as a set of points bounded by circle, as a set of points at equal distances from a center,
cyberspace can be viewed as a disc whose center is everywhere, and whose bounding circle is nowhere. That
very same geometric property was often proposed as the defining characteristic of God. The proposal is said
to have originated from Hermes Trismegistos, but it was also repeated e.g., by Voltaire.
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5.6 Geometry of authority and availability

Proposition 5.4. A history is
a) authorized if and only if it is closed and cylindric:

Auth = (P =) |PeF AP =[P]} = [F]

b) available only if its cylindrification is dense:

Avail C {Pe@E) | [PleD) = [D]

Proof. (a) follows from (4.30) and Lemmal[3.3] (b) follows from (#.23). 0O

Corollary 5.5. The closure operator V][] : 9(X*) — ©(X*) factors any property X C X*
through its cylindric closure V[ X] ={yC x| Yu € S. x [,€ X}

*
X ¢ > X
N A
h g T

AN e
AN _— s
N Avail e Auth

\\\& >\§ L

VX — V[X]

where Auth is the set of close cylindric sets [VX] C X*, whereas Avalil is the set of dense
cylindric sets X C [VX].

Remark. The closure V[ X] is obtained by sending X through ¢(X*) i, ") AR PE),
which is the composite of the lower closure operator V from Prerequisites 2 ), instantiated to
the space of histories, and the cylinder closure operator [—] from Prerequisites 3I(6)). It is easy
to check that [VX] = V[XT].

5.7 Normal decompositions of properties

Corollaries and establish how any specified constraint X C £* can be approximated by
a safety constraint VX or by an authority constraint [VX]. This is useful because safety con-
straints and authority constraints are generally easier to implement and validate than arbitrary
constraints.

Safety-driven decompositions. The closure VX, in general, declares more histories to be
safe than intended by X. This deviation of VX from X can, however, always be corrected by
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intersecting VX with a liveness property in such a way that the intersection contains precisely
the original property X. The histories that are in VX but not in X will thus be declared safe but
not alive. This is a special case of the geometric decomposition from prerequisites section 2] of
arbitrary sets into closed and dense sets.

Proposition 5.6. Any property can be expressed as an intersection of a safety property and a
liveness property:

X = VX N (XU-VX).

Proof. Recalling that in the space X* of traces the closure is VX = {y C x € X}, we have

X U-=VX
Live
D
X ———= VX NXU-VX) X
?
Safe
VX

Example 1: sheep life. If Alice wants to shear her sheep at most once every year, and only
to use meat in the end, the requirement might be

SheepLife = MilkWoolMeat N MilkMeatWoolAnnual — where
MilkWoolMeat = {milk, wool}" :: meat
MilkMeatWoolAnnual = {milk, meat}* U [ milkmilk ... milk wool] :: MilkWool Annual

365 times

The normal decomposition is then
SheepLife = VSheepLife N (SheepLife U ANoSheepLife)
where

e VSheepLife consists of all histories where sheep’s wool is only ever used after 365 con-
secutive milkings, and where sheep’s meat is only ever used at the end, after which there
are no further events; and

e ANoSheepLife = —VSheepLife consists of all histories where the rules of VSheepLife
are broken.
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Remark. Note that the liveness part of the SheepLife decomposition is thus unsafe, whereas
the safety part of the decomposition is not alive. It is, of course, reasonable to expect this.
Yet, when the liveness part and the safety part are tested independently, this sometimes causes
problems.

Authority-driven property decompositions. The cylinder closure [VX] in Corollary 5.3]is
the smallest authorization property containing all histories from a given X C X*. If a security
designer wants to make sure that all histories contained in X are authorized, he will thus use
[VX]. Some of the histories authorized in [VX] may not be in X; but they can be eliminated as
unavailable, by intersecting [VX] with an availability property, as spelled out in Prop.[5.7. The
desired property X now remains as the set of precisely those histories that are both authorized
and available, just like it remained as the set of histories that are both safe and alive in the
safety-driven decomposition above.

Proposition 5.7. Any property can be expressed as an intersection of authorization and avail-
ability:

X = [VXInXU-=[VX]).

Proof. Recalling that the cylinder closure is [VX] = {y e X* |Ix e X Vu € S.y [ ,C x [,}, and
expanding the diagram from Corollary [5.5] we have

XU-=[VX]

Avail

+

X = [VXINn (X U-=[VX]) Py

T

Auth

L

vxi.

Availability-driven decomposition. The decomposition in Prop. [5.7]is authority-driven be-
cause it is obtained by embedding the desired property X into the smallest authorization prop-
erty [VX] that contains it. One of the equivalent logical forms of authority derived in Sec.4.2.2]
was

Vxze€X'. x¢F AxCz = JueS.zN,¢F, (5.6)

It says that any unauthorized event will be observed by someone, independently on others. No
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cooperation is needed. On the other hand, the corresponding availability property

VxeX Vues azez*.(xru;zru A zeD) (5.7)

says that in any situation there is a future for all together. More precisely, it says that Alice on
her own can find y, such that x [4:: y4 is in D,; and Bob can find yz on his own, such that
X [g:: yp is in Dp; but they must come together to find z € D such that z [4= X [4:: y4 and
Z I'p= X [g:: yp. Finding such z requires scheduling local histories. This requires cooperation.

A strong availability requirement, strengthening (3.7) so that the required actions can be real-
ized by individual subjects with no need for cooperation, is

VxeX'VzeX due S.(x ez, = z¢€ D) (5.8)

saying there is someone for whom a future is available independently of others.

Proposition 5.8. Any property can be expressed as a union of a strong availability and an
authority breach:

X = (AX) U (X n=(AX)) (5.9)

Proof. The largest strong availability property contained in X is

AX) = {ylTueS.yneX,>yeAX) = [ JlylyneX,=>yeAX) =
ues

Uu*u* (AX) = —[V-X]

ues

Since Prop.[5.7lgives =X = [V-X] N (=X U =[V=X]), the claim follows by taking comple-
ments on both sides. O

5.8 What did we learn about resource security?

Security properties of histories and interactions are like syntactic properties of sen-
tences. Security properties as families of trace properties are the “syntactic types” of the
“language” of network interactions. A correctly typed security policy is like a syntactically
well-formed sentence in this language. A syntactically incorrect sentence surely does not con-
vey the intended meaning. But syntactic correctness does not guarantee that it does. An au-
thorization policy that is not expressed in terms of an authorization property surely does not
implement the desired authority; but an authorization policy expressed in a sound authority
property does not guarantee the desired security effects. The meaning of a sentence, a program,
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or a protocol is up to the designer. The science of security only provides the tools to achieve
the desired goals, just like the syntax of a language facilitates communication — but does not
create the content to be communicated.

The geometric view allows us to express any set as an intersection of a closed and a dense set.
Since safety and liveness properties of computations turn out to be past-closed and dense sets,
any property of computations X can thus be approximated by a safety property, and precisely
recovered by intersecting that safety property with a liveness property.

In cyberspace, the authority properties turn out to be past-closed cylindric sets, whereas the
availability properties are the sets whose cylindrifications are dense. Therefore, any resource
security property can be approximated by an authority property, and precisely recovered by
intersecting it with an availability property.

In this chapter, we formalized arbitrary, often complex, resource security requirements and
decomposed them into normal forms. Verifying whether security requirements are satisfied
can thus be simplified to standardized tests. In the next chapter, we shall see how non-local
properties, that cannot be tested locally at all, can be established and assured through non-local
interactions.
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6 Relational channels and
noninterference
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6.1 Networks and channels

6.1.1 Networks

We live in networks. Our computers and devices are connected to electronic networks, our
friends and families to social networks, our species to biological networks, and so on. The
resources studied so far are the nodes of the various networks that we live in. The channels
studied in this chapter are the network links.

A network is an abstraction of space. It abstracts away the irrelevant features of space and
displays some features of interest as network nodes. The network links present the connections
or relations between the nodes. Fig. shows a physical space (the City of London) on the
top, a network of interest (the London Underground) at the bottom, and the two projected over
each other in the middle. The network nodes are the tube stations, whereas the network links are
the railway connections between them. The traffic channels are realized by the trains traveling
over the network links. They input the passengers who enter and output the passengers who
exit. The passengers may enter through many entrances, but at each entrance, they enter one
after the other. For simplicity, we assume that they all enter in a sequence (since that will be the
case in most examples of interest here). But different passengers travel to different destinations,
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Figure 6.1: The London Underground network is an abstraction of London



which are usually unknown. The traffic models, therefore, take into account possibilities or
probabilities. Since each passenger’s trip depends on the traffic load, corresponding to where
the other passengers are going, the traffic channels take the sequences of entering passengers
at the input but single exits at the output, taking into account all passengers that may possibly
exit there, and even assigning the probabilities to each of them, if known. The fact that all
passengers eventually exit the network is recovered by accumulating the sequences of single-
exit outputs.

We first focus on modeling a single channel and then expand the view to networks with many
channels and the protocols regulating the network traffic. The individual model is formalized
in Sec. and the cumulative view in Sec.

6.1.2 Channels

Idea. Channels transmit what we know, what we have, or what we are. Most organisms are
equipped with senses to recognize each other and to display their traits to each other. The
senses are the basic channels. Traffic channels transmit what we have, and communication
channels transmit what we know. Our first communication channels were the body gestures
and the speech. To be communicable, data must be encoded in a language. Communication
channels transmit codes and languages. They are the content that the channels transmit.

Channels are the media that transmit content. An electronic channel can be a copper wire that
conducts electronic signals between two nodes in a circuit. The copper wire is the medium that
carries the communication channel. The radio waves are the medium that carries the content
of radio channels. Radio channels carry the radio communications. Physicists used to think
that the radio waves were carried by a specific medium, the ether, but the theory of relativity
established that the only carrier of radio waves and light was the space itself. The theory of
relativity says that space is a channel and that information cannot travel through it faster than
light. All channels transmit information and can be used for communication. A communication
channel can be implemented on top of a radio channel, or a copper wire, or even the English
Channel as the medium. A social channel can be implemented on top of a communication
channel. There are layers and layers of channels, implemented on top of each other, but the
basic picture of each of them is always the same.

Channel as a history-sensitive function. A channel is a function that inputs histories.
While an ordinary function is in the form X — VY, a channel is in the form X* — Y, where X*
is the type of strings of events from X, representing histories. (See Prerequisite [Il) A channel
is thus a history-sensitive function. The other way around, a function is a memoryless channel,
meaning that its output only depends on the most recent event, and not on the memory of earlier
events.
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6.1.3 Possibilistic channels

Subsets and relations. A relation is a function in the form X — @Y, where .Y = {Y C Y}
is the set of subsets of Y, its powerset. A relation is thus a function that may output multiple
values, or nothing. A function is a single-valued, total relation. The bijection Y = {0, 1}Y,
i.e., the correspondence

Yepy
T 0500 where [y], =1 & yeY (6.1)
induces the bijective correspondence
r: X - oYy
where [xF, y]|=1 < yer, (6.2)

[- + -]: XxY — {0, 1}

A subset Y of Y can thus be viewed as a 01-vector [ — |, € {0, 1}, whereas a relation r from X
to Y can be viewed as a O1-matrix [ — +, =] € {0, 1},

Function view. A possibilistic (or relational) channel is a binary relation between strings of
inputs from X and outputs in Y. They can be viewed as functions f: X* — @Y, mapping the
input histories x = (xgx; ... x, ) to the sets of possible outputs fy C Y.

Matrix view. According to (6.1)), the output subsets can be equivalently viewed as functions
to the set {0, 1}. According to (6.2)), the functions f: X* — @Y can be equivalently viewed as
the matrices [ — +, —]: X* XY — {0, 1} whose entries are the sequents [xox; . ..x, -7 y]. The
bijective correspondence in (6.2)) is thus instantiated to

f: X" > oY
[— I—f—]:X+><M—>{0,1}

where [xoX1 ... X, Fr Y] = fior. ) (6.3)

When the channel name f is clear from the context, we elide it and write [xox; ... x, F y], or
more succinctly as [x F y] = fx(y) for x = (xx; ... x,).

Special case: deterministic channels. A deterministic channel is a relational channel f
where the inputs determine unique outputs, which means that f; C Y is either a singleton {y} or
the empty set (). A deterministic channel is, therefore, in the form f: X* — YW1, where 1 = {0}
and W is the disjoint union. It can be viewed as the partial function f: X* — Y, considered
undefined when the output is empty. The empty output must be allowed if computable channels
are to be taken into account, since computations may search infinitely long and not return any
output.

Special case: memoryless channel. While a channel is a history-sensitive function, a
function is a memoryless channel, whose output only depends on the most recent input, i.e.

fxoxl...x,, = fx,,- (64)
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Examples. The English Channel links the North Sea and the Atlantic Ocean. It is a determinis-
tic channel, because the same ships that enter eventually exit, except those that sink. A channel
for land traffic can be a freeway between two cities or a railway line between two stations. The
sequence of cars (xox; ...x, ) that enters the freeway in the city X is generally different from
the set of cars Y = {yg, y1, ..., ¥} that may exit in the city Y, since some cars that entered go
to other cities, and some that exit come from other cities. The set Y is not ordered because
its elements are the cars that may exit at a given moment. Below we introduce an equivalent
relational channel formalism, which also displays the sequence of outputs on a given sequence
of inputs. The relation [xox; ...x, F y] means that the car y may exit the freeway after the
sequence of inputs ( xpxg ... x, ).

6.1.4 Possibilistic channel types and structure

6.1.4.1 Cumulative channels

Chatbots as channels. A chatbot inputs prompts as sequences of wordd] and outputs the
corresponding responses, which are also sequences of words. But the crucial point is that it
does not generate the response all at once. It first guesses the most likely first word of the
response, which it then adds to the context and guesses the most likely next word, and so
on. So the chatbot, in principle, inputs sequences of words and outputs words, one at a time.
Although some words are more likely than others, taking into account just which words y € Y
are possible as continuations of the contexts x € X* gives a channel X* — @Y. Later, in
Ch. 8L we will spell out tools that will allow us to take into account the different probabilities
of different words in the same context. In any case, a chatbot is a channel. But taking just a
single word of the chatbot output into account provides a poor picture of its performance. The
miracle of language is that the single words that we say form sentences; and that sentences
form stories, and conversations. The chatbot miracle boils down to accumulating the single
word outputs of the channel X* — ¢V and presenting it in the form X* — @Y*, mapping the
prompts as contexts to the sequences of words that are its responses. This is the cumulative
form of the channel.

Accumulating and projecting strings. The string constructors given in Prerequisites [I] in-

duce the bijection
)

/_\‘
X xX = Xt 6.5)
~_

(past, last)

They actually partition words into fokens, and also take punctuation into account, also as tokens. Here, it only
matters that the contexts are sequences. It does not matter whether they are sequences of words or sequences
of tokens. For simplicity, we ignore the difference.
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where

past(x; xo ... X1 X%,) = (X1X2...%,1),

last(x; Xy ... X1 X)) = Xy
The condition in (6.4)) can now be written in the form

fx = flast(x)-

A channel f is thus memoryless if and only if the following diagram commutes

X+

lasi \

X oY (6.6)
(_)I /

X+

with the embedding (-): X »>» X* from Prerequisites [Ti{2).

Accumulating and projecting channels. The string constructors given in Prerequisites [1]
induce the maps
)"
(X - oyl (X - oy (6.7)
K_/

(=)«
where f: X* - @Y and g: X* — @Y* are mapped to

£0=1{0) w0 if g(x) € {0}
frxa)= X f(xa) 8 = Vlast(e(x))  otherwise

where the concatenation (::) and the projection last are extended from elements to subsets

v xyD y v 2y
PY* x @yﬂ Y pY* i Y

along the direct images so that

&) fxua)={y=blyefx),be f(x:a) last (g(x)) = {last(y) |y € g(x)}

It is easy to verify that (f*), = f always holds, whereas (g.)* = g holds if and only if g preserves
the list lengths.
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Sequent notation for cumulative channels. To capture correspondence (6.7), the notation
from Sec. [6.1.2]extends to

[X0... % Fyo...vu] = [x0Fyo]:[xox1 Fy1]- [xox1x2 Fya] - [x0... % Fy,] (6.8)

6.1.4.2 Continuous channels

. . U .
Definition 6.1. A continuous (possibilistic) channel is a function y: 9 X* — ©Y* which pre-
serves all unions and maps finite sets to finite sets:

y(Ju) = [Jrwy  and  y(ix) = {yiya vl (6.9)

UelU

Channel continuation and restriction. The bijection between the cumulative channels
g: X* = @Y and the continuous channels y: QX* N ©Y* is in the form

(X >py) = lpx - oy (6.10)

where the transformations

XSy A
S pX > 97 6.11)
XSy X = oY
define
g = Jew 74 () =7 ((x))
xeU

Sequent notation for continuous channels. To capture correspondence (6.10), the sequent
notation is further extended from (6.8) to U € pX* and V € 9.Y*

Urv] = \/[xry] (6.12)

xeU
yev

6.1.4.3 Overt and covert channels
An overt channel is provided to serve an overtly specified intent. For example, a phone is an

overt channel for conversations. The security checkpoint at the airport is an overt channel for
passengers.
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A covert channel is, on the other hand, used covertly and against the specified intent. For
example, the phone can be used as a covert channel if Alice and Bob establish a secret code
to transmit a confidential message. Say, if Alice calls at midnight and hangs up as soon as
Bob picks up, the message means that Bob should leave the front door open. While the overt
constraint for security checkpoints is that no more than 3.4 oz of liquid should be permitted into
the secure area, Alice and Bob can establish a covert channel by pooling their 3.4 oz containers
together, to transmit 6.8 oz liquid into the secure area.

While overt channels can be unsafe, the purpose of channel security is to prevent covert chan-
nels.

6.2 Channel safety and inference

6.2.1 Observation and inference in overt channels

Channels are often used to model causation. A channel of type X* — @Y is then thought of as
a process of observing the effects of type Y caused by sequences of events of type X. Typically,
the input causes in X are unobservable, and the task is to infer information about them from
the output effects in Y. For example, a microscope and a telescope are such channels, making
the invisible visible. Galileo’s telescope is in Fig.[6.2] together with Newton’s cradle, which is
a channel displaying the invisible transmission of force along a sequence of adjacent stationary
metal balls. Most scientific instruments are channels that transform unobservable inputs into
observable outputs. They are black boxes enclosing causations. The question: “What can be
inferred about the unobservable causes of this observed effect?” — becomes the problem of
channel decoding:

What can be inferred about the channel inputs from the channel outputs?

This makes a channel into the principal tool of inductive inference. and the cumulative chan-
nels from Sec. [6.1.4.1linto a rudimentary model of empiric induction [40].

6.2.2 Inverse channels

If a relational channel g: X* — @JY* maps causal contexts x € X* to sets of their possible
effects fy C Y*, then the task of deriving causes from effects, i.e., channel inputs from its
outputs requires that we construct the inverse channel g: Y* — @X* defined as

gy = (xeX'|yegd

Given in the matrix form, the inverse of the relational channel [ — +, —|: X* x Y* — {0, 1} is
just

[yrex] = [xFgyl]
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Figure 6.2: A channel transmits (Unobservable causes)” — (Observable effects)

6.2.3 Unsafe channels

Based on the black boxes of causation, inductive inference is always hypothetical. The claim
that a sequence of events xox . . . X, causes the event y means that the correlation [xox; . .. x, F y]
has been frequently observed on the input and the output of a channel black box. Such a claim
can never be definitely proven, since further observations may always disprove it. It is accepted
as inductively validated only until it is disproven.

History of science is the history of disproven hypotheses, stated as channel correlations
[xox1 ... x, F Y]

Fig.l6.3|shows the diagram illustrating the hypothesis that the properties y of a person’s mind are
correlated with the shapes xy, xi, ..., x,, of their skull. The claim was that the scull provides an
overt channel into the human mind. This hypothesis, which went under the name phrenology,
was conveniently viewed as true by many people through the XIX century. Although disproved
early on, it continued to be attractive for the same reason for which many people still follow
predictions of their horoscopes. The human mind is an ongoing quest for unobservable causes
of everything we observe. When we cannot find some likely causal explanations supported by
experience, we contrive them. We are primed to think in terms of causal channels [x + y], and
we construct them, no matter what.
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Figure 6.3: Phrenological map of human mind

Chatbots are primed to answer questions, and when they cannot find some likely answers sup-
ported by their training datasets, they contrive them. Their artificial mind is an ongoing process
of generation for which the underlying language models are trained. They are required to ex-
trapolate the given context and generate a response to every prompt no matter what. Hence the
phenomenon of chatbots’ hallucinations. A hallucinating chatbot is unsafe because a contrived
correlation [x F y] of your prompt x and the chatbot’s response y may cause bad stuff to happen.
In general, a channel is unsafe when it outputs observables y that are correlated with the inputs
x by flawed inferences or superstitions [50, Ch. 4].

6.3 Channel security and interference

Security problems arise from sharing goals, views, or resources; or rather from not sharing.
Alice wants to do this, and Bob wants to do that, and they cannot do both. Or they both
need the same thing, but only one can have it. A channel can be viewed as a resource, a tool
for acquiring or transmitting information. Alice may need to protect her private information
transmitted by the shared channel. To circumvent the protections, Bob may construct a covert
channel within the overt channel shared with Alice. Alice’s private information then covertly
leaks to Bob through a channel within a channel.

Idea of interference. If Alice is using a channel on her own and no one else needs it, there
are no security problems with it. Channel security problems arise when Alice and Bob share a
channel. Each of them enters their inputs and observes their outputs. The channel f: X* —» Y
receives the inputs as they are entered, and its input histories are the shuffles of Alice’s inputs
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with Bob’s inputs, say
B.B.B B
x = (X xSxfxbxixt...)

After each of Alice’s inputs, the channel produces an output for Alice; after each of Bob’s
inputs, it produces an output for Bob. Although each of them only observes their own outputs,
Bob’s output y# = f(x{x4x5) depends not only on his input x5 but also on Alice’s inputs x; and
x4 Therefore, Bob’s input x5 may cause the output y® in Alice’s context xj x|, but it may cause
a different output y° if Alice enters a different context EQE’?. When that happens, we say that
the private inputs interfere in the shared channel. Interference is the main problem of channel
security. Bob cannot directly derive Alice’s inputs x{x{ or }’3}’? from his outputs y? and y°,
but he can derive that Alice has entered different inputs. That is one bit of information about
Alice’s inputs. If the inputs are 0 or 1, then there are just 4 possible inputs xjx!'. If Bob can get
2 bits of information about Alice’s inputs, he can guess them.

In this section, we formalize the security problem of interference. In the next section, we
characterize the security requirement of noninterference.

6.3.1 Example: Elevator as a shared channel

The elevator in Fig. inputs the calls to the floors 0, 1, up to n represented as the events of
type
X = [¢iylo<izal
It outputs the services
Y = {(~i),(6i)|0<i<n}
where
e (i) means: "The elevator comes to floor i", whereas

e (i) means: "The elevator is already on floor i".

. c .. l . .
The elevator can be viewed as a deterministic channel X* —> Y realized by the state machine
in Fig. Note that it is assumed that the outputs are produced both at each transition and at
each state

Sharing the elevator. If Alice and Bob share the elevator, then each of them calls it separately.
For simplicity, we assume that they also receive separate service. For example, Alice calls it
to the ground floor 0 by pushing the input (0),. When the elevator arrives, Alice observes
(~0)4. To go to floor 1, Alice then enters ( 1 ),. Then Bob may call the elevator down again

2This mixture of Moore and Mealy machine outputs can be reduced to either paradigm using the usual translation
between the two.
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delete xo,xzm

(2),0),€0),(3).(1)... X (2),(%0),(00),(v>3),(+1)...

x:=[xp<---<xg] - >
@ output
call stack

input

Figure 6.4: Elevator channel

by (0 ). We do not distinguish the calls from inside the cabin from the calls to the cabin. To
capture sharing, we now need to distinguish Alice’s actions from Bob’s actions, which doubles
the input and output types:

Xs {(ida10<i<nf+ {(i)10<i<n = XxS
Y= {(wi)s.(0i), 10<i<nf + {(wi)p. (0 [0<i<n)  =Yx§
For a subject S € S
o (i) means: "Subject observes that the elevator comes to floor 0", whereas
e (Oi)s means: "Subject observes that elevator is already on floor i".

Channel interference in the elevator. When a subject calls the elevator, they observe
whether the elevator is already there or not. If Alice and Bob are the only users then each
of them will know where the other has left the elevator. If Alice arrives home and leaves the

@(ﬂ)/(@n)

(1)/(ol)

(1)/(~1)] [(0)/(~0)

<0>/(®0)

Figure 6.5: The state machine view of the elevator
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elevator on floor 1, Bob will know that she is home or not by calling the elevator. E.g. if he en-
ters a call to floor 1, he may observe two different outputs, depending on the history of Alice’s
earlier action:

X" - Y
(0)a(1)p > (wl)g
(Da(l)p > (Ol)g

Alice’s use of the elevator thus interferes with Bob’s use.

6.3.2 Sharing

6.3.2.1 Shared world

In the preceding chapters, the world has been presented in terms of histories x € X* as sequences
of events from a set partitioned into disjoint unions

Z:UZ“:UZI':UZ“

ues i€J acA

where the events X, were performed by a subject u, the events Z; were performed on the object
i, and the events £, were all occurrences of the action a, performed by all subjects on all objects.
In each case, the parts X, strictly localize the events at the subject, object, action, or level v. The
strictness meant that Alice’s local events X, are disjoint from Bob’s local events . But if the
clearances need to be taken into account, then the subjects at the same clearance level should
be able to observe and enact the same events. And even if they don’t have the same clearance
level, there are often events for which multiple subjects are cleared, and their general localities
are not disjoint.

General localities. The world is presented as histories x € X*, the sequences of events x € X.
But some events happen here, other events there. Alice and Bob may be able to observe what is
happening here, but not there. The localities “here” and “there” may be presented as network
nodes. The events from X may be localized on a network. To formalize this, we consider a
lattice L of clearance levels, viewed as general localities, like in Sec. 3.3.1l In general, they
are partially ordered, in the sense that a house is contained in a city, the city is contained in a
country, so the lattice L then contains the chain house<city<country. But the order is partial
because, say, a blue house and a red house, are not contained in each other. Alice may, however,
have access to both houses, and the lattice L. must contain the clearance level blue house V red
house to assign it to Alice. If Carol has access to the whole city and Bob only to the blue house,
then their clearance levels are cf(B) < cf(A) < cf(C). To capture channel sharing, the subjects
from S and the events from X are assigned clearances by the maps

pt: X —->L cl:S—->L
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Clearance types. Alice is cleared to enter an input x if its locality pf(x) is below Alice’s
clearance level c¢£(A). The clearance relation (<) C X X S is defined

(xocd) = (ptx) <cl@). (6.13)
The events and actions for which Alice is cleared are collected in
Xy = (xeX|xox AL (6.14)

This is Alice’s clearance type. The family of clearance types {X, | u € S} is generally not a
partition of X, since its elements may have nonempty intersections, and may not cover X. This
is in contrast with the partitions {X, | u € S} of general events X in Sec. 4.2.11

Worldviews. Alice’s worldview is the set X7, of all histories from her clearance type X4. The
general histories x € X* are purged of events outside Alice’s clearance type along the general
purge channel [, : X* — X, defined

()Ta=() (6.15)

(xT4) otherwise

(X i u)fa= {(X fa) iu ifuccA

The local history x 4 is Alice’s view of a global history x.

Local states of the world. If Alice observes a local history x4 € X, then she knows that
any of the global histories x € X* such that x 4= x4 could have taken place. Alice’s state of
the world is the set of global histories consistent with her local view. Such derivations from her
local views induce Alice’s state of the world channel St = {: X% — ©X* defined

Sty (X) = {1 X Ta= X4 (6.16)

0 otherwise

It is easy to see that this is the inverse (in the sense of Sec.[6.2.2)) of Alice’s worldview channel,
i.e., St = [. Equivalently, using correspondence (6.3)), Alice’s local state of the world can also
be written in the matrix form [ — F —]: X} x X* — {0, 1} with the entries

[x4 FX] = Sty (x).

6.3.2.2 Shared channels

Setting for sharing. A shared channel must be given with a set of subjects S, a locality lattice
L, a locality assignment p{ : X — L, and a clearance assignment c¢f : S — L, determining the
observability relation (o) defined in (6.13)).

Local channel views. Alice’s local view of the channel g: X* — @Y* is the derived channel
g*: X* — @JY* which displays the outputs induced by Alice’s inputs, and purges all outputs
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induced outside Alice’s clearance set Xy4:

¢*0 =1{0}

A .. .. : oc
gA(X::u):{g x):g(xnu) ifucA 6.17

g (x) otherwise

where g.: X* — @Y corresponds to g by (6.7).

Lemma 6.2. Alice’s local view g* of any relational channel g: X* — @M* includes all channel
outputs of her worldviews X [ 4 for every global history X:

gxly) € g'(x) (6.18)

The converse inclusion is not satisfied by all relational channels. In some cases, Alice may
learn from her local view g*(x) of a channel g more than that channel outputs in response to
her local inputs as g (x 4). That is a consequence of the interferences within some channels.
The channels where the converse inclusion of (6.18) is also valid, so that g*(x) = g (x [4), are
characterized in Prop.

6.3.2.3 Interference channels

Alice can collect information about the interferences within a channel g: X* — 9Y* by re-
peatedly entering the same input X, : X, and recording the different outputs that arise in the
different global contexts within her local state. In this way, she builds a relational channel

ng: X, — 9Y* defined as
[exo = | . (6.19)
uf4=Xy

If the channel g* is viewed, using (6.IH6.3)), as the matrix [ — kg —]: X* x Y* — {0, 1} where

[X Fea ¥] = [¥]poy = lif and only if y € g*(x), else 0, then the interference channel f ! g

becomes the matrix [ — F —]: X, x Y* — {0, 1} defined as

[Xa F y] = v [Xa F X] - [X Fer y].

xeX*

6.4 Relational noninterference

6.4.1 Ideas of covert channels and interference

The no-read-up and no-write-down requirements, that we studied in Chap. 3, assure that data
and objects can not flow through a given channel downwards, i.e., that they cannot be either
pulled down by reading, or pushed down by writing.
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But those requirements are imposed and can be tested only on the explicitly given, i.e., overt
channels. The ancient idea of the Trojan horse shows that an attacker can hide a covert channel
inside an overt channel, and transfer through it some prohibited data or objects. The profession
of smugglers mainly consists of constructing covert channels inside overt channels. The story

Figure 6.6: Trojan horse covertly channels soldiers through overt gates

of the Trojan Horse is a legend of Odysseus’ brilliant smuggling idea. The city of Troy was
a walled fortification, and the only overt channel into the city was the city gate, manned by
the guards who made sure that no arms enter the city. Odysseus built a wooden horse, large
enough to conceal a group of armed soldiers and left it in front of the gate. To the citizens,
the wooden horse looked like a work of art. An overt channel from the gods. It was actually a
covert channel for armed soldiers, but it appeared to comply with the security requirement of
the city gate because they were covert.

Noninterference assures that overt channels do not contain covert channels. When a channel
g : X* - (pY)" is shared between Alice, Bob, Carol, and others, the overt channels are the
local views g%, gz, gc,... : X* = (pY)" defined in (@I7). The security requirement is that
Alice’s local overt channel g* must not provide any information about Bob’s channel gz unless
she has a clearance cf(A) > cf(B) to see Bob’s private data. But how could g ever provide
information about g if (6.17) purges Bob’s outputs from Alice’s view? We saw an instance of
the answer (with the roles reverted) in Example While Bob’s outputs are purged from
Alice’s local view, Alice’s outputs g#(x) do not depend only on her inputs, but on the entire
global histories x, which contain everyone’s inputs. So Alice can derive information about
the global history x, including Bob’s inputs x [z, from her local observations g#(x). Such
derivations are possible when there is channel interference between Alice’s outputs and Bob’s
inputs.

How do we gain information about the input of a function from its outputs? For example, if I
know that the sum of two positive integers is x + y = 4, then I know that x must be 1, 2, or 3.
If an unknown function f over positive integers outputs the values f(x) and f(y), I may not be
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able to find what x and y are, but if f(x) # f(y), then I do know that x # y. This is 1 bit of
information about x and y. If I calculate the value of f at 0, and it turns out to be f(0) = f(x),
then I have one more bit of information about x and y. But if the function f is constant, and
f(x) = f(y) for all x,y € A, then the outputs of f provide no information about its inputs.

Suppose Alice observes a worldview x,. She wonders what is the actual state of the world
x, of which she only sees the restriction x4 = x [4. From the channel g: X* — (9Y)", she
also sees some outputs y,y’,... € g*(x) C Y*. What does y € g*(x) tell about x? Alice
can extract one bit of information about x if she can find another global extension u of her
worldview x [4= u [4 such that y ¢ g%(u), i.e., g*(x) # g*(u). Another such extension
provides another bit of information and restricts x even more. Starting from a local view x4
and testing the observable outputs g(u) for unobservable global inputs u such that u [4,= x4,
Alice gathers information about x that caused her observation g#(x) by distinguishing it from
u that cause different effects g*(u), although they are for Alice locally indistinguishable, since

U 4= X[4= Xg.

This information gathering process, where Alice keeps re-entering her local input x4 to trigger
different global inputs u with u [4= x4 and record the possibly different channel outputs g*(u),

. . . A . : .
is modeled by Alice’s interference channel f g. There is no interference or covert channels in

g if the interference channels f " g do not gather any more information than the local channels
g” display directly.

Definition 6.3. A channel g: X* — (pJY)" satisfies the noninterference requirement if for all
subjects A the interference channels output just the local views that they get overtly, i.e.

[exa) = g(xa) (6.20)

A channel f: X* — @V is said to satisfy noninterference if f*: X* — (pY)" satisfies (6.20).

6.4.2 Characterizing noninterference

The following proposition provides several equivalent characterizations of relational noninter-
ference. A useful equivalent condition is stated in terms of the complementary purge channel
ar X* — Y, defined

- ifuocA
) ta= ) (% 1) Pon= {“‘r ) ifu 621)

(X124) ::u  otherwise

Comparing this definition with (6.13) shows that this complementary purge channel keeps in
I X precisely those events from x which Alice purge operation eliminates from 4 x; and vice
versa, [ -4 purges precisely those events which [ 4 keeps.

Proposition 6.4. For every shared channel g : X* — QY* and every subject A, the following
conditions are equivalent:
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(a) g satisfies the noninterference requirement:

[axa) = gxa)

(b) forallx,y € X*

xha=yhh = g'® =gy

(c) forallx € X*

g = gxla)

(d) forall x,z € X* there is'y € X* such that

XM=yl A Yla=zla A g'x) =gy

Proof. (d)=(c): For z = (), the second conjunct of (d) is'y [-4= (), which by (6.21) and
(6.13) implies y 4= y. The first conjunct of (d) then gives X [4=y [4=y. Using this, the third
conjunct of (d) gives g*(x) = g*(y) = g*(x [4). Hence (c).

(c)=(b): Towards the implication in (b), suppose
Xfa = Yla (*b)

Using (c), it follows that
(©) D) © .
g'® = g'xh) = gt = &'w ®*)
So we have proven the implication (°*b g b*®), which is (b).
(b)=(d): For arbitrary x,z € X", set

y = (xTa):(zl-4) (6.22)

Hence X [4=y 4 and y [.o= z_4. But x [4,= y [4 implies g*(x) = g*(y) by (b). The three
conjuncts of (d) are thus satisfied by y defined as in (6.22).

(c) = (a) holds because g* (u) = g (ul,) implies

s U gt € [ st = gx)

ul 4 =X4 uf4=xa

80



(a) = (c): The inclusion one way follows from (a) by
a 6.19]
gt € Mot ) g@ 2 &'

uf4=x4

The inclusion g (x [4) € g*(x) is valid by Lemmal6.2] independently on the interference. O

6.4.3 Noninterference as invariance

Definition 6.5. A continuous channel y: 9X* — QY is said to be invariant under the opera-
tion p: PX* — PX*ify o p =, i.e., if the following diagram commutes

Y
— .
v (6.23)
”l =

P

A projector is a continuous channel p: 9X* — @X* that is invariant under itself, i.e., satisfies
pep=p.

Cumulative and single-output versions. Mapped along the bijections in (6.10) and (6.7),
diagram (6.23)) becomes

X" \gN X* \fN
. , ‘ (6.24)
X X"

Examples. Diagram (6.6) thus says that a channel f: X* — @Y is memoryless if and only if

last

o . . =) . .
it is invariant under the operation r = (/\’+ » X X*). It is easy to check that r = rorisa
projector.

Another example is noninterference. Condition (¢) from Prop.[6.4]can be summarized by piping
the outputs of the purges (6.15) from X, to all of X* and then bundling them into a projector:

X1 xs s x
{ |

AeS

X xS x

r: (X* (id,last) X% X idxsbjt X' xS Te X*)
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where [, (x,A) = x [4. Hence,

M X" » X° (6.25)
()C())C] ...x,,) [ rd ()C())C] ...x,,) rsbjt(x,l) .
In words, the global history x is projected to the local view x [4 of the subject A = sbjt(last(x))

who entered the last channel input /as#(x). It is easy to see that this is a projector, since
(xTa) T4= X 4 and hence,

. (6.26)
(N

Proposition 6.6. A channel g : X* — QY* satisfies the noninterference requirement if it is
invariant under the purge:

X*\

8
TSy 6.27
) Y (6.27)
&L* /g% p

Proof. On one hand, definition (6.17) of the local view g* gives

gx) = g™*(x) (6.28)

as sbji
where I' = (X + Lo, x 2 S) tells who entered the last input into the channel. On the other

hand, Propl6.4{c) gives

gr® = g (6.29)
It follows that g satisfies the noninterference if and only if for all x

16.29)

XX = gkxD)
i.e., if and only if g = gol, which is (6€.27). O

g (x)

It will turn out that all resource and channel security properties, that we studied in the previous
chapters, can be characterized in terms of invariants — as well as the data security properties
that we will study in the next chapters.
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7.1 Communication channels

7.1.1 What is communication?

Alice and Bob communicate by sending messages, exchanging objects, and displaying features.
Hence the three types of communication channels, transmitting the three types of security en-
tities: encoded data, physical things, and individual traits. Different channels enable different
network computations. They are programmed as protocols. They give rise to network security
problems and solutions. We need to understand communication channels in order to be able to
understand network security problems and design protocols that solve them.

Any form of traffic can be viewed as communication. If we think of London and Paris as
subjects, then the air, land, and sea between them are communication channels. The air traffic,
the shipping across the English Channel, and the trains under it, are forms of communication.

83



The main feature of communication channels is that they connect a subject that enters the
inputs on one side with a subject that extracts the outputs on the other side. The two sides,
the input interface and the output interface are also the characteristics of functions. Channels
are a special kind of functions. That is how they were defined in Sec. [6.1} as functions that
take histories as the inputs. A possibilistic (relational) channel relates each input history to a
set of possible outputs, possibly empty. A probabilistic channel assigns a probability to each
input. A communication channel can be possibilistic, or probabilistic, or even quantum.
What makes it into a communication channel is that the input and the output are under control
of communicating parties, usually Alice and Bob.

7.1.2 Communicating vs sharing

If Alice and Bob are merchants using the English Channel, then they may interact in two ways:
e they may share the Channel:

— each of them uses both the inputs and the outputs: loads the Channel on one side
and unloads it on the other side, independently of the other merchant; or

o they may communicate through the Channel:

— Alice enters the inputs on one side of the Channel, Bob extracts the outputs on the
other side of the Channel; and then Bob may enter the inputs for Alice into another
communication channel in the opposite direction.

The structural difference between sharing and communication is summarized in the following
table:

‘ shared channel ‘ communication channels ‘
X+ - @y B
+ A
(Xa+ Xp)" — Y A

The displayed channels are the simplest possible: either of them is only shared by two subjects,
or only used for communication between two subjects. In practice, most channels combine
sharing and communication. Alice and Bob often talk at the same time, and share the ether
while trying to communicate. The practice of everyone talking at the same time is scaled up
to the extreme in packet-switching networks, where large crowds of subjects enter their input
packets, the network as a shared channel mixes them all, and then unmixes them as a communi-
cation channel, to deliver each packet to the desired recipient. Modern networks, starting from
the Internet, are mostly just implementations of such channels, hiding the network structure
from the users in a black box, and delivering the shared communication channel functionality.
In this section, we ignore sharing and focus on communication.
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7.1.3 Example: the wren authentication

The wren on the left in Fig. [Z.1] receives its chicks’ chirps as messages saying “Feed me!”,
transmitted by the data channel carried by the sound. The wren responds by delivering the

Figure 7.1: Wren’s chick-feeding protocol gets attacked by cuckoo

food on the channel carried by the physical space. Since the chicks chirp together, the chirping
channel is shared on the input side, whereas the food channel is shared on the output side. The
competition for the food at the output provides an incentive for attacks on the chick feeding
protocol. A big one is shown in Fig.[Z.I on the right. The first step is that a cuckoo lays an egg
in wrens’ nest. Since the wrens cannot tell apart their own chicks from the cuckoo’s, they feed
them all. The second step of cuckoo’s attack is that the cuckoo chick murders the wren chicks
by pushing them out of the nest. It keeps its adoptive wren parents all for itself, and outgrows
them before they know.

Figure 7.2: Wren’s chick authentication

To defend against this attack, the Fairy-wrens evolved the authentication protocol [17], sketched
in Fig. As they lay on eggs, the wrens keep chirping a fixed but randomly chosen, and
therefore unique, pattern. The chicks learn it from inside the eggs. This chirp is used as a
shibboletH]. When they hatch, the chicks chirp back their parents’ unique chirping pattern. The

'If you don’t remember what is a shibboleth, a quick web search will do.
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cuckoo chicks have so far not managed to evolve a capability to learn chirping from inside the
egg. Without the shibboleth chirp, the cuckoo chicks do not get fed and starve without killing

anyone. Authentication saves lives.
channel
[ | place
N o

[| state

Time SELLE LN

Space

F 3

knowledge

Figure 7.3: Authentication framework

Fig.[7.3lshows the wren chick communication channel within the general authentication frame-
work. The wren parents on one hand and the wren chicks on the other are viewed as network
nodes (“places”). Their interactions through the data channel, transmitting chick’s shibboleth
chirps, cause state transitions at each node. Each of the parents was ready to receive the mes-
sage (as marked by “?”). After a parent receives the chirp message (denoted by “J”’), they know
(on the level of Logic) that the chick was successfully authenticated.

7.1.4 Channeling what you know, have, are

Leaving the logic aside for the moment, Fig.[7.4 displays just the space and the time: this time
the network channel is at the bottom and the channel interaction is above it. The network nodes
communicating through the channel are called Alice and Bob again, and the two possible inter-
actions through a data channel are pushing a message (on the left) and pulling an observation
(on the right). Alice pushes data to Bob by sending a message, whereas Bob pulls data from
Alice by observing an observation. But Alice’s message can only be transmitted if Bob is ready
to receive it. And Bob’s observation can only be made if Alice displays the data to be observed.
Alice as the sender initiates the message transmission, and Bob accepts it. Bob as the observer
initiates the observation of an event from Alice’s side, and Alice makes the observation pos-
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Figure 7.4: Data transmissions: send/receive and observe/display

sible. In both cases, Fig.[1.4] denotes Bob’s state as recipient of the communication channel
output by the variable x. The channel interaction is modeled as substitution #/x, whereby the
transmitted data 7 gets stored in x and Bob’s state changes from x to ¢ (just like wren’s state was
changed from the listening “?” to the transmitted chirp “J”’). Note that Alice knows the data ¢
both before she sends a copy and after she sent it.

D ®

T B

Figure 7.5: Thing transmissions: give/have and have/take

Fig. shows a channel transmitting things. The difference is that Alice this time does not
have the thing ¢ after she transmits it to Bob. This is marked by the green balloons denoting
her state after the channel interactions. This time the two possible interactions are that Alice
may give Bob the thing ¢ on her own initiative, or that Bob may take it on his initiative. The
precondition for Bob’s taking ¢ is that Alice had it; the postcondition of Alice’s giving ¢ is that
Bob has it. Bob’s state changes like in the data channel, from x to #, but Alice’s state now
changes differently, from ¢ to nothing.

In addition to the data channels and the thing channels, there are also trait channels, usually
biometric. On the input side, someone has a trait z. On the output side, someone compares that
trait with a trait pattern ?¢, and if both match, confirms the pattern as !¢. Table displays all
three types of channels. The initiator actions are written in bold. The classification of channels
into the three types is tidy and simple in general but often subtle in concrete cases. Fig. [1.7]
shows Alice asking Bob if he has a hammer, Bob observing a hammer in the toolbox, Bob
observing Alice asking about the hammer, Bob taking a hammer from the toolbox. Fig. [Z.8]
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Figure 7.7: A “hammer” mentioned and observed. Alice observed. A hammer taken.

on the other hand, says that actions themselves may be observed, irrespective of the subjects
performing them. On the left in this figure, Bob observes the action of asking about the hammer.
This is different from the diagram in Fig.[Z.7]bottom left, where Bob observes Alice performing
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Figure 7.8: Observing actions: sending vs observing

that action. Lastly, in Fig.[Z.8 on the right, Bob observes the action of observing.

7.2 Protocols

7.2.1 Composing networks from channels

Networks are built by composing channels. For example, given a channel A* EN P8 from
Alice to Bob and a channel 8+ — ¢©C from Bob to Carol, we compose a simple@ network with
the node set {A, B, C} and the link set { f, ¢}. The simplest way to pipe the outputs of A" EN [9)5]
as inputs into B* 5 ©C is to use (6.7) and (6.10) to present both channels as continuous
A" - PB BT - pC
PA > B P8 — PC*

The network can now be viewed as a pair of composable functions:
PA = PB — C

Fig. shows a concrete instance of such a composite. Bob observes that there is a hammer in
the toolbox and tells Carol.

Remark. Note that the subjects interacting in networks are not necessarily people, or comput-
ers. E.g. in this case, Alice is a toolbox. Any actor playing a role in a network computation is
assigned a network node.

2A channel A* i) §)8 on its own is also a network, with the node set {A, B} and the link set {f}. The pair of

f l . . . ..
channels A* - B and C* 5 $D is another one, with 4 nodes and 2 links. But these networks are trivial
because the channels are isolated, and the transmissions cannot be composed.
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Figure 7.9: Composing channels

7.2.2 Programming network computation

The central feature of network models is that every event is localized at a node. A local event
is only observable by local subjects. There is no global observer who sees everything and there
are no events outside nodes.

In a computer, there is a global observer who sees everything because everything happens in
one place. You just look at that place and you are the global observer. For instance, in a Turing
machine, all actions are performed by the head, reading and writing on the tape. Nothing ever
happens anywhere else. You watch the head, and you are the global observer.

In a network, every subject inhabits a network node and only observes the events at that node.
But there are also communication channels between the nodes. The local computations at the
nodes are coordinated through non-local communications through channels. A network is just
a specification of nodes and links: the localities and the channels. Network computation is
comprised of local computations coordinated through channel communications:

network computation = computation + communication

Protocols prescribe the computations and the communications distributed over networks, just
like programs prescribe the computations centralized in computers:

protocol  network

program computer

This indicates what protocols do. But how do they do it?
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7.2.3 What is a protocol?

Protocols regulate network interactions, not just between computers, but also between people,
between people and computers, between anyone and anything that plays a role in a network.
Protocols prescribe the roles that network actors should agree to play.

Social life is a protocol suite. A supermarket is a network of products waiting to be sold,
shoppers coming to buy them, cashiers executing payment transactions. Fig.[Z.10 gives a high-
level view of the payment protocol there. You go with the shopping cart to the cash register

)::::)

o O

@
—r
=

= —
Figure 7.10: Bird’s eye view of the shopping protocol

and present what you want to buy, say a rubber duck. The cashier establishes the price. You
give the money and take the rubber duck. Every step of this abstract protocol refines to a much
more complex protocol. The payment at the third step may be the most involved. It is also a
multi-step protocol where every step refines to a protocol. If the shopper pays by contacting a
bank, an entire suite of banking protocols is run. Widening the perspective, layer upon layer of
social protocols come into sight, from regulating how we wait in line before the cash register,
through traffic protocols we obey as we drive home, to household protocols as we arrive home.

We follow protocols as instinctively as we follow grammars when we use languages. We enact
complex social interactions with the same ease with which we generate complex sentences.
Most of the time, we don’t even become aware of the underlying structures. And the references
that bind words into a sentence and messages into a protocol turn out to be of the same kind.
— The referential structures underlying sentences and protocols are the syntactic patterns.

Protocols are the syntactic patterns of network interactions. But what is a syntactic pattern?
Our communication channels are coded using languages. The crucial feature of a language,
whether it is a natural language like English, or a programming language like Python, is that
it has a syntax and a semantics. Semantics conveys the meaning of words, syntax the form of
sentences. But the word meanings depend on the sentence contexts, and the sentence structures
depend on the syntactic typing of words. Syntactically well-formed sentences are recognized
through type-checking and type-matching. The subject of a sentence should be of type Noun
Phrase, and it should be matched by a Verb Phrase.

In programming, we classify data into data types to make sure that the operations are correctly
applied: e.g., that we only ever try to add or multiply numbers, and not people or tomatoes. If
you try to multiply tomatoes, a type-checking error is raised.
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In natural language, a similar process is based on assigning the syntactic types to words and
phrases. To interpret this sentence that you are reading now, your mind assigns each word a
type (e.g., the word “mind” is of type Noun) and it expects that, to make a sentence, the word of
type Noun is matched by a word of type Verb (e.g., the word “assigns” is of type Verb). Hence,
the syntactically well-formed phrase “mind assigns”. But the verb “assign” is transitive, so
your mind expects that the action of the verb “assigns” transitions to another noun. The word
“type” is a Noun, and hence the phrase “mind assigns type”. A couple of further refinements
required by the English syntax yield the sentence “your mind assigns a type”. By constraining
the candidate words in a sentence, syntax streamlines and simplifies the processes of generating
and understanding language. The underlying computations are the syntactic processes.

Protocols work in a similar way. In a conversational protocol extending Example 3 in Sec.
the statements may be of type Question or of type Answer. If you interpret a statement as a
question, you expect it to be matched by an answer. In an authentication protocol, the messages
may be of type Challenge or of type Response. A challenge (e.g., a wren challenges the chicks
by offering the food) needs to be matched by a response (e.g., the chicks’ respond by chirping).

Security protocols have been studied, designed, and analyzed since the early days of network
computation. A variety of models and theories has been developed and used [9, (11, 19, |52,
to mention just a few]. Most are beyond our scope and besides our goals. We will just take a
quick look at a simple but central family: the challenge-response authentication protocols.

7.3 Authentication

7.3.1 Problem of communication

The general problem of communication between Alice and Bob is that Alice only sees her side
of a communication channel, whereas Bob only sees his side.

Communication as sharing meaning. If Alice says “I love you”, she would like to know
that Bob has heard and understood what she said. Bob, on the other side, would like to know
that she really said what he heard and that she really meant what she said. Alice and Bob
are communicating if they achieve a common interpretation of the messages between them.
If an eavesdropper Eve intercepts Alice’s message and changes “I love you” to “I hate you”,
then the communication between Alice and Bob has been disrupted. Eve can achieve the same
miscommunication effect if she prepares Bob to misinterpret Alice’s message by telling him
misleading gossip.

The goal of communication from Alice to Bob is to transmit a message and assure a common
meaning, accepted by the subject on both ends of the channel.

However, communication is a process. Channels transmit strings, transmitting strings takes
time, and the interpretations evolve as the transmission progresses. What Alice means and
how Bob interprets it is not fixed and often remains ambiguous. The interpretations can be
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narrowed down through feedback, e.g., Bob questioning the meaning and Alice answering.
But the problem of interpretation applies to the questions and the answers. To clarify what they
mean, Alice and Bob may refer to other nodes on the network (e.g., a hammer as the meaning
of the word “hammer”, or the contexts where the word “hammer” occurs). But the evolution of
meaning never ends. Communication remains a network process.

7.3.2 Network security

Data, things, and traits that are communicated successfully, in the sense that the meaning at the
source is transmitted to the target of communication, are said to be authentic.

Examples of data, things, and traits that need to be authenticated include:
e a command claiming to be from the commander and not from pirates;
e a passport claiming to be original and not forged;
e a voice claiming to be human and not artificial.

They are authentic if they are what they claim to be.

Authenticity vs integrity. Integrity is a property closely related to authenticity. It is some-
times viewed as the guarantee that the contents of a channel are not only unchanged, but that
they were not even accessed. Integrity of data, things, or traits in that sense could be breached
even if they are unchanged but were accessed by the adversary. In other contexts, integrity is
identified with authenticity. Yet other times, authenticity is narrowed to mean integrity of the
origination claims.

In network security, the good-stuff-should-happen requirements are authenticity and integrity;
the bad-stuff-should-not-happen requirements are secrecy and confidentiality. In this chapter
we study the good stuff. The bad stuff is covered in the next chapter.

Remark. In Sec.[2.3] we defined authenticity and integrity as properties of data transmissions
alone. Here we widen the angle and view them as properties of network transmissions, which
include data, things, or traits. This does not change but rather refines the definition. Data have
carriers. The primordial data carrier was our voice. Then we wrote on clay tablets and paper.
Nowadays, data are carried by electronic signals. In any case, all channels have a physical
aspect. The other way around, every thing means something. Recognizing a thing means
giving it a name and a meaning. You recognize a hammer by recognizing the word “hammer”
as its name and its use for hammering as its meaning. A person’s trait similarly carries a social
meaning. The distinctions between data, things, and traits, are convenient for classifying the
families of security tools and channels; but at a closer look, the demarcation lines between data,
things, and traits often shift and blur. The same security properties apply to all types of channel
contents.

Network security problem. If Bob interacts with Alice in one part of the network and with

93



Figure 7.11: Channel compositions lead to interference and attacks

Carol in another, then Alice and Carol cannot prevent Bob from implementing a covert channel
between them even if there are no overt or shared channels between them. Suppose that Bob
is an operating system in a smart device, serving Alice as a banking application and Carol as
a game, as illustrated in Fig. [Z.I11l Then Carol may be able to initiate banking transactions
through a covert channel with Alice, although there is no overt channel between them.

This kind of security problem arises even in a single-channel as a network A" — OB on its
own. If Eve hijacks Bob’s role, she may steal Alice’s data or things. This happened in the wren
feeding protocol in Sec. [7.1.3] where the cuckoo as Eve stole food and killed the wren chicks.
If Eve hijacks Alice’s role, then she may impersonate Alice to Bob. If Bob is a bank, Eve may
take control of Alice’s account.

Authentication protocols provide solutions for such problems. The wren protocol in Sec.[Z.1.3]
was an example of authentication. What is authentication?

7.3.3 Idea of authentication

Authentication is a proof that someone is who they claim to be. If a computer engaging in an
online chat claims to be human, proving that claim is authentication. The Turing Test is an
authentication task. If a chick in wren’s nest claims to be a wren chick, a proof of that claim
is an authentication. If an owner of a painting claims that the painting was made by Picasso,
a proof of that claim is an authentication. After the claim is proven, the painting is said to be
an authentic Picasso. If a visitor of an online banking website claims that they are Alice, then
Bob, the bank, asks that they authenticate themselves. If Alice is supposed to prove who she is
by providing to Bob her credentials, then she may also need to authenticate Bob if a malicious
actor impersonating Bob could copy her credentials and impersonate her to the actual bank. So
Alice and Bob need to authenticate each other. In the next section, we will see an example of a
mutual authentication protocol.

Logically speaking, authentication is an instance of hypothesis testing. The claims that a chick
is a wren, that a painting is a Picasso, that a visitor of an online banking service is Alice
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are hypotheses that require indirect verification, because the direct evidence is unobservable:
the wren chick’s distinguishing properties are unobservable for its parents, the act of Picasso
painting his painting is remote in time, the identity of a website visitor is remote in space.
Just like scientists seek ways to indirectly verify hypotheses about unobservable subatomic
particles, authenticators seek ways to verify hypotheses about unobservable network nodes.

7.3.4 Example: the Needham-Schroeder Public Key (NSPK) protocol

The NSPK protocol is a mutual authentication protocol based on confidential channels, imple-
mented using public-key cryptography. It goes back to the early days of computer security [44]
and is almost as simple as the wren authentication protocol from Sec. Yet, analyzing
it took many years and even more publications. Its security features are independent of the
cryptographic implementation of its confidential channelﬂ so we sketch a high-level view of
that aspect.

7.3.4.1 NSPK channels

The NSPK protocol is run over confidential channels realized through public-key cryptography.

Idea of confidential channels. If Alice wants to send to Bob the confidential data 7, she
applies Bob’s encryption function {—} and forms the message {t}5. The encryption scrambles
t, so that it cannot be recognized or extracted from {z}z by anyone except Bob. The message
{t}p can therefore be sent to Bob through the channels of a public network, while maintaining
the confidentiality of . You can think of {—}z as a lockbox that anyone can close, but only Bob
can open. Alice puts ¢ in the box {—}g, locks it, and sends {¢}z to Bob. Lots of posthandlers

Figure 7.12: A confidential channel

may handle the closed box {t}z on its way to Bob, but no one can learn anything about ¢ until
Bob receives the box and opens it. That is the idea of a confidential channel, displayed in
Fig. [.12l Bob’s capability to open the box {t}z and extract ¢ is presented by the pattern-

3Cryptographic protocols are usually analyzed assuming that the underlying cryptographic functions are per-
fectly secure. There are lots of cryptography textbooks that study what that means and how it is achieved.
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matching operation {t}z/{x}p which results in storing the data ¢ into the variable x that Bob had
ready for the data that he may receive through the confidential channel.

The next paragraph provides a closer view of the last paragraph. You may skip it, but don’t
skip the protocol that follows.

Implementation of confidential channels: public-key cryptosystems.* The confidential
channel schema in Fig. can be implemented using public-key cryptography. A public-key
cryptosystem is a triple (G, E, D) of functionsi where

e G is a random generator of public/private key pairs (k, k),
e F is a k-indexed family of encryption functions, and
e Drisan k-indexed family of decryption functions,

such that

(FuN) all ¢ satisfy DE(Ek(t)) =t,and

(sEc) if A(Ek(t)) =t, then A = Dy, i.e., any decryption algorithm depends on the private key k.
Cryptographers use more precise definitions, but this gives you an idea of what they say.

The idea of how cryptosystems are used is that Bob first obtains from G a key pair (k, k), of
which he announces k as his public key and keeps k as his private key. For a fixed key pair, the
function pair (Ey, Dy) is called a cipher. An encrypted message E(?) is called the ciphertext
and ¢ is the corresponding plaintext. When Alice wants to transmit in confidence a plaintext ¢
to Bob who announced the public key &, she generates the ciphertext {t}z = E;(f), and sends it
through a public channel (such as the Internet or a cellular network). By the functional property
(FUN), Bob can extract t = Dy (Ex(t)). By the security property (sec), anyone who can extract

t= A(Ek(t)) using some algorithm A must know Bob’s private key «.

High-level view of confidential channels: pattern-matching. All that matters for the
NSPK protocol is that Bob is the only one who can extract ¢ from {t}p, because this is the
capability used to identify him (like the chirps were used to identify baby wrens). Therefore,
we reduce the whole story of public-key cryptography to the pattern-matching operation

{tis/{xtp + t/x (7.1)

which compares the patterns {—}5 of the terms on the left, and since they match, it stores the
content ¢ of the first pattern into the variable x of the second pattern. For a general pattern p
and an arbitrary term 7', the pattern-matching operation 7'/ p(x) is defined by the reduction rule

p(O/p(x) + t/x (7.2)

“More precisely, G and E are randomized algorithms.
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In words, the operation 7'/ p(x) substitutes ¢ for x if T = p(t).

7.3.4.2 NSPK interactions

Fig. [713] shows two views of the NSPK protocol. On the top of each of the pictures is the
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Figure 7.13: The legendary Needham-Schroeder Public Key (NSPK) protocol

network on which the protocol runs: just two nodes, Alice and Bob, and two confidential
channels between them, one in each direction. The diagram on the left displays the protocol
as a composition of three confidential channel interactions, instances of Fig. Each of the
interactions is a message send/receive pair along a confidential channel. The diagram on the
right omits the senders’ state updates after the send actions and the receivers’ ready states before
their receive actions. This leaves on the right a protocol picture of the type that is usually found
on protocol designers’ whiteboards and in their papers, allowing you to follow the protocol
actions as a linear sequence. This view abstracts away the fact that receivers cannot receive
messages unless they are ready to receive them, and that senders need to remember that they
sent a challenge to be able to receive and verify the response. But taking this into account
requires looking at state changes in two places at the same time, like in the diagram on the left.
We are primed to think in linear time and understand diagrams like the one on the right much
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easier. It is often a good idea to draw both views, to avoid confusion.

What happens in this protocol? Alice and Bob go through 4 state changes each. Initially, Alice
is in the state (A, B, 0), which means that she knows that she is Alice, that she wants to talk to
Bob, and that her counter is at 0. Bob is in the state (B, X, x, 0), which means that he knows
that he is Bob, that he is ready to talk to someone whose name he will store in the variable X,
their session identifier into the variable x, and his counter is also at O.

Alice begins a protocol session by performing the action vm, which stores a new value into the
variable m and changes Alice’s state (A, B, 0) — (A, B,m, 1). The value in m is Alice’s nonce, a
value that she will not use but once. It will allow her to distinguish the messages related to this
protocol session from other messages that she may receive in the meantime.

Alice then begins the conversation by sending the message {A, m}g, which here means: “Hi,
this is Alice, my nonce is m. Please prove that you are Bob by decrypting this message.” —
This is Alice’s challenge to Bob, requesting that he decrypts from inside {—}. She records that
she has sent it by changing the state (A, B, m, 1) — (A, B, m,y, 2), remembering all her previous
values, but now ready to receive Bob’s response into y.

Bob, on the other hand, was ready to receive and decrypt messages in the form {X, x} and store
the content into X and x. Upon receiving and decrypting {A, m}p, he stores A into X, m into
x, and changes his state (B, X, x,0) — (B,A,m, 1). Then Bob also generates a nonce n by vn,
changes his state (B,A,m, 1) — (B, A, m,n,2), and sends {m, n},, meaning: “Hi, in response to
m, here is my nonce n. Please prove that you are Alice by decrypting this message.” — This
message is Bob’s response to Alice (because he proves by sending m that he is able to extract
data from {—}) and moreover, it is also Bob’s challenge to Alice to decrypt from inside {—},.

Alice was ready to receive messages in the form {m, y},. Upon decrypting Bob’s {m, n},, she
verifies that the first component is her nonce m and that her challenge has been responded to.
She then stores n in y, and changes her state (A, B, m,y,2) — (A, B, m,n, 3). Alice’s remaining
task is to respond to Bob’s challenge. She sends {n}g. This is Alice’s response to Bob (be-
cause she proves by sending n that she is able to extract data from {—}4) and she transitions
(A,B,m,n,3)— (A, B,m,n,4) to settle in her final state.

Bob, in the meantime, is ready to receive a message in the form {n}g, which verifies that his
challenge has been responded to. Upon receiving such a message, Bob transitions (B, A, m, n, 3)
(B,A,m,n,4) and settles in his final state.

What has been achieved? Bob and Alice have not only responded to each other’s challenges,
and authenticated each other; they have also responded to the challenges m, n that were bound
together in a single message. The protocol thus does not just provide two authentications: of
Bob by Alice and of Alice by Bob. It provides a mutual authentication, with both of them
requesting authentication and accepting to be authenticated, within the same session. Last but
not least, since the nonces m and n were only ever sent under Alice’s or Bob’s public keys, they
can be used to generate a shared key that only Alice and Bob know. NSPK is therefore not only
a mutual authentication protocol, but also a key distribution protocol.
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7.3.4.3 Attack!!!

The problem with the NSPK protocol is that it does not require that Bob explicitly identifies
himself, like Alice did with “Hi, this is Alice”, at the beginning. The protocol binds Alice’s
authentication of Bob by the challenge and the response

city = 1A, mlg ry = {ma (7.3)

and Bob’s authentication of Alice by the challenge and the response

¢ = (n)s r = (n)p (7.4)

Bob’s response r;”g = {m}, and his challenge ¢g’j = {n}, are fused into {m, n}, in the second
message, which binds the Alice-Bob authentication and the Bob-Alice authentication into a
mutual authentication between Alice and Bob. However, the symmetry is broken because Al-
ice’s challenge to Bob cix”g = {A, m}p says who is the challenger, whereas Bob’s challenge to

Alice ¢j;’jx = {n}, does not. Why is this a problem?

If Bob is dishonest, he may decrypt Alice’s challenge cg’g = {A, m}p, re-encrypt it by Carol’s

public key and send ¢*¢ = {A,m}c — as Alice’s challenge to Carol. Since Carol as the re-
sponder in the NSPK protocol is not required to identify herself, Bob can forward her response
{m,n}, to Alice as his own. The originator of the challenge n for Alice is not mentioned,
and Alice will think that this is Bob, because the challenge n is bound with the response to
her challenge m, which she issued under Bob’s public key, and Bob must have decrypted it.
But Bob is dishonest, and he transformed the challenge for him into a challenge for Carol.
Alice will decrypt {m,n}, and respond with {n}g, which Bob will decrypt, re-encrypt as {n}c
— and thus transform into a response to Carol. In the end, Carol thinks she has a mutually
authenticated confidential channel with Alice, Alice thinks she has a mutually authenticated
confidential channel with Bob, and Bob is sitting in the middle, relaying the messages between
the two of them. If Carol is a bank where Alice has an account, then Bob can withdraw Alice’s
money.

The Needham-Schroeder Public-Key (NSPK) and Symmetric-Key (NSSK) protocols were pro-
posed in 1978 [44]. The above attack on NSPK was discovered 17 years later [38], by a
computer, in an automated analysis. In the meantime, the protocol was widely used to secure
shared computers and studied in 100s (if not 1000s) of excellent publications, without anyone
noticing the problem. It is true that Needham and Schroeder never said that the protocol was
secure against a dishonest responder. But it is also true that neither they nor anyone else said
that it was not secure against a dishonest responder — until the attack surfaced in [38]], from
exhaustive search of protocol runs in a formal model.

The attack is easily prevented by making sure that Bob’s authentication of Alice is not (Z.4),
but symmetric to Alice’s authentication of Bob in (Z.3)), with

A = {B,n}a r = {n}p (7.5)
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The second message {m, n}, now becomes {m, B, n},. The former was the fusion of ri”g = {m}

and ¢} = {n},. The latter is the fusion of 7" = {m} and ¢/, = {B,n},. Bob’s impersonation
of Alice now fails, because Carol’s second message is {m, C, n},, and if Bob sends it through
to Alice, she will know that her challenge for Bob was responded to by Carol, and she will not
respond to complete the session. The attack has been preempted by adding Bob’s identity in
his challenge and the protocol now looks secure.

But if it took us so long to detect and eliminate this attack, what reasons do we have to believe
that there are no other attacks? How can we know whether a protocol is secure? What exactly
does it mean for a protocol to be secure?

7.3.5 Protocol modeling and analysis

No matter how communicative we are, each of us observes the world from a different standpoint
and their standpoint is the center of their world. Understanding the different worldviews from
different standpoints at different network nodes is hard. Reasoning about the mazes and knots
of network links spanned by communication channels is even harder. Each of us participates in
many protocols involving many timelines, looping and intertwining; yet we view protocol runs
as linear time intervals, progressing from a beginning to an end. I send a message, then you
receive the message, then you send a message and I receive it. In reality, only a half of these
events is directly observable for either of us. We imagine the other half. Distributed processes
in general, and communications in particular, are hard to understand and easy to misunderstand.
Protocols are hard to secure. Yet they are everywhere and every aspect of life depends on their
security. We need precise models, definitions, security proofs, and empiric testing to get better
models. We need Security Science (SecSci).

Towards the definition. An authentication protocol has at least two roles: someone authenti-
cates someone. We call the authenticator Alice and the subject she authenticates is Bob. Since
the authentication requires that Alice and Bob communicate, the protocol requires channels
both ways between them. The protocol interactions through the channels should test the claim
(hypothesis) that the subject that Alice is communicating with is Bob. The basic test of such
claims is the challenge-response protocol schema.

7.3.6 When is an authentication protocol secure?

Definition 7.1. A challenge-response protocol between Alice and Bob consists of
e communication channels A" — 9B and B — PA
e families of
— challenges cg’g € A" and

— responses 1 € B*
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indexed by numbers m € N.
This authentication requirement from a challenge-response protocol is the implication
(A) = (B) (7.6)

where (A) and (B) are the following sequencers of events:

(m)

; (m)
s and subsequently receives a response r

AB°

(A) Alice sends a challenge ¢

(m)

™" after Alice sends it and sends ") before she receives it.

(B) Bob receives ¢

Explanation. The intuitive intent of the authentication requirement (A) — (B) is that
(A) whenever it seems to Alice that her challenge to Bob was responded to,
(B) then Bob really responded to Alice’s challenge.

In other words, the requirement is that, upon the completion of a protocol run, Alice’s state of
mind (A) should coincide with the state of the world (B). The protocol test is thus required
to convey the truth. Note that this is a requirement on the challenge function c,p and the
response function r,p. In data-based authentication, their cryptographic properties assure that
the requirement is satisfied. In thing-based and trait-based authentications, security is assured
by the tamper-resistance of authentication tokens and features.

Examples. One example are the challenge-response functions (Z.3). Another one is (7.4). But
this is a protocol where Bob authenticates Alice; i.e., the roles in Def. [Z.1] are swapped. It is
the simplest and the weakest form of challenge-response authentication, usually called the ping
authentication. If n is freshly generated by Bob, and no one can guess it, then he can only be
certain that Alice must have been active between the time when he sent cgg = {n}, and the time
when he received rgg = {n}p. This he knows because only Alice could decrypt n from {n},. He
cannot be sure, though, that Alice was the one who encrypted n by his public key, since anyone
could have done that if Alice sent n unencrypted; or Carol could have encrypted it if Alice sent
it encrypted by Carol’s public key. So all Bob knows from authenticating Alice by (Z.4) is that
she has been alive between his send-challenge and receive-response actions. If he didn’t freshly
generate an unpredictable n, even that is not certain, since anyone could have replayed a known
n back to him. On the other hand, if Bob authenticates Alice by the challenge-response pair
([.3), then Alice knows that the challenge is from Bob, and if she is honest (meaning, if she
follows the protocol) then she will respond by rga = {n}. Then Bob and Alice know that they
are participating the protocol, and Alice agrees to be authenticated by Bob. This is a stronger
form of authentication, often called the agreement. Last but not least, composing (Z.3)) and (Z.3))
by gluing rg"g = {m}, and Cg?x = {B, n}, into a single message {m, B, n}4, we get the NSPK like
in Fig. but fixed to be secure even if Bob is not honest [38]. To be sure that Bob and Alice
agree not only to be authenticated by each other, but that they agree to a mutual authentication,
in a single session, it must be required that both of their states of mind coincide with the state
of the world, and thus match. This is the strongest form of authentication, called the matching
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conversation authentication in [22]]. The general idea that the notions of authentication form a
hierarchy was discussed in [39].

Problem. The authenticity requirement is not a trace property in the sense of Def. The
reason is that Alice cannot see the global state of the world, but only her local worldview. More
precisely, she cannot see the global histories but only her local projections. Taking into account
the possible non-local events that she does not see, her worldviews are not histories, but sets of
possible histories. For example, when Alice observes the events ¢, r € 4, then her worldview
is the set of histories

c<r = {xucuyuroz|xy,zeXl,)
where £_4 = X \ X4. The authenticity requirement is thus
e not a property P € p>*

e but a hyperproperty P € QO

7.4 Authenticity as a hyperproperty

7.4.1 Hyperproperties

A hyperproperty is a property of properties. While properties (defined in Sec. . 1.1)) are sets
of histories P € (X", hyperproperties are sets of sets of histories P € p@>*. Their role in
channel and protocol security was recognized and studied by Clarkson and Schneider [16].

Examples. We have seen many hyperproperties in Chapters 4land[5l While the elevator safety
requirement SafElev € OX* defined in (d.14) is a X-trace property, the set Safe € p@¥* of all
>-trace safety properties is a hyperproperty. Safety is a property of properties. The particular
elevator requirements studied in Ch. 4 are the properties LivElev, AuthElev, AvailElev € QX*,
but the kinds of requirements that we studied, i.e., liveness, authority, and availability, are
properties of properties: Live, Auth, Avail € pp¥*.

Programs (executed on computers) and processes (executed on state machines) generate his-
tories, recorded as X-traces or contexts. Their security was studied in Chapters 4H3in terms of
trace properties.

Protocols (executed on networks) generate worldviews, recorded sets of X-traces or contexts.
Their security will here be formalized in terms of trace hyperproperties.

102



7.4.2 Formalizing authenticity

Protocol events. To formalize security hyperproperties and align them with security proper-
ties from Ch. 4] we use the event space similar to Example 2 in Ch. 4l Given the types

o J = {c™ r™ . .} of protocol messages as objects;
e A = {(=),(—)}of “sends” and “receives” as protocol actions;
e S = {A,B,C,...}as atype of protocol roles as subjects,

a protocol event is a set of triples representing subjects’ actions of sending and receiving ob-
jects:

T = IxAXS = {<p<m>)A,(p('">)A|peJ,AeS,meN}

where an event ( pm >A is that “Alice sends the message p™ € J”” whereas ( pm )A is “Alice

receives the message p™ € J”. The objects acted upon are thus the messages sent or received.
In practice, messages are usually the well-formed expressions of a language, suitably encoded.
We model them as terms of a sequent algebreﬁ.

Term operations. While the challenge-response protocols are modeled using the message
templates presented as families of terms cg’g and r;"l)g, parametrized by indeterminates m and
n, like we did in Sec. [Z.3.4] in reality a message can only be sent if all indeterminates in its
template are determinedd. The message space J is therefore the set of closed terms J[] of
a term algebra . The full term algebra J contains variables x,y,z... € V, and J[x,y]
denotes the subalgebra of terms with the free variables x, y. Any pair of values m, n induces the

substitution operations m/x and n/y, which commute and can be performed concurrently:

Iyl

A ~
m/x nly

>
T — i
A

nly m/x
S Ve

Jlx

-

Jlx,y]

This means that the variables are independent on each other. The message space J = J[] is

3Sequent algebra has been studied from different angles in the work of Axel Thue, Andrey Markov, Emil Post,
Gerhard Gentzen since the early XX century. Noam Chomsky developed them as formal grammars; computer
scientists as rewrite systems. See [49] for references and a general overview close to the current use.

®Careless applicants often forget to complete the indeterminate parts of their cover letter templates, and submit
letters beginning with “Dear ”, leaving the space for recipient’s name indeterminate. The email mes-
sage format and the network packet header also have such indeterminate spaces for the recipient. They cannot
be sent empty, since they are used as addresses.
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thus the subalgebra consisting of the terms where all free variables have been instantiated to
values.

Where do the values come from? In the challenge-response protocols, there are two main
operations that generate and substitute values for variables:

e new value generation vm, which results in the substitution m/x of a fresh value m for the
variable x, i.e.,

vx.p(x) + p@m/x) forafreshm (7.7)

e pattern-matching p(m)/p(x), which results in the substitution m/x of the value m for the
variable x whenever p(m) is matched with p(x), i.e.

pm)/p(x) + m/x (7.8)

For examples of these operations in action, see the NSPK protocol in Sec.[7.3.4l

Abbreviations. The examples that we saw, as well as most other protocol models, suggest the
following natural assumptions:

e Whenever a message p(m) to be sent contains an indeterminate m not in sender’s prior
state, then m must be freshly generated before the send action, which is thus <vm. p(m)>.

e Whenever upon the receipt of a message p(m), a variable x takes a value m that was not
a part of recipient’s prior state, then the recipient must have extracted m/x by pattern-

matching from the pattern p(x), so that their receive action must have been (p(m) / p(x)).

These assumptions allow simplifying the notations by writing

. < pim > to abbreviate <vm. p(m)>, and

. ( pim ) to abbreviate ( p(m)/ p(x)).

Definition 7.2. The set of authenticity hyperproperties of the challenge-response protocols
between Alice and Bob form the set

ChResp = {Pe PPX |VYPePVteP.

t=X::<C1(:2>A ::y::(rg”g)A A y:u::(cg”l’g))B::V::<rg"g>B::w} (7.9)

A challenge-response protocol is said to be secure if Alice’s worldviews (the sets of possible
states of the world, consistent with her observations) are in ChRey43.
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Explanation. The security requirement in Def. is the hyperproperty formalization of the
security requirement in Def. [ZIl More precisely, the elements of ChRe are just those hyper-
properties that satisfy (7.6)), because

e t=x:: <c&"3 >A Ly (rg’g )A :: z in (1.9) formalizes (A) in (1.6),
ey=u: (c;"g )B LV <ri"g >B :: w in (Z.9) formalizes (B) in (Z.6).
The implication (A) = (B) thus means that whenever Alice observes
X <c£{’g >A Ny (rg";;)A A

the actual state of the world is

y

X <CI(4”;3)>A I | B (61(4”;3))8 v <I’1(:g>3 LW (I”I(:g)A A

7.5 Network computations are protocol runs

Syntactic processes streamline communications. Many semantically different sentences share
the same syntactic pattern. An algorithm is a syntactic pattern underlying a family of com-
putations. A single algorithm can be instantiated to many applications, implemented by many
programs and executed on data from many sources. Different computations instantiate the same
algorithm just like different sentences instantiate the same grammatical structure.

A protocol is an algorithm for network computations. Each protocol role is assigned a net-
work noddl. Each protocol interaction is supported by a network channel. While a centralized
computation is implemented by a program executed on a centralized Computelﬁ, a network
computation is implemented by a troupe of communicating programs, usually cast over a net-
work of computers, interacting as prescribed by the protocol. A protocol run consists of the
runs of the protocol programs, each at their own node, coordinating with each other through
communications prescribed by the protocol.

Just like an algorithm is implemented by programs and instantiated to computations, a dis-
tributed algorithm is implemented by protocols and instantiated to protocol runs. An example
of a protocol run from the animal world is shown in Fig.[Z.14] showing a flock of starlings. The
control of each individual flight path is distributed to the individual starlings, and their com-
munication and interaction protocols establish a protocol run that enables the intricate flight

’Sometimes the same actor plays several roles, which requires controlling several network nodes. Centralized
control of multiple localities requires another network, with a hub and the channels to the multiple nodes. This
lifts to network computation the kind of tricks played when the same actor plays several roles in a movie or in
a theater production.

8 As explained in Sec. computation is centralized when there is a global observer, who sees all computational
steps. In standard models of computation, this just means that all computational steps are executed in one
place, e.g., by the writing and/or reading head of a state machine, by the rule set of a grammar, etc.
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Figure 7.14: Starling murmurations are protocol runs

patterns of the flock.
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8 Information channels and secrecy
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8.1 Channeling information and uncertainty

8.1.1 Predictions are channels

Predictions. Life persists by resisting environmental changes. The environmental changes
can be resisted when they are predictable. The predictions are based on the assumption that the
future is like the past: if heavy rains caused floods last year and landslides a couple of years
before, then the heavy rain today may cause a flood or a landslide tomorrow. We remember the
past to predict the future from the present. If there were twice as many floods as landslides in the
past, then the chance of floods in the future is twice greater than the chance of landslides in the
future. Probabilistic channels track such chances. If in the past the word “you” occurred four
times as frequently after the phrase “I love” than the word “watermelon”, then its probability
is assumed to be four times higher in the future. That is why language and other information
channels are probabilistic.

From possibility to probability. Predictions are channels from the input type X = Causes to
the output type Y = Effects. The possible future effects of the present causes are captured by

107



the possibilistic channels

Causes” EN ©(Effects). (8.1)

The output fy C Effects is the set of possible effects of the causal context x € Causes” at
the channel input. In Sec. [6.1.31(6.3), it was convenient to present the possibilistic channel
f: Causes”™ — @(Effects) in the form [ — +; —]: Causes™ x Effects — {0, 1}, i.e., as relational
matrix whose entries are the sequents

[x+ry] = {1 Y€ fx. (8.2)

0 otherwise.

A more informative view of the probable future effects of the present causes is captured by the
probabilistic channels:

Causes* —» A(Effects) (8.3)

where AY = {u: Y — [0, 1]] X,cy u(y) = 1} is the set of probability distributions over Y. The
probabilistic sequents induced by such probabilistic channels are the conditional probabilities

[x ke y] = Pry(y). (8.4)

Arranged together, they form stochastic matrices | — rp, —|: Causes™ x Effects — [0,1]. A
matrix M: X x Y — [0, 1] is called stochastic when } .y M, = 1 for all x € X. The entries
defined in (8.4) induce the bijective correspondence of probabilistic channels and stochastic
matrices

Pr: Causes® — A(Effects)

[ — Fpr —]: Causes™ x Effects — [0, 1]

(8.5)

When no confusion is likely, we omit the subscript Pr from [x Fp, y] and write the conditional
probability of the effect y in the causal context x simply as [x F y].

Uncertainty. A prediction is uncertain when a causal context x allows multiple possible or
probable effects y. This means that there are events yy, yy, . .., y, such that the sequents [x I y;]
are true (i.e., equal 1) for all i = 0, 1, ...n in the possibilistic case, or they are all greater than 0
in the probabilistic case. Each of them may happen, and it is uncertain which one will actually
happen.

Sampling. The operation of sampling a channel consists of entering an input x and observing
which of effects y; output, fori = 0, 1, ...n. Repeated sampling may produce different outputs.
Recording all possibilities, we define the possibilistic channel. Seeing a possible effect mul-
tiple times makes no difference, since the repeated occurrences of the effect are not counted.
Once all possibilities have been observed, a possibilistic channel yields no new information. A
probabilistic channel is defined by counting the number of times each of the different effects of
the same cause occurs and by then calculating their frequencies. Suppose we sample a channel
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and collect a multiset D of input-output pairs (X, y. The multiset D is partitioned into the

disjoint unions

D=]]xp xD = | [xDy

xeX* yey

where xD is the multiset input-output pairs where the input component is X, whereas xDy is the
multiset of the occurrences of the input-output pair (X, y). The probability that a context x will
cause an effect y can then be approximated by the frequency with which x was followed by y
in D
#xDy
#xD

[x Fy] (8.6)

where #S denotes the number of elements of set S. The probability that the channel will output
y € Y in any context can then be approximated by sum of frequencies:

[y] — ZXEX+ [X l_ y] — ZXEXJr #XDy
er)(+ [X l_ V] #D '
velY

(8.7)

8.1.2 Probabilistic channel types and structure

8.1.2.1 Cumulative probabilistic channels

To capture the dynamics of information transmission, the cumulative view of a probabilistic
channel is defined along the lines of Sec.[6.1.4.1l Correspondence (6.7)) now lifts to

v

{X+ N Ay} {x* = Ay*} (8.8)
u

The cumulative sequents are still derived from the single-output sequents by formula (6.8))

[X0... % Fyo...ya] = [x0Fyol-[xox1 b yi]-[Xoxix2 b y2] -+ [x0... %0 F yul

This time, however, the sequents are probabilities and not mere relations, which means that
they are evaluated in the interval [0, 1], and not merely in the set {0, 1}. The meaning of this
probabilistic view of formula (6.8)) is discussed in Sec. [8.2.21 To go in (8.8)) the other way
around, from cumulative sequents to single-output sequents, just project away all accumulated
outputs except the last one.

'Tt is not a set but a multiset because we want to count how many times each input-output pair occurs, and retain
the multiple occurrences of (x, y) as different elements of D, distinguished by suitable counters or parameters.
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8.1.2.2 Continuous probabilistic channels

A continuous possibilistic channel, defined in Sec. was a functiony: 9X* > PY*, pre-

serving unions and finiteness. A continuous probabilistic channel is a function ¢: AX* 5 AY*,
preserving the convex combinations and the finitely supported distributions. The continuation
and the restriction
)
T
z
(X >Aay) = {ax S Ay (8.9)

~_

=)

form a bijection again, defined

Pr(y) = > mPr(y) and  Pr(y) = Pre(y)
xeX*

for the inputs u € AX* and x € X*, with X € AX* denoting the point distribution, putting all
weight on the point x:

— 1 ifx=u
Xy = .
0 otherwise.

The stochastic matrix [— F —]: X*xXY* — [0, 1] corresponding to the cumulative probabilistic
channel Pr: X* — AY* now extends to the matrix [ — F —]: AX* X AY* — [0, 1] of sequents

lurevl = > mlxryly
xeX*
yey*

induced by the continuous channel Pr: AX* 5 AY™.

8.1.2.3 Example: flipping a coin

If a coin is viewed as a probabilistic channel, then sampling the channel means flipping the coin.
The channel inputs are the coin flips. Assuming that the coin cannot be manipulated, there is
just one way to flip it, which means that the input type X = Causes has a single element, denoted
@. A context x € Causes” is therefore just a number of coin flips x = (@& - -- @). Flipping
the coin D times produces a sample y = (y;y,...yp ), where each y; € {H, T} says whether
Heads or Tails came up in the i-th flip. Viewed as a possibilistic channel f: {@}" — @{H, T},
the coin supports all cumulative sequents with equal number of inputs and outputs:

D
—_——

[@@@ I-fyly2...y]_)] =1
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If the coin is biased, one side comes up less often than the other; yet as long as both are possible,
all we know is that all possibilistic sequents are true.

To determine whether the coin is biased (and unfair) or unbiased (and fair), the coin must be
viewed as a probabilistic channel Pr: {@,}* — A{H,T}, where g now denotes the bias. It
is assumed that flipping does not change the coin and that all flips obey the same probability
distribution:

(@, H] = ¢ (@, T] = 1-¢

The coin is said to be unbiased if (@, +p; H| = [@, Fp; T, which means that g = % Otherwise,
the coin is said to be biased. The assumption that flipping the coin does not change it also means
that the past outcomes do not impact the present and the future outcomes, which implies

D

i D
[@q@q"'@qFYIY2---yD] = [@q"yl]'[@qFYZ]"'[@quD] = q-(-97"

where /4 is the number of Heads among the outcomes yy,y; ... yp. If the coin is unbiased, i.e.,
g=1-g=1,then

D P
——
[@%@%@% Fy] = (5) (8.10)
for all y € {H, T}. On the other hand, if the coin is biased, say ¢ = % and 1 —g = %, then
D
— 3h
[@%@%@% Fy] = 2D (8.11)
where £ is again the number of Heads in y. In particular
D D 3 D D D | D
e — . e e N
[@%@%...@% FHH---H]| = (Z) [@%@%...@% FTT---T] = (Z)

The bias of the coin can be established with arbitrary confidence if sufficiently large sample
sets D are available.

8.1.3 Quantifying information

Before the coin is flipped, it is uncertain whether the Heads or the Tails will come up. After
the coin is flipped and the outcome is observed, the uncertainty is eliminated. Information is
the flip side of uncertainty: the more information, the less uncertainty. The other way around,
probabilistic channels transmit information by decreasing the uncertainty. That is why proba-
bilistic channels are the information channels. They were the starting point of Shannon’s theory
of information [3, 18} 153]].

Increase of information is decrease of uncertainty. Sampling a channel decreases the

111



uncertainty and increases the information. The amount of information transmitted through a
channel can be measured by establishing how much uncertainty has been eliminated. Flipping
a biased coin eliminates less uncertainty than flipping an unbiased coin. If the biased coin with

3 1
[@%I-H] = Z [@%I-T] = Z

is flipped in a game, betting on Heads is a winning strategy in the long run. If an unbiased coin
is flipped, there is no winning strategy and the outcome of the game is completely uncertain.
Therefore, flipping a biased coin eliminates less uncertainty and furnishes less information than
flipping an unbiased coin. Flipping a totally biased coin, with indistinguishable Heads on both
sides, furnishes no information at all.

Entropy. The uncertainty of a channel, and the information that it transmits, can be measured
as the average length of the bitstrings needed to describe the probabilities of its outputs. For
example, for the unbiased coin, the probabilities are

1
[@%FH] = [@%FT] = 5 = (1),

where (.1), is written in binary. So writing each of the probabilities requires precisely one
binary digit, and the lengths are

f[@%l-H] = f[@%I-H]:l

Their average length is calculated by weighing the length of each probability by the probability
itself, and the amount of information obtained (i.e., the amount of uncertainty eliminated) by
flipping the unbiased coin is

H(@%) = [@%FH]K[@%FH]+[@%|-T]f[@%l-T] = %-1+%-1:1

In words, this says that flipping a coin gives 1 bit of information. For 3 flips, (8.10) gives the
probability of each outcome y € {H, T}’ is

[@%@%@%Fy] = % = (.001),

Writing the probability % now requires 3 binary digits. The lengths of the probabilities that
need to be averaged are this time

Averaging is easy again, since the lengths of the probabilities are weighed by the probabilities,
which are the same again, just smaller: % rather than % The amount of information obtained
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(i.e., the amount of uncertainty eliminated) by flipping the unbiased coin 3 times is

1

H(@%@%@%) = Z [@%@%@%I—y]f[@%@%@%l—y] = 8-§-3=3

YE{H.TP

Flipping a coin 3 times gives 3 bits of information. It sounds trivial all right, but the underlying
general idea is not. The idea is that the amount of information (i.e., the decrease of uncertainty)
about the causes x conveyed by the effects y transmitted by a channel [x F y] is

Hx) = > [xryltxry]

y

But counting the expected lengths ¢[x F y] of the binary representations of the probability of
every output y is impractical. To simplify it, first note that the length of the binary notation for
an integer r > 1 is the length of the smallest power of 2 above it, i.e., {(r) = [log, r]. If we go
beyond the integers and also allow fractional lengths, we can ignore the ceiling operation [—1,
and write {(r) = log, r. Since the logarithms of numbers p € (0, 1] are negative, the fractional
lengths become {(p) = —log, p, the general formula for quantifying the information about x
transmitted by the channel outputs y is thus

HX) = =) [xFy]log[xFy] (8.12)

y

This is the most used and studied information measure: Shannon’s entropy [35]. Applied to
flipping the biased coin

3 1
[@% |—H] = Z = (11)2 [@% |—T] = Z = (01)2
formula (8.12)) tells how many bits of information it furnishes:

H(@;)=~([@; FH] - log[@; - H| +[@; F T]-log[@; F T]) =

3 3 1 1 3
—(Z-logZ+Z-logZ) = 2—210g23

Since log, 3 > %, flipping this biased coin yields less than 1 bit of information. Flipping & 1

gives % log, 3— 1 more information than flipping & 3. Information theory is a symphony of such
measurements of information flows. The theories of communication, language, intelligence,
data security, all depend on such measurements. As a quantitative model of information trans-
mission, probabilistic channels play a central role in all sciences of communication [50,155]. A
rich theory of information flow security is built almost entirely in terms of channels as stochas-
tic matrices [3]. In cryptography, simple memoryless channels are composed into complex
secure constructs used in secure function evaluation and multi-party computation [25]].

Examples: erasure channel, oblivious transfer. A memoryless channel that transmits an
input bit b with probability g, and erases it otherwise, can be defined by the stochastic matrix
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[- F =]:1{0,1} x {0, 1, e} — [0, 1] comprised of the sequents
[bFb]=¢q [bFe]=1-¢q

This erasure channel is displayed in Fig. 8.1l on the left. On the right is the oblivious transfer

@—\ T & (bob) J—
G— @

Figure 8.1: The Erasure Channel and the Oblivious Transfer

channel, which transmits one of two bits from Alice to Bob, keeping Alice oblivious which of
the two bits was transmitted. The stochastic matrix [ — + —]: {0,1}? x {0, 1} — [0, 1] and the
sequents are

[bob]"bo]:q [bob]l‘b]]zl—q

8.2 Predictive inference

8.2.1 Example: language models

As I speak, the context x of words that I have said induces a probability distribution over the
next word y that I will say. These conditional probabilities are the values of the sequents
[x I y] describing the channel that I communicate on. We speak (and write) by sampling that
distribution. The conditional probability that I sample as I speak may be something like

[what is the next word that I am going to  write] =

[what is the next word that T am going to F say| =

B 1= 0l—

[what is the next word that I am going to F swallow| =

In the usual notation for conditional probabilities, the first line would be written

Pr (write | what is the next word that I am going to) = é

and the other two similarly. Here we don’t write them like that, but as sequents. Changing
standard notations is seldom a good idea, but they are seldom this bad.

Speech is a probabilistic channel. As you try to understand what I am trying to say, you also
sample from a similar distribution and try to predict what I will say. If what I say is predictable,
it is easier to understand. If I mumble, predictability enables error correction. When I deviate
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from your predictions, you may receive new information. The uncertainty increases with the
unpredictability, and removing it yields more information.

We speak the same language if we sample words from the same distribution. That distribution
produces the language that we speak and comprehend. In reality, everyone’s distribution is
slightly different, and we never speak a completely identical language. But if the distributions
are close enough, we can communicate. That is what makes the probabilistic channels that
generate streams of words into communication channels. They are the languages that we speak
and write. But how do we come to share these channels? How do the probability distributions
over the words settle in the minds of all people who use a language?

As we use a language, we sample it, and retain the word frequencies (8.6-8.7)). The conditional
probability of the next word in a given context is the ratio in the form

[what is the next word that I am going to say|

[what is the next word that I am going to F say| = . _
[what is the next word that I am going to]

The numerator is the total frequency of the whole phrase. The denominator is the total fre-
quency of the prefix, without the last word. The total frequencies are summed up over all
contexts, as in (8.7))|.

Language generation. The process of language generation proceeds by sampling the next
word, adding it to the context, then sampling the next word, adding it to the context, and so on.
This is what the chatbots do when they speak to us [S0]. Intuitively, the probability of a phrase
that I (or a chatbot) might say should be the product of the probabilities of each of the words
from its preceding context:

[what is]
[what is the]
[what is the next]

[what] - [what F is]
[what] - [what F is] - [what is I the]
[what] - [what F is] - [what is I the] - [what is the F next]

and so on. Justifying this intuition leads to a general law for reasoning about probabilistic
channels.

8.2.2 Generative channels and sources

Definition 8.1. A channel is called generative if it is in the form X* — AKX, i.e., its input and
output types are the same. A generative channel makes its underlying type X into a source.

The stochastic matrix of a generative channel is in the form [ - F —]: X* x X* — [0, 1]. On
one hand, it is just a conditional probability distribution over X*, written in a matrix form. On
the other hand, when viewed as a channel, the fact that it emits outputs of the same type as its
inputs puts it in the generative mode of operation. Starting from a context X = (x;x3 ... X, ), it
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generates a stream of outputs

[x1 .0 X Xonrt s [X1 e XXt F X2 )s o e s [ X0+ o XnXonat -+ Xotnet & X s - - -

by appending each new output to the old context and thus forming a new context, which it
consumes as the input to generate the next output. Then it appends that output to the previous
input, and so on. At each point of the process, the probability of generating a particular cumu-
lative sequence of outputs is completely determined by the single-output generations, as their

product:

(X1 X b Xt oo Xa] = [0 X F X ] -

[X1 e XnXimet F Xi2] -

[X1 -+ XX 1 Xoms2 F Xona3] -

[X1 . XXt -+ Xpne1 F X ]

(8.13)

The probability that a language channel generates a particular phrase is thus a product of the
single step generations, starting from the empty context:

Generalizing (8.13) yields the general transitivity law of generative channels.

Proposition 8.2. Every generative channel [ — + — |: X* X X* — [0, 1] satisfies

forall x,y,z € X*.

[what is the next word that I am going to say| =
[what] -

[what F is] -

[what is F the] -

[

what is the  next] -

[what is the next word that T am F going] -
[what is the next word that I am going F to] -
[what is the next word that I am going to F say]

[xFyz] = [xFy]-[xykz]

(8.14)

Remark. Viewing the matrix [— F —]: X*xXX* — [0, 1] as a listing of conditional probabilities
makes equation (8.16) into a familiar law, equivalent to the Bayesian law, which follows directly

from the definition of the conditional probability given by Thomas Bayes:
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8.3 Inverse channels and Bayesian inference

How can we derive causes from effects? How do we invert a probabilistic channel? — Finding
the unobservable causes of observable effects is the central problem of science. Finding the
unknown inputs of a channel corresponding to its known outputs is the central problem of
cryptanalysis and one of the main problems of channel security.

What does it mean that the channels Pr: X* — AY* and Pr: Y* — AX" are each other’s
inverses? — Intuitively, it means that (x,y) € X* X Y* occurs as the input-output pair of Pr
with the same probability as its reverse (y,x) € Y* X X* occurs as the input-output pair of
Pr. But these probabilities are only determined if the probabilities of x € X* andy € Y* are
determined. If we cannot tell how frequently x € X* occurs, how could we tell the frequency of
(x,y) € X* x Y*. But to say that the probabilities of x € X* and y € Y* are determined means
that X and Y are sources, in the sense of Def.

Let
[- Fx —]: X" X X" — [0,1] [- ry —]: V' x Y —[0,1]
be the (stochastic matrices corresponding to the) generative channels making X and Y into

sources. (We usually omit the subscripts since the names suggest the types.) The probabilities
that the source X may generate x and that Y/ may generate y are respectively

_ Zue){* [u 2 X] _ Ztey* [t F Y]
SR Y and b= 5 e

(8.15)

Recalling that Pry(y) = [x F y] and l;ry(x) = [y F x|,
e the chance that (x, y) will occur as the input-output pair of Pris [x] - [x F y], whereas
e the chance that (y, x) will occur as the input-output pair of Pr is [y] - [y F x].
The requirement that Pr is the inverse of Pr is thus
[x]-[x+y]l = [y]-[yFx] (8.16)
The inverse of the channel Pr: X* — AY* can thus be defined
Pr: Y — AX' (8.17)

y » [ykx]=

Bayesian reasoning. The definition of inverse probability goes back to Thomas Bayes’ fa-
mous essay “on the doctrine of chances” [7], albeit in a convoluted form. Formulas (8.16)
and (8.17) are often referred to as the Bayesian law. Within a single source, without the con-
cept of channel, it was rediscovered in the subsequent centuries by many others, until it was
inaugurated as one of the basic tools of statistical inference by Fisher [27]].
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Example: the Monty Hall problem

Monty Hall was the host of a TV game show Let’s make a deal. In one of his games, the prize
was a car, hidden behind one of three doors. You will win the car if you select the correct door.
After you have picked one door but before the door is open, Monty Hall opens one of the other
doors, where he reveals a goat, and asks if you would like to switch from your current selection
to the remaining door. How will your chances change if you switch?

Let us analyze the situation. Suppose that the doors are enumerated by 0, 1,2. Say the door
that you have initially chosen is assigned the number O.
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e The available channel inputs X = {Cy, C;, C,} correspond to the situations that the Car is

behind the door 0, 1, or 2.

The available channel outputs Y = {G,, G, G,} correspond to the situations where Monty
Hall shows a Goat behind the door 0, 1, or 2.

Let [x I y] denote the probability that the car position input x € {Cy, Cy, C,} causes Monty
Hall’s goat output y € {Gy, G, G»}. The matrix of the induced channel is given in the first
of the following three tables.

[F =1 Ge[Gi |G ] [ [Go[Gi |G| [DF-T[G]C[C]
[Cor T[0T 53] [G [olg[z] [[Gr-T[T[T]T1
[C;r -] 0] 0] 1 ¢, [olo! [GiF =] L]0 2
[CF ][O ] 1T ]O0 G o]0 G.r =1 17270

— If the car is behind the door 0, then Monty Hall can open the doors 1 and 2 with
equal probabilities [Cy F G1] = [Co F G»] = 1, and show the goat there. This is the
first line of the table.

— If the car is behind the door 1, then Monty Hall can only show the goat behind the
door 2, and thus [C F G,] = 1.

— If the car is behind the door 2, then Monty Hall can only show the goat behind the
door 1, and thus [C, F G] = 1.

The second table displays the joint probability distribution [x, y] € A (X x Y), which is
computed from the first table using the formula [x, y] = [x]-[x F y], where we assume that
the chances that the car is behind each of the door are equal, i.e., [Co] = [C1] = [C5] = 1.

The third table displays the chance [y I x] that Monty Hall’s goat output y € {Gy, G, G,}
was caused by the car position x € {Cy, Cy, C,} as the input. The computation of the
probability that this might be the cause of the observed state is computed by going back
along the inverse channel (8.17). The distribution of the car is [x] = % for x € {Cy, Cy, C,},
whereas the distribution of the goat [y] is computed by summing up the columns of the
middle table. Hence, [Go] = 0 and [G;] = [G>] = 1. Since [Gy] = 0, the output G, can

never be observed, and the chances [Gy + — | are undefined, which is denoted by T. The



second row is

(Gl [CrG] 53
[Gl F CO] - [Gl] - % - 3

_al-laraG] 30 _
Gral =G =17 =9

_alerG] o501 2
arel = e T T 73

The third row is computed analogously.

For both outputs G, and G,, displaying the goat behind the door 1 or 2, the chance that the car
is behind the remaining door 2, resp. 1, is twice bigger than the chance that it is behind the
door 0 that you had chosen initially. You should switch.

8.4 Probabilistic noninterference

8.4.1 Sharing information

Suppose that a probabilistic channel [ — + — ]: X* x Y* — [0, 1] is shared by Alice, Bob,
and other subjects of type S, like in Sec. Alice can only enter the inputs from her own
clearance type X, (6.13) and only observes the corresponding outputs from her local channel
view [— F — ' X* x Y* = [0,1]

A :
X F xXubkv ifuocA
[OFOI" =1 pary o)t = XYL L . (8.18)
[x+y] otherwise
where [ — F —],: X* XY — [0, 1] is the matrix of the single-output version of the channel:
[ukv], = Z [uky:v] (8.19)
yey*

Definition (8.18)) lifts to probabilistic channels the local view from the possibilistic framework

in (6.17).

8.4.2 Probabilistic worldviews

Alice’s state of the world Sty, : X* — {0, 1} was defined in (6.16)) as the characteristic function
of the set {x: X* | x [4= Xx4}. It is the inverse image of Alice’s view x, along the purge projec-
tion [4: X* — X*. The states of the world corresponding to the different projections that Alice
may observe were collected into the possibilistic channel St: X, — ©X*, conveniently written
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as the matrix [ — F —]: X X X* — {0, 1} of entries [x4 F X| = Sty, (x). In the stochastic case,
assuming that X is a source with the frequency distribution Pr = [ — |: X* — [0, 1] defined as
in (8.13)), the local state of the world is the probabilistic channel St: X%, — AX* corresponding
to the stochastic matrix [ — F — ]: X x X* — [0, 1] with the entries
ﬂ if x rA: XA
[x4 Fx] = Sty,(x) = {[X4] (8.20)
0 otherwise

8.4.3 Probabilistic interference channels

By repeatedly entering the same input x4 : X, like in Sec.[6.3.2.3], but this time not just record-
ing the possible outputs, but counting their frequencies, Alice can derive the interference ver-
sion of a probabilistic channel, say in the matrix form

[-F -] X" xY’
-+ -1 X%

by defining the matrix entries using (8.18)) and (8.2Q) to be

[lxaryl = > [xakxl-[xkyl! (8.21)

xeX*

8.4.4 Definition and characterization of probabilistic noninterference

With the above liftings of notions and notations from possibilistic channels to probabilistic
channels, the definition of probabilistic noninterference can be written in the same way. We
just rewrite Def. from its relational form to stochastic matrices.

Definition 8.3. A channel [- F —]: X*xXY* — [0, 1] satisfies the noninterference requirement
if for all subjects A, it is indistinguishable from the interference channels that it induces

fA[XA Fyl = [xakyl (8.22)

Proposition 8.4. For every shared channel | — + —]: X* x Y* — [0, 1] and every subject A,
the following conditions are equivalent:

(a) the noninterference requirement:

['xaky] = [xaky]
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(b) forallx,x' € X* andy € Y*,

X=X = [xry]' =[xyl

(c) forallx € X* andy € Y*

[xtyl" = [xI Fy]

(d) forall x,x’ € X* there is u € X* such that for ally € Y* holds
xPa=ufs A Xy =[uky A uta=xTy,

where —A = S \ {A}.

The proof is left as an exercise, since it again lifts from the possibilistic cases in Prop.

8.4.5 Example: Car rental

Alice and Bob used to visit Smallville together, and they always rented a car. Alice loved to
rent a Porsche. They are not so close anymore, but Bob started missing Alice, and he is hoping
that their paths might cross again.

One day Bob visits Smallville again, and goes as always to the car rental office. He requests the
Porsche. If the Porsche is available, then Alice is probably not in town. Or maybe she is, but
the Porsche was not available when she tried to rent it. Or maybe the Porsche is not available,
but someone else has rented it, and Alice is not in town. Or maybe. ..

"Everything is possible. But how likely is it that Alice is in town if the Porsche is available?"

"Hmm. It is much easier to estimate how likely it is that Porsche is available if Alice is in town.
No chance! Maybe a small chance. Say 1 in 5. On the other hand, no one ever wants to pay
the pricey Porsche rental, so if Alice is not in town, then I think the chance that the Porsche is
available should be something like 90%."

Bob’s estimates express his beliefs about the extent to which Alice’s presence may be the cause
of Porsche’s unavailability. There are thus two possible causes, and two possible effects:

e The causes are the inputs from X = {a, —~a}, where a means that Alice is in town, and —a
that she is not in town.

e The effects are the outputs from Y = {p, —p}, where p means that the Porsche is available
for rent, and —p that it is out, and unavailable.

e The channel [ - + —]: X XY — [0, 1] now expresses Bob’s beliefs. It is the leftmost
matrix. The first row displays the probable effects of Alice’s presence; the second row
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are the effects of her absence.

L - -1 p[-p] [xyl ] p|-p| | bF-J] af-a]
mER T [l
[~at ~1lwl @ ~a || % | [pF -1 5] 3

e Bob has no idea how likely it is that Alice is in town, so he takes the chance to be fifty-
fifty, i.e., that the probabilities are [a] = [-a] = 3. Using the formula [x, y] = [x] - [x - y]
again, the second table is obtained from the first table by multiplying all entries with %

e The third table displays the chance [y  x] that the availability and unavailability of the
Porsche, the output y € {p, —p} is caused by Alice’s presence or absence, which is the
input x € {a, —a}. This chance is derived from the second table using the Bayesian law
in (8.16). The probabilities [y] are obtained by summing up the columns of the second
table. Hence, [p] = 11 and [-p] = 5.

So if the Porsche is available, then the chance that Alice is in town is [p F a] = %; if the

Porsche is not available, then the chance is [-p + a] = 5.

8.5 Secrecy

The earliest notion of secrecy, the "One Ring to rule them all" of cryptography, is Shannon’s
notion of perfect secrecy [56l]. We show how this classical concept is subsumed under channel
security, and then comment how its modern refinements fit into the same framework.

8.5.1 Perfect secrecy

A cipher is a family of functions {(E;, Dy )}ie%, Where
e E, : M — C are the encryption functions,
e D, : C — M are the decryption functions,
o M s the type of messages, or plaintexts,
e C is the type of ciphertexts, and
e K is the type of keys,
such that the equations
D (Bx(m)) = m (8.23)

hold for every k € K and every m € M. These equations impose on ciphers the functional
requirement that every message m enciphered as ¢ = E;(m) can be deciphered as m = Dy;(c), for

122



every k € K. The security requirement, on the other hand, is that this is the only way to recover
the plaintext, i.e., that it cannot be recovered without the key k which allows the user to pick the
correct Dy for (8.23). This is the secrecy requirement. It can be formalized probabilistically, by
requiring that chance that m can be guessed from ¢ = E;(m) is negligible, i.e., close to 0. Ever
since Shannon’s seminal paper on "Communication theory of Secrecy Systems" [S6]], where the
formalization was proposed, the assumption was that "the enemy knows the system", in the
sense that the attacker Alice is given the family {(E;, D;)}iex. Although she is not given the key
k, and therefore does not know which particular encryption function E; is used, knowing the
whole family of encryption functions allows her to average out and derive a guessing channel

Kx MSC

C—>[_|__] AM

where the distribution [¢c F — | € AM measures the probability [c¢ F m] that ¢ = E;(m) by
averaging over K the m-cylinder of E;'(c), i.e., by counting which portion of K enciphers m
as c. Hence, we have the memoryless probabilistic channel

[-F-]:C - AM

c = (k=] : M — [0,1]) (8.24)

m [C - m] — #{ke K 1'Iﬁt?E(k(m):c}

where #X denotes the number of elements of the set X. This channel captures attacker Alice’s
view of the cipher. Her goal is to guess m from ¢, and (8.24) gives the guessing odds. The
value [m F c] is the chance that the plaintext is m if the ciphertext is ¢. In other words, we
write the conditional probability Pr(m]|c) in the form [c F m]. The guessing is thus driven by the
probability distribution [c F — ] : M — [0, 1]. If Alice is given a single chance to guess the
plaintext, she should probably try an m with the highest probability [c¢ F m]; otherwise, if there
are more guessing chances, or if the cryptanalytic attack is an ongoing process, then the whole
area of betting strategies and information elicitation opens up.

Shannon’s perfect secrecy requirement was that the ciphertext tells nothing about the plaintext
that wouldn’t be known without the ciphertext. It is assumed that the messages are sourced
with a publicly known distribution [ — ] : M — [0, 1], which can be, e.g., the word frequency if
M is the lexicon of a language. So [m] is the a priori chance that an unknown word is m. The
perfect secrecy requirement is that the ciphertext does not add any posterior information to this
prior knowledge.

Definition 8.5. A cipher satisfies the perfect secrecy requirement if the equation
[ckm] = [m] (8.25)

holds for all m € M and ¢ € C.

The statistical independency of m and ¢, required by (8.23), can be equivalently expressed using
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the constant projector
vl 1 AC> 15 AC (8.26)

which projects all distributions over C into the uniform distribution v : C — [0, 1] where
v(c) = % for all ¢ € C. Note that 1 = Al, as there is a single probability distribution on the

singleton.

Proposition 8.6. A cipher satisfies the perfect secrecy requirement from Def. if and only
if the memoryless channel

[-+F-]:AC > AM (8.27)
y o Dy [xk -]
xeC

satisfies the negative security requirement with respect to the projector v! from (826)), which
means that the following triangle commutes

AC

- F-]
!\l/
Al AM (8.28)
ul
AC [-F -]

Proof. Consider the point distribution y. € AC
Xc:C — [0,1]
1 ifx=c
x
0 otherwise
for an arbitrary ¢ € C. The definition of [ — F — ] in (8.27) implies
[-F =T = > xe@)-[xFm] = [cFm] (8.29)

xeC

where we fix an arbitrary m € M, for convenience. On the other hand, going down and right
around the triangle in (8.28)), we get

FF 1@ = Y ferml = =Y [l (8.30)

xeC n xeC

where n = #C. The commutativity of the triangle in (8.28) for all y., i.e., the equations
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[- F =](xo)(m) =] - F —](v)(m) thus give n equations in the form

(1—n)[c|—m]+Z[xl—m] =0
xeC
X#C
one for each ¢ € C. This system of n equations thus completely determines the values of [c¢ F m]
for each of the n ciphertexts ¢ € C, and for the fixed arbitrary m € M. Since each ¢ occurs in
exactly one equation with a coefficient 1 — n and with the coefficient 1 in the remaining n — 1
equations, the system is invariant under the permutations of ¢, which means that all solutions
must be equal, i.e.
[xFm] = [c+m] forall x,c e C

This means that the value of [x F m] does not depend on the choice of x, and hence

[m) = Y [x]-[xtm] = [ckm]- > [x] = [c+m]

xeC xeC

8.5.2 Computational secrecy

Security of modern cryptosystems is based on computational hardness assumptions. Such a
system can satisfy the secrecy requirement even if the chance [c¢ F m] to guess m from ¢ = E(m)
is greater than the chance [m] to guess m without ¢ — provided that computing the probabilities
[c + m] for the various plaintexts m is computationally hard. This means that, although "the
enemy [still] knows the system", and the attacker Bob is still given the cipher {(E;, Di)}iex, it
is computationally unfeasible for him to derive the channel [ - F — ] : C - AM and actually
compute the guessing chances [c¢ I m]. So the security requirements on modern crypto systems
cannot be stated in terms of this channel. But although they are stated in different terms, they
still fit into the conceptual framework of channel security in an interesting way. The technical
details are beyond the scope of this text, but we sketch the big picture.

For a cipher {(E;, Di)}iex derived from a modern crypto system, the functional requirement is
still that the plaintext is recovered from the ciphertext by

Di(Ex(m)) = m

but now the security requirement, that this should be the only way to recover m from c, is
expressed not by saying that the chance to guess m from ¢ without k is negligible (i.e., not
greater than guessing m on its own), but by saying that the chance to find a feasible algorithm
A that satisfies

A(Ex(m)) = m (8.31)

is negligible (i.e., not greater than guessing k and using A = D;). Although echoing the structure
of the functional requirement D;(E;(m)) = m, this version of the secrecy requirement turns out
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to be independent of it. If we omit the keys and forget about the decryption functions for a
moment, we are left with a function E : M — C, and the security requirement is simply that
finding the inverse images along it is hard. This is the seminal concept of one-way functions,
the stepping stone into modern cryptography [21]].

Definition 8.7. A function E : M — C is said to be one-way if
a) given m € M, itis easy to compute E(m), but

b) given ¢ € C, it is hard to find m € M such that E(m) = c.

Formally,
e (a) means that there is a feasible algorithm that computes E : M — C; but

e (b) means that there is no feasible algorithm that computes a function A : C — M such
that A(E(m)) € E~' (E(m)) for all m € M.

Remark. In general, it is not required that one-way functions E are injective, and the inverse
images may not be unique. In the special case of crypto systems, however, the functional
requirement D, o E;(m) = m implies that E;(x) = E;(y) only when x = y, and E; is thus
injective. In the general case, the requirement that A(E(m)) € E~!' (E(m)) is easily seen to be
equivalent with the equation E o A o E(m) = E(m). ButEo Ao E = E means that Ao Eisa
projector.

Proposition 8.8. A function E : M — C is one-way if and only if it is feasible, and if for
any feasible function A : C — M where A o E : M — M is a projector, the chance that the
following triangle commutes is negligible (which we express by x).

AM
AEL x)

AC * AC (8.32)
sl /

AM

Comment. The requirement that the triangles in (8.32), indexed by all feasible functions
A : C — M, almost never commute, is of course not one of the channel security requirements
from Def. There, the triangles are required to commute to be secure. The idea is that the
projectors A in Def. B.3 filter out the undesired flows, and let through the desired flows. A
function f thus behaves like f o A precisely when it passes no undesired flows. In triangle
(8.32), the undesired flows are the composites A o E where A reverts the one-way-function E.
Here the security requirement is that such flows are unlikely. This is expressed by minimizing
the incidence of the equation E o A o E = E. The requirement that equations are not satisfied
are unusual in algebra, but crucial in security.
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9.1 Idea of privacy

What is privacy? Privacy is the right to be left alone.

Privacy is not a security property. It is the source of security requirements. I claim that the
water well is my private property and that my health record contains my private data. These
privacy claims give rise to security requirements: to prevent others from accessing my water
well and my health record.

Privacy is the owners’ right to enjoy their resources with no interference from others. This
right protects the owner from access through law-abiding parties, but also declares access from
adversaries to be illegal. Security focuses on the adversarial process of defending and attacking
some privately owned assets.

Privacy is the realm of ownership claims:
e “The data about me are owned by me.”
e “The sea is owned by the King.”
Security is the process of implementing privacy claims:

e “My data are secured by encryption.”
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e “Our maritime borders are secured by King’s Navy.”

There is also a feedback loop from security to privacy. If I am unable to secure the water well,
then I cannot claim the right to be left alone with it. For example, if Lion wants to prevent other
animals from using a water well, but the well is too big for Lion to defend it, then Lion cannot
claim the right to be left alone with the well. He may try to chase away Gazelle drinking on the
other side of the well. But by the time Lion gets there, Gazelle has had plenty of water. After
trying to secure the well by running around it for a while, Lion will eventually have to give up
his privacy claim.

If an asset can be secured, then it can be made private in as many ways as it can be
used. Back in Sec. 2.3 we distinguished the dependability requirements that can be imposed
on a car from the security requirements. The dependability is assured by the engine and the
brakes; the security by the locks and the keys. In addition, the privacy requirements can be
imposed on the various aspects of the use of the car. Driver’s and passengers’ privacy can be
assured by tinted windows. The right to privately use the car can be secured by the ownership
documents. The right to use a car for public transport can be issued as a license to private
individuals, for taxi or ride-sharing. A range of privacy arrangements for vehicles is illustrated
in Fig. Fig. shows a city as a partition of space into public and private. The structure

Figure 9.1: Different types of vehicles address different privacy requirements

of this partition is determined by the privacy claims and arrangements: “This is my private
apartment and I have the right to be alone”, or “This is public space and everyone can come
here”. The purpose of security tools and the task of security policies is to implement such
privacy claims and denials, as well as complex privacy policies.
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Figure 9.2: The structure on living spaces is induced by the variety of privacy policies

9.1.1 History of privacy

The social history is, first of all, the history of shifting demarcation lines between the public
sphere and the private sphere [6, 45}, [54]]. The communist revolutions usually start by abolishing
not only private property, but also private rights. Tyrannies and oligarchies, on the other hand,
erode the public ownership and rights, by privatizing resources, services, and social life. The
distinction between the realms of

e the public: city, market, warfare. .. and
e the private: family, household, childbirth. ..

was established and discussed in antiquity [4} [13]. Tt was a frequent topic in Greek tragedies:
e.g., Sophocles’ Antigone is torn between her private commitment to her brothers and her public
duty to the king. The English word politics comes from the Greek word woMg, denoting the
public sphere; the English word economy comes from the Greek word oixoc, denoting the
private sphere.

Disambiguations. There are many aspects of privacy, conceptualized in different research
communities, and studied by different methods; and perhaps even more aspects that are not
conceptualized in research, but arise in practice, and in informal discourse. We carve a small
part of the concept, and attempt to model it formally.

As an abstract requirement, privacy is a negative constraint, in the form "bad stuff (actions)
should not happen". Note that secrecy and confidentiality are also such negative constraints,
whereas authenticity and integrity are positive constraints, in the form "good stuff (actions)
should happen". More precisely, authenticity and integrity require that some desirable infor-
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mation flows happen. For example, a message "I am Alice" is authentic if it originates from
Alice. On the other hand, confidentiality, secrecy and privacy require that some undesirable
information flows are prevented: Alice’s password should be secret, her address should be
confidential, and her health record should be private.

But what is the difference between privacy, secrecy and confidentiality? Let us move out of the
way the difference between the latter two first. In the colloquial usage, they allow subtle dis-
tinctions. For example, when a report is confidential, we don’t know its contents; but when it is
secret, we don’t even know that it exists. For the moment, we ignore such differences, and fo-
cus on distinguishing privacy as a right from secrecy and confidentiality as security properties.
The terms are used interchangeably.

As for the difference between privacy and secrecy (or confidentiality), it comes in two flavors:

1) while secrecy is a perty of information, privacy is a property of any asset or resource
that can be secure; and

2) while secrecy is a local requirement, usually imposed on information flowing through a
given channel, privacy is a global requirement, usually imposed on all resource requests
and provisions, along any channel of a given network.

Let us take a look at some examples.

Ad (1) Alice’s password is secret, whereas her bank account is private. Bob’s health record is
private, and it remains private after he shares some of it with Alice. It consists of his health
information, but may also contain some of his tissue samples for later analysis. On the other
hand, Bob’s criminal record is in principle not private, as criminal records often need to be
shared, to protect the public. Bob may try to keep his criminal record secret, but even if he
succeeds, it will not become private. Any resource can be made private if the access to it can
be secured. For example, we speak of a private water well, private funds, private party if the
public access is restricted. On the other hand, when we speak of a secret water well, secret
funds, or a secret party, we mean that the public does not have any information about them. A
water well can be secret, and it can be private, but not secret.

Ad (2) To attack Alice’s secret password, Mallory eavesdrops at the secure channel to her bank;
to attack her bank account, he can of course, also try to steal her credentials, or he can initiate
a request through any of the channels of the banking network, if he can access it. Or he can
coordinate an attack through many channels. To attack a secret, a cryptanalyst analyzes a given
cipher. To attack privacy, a data analyst can gather and analyze data from many surveillance
points. To protect secrecy, the cryptographer must assure that the plaintexts cannot be derived
from the ciphertexts without the key, for a given cipher. To protect privacy, the network operator
must assure that there are no covert channels anywhere in the network.

Information is, of course, a resource, so it can be private.
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9.1.2 Attacking and securing privacy

The general principle of Privacy Policy Enforcement is:

If a resource can be secured,
then it can be made private.

This extends the general principle of Security Policy Enforcement, which states that

A resource can be secured
if and only if its value is greater than the cost of securing it.

In practice, though, things get complicated due to the dynamic interactions across the layers
of the policy enforcement stack, displayed in Fig. The complications arise from the fact

Privacy

Security

Cryptography

Figure 9.3: Privacy is built upon security, which is built upon cryptography

that the strength of the foundations does not in general guarantee the strength of the buildings
that they carry. The strong foundations are necessary, but not sufficient for a strong building.
In security, this leads to the well-known phenomenon that security protocols may be broken
without breaking the underlying crypto [57]. In privacy, the analogous phenomenon is that
privacy protocols may be broken without breaking the underlying security protocols [14]. The
idea is displayed in Figures and The privacy attacks that leave the underlying security
intact are implemented through deceit. The methods of deception allow attackers to

e pull private data and resources, or

e push private actions

| Privacy | | Privacy |
| ecurity | Security |
L {//ypto graphy | Cryptography |

Figure 9.4: Security protocols can be attacked, by breaking the underlying crypto, but also
directly
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| Priva | | Privacy
| Securi | | Security |
| | |

Cryptography J Cryptography

Figure 9.5: Privacy protocols can be attacked, by breaking the underlying security, but also
directly

without breaking the security measures that make them private.

9.2 Surveillance and sousveillance

9.2.1 The paradox of data as a resource

Private data are a privately owned resource. How can this be, if data are easy to copy, whereas
a resource was defined in Sec. [3.1.1l by being hard to come by? The reason is that some data
must be protected as private in order to protect some physical or financial resources as private.

Examples. A password or a cryptographic key are easily copied, but should be kept private if
they are used to protect private funds in a bank account. The intrinsic value of Alice’s health
record is to provide the information needed by Alice’s physician Bob to treat her if she becomes
ill, but the extrinsic value of Alice’s health record is to help Alice’s insurers withdraw her health
coverage just before she may need it, and also perhaps to tell burglars when Alice might be in
a hospital.

Private data are thus kept private not because of their utility for the owner, but be-
cause of their potential value for others, as means for attacks. If private data are effec-
tively secured, they become hard to come by for the attackers, but easy to use in attacks when
they are available. Paradoxically, the privately owned data are resources for the non-owners.

9.2.2 The two sides of data security

The Digital Rights Management (DRM) technologies are tasked with controlling the dis-
tribution of specified digital data. While the individually owned data are also digitized and
private, the DRM technologies have been developed mainly to protect the digital assets owned
and marketed by organizations, and in some cases by governments. The marketed digital assets
include software and media, such as digital music, movies, and digital text, such as news, study
materials, and popular literature.

The surveillance technologies are tasked with enabling and facilitating data collection
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about the behaviors of specified subjects. In market surveillance, the subject behaviors usually
include the marketing habits and interests, which are used for targeted advertising, influence
campaigns, sponsored search, and recommender systems in general. In investigative surveil-
lance, the subject behaviors include a wide range of subject behaviors and contacts, often open
for inclusion of any correlatable information.

It is not hard to see that the surveillance tasks and the DRM tasks are two sides of the same
coin: the former strives to establish a data flow, the latter to prevent data from flowing. A DRM
copy protection may be used to prevent surveillance; surveillance techniques may be used to
break or disable a DRM protection.
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Figure 9.6: Technology investments favor the profitable side of data privacy

The tasks of securing data privacy on one hand and of the intellectual property on the other
correspond to the same security problem: to control the data flows in digital networks. How-
ever, the technologies developed for surveillance on the one hand and for the DRM on the other
hand lead to the opposite solutions: they weaken privacy and strengthen the intellectual prop-
erty. Fig. illustrates how the technical advances support privacy protections of intellectual
property and commercial digital assets, but help break the privacy protections of individual
behaviors and personal digital assets.
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9.3 Data privacy and pull attacks

9.3.1 Defining data privacy

Data privacy defines the boundaries between the private sphere and the public sphere and pro-
vides the legal right to be left alone with your private data. This right intends to restrict the
access to the private data, just like secrecy intends to restrict the access to secret information.
But while secrecy is concerned with access to data through a specific channels, the right to
privacy is not specific to a particular channel, it legally protects from access to the private data
through any global channel.

Secrecy is formally defined in cryptography. The earliest definition, due to Shannon [56]], says
that it is a property of a channel where the outputs are statistically independent of the inputs.
It is tempting, and seems natural, to define privacy in a similar way. This was proposed by
Dalenius back in the 1970s [20]: A database is private if the public data that it discloses publicly
say nothing about the private data that it does not disclose. This desideratum, as Dalenius
called it, persisted in research for a number of years, before it became clear that it was generally
impossible as a requirement when considering access through any global channel. For example,
if everybody knows that Alice eats a lot of chocolate, but there is an anonymized database that
shows a statistical correlation between eating a lot of chocolate and heart attacks, then this
database discloses that Alice may be at a risk of heart attack, which should be Alice’s private
information, and thus breaches Dalenius’ desideratum. Notably, this database breaches Alice’s
privacy even if Alice’s record does not come about in it. Indeed, it is not necessary that Alice
occurs in the database either for establishing the correlation between chocolate and heart attack,
or for the public knowledge that Alice eats lots of chocolate; the two pieces of information can
arise independently. Alice’s privacy can be breached by linking two completely independent
pieces of information, one about Alice and chocolate, the other one about chocolate and heart
attack. But since Alice’s record does not come about in the database, it cannot be removed
from it, or anonymized in it. The public knowledge of background information can establish
covert channels that require the definition for data privacy to be different from the definition of
secrecy.

Alice’s privacy is her global right. But the definition of privacy of her data in a database cannot
have global requirements and depend on the (non)-availability of background information and
covert channels that are in no control of the database. It has to depend on the records in the
database that contain Alice’s information and how they are disclosed. Limiting the focus to
what private information can be learned just from Alice’s record in the database leads to the
more practical measure of differential privacy. In differential privacy, it is required that all
sensitive data about Alice that can be learned from a database D with Alice’s record, could also
be learned from the database D" where Alice’s record is replaced by an alternative record. This
sounds very close to Dalenius’ definition, which says that all sensitive data about Alice that
can be learned from a database D with Alice’s record, could also be learned without access to
the database D, but on a closer look it is very different. The definition of differential privacy
addresses the impossibility of privacy according to Dalenius’ definition and removes the issue
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of background information.

Data privacy in databases. The life of any data set consists of first gathering the data (veil-
lance), then storing and releasing the data, and finally processing the data. Databases are the
central tool for the management of large collections of data. Conceptually, databases organize
data as large matrices, called tables, storing values of attributes organized in records.

Definition 9.1. Given the sets R of records, A of attributes, and V, of values for each a € A,
a database is a matrix

D : RxA -V
where V = | J,c4 V, and D(r,a) € V, forall r € Rand a € A.
The rows of the matrix represent the tuples of data in a record of the database, and the columns
of the matrix represent the attributes, i.e., the data for an attribute for each record.

If an attribute has a unique value for each record, this attribute is considered to be an identifier.

Definition 9.2. An identifier (ID) is an attribute a € A that uniquely determines all entities.

More precisely, there is a function f : V, — & such that for all e € & holds

J(Dge) = e

where Dj‘e(e)

is value for the attribute a that occurs in a record R(e) in the database D.
Attributes of private data, like health conditions, educational records, or financial information,
that are particularly sensitive regarding the protection of their access, are called sensitive at-
tributes.

Figure 9.7: Privacy can be achieved by being hard to see or hard to find
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We described some instances of data gathering in section in particular in the context of
public data. The fact that the gathered data in these cases has been public does not imply for
every stored datum, possibly containing sensitive attributes, to be publicly standing out. One
can be completely private and anonymous if lost in a crowd as suggested in Fig.[0.7] even if
the data about the crowd is public and contains sensitive information. The surveillance of this
data alone does not kill the privacy of any individual’s data in the crowd. It is the search in the
collected data that can Kkill the privacy. The simple look at the image does not highlight any
private data of any subject, but if there is sufficient reason to spend any effort on processing the
image, private data can be identified and extracted. The controlled access to the records of the
database through its interface can restrict the searches and help protect the privacy of the data.

ID QID SA
Name || Zipcode ‘ Age ‘ Sex Disease

Alice 47677 29
Betty 47602 22
Charles 47678 27
David 47905 43
Emily 47909 52
Fred 47906 47

ovarian cancer
ovarian cancer
prostate cancer
flu
heart disease
heart disease

SN Rl

Figure 9.8: Data contain identifiers (ID) and sensitive attributes (SA).

Medical databases contain sensitive attributes, like e.g., health conditions or medication records,
that are privately owned before they are brought into the database. Data are assumed to be se-
cured while stored, their release makes them public, and the concern of privacy and anonymity
arises with the controlled access and the release of any record. The database in Fig.[9.8]contains
the identifier Name and the sensitive attribute Disease. Neither Alice nor Betty would like the
information that they have been diagnosed with cancer to be publicly known, they would want
to protect access to this private data.

As a simple solution to support the restriction of access to sensitive private data, access could
simply be prohibited to anyone other than the owners. This simple solution is not very practical,
because direct access to the private data in not just needed by the owners, but is also important
for health care professionals to have to do their work.

Accumulative and anonymized access is important for the public and for research to improve
general understanding of health conditions and the spread and causes of diseases. In many
cases, the sensitive attributes only need to be presented in accumulated form for statistical
analysis where they can be detached from the identifiers of the records. Individuals would
not be willing to have their sensitive data released if their identity can be identified from the
released record. This is where the privacy protection of statistical databases come in.

Definition 9.3. Data are collected from a set of entities &. Data gatheringisamapR : & — R,

so that Dg is the tuple of the data corresponding to the entity e € &. Data identification is a
map E : R — &, such that E(R(e)) = e.
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Simply removing the identifier from a record before release removes the data identification by
the means of the identifier, but it does not detach the record from the entity. The removal of the
identifier of the name attribute in the example in Fig.[9.8 leaves the attributes shown in Fig.
In each record the sensitive attributes are only linked to non-sensitive attributes that do not
reveal the identity of the record by themselves - the records seem to be anonymized.

QID SA
Zip code ‘ Age ‘ Sex Disease

47677 29 | F || ovarian cancer
47602 22 F ovarian cancer
47678 27 | M || prostate cancer
47905 43 | M flu
47909 52 | F heart disease
47906 47 | M heart disease

Figure 9.9: Attempt at anonymizing records by removing identifiers (ID).

Cross-referencing the records in the anonymized database against records in public databases,
like a voter register shown in Fig.[9.10}, allows for re-identification of the records and link the
sensitive attribute entries back with the individuals’ identities.

QID SA
Zip code ‘ Age ‘ Sex Disease ‘ Name H Zip code ‘ Age ‘ Sex ‘

47677 29 F ovarian cancer Alice 47677 29 F
47602 22 F ovarian cancer Bob 47983 65 | M
47678 27 | M || prostate cancer Carol 47677 22 F
47905 43 | M Sflu Dan 47532 23 | M
47909 52 F heart disease Ellen 46789 43 F
47906 47 | M heart disease

Figure 9.10: Medical database linked with Voter Register.

Such examples are real. In the 90s, a case involving the governor of Massachusetts got highly
publicized and was subsequently used to drive privacy policy in the health care industry. Af-
ter the governor collapsed at a public event, a graduate student demonstrated that linking the
anonymized data of health records that his health insurance generally made available for re-
search studies, with the anonymized data that could be bought from the voter register, allowed
the re-identification of the governor’s health record related to the public collapse and exposed
the governor’s health condition. The anonymized records of the health insurance had the ob-
vious personal identifiers removed, but the published data included zip code, date of birth, and
gender. When matched with the voter records, there were only six possible patient records that
could belong to the governor. Only three matched the gender, and only one shared the zip code.
Those attributes were sufficient to identify the governor uniquely. This case got later published
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in [58]]. Interestingly, the names and other details of the case from public media got changed in
this publication, as listed in Fig. to protect the privacy of the involved entities.

Medical Data Released as Anonymous

‘ SSN ‘ Name ‘ Race ‘ Date of Birth ‘ Gender ‘ ZIP ‘ Martial Status ‘ Problem ‘
asian 09/27/64 female | 02139 divorced hypertension
asian 09/30/64 female | 02139 divorced obesity
asian 04/18/64 male 02139 married chest pain
asian 04/15/64 male 02139 married obesity
black 03/13/63 male | 02138 married hypertension

black 03/18/63 male 02138 married shortness of breath
black 09/13/64 female | 02141 married shortness of breath

black 09/07/64 female | 02141 married obesity
white 05/14/61 male | 02138 single chest pain
white 05/08/61 male | 02138 single obesity
white 09/15/61 female | 02142 widow shortness of breath
Voter List
Name ‘ Address ‘ City ‘ ZIpP ‘ DOB ‘ Gender ‘ Party ‘ ...... ‘

Figure 9.11: Medical record of the Governor of Massachusetts identified.

There are several other similar cases that have been publicized over the years, but this specific
case has been influential in determining the criteria for the 2003 HIPAA act and in defining the
related criterion of k-anonymity, that has been used to advance privacy protection in statistical
databases. In the identification of the governor, the attributes of gender, birthdate and ZIP code
were not sensitive by themselves. Their critical feature was that the specific value combination
of these attributes for the governor were unique in both databases. This allowed them to act -
in combination - as an identifier. We call such sets of attributes a quasi-identifier.

Definition 9.4. A quasi-identifier (QID) is a set of attributes Q C A that uniquely determine
some entities.

More precisely, there is a partial function f : [[,.q Vi — & such that for some e € & holds
f (Dg(g)) = €

Q
where DR(E)

is a Q-tuple of attributes in the database D.
In figure9.10Q] the set of attributes Q = {ZIP, Age, Sex} is a quasi-identifier because

{ZIP,Age,Sex}\ __ .
J(Dgiasicey ) = Alice,
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where D;z(zﬁge,sm = (47677, 29, F) and the function f is determined from the voter register
uniquely to be f(47677, 29, F) = Alice. In figure[9.11], the set of attributes Q = {Gender, DOB, ZIP}
is a quasi-identifier because

{Gender,DOB,ZIP}\ __
f(DR(Sue J. Carlson) ) = Sue J. C(ll"lSOl’l,

where uniquely Dy ey oo 2™ = (female, 09/15/61, 02142) and the function f is determined

from the voter register to be uniquely f(female, 09/15/61, 02142) = Sue J. Carlson.

9.3.2 K-Anonymity

The measure of k-anonymity [60] has been introduced to make re-identification more difficult.
With k-anonymity, a database ensures that the values of the quasi-identifier attributes of any
record cannot be distinguished among at least k records; the larger the k, the larger the set of
records among which one entity can be hiding. This measure helps protect privacy when the
focus is one individual query.

Definition 9.5. A database D satisfies the k-anonymity requirement if for every quasi-identifier
Q and every Q-tuple of values x € V® = [[;.q Vi, there are either at least k records with the
same value x, or no such records exist in D. Formally, the requirements are YQ C ‘A, Yx € Ve

#R? = #reR|D¥=x} >k  or x ¢ DY

This measure needs to consider any Q-tuple of attributes as potential quasi-identifiers.

Techniques. The two techniques to achieve k-anonymity are generalization and suppres-
sion [59]].

In generalization some details of some attributes are removed to make their values more com-
mon, and less identifiable.

The choice which attribute values are used to generalize to larger ranges has an impact on
the information that each query to the database can provide. In their use to provide averages
and statistical information about the attribute values of the records, it is important to chose
generalizations that limit the bias that they have on the averages and cumulative information
that is processed for any queries.

Suppression removes records that are considered outliers that cannot be easily generalized with
other records.

Example. Figure illustrates the records of a database that, before anonymization has
a QID of the attributes (ZIP, car, child), where the value (96822, Subaru Outback 1999, 8
year old) only occurs in one record of the database as shown in the figure on the left. But
generalizing the values of the attribute ZIP to the first two digits, the attribute car to just the
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brand of the car, and the attribute of the age of the child to just the information whether the
child is a minor or not, the same anonymized values for the previous QID attributes for the
entity occur in k records now, as shown in the figure on the right. The record of the entity that
could previously be uniquely identified, now shares its value for these attributes with k—1 other
records. The database is k-anonymized if there are at least k records not just for this specific Q-
tuple value for this specific Q, but if there are at least k records in the database for any Q-tuple
value for any subset of attributes Q.

QID (ZIP, car, child) QID (ZIP, car, child) — k-anonymized

Figure 9.12: Database k-anonymization by generalization of QID-attributes.

Limitations of k-anonymity. The utility of using k-anonymity to protect privacy in databases
has its limits:

Lack of diversity: Even if a database provides k-anonymity by the appropriate application of
generalization and suppression, an entity could still be associated with their private information,
e.g., the sensitive attribute of their health condition if the database lacks diversity and the same
SA value occurs in more than k records. Then, k-anonymity does not conceal the value. It
reveals the SA not just for the entity e, but for all the more than & entities with the same SA
value xs = Dy}, the same QID tuple gs = Dg(e) and with records R%.. In this case the database
would be k-anonymous, but still discloses the SA of a group of more than k entities.

Background information: General anonymized data may also disclose an individual SA value
when combining the data from the database with any background information about an indi-
vidual.

The data relating smoking and cancer from a database D can be used together with the public
knowledge that Bob smokes, and, in effect, link Bob with the SA of having a cancer risk —
even if Bob does not occur in D. The background information that is used to reveal Bob’s
private information in this case is a false problem, because its release is not under the control
of the database. No anonymization of the database D can eliminate the information available
outside of D. Therefore, it must be acceptable that a database D may disclose some sensitive
information about me to those who know me — even if I do not occur in D.
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Example. Alice writes an exam at school. Her teacher grades the exams and returns them to
the students. He also gives them a summary of the results and tells them, among others, that 3
students failed the exam. If the records for each student in a database D contain their grade for
this exam, the teacher’s summary does not release the grades for any student but just provides
the information:
HRE = #{r € R| D% = fail} = 3

Charlie likes to harass students, and asks all of his friends how they did in the exam. Alice
does not want to tell Charly about her exam, she wants to keep her exam results private. After
Charly finds out the grades of all other students in the class, and that only two of them had
failed the exam, he concludes, that Alice must have failed the exam, and harasses her about it.
Through his collection of information, Charly builds the database D’ that contains all records
of D except for Alice’s. For this database D’, Charlie determines that

#reR| DY = fail) = 2.

and can conclude that D\ D’ = R(Alice) and Di’ade(Alice) = fail. The release of the summary
of the grades by the teacher did not preserve the privacy of Alice’s grade on the exam, although
Alice’s result had been made 3-anonymous in the disclosure of results from database D by
the teacher. If the teacher had made her statement less precise and told the students instead
that either 2 or 3 students had failed the exam, the privacy of Alice’s results would have been
preserved. The question remains how the release of aggregate data that has been processed by
tools like mining or classification affect the privacy and anonymity of sensitive data. This issue
occurs and has been studied in a refined form in the context of statistical databases and has lead
to the notion of k-privacy.

Statistical databases. Statistical databases are collecting data for statistical analysis and
reporting. Their purpose is to provide cumulative and statistical information of public interest
and for research while protecting the privacy of the individual records. Their focus is on the
classification and analysis of the dataset as a whole, they are not interested in the details of a
specific datum. To be sharing sensitive data with the database, participants need to be convinced
that their record cannot be identified, and any part of their sensitive data cannot be reconstructed
from the data provided in the disclosures of the database.

9.3.3 Differential Privacy

Differential privacy [23]] is a requirement on the disclosure algorithm F of the database D, and
not a requirement on the data in the database itself. It implements the indistinguishability of
databases D and D’, where database D differs from database D’ just in one individual records, in
terms of an equivalence kernel. Differential privacy requires that the flow leakage of individual
information from any single record is negligible when releasing a statistical result from the
database D. Intuitively, the risk to one’s privacy incurred by participating in a database is
expressed by the parameter of the privacy budget € in the model. The techniques that have
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been developed to achieve differential privacy can be controlled to achieve an arbitrary level of
privacy under this measure.

Definition 9.6. Let D be a family of databases, P C > ,.4 V., a family of properties (viewed
as sets of values in some attributes), and & > 0 a real number, called the privacy budget.

A disclosure algorithm F' : D — P is e-differentially private if for every property Y € P holds

PFWeEY)
PiF)eY) — €

for any pair of databases x, x’ € D which differ in at most one record, and where the normalized

ratio is denoted as
X if x <
LI x/y ifx< Y,
y y/x otherwise.

Implementation. Differential privacy is a property of a database disclosure algorithm F. To
make a disclosure algorithm meet the different privacy requirement, the data in the database is
not getting affected at all, so that no bias is added to the recorded data. Instead, differential pri-
vacy can be achieved by perturbing the disclosure algorithm in different phases of the process.
In principle, one could perturb the disclosure algorithm

e at the inputs of the queries,
e at the calculation of intermediate values for the query, or
e at the output values of the disclosure.

In practice, the perturbation of the output values is the most common approach by adding noise
to the output values. In this way, the statistical properties of the added noise and the relation
of the perturbed values to the unperturbed values can be best controlled to meet the differential
privacy requirements from definition 9.6l for a specific privacy budget €.

Output Perturbation Method. The standard method to achieve differential privacy is the
controlled addition of Laplace noise to generate the outputs of the disclosure algorithm [24]].
The amount of noise is adjusted with respect to the parameter & to achieve e-differential privacy
and trade-off the accuracy of the disclosed results versus the risk of private individual data to
be leaked. The parameter choices are guided based on the following properties.

To implement differential privacy and guarantee a bound on the ratio of the probabilities be-
tween F(x) and to F(x’), the density function of the added noise needs to have a bound on its
ratios in shifted versions. This is why Laplace noise is chosen. The Laplace density function
for various parameters A is shown in Fig. Two versions of the density functions are shown
that are shifted by Af,» = |f(x) — f(x')|| to represent the densities of perturbed results dis-
closed by F(x) and F(x") from databases x, x’ € D - this is the situation we are in when adding
Laplace noise to the unperturbed results of a feasible disclosure algorithm f(x) and f(x").
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A bound on the ratio of the two densities for a disclosed value y € Y € P that could have
been generated from y = F(x) or y = F(x’) then allows to determine and control the Laplace
parameters to achieve g-privacy for the disclosure algorithm F(x).

Figure 9.13: Laplace density functions shifted by Af; ,

Theorem 9.7. Let f : D — P be a feasible disclosure algorithm. Then

GS
F(x) = f)+Lap|—
e
is -differentially private, where GS y = )\, || f(x)— f(X')|| is the global sensitivity, and Lap(Q)

M), and where

describes randomly sampled noise with density function Lapd(y, 1) = ;—Aexp(— N

databases x,x' € D differ in at most one record.

Proof. To get e-differential privacy, we need to compare the disclosures of databases x and x’,
where the two databases are different in just one record r. The global sensitivity GS ; expresses
a bound of how much the unperturbed disclosure f(x) can differ from f(x"). With the difference
denoted by Af, . = f(x) — f(x’), we can write

|Afx,x’| = |f(x) _f(xl)| < GSf

When an arbitrary value y’ € Y is disclosed, this value could have been generated as y' =

F(x) = f(x) + NZap orasy = F(xX') = f(xX) + Nz;p, where Nfap and NZ;,, are continuous
G

random variables representing the Laplace noise sampled from Lap (i) For F(x) = F(x'),

=N’ +A fex» and if we set y* = F(x) — f(x), the ratio of the probabilities can

X
we have N Lap

Lap
be expressed as

Pr(F(x) = y)/P(F(x) =) = Pr(N},, =y")/Pr(N},, = O + Afer))

Lapd(y*, %)/Lapd(y* + Afir, %)
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Note that y* is shown in Fig. Lapd(y*, 2L is depicted by the red bar and Lapd(y* +

€

Afyvs %) is depicted by the blue bar in the figure. To get to the requirement for differential
privacy from Def. 0.6, we consider the normalized ratio:

Pr(F(x)=y) = | Lapd(y, =) |
PRFO) =Y)  Lapd(y + Afuy. 20)
exp( - &)

]
ey +Afer |\ |
exp( - Zaeﬂ GS; )

(- [ET el = B
exp| — -

)

GS ¢ GS
A x,x’
-
> exp( - SG(;ff)
= e°.

The third line follows from the definition of the normalized ratio and its relation to the absolute

value of the exponent difference: %i = exp(la — b|). The first inequality after that applies

the triangle inequality, and the second inequality applies the global sensitivity GS ; as the upper

bound on [|[Af;||. At the end we get the lower bound required by Def. This bound was

determined taking an arbitrary value of y’ € Y. Therefore, we generally have as required
Pr(F(x) € Y)

PP er) = ¢

This shows that the choice of parameter A = % for the additive Laplace noise is successful in
making the disclosure algorithm F(x) e-differentially private. O

9.4 Public influence and push attacks

9.4.1 Layered architectures

The internet stack, displayed in Fig. on the right, is studied in most network coursesdd. It is
less often noted that most codes and languages, both natural and artificial, are built according
to the same layered architecture, as displayed in Fig. on the left. The signals or messages
transferred at each layer provide the particles of which the signals or messages at the next layer
above are composed. In a natural language, the words are composed of letters, the sentences

2Many courses actually follow the OSI network stack, which has two additional layers. The additional layers do
not seem to arise from additional functionalities, but they are useful nevertheless, as a fascinating illustration
of design-by-committee and of accidents-of-evolution.
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context

programs application layer

language S = |alice loves bob, how are you?, ..}

instructions ‘ S = {c=a+b; if(n-0){break;};...} ‘ transport layer

L = (alice. bob, thunder... al
lexicon | (ali u 2yzzyvaj ‘ network layer

keywords ‘ L = (auto, break. case...., volatile, while}

alphabet ‘ T = (ab.c,...2) ‘ character set ’ ¥ - | data link layer

carrier | M= .M ‘ binaries ‘ M= (01 ‘ physical layer

Figure 9.14: Languages and networks transfer messages across layers

of words, texts of sentences, and so on. On the Internet, the network packets are composed of
the frames transferred on the data link layer, the transport layer frames encapsulate sequences
of network packets, and so on. Just like the syntax of a natural language determines which sen-
tences are well-formed, and thus facilitates parsing, the network protocols determine formats
of the packets, to facilitate assembling the messages that may have been split into particles.
The familiar network protocol architecture of the Internet is displayed in Fig. The appli-

HTTP, FTP, ...

TCP, UDP

IP(ICMP, IGMP)

Ethernet, WAP

code

Figure 9.15: Protocols are syntactic rules for communication across layers

cation layer protocols are designed by the application developers, and follow their own layered
architecture, often several layers deep. Communications in natural languages are also regulated
by protocols, which distinguish the sentence flow of a newspaper article from the formal lan-
guages of legal documents, of engineering, and the style and language of literary narrative, of
poetry, and so on. These high-level rules tend to be more complex than the grammatical rules
that generate sentences, and they are only known for some limited cases and situations.

9.4.2 Level-above attacks

In general, a context can be viewed as a prefix of a well-formed message: it conveys some
information but leaves some uncertainty. A sequence of contexts is a higher-level context, that
may require error correction or abstraction. For example, Alice’s email message to Bob is a
context, as is Bob’s response: they both narrow the possible conversations that may ensue, but
usually do not determine them completely. A completed conversation, or a protocol run, is also
a context at a still higher level, where a sequence of conversations may constitute a transaction.

Deceit and outsmarting arise when such level-above channels are established covertly. For
example, Bob sends a message in the context of one conversation, but that message may shift
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the conversation into a different context, which Alice may or may not notice, and may respond
to it at the higher level, or remain at the lower level. Through a sequence of transactions, with
or without the level shifts and covert messages, Alice and Bob may establish a covert context
of trust, separate from the overt contexts of any of the conversations.

9.4.3 Upshot

Fig. shows the computational versions of the language stack, from the carriers at the
bottom to the contexts at the top. The natural language stack on the left is echoed by the
programming language stack in the middle, which is echoed by the network stack on the rightﬁ.

‘ S = (alice loves bob, how are you?, ...}

L = {alice, bob, thunder...., zyzzyva} ‘

T ={abc,...2} ‘

oI |

Figure 9.16: are easy, attacks are easier, level-above attacks are the easiest

9.5 What did we learn?

The takeaway ideas of this chapter are:

e Privacy is the right to be left alone.
e Data privacy prevents the information pull.
¢ Influence implements the action push.

e Deceit defeats privacy through level-above attacks.

But where do these ideas leave the tasks of the privacy protections in reality? For example,
implementing the data privacy in a network requires at least the guarantees that

a) the private data cannot be derived from the publicly released data;
b) the publicly released data cannot be compiled and expanded through cross-referencing.

But requirement (a) is a typical example of an intractable logical problem. What is derivable
from what is demonstrated by constructing derivations. What is not derivable is even harder
to characterize in general. Requirement (b) requires controlling the information flows, which

3The OSI model, usually taught in networks courses, separates a session layer above the transport layer, and a
presentation layer below the application layer. A quick look at protocols shows that this is just a legacy quirk.
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is a typical example of an intractable problem in a network. So it seems that the data privacy
problem has no general solution, as it involves intractable problemsH

Yet in real life, we do manage to maintain certain levels of privacy. Some say less and less,
some say there are new forms of data that remain private. Either way, there is empiric evidence
that privacy is not completely impossible.

“Differential privacy is a general method to protects the statistical databases, where the problems of cross-
referencing and cross-derivations are filtered out together.
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Epilogue

Aloha Students of Security Science,
The grades have been entered. You have all done well. Thanks for taking this course.

Interestingly, you seem to have coordinated the votes to evenly distribute the points for the pre-
sentations. (The chance that everyone might get the same number of votes with no coordination
seems to be less than 1 in 8000.) This is obviously in the interest of those who have invested
less work and could expect an outcome below the average, and against the interest of those who
have invested more work, and could expect an outcome above the average. The advantages and
disadvantages of egalitarian social contracts are well-known.

On the other hand, the agreement may be signaling that the utility of points for those who gained
some was greater than for those who lost some, in which case the collusion has increased the
total utility. This allows us to close the course by repeating the side remark that we never had
a chance to fully develop:

Security and Economy are two sides of the same coin:
e aresource is an economic asset only if it can be secured, while
e a security protection is effective only if it is cost-effective.

For instance, the lion cannot claim a water well as his asset if it is so big that he cannot prevent
the gazelle from drinking on the other side. A $100 lock is not an effective protection of a $50
bike.

But valuations can vary wildly. My bike can be priceless to me. To prevent it from being stolen,
I might be willing to steal a lock. In a market economy, my goal is to minimize my costs,
maximize my revenue, and secure my profits. The less I give and the more I take, the better
off I am. But there are also social processes, such as love, religion, art, and science, where our
goal is to give as much as we can and take out as little as possible. Many security failures arise
from confusing different security goals that arise in different economic environments. To be
good security engineers and scientists, you must remember do not waste money on the market
and to not save efforts in love and science.

In any case, we respected your preferences and assigned the maximum of 25 points to everyone.
Happy holidays!

— Peter and Dusko
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Appendix A. Prerequisites

1 List and string constructors and notations

o lists: X* = {(xl xz...x,,)eX”|n:0,1,2,...}

e strings: X* :{(xl Xp...x,)€X" | n= 1,2,3...}

The only difference between the type X* of lists of elements of X and the type X* of strings
of elements of X is that X* contains the empty list ( ), whereas X* does not. Strings are the
nonempty lists, whereas a list is either a string or empty:

X = x'u{0)]
Lists are inductively generated by the list constructor (::) and the empty list ():

D) 0

X'xX— X — 1 (D
<(x0...x,,),x,,+1>+—> (X0 ... Xp Xpy1)
() «—0

whereas strings are generated by the string constructor (::) and the letter inclusion (—) operation:

) =)

X"'xX — Xt — X (2)
<(xo...x,,),x,,+1>l—> (X0...%p Xpy1)
(x) —iXx

Notation. We write the names of lists and strings in bold]

X = (xox1x...%,)
When convenient, the indices can also be written right to left, i.e., x = (x, x,_1 ... x| X ).
Induction

Inductive constructors allow inductive definitions. Here are a couple of basic examples.

"Functional programmers write xs = (x1 x2...xn)
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List concatenation. The list concatenation appends two lists

xx 5 x <1

(z.()) — z
(z,y :: x) +— (z@y) 1 x

Since concatenation is obviously associative, it makes X* into a monoid, with the empty string
() as the unit. More precisely, X* is the free monoid over X, whereas X* is the free semigroup.
The monoid operations easily extend from lists to the sets of lists

X x X 5 x

* o @ o (O}
PN XPX) = X)) — 1
by defining the concatenation of C, D C X* to be the set of concatenations of their elements

CD = C@D = {c@deX'|ceC,de D}

List length. The simplest inductive definition assigns to each list the number of its symbols:

x 5 N

O > 0
yix > {y+1
Note that N = {1}" is the free monoid over one generator, with the operation of addition on N
corresponding to the concatenation of {1}*, providing the arithmetic in base 1. The list length

operation can thus be viewed as the monoid homomorphism X* — {1}* induced by the unique
function X — 1, identifying all symbols of the alphabet X with a single symbol.

Abbreviations. When no confusion is likely we abbreviate, not just C@D to CD as above,
but also Xx@y to x :: y, and even xy.

Prefix order. The prefix relation C defined by
XCy & Jz.xuz=y (3)

is a partial order, both on lists and on strings. Writing x C y and saying that X is a prefix of 'y
means that there is z = (z; ... z,.x ) such that

()C] Xooo o Xk 21 .- Zn—k)

= (VY2 Yk Yket---Yn)

so that x; = y; for i < k and z; = y;« for i < n — k. This partial ordering makes any set of lists
X" into a meet semilattice, with the meet x My extracting the greatest common prefix of x and
y. The set of strings X* is not a semilattice just because the greatest common prefix of strings
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starting differently is the empty list, which is not a string.

Specifying properties. For any pair of events a,b € X, and for arbitrary sets of events
C, D C %, some of the properties that can be defined are:

a = {x:a:y|xyeX'}
a<b = {xutauy:ub: zlxy,zeZ*}
a<3db = {teX|Iy. t=xany = yy'.y=y :b:y’)
Ja<b = {EZ |Ixy. t=x::by = IXx'.x=x":1a:x"}

C = xucuylx,yeX,ceC)
C<D = [x cuy=d:z| xyzeX', ceC, de D}
C<3dD = {tGZ*IVceCt—X cry = 3AdeD.y=y ::d:y’}
AC<D = {teX'|VdeD.t=x:d:y = 3dceC.x=x":c:x"}

2 Neighborhoods

Neighborhoods. Topology is the most general theory of space. Spaces usually model the
realms of observations, and their structures therefore correspond to what is observed: e.g., met-
ric spaces capture distances, vector spaces also capture angles, etc. Topological spaces only
capture neighborhoods, viewed as sets that are inhabited by some objects together. Smaller
neighborhoods suggest that the objects are closer together, and the set inclusion of neighbor-
hoods thus tells which objects are closer together, and which ones are further apart. But these
distinctions are made without assigning any numeric values to the distances between objects,
as it is done in metric spaces. Metric spaces can thus be viewed as a special case of topological
spaces.

For any set E, a (topological) space structure is defined by either of the following:

e open neighborhoods are represented by a family O C ¢(E) closed under finite N and
arbitrary _J; whereas

o closed neighborhoods are represented by a family ¥z C ¢9(E) closed under finite U and
arbitrary ()

The two families determine each other, in the sense that a set is open if and only if its comple-
ment is closed, i.e.

Or = {U e 9(E) | -U € Fz) Fr = |F € 9(E) | =F € Og)

Any family B C @(E) can be declared to be open (or closed) neighborhoods, and used to
generate the full space structure. If we want B to be
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e open, then set

BE = {ﬁBi|BOa---,Bn€BE} and Og {U(V|(Vgg;2}

By = {OBilBo,...,BnGBE} and Fe = {ﬂ(VI(VQBE}

Closure operators. For any given topology on E, the family ¥ can be equivalently presented
in terms of the closure operator that it induces:

VipE) — @) “4)
X — ﬂ{FeTEIXQF}

It is easy to see that the general requirements from a closure operator are satisfied:
X € VX = VVX
and Fr ={X € 9(E) | VX = X}.

Interior operators are dual to closure operators. This means that for any given topology on E,
the family Of of open sets (dual to the closed sets ) can be equivalently presented in terms
of the interior operator that it induces:

A:p(E) — @) (5)
X — U{UGOEIUQX}

It is easy to see that the general requirements from an interior operator are satisfied:
X 2 AX = AAX
and O = {X € 9(F) | AX = X}.
Closures and interiors determine each other by
VX = -A-X AX = =V-X
Density can be defined by saying for X, Y € @(F) that X is dense on Y if VX 2 Y. This can

be equivalently written in the form ¥ N A-X = (. We sometimes describe such situations by
saying that =Y is codense on —X. In general, U is codense on V when f V\U = 0. The family
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of sets that are dense on Y, or on which Y is codense, is

Dy

{Dep(Y)|VFeFg. DCF = Y C F}
DepV)|VU€Op. YNU+0 = DNU + 0}

Closed-dense N-decomposition. Any inclusion X C FE clearly factors as X € VX C E
where VX € g is closed, and X € Dyy is relatively dense. Therefore, any X C FE is an
intersection of a closed and a dense set

X = VX Nn (XU-=VX)
where VX € ¥ is closed, and X U -VX € Dy is dense everywhere.
Open-codense U-decomposition is induced by the closed-dense N-decomposition of the
complement =X C E through V-X = -AX C E. More precisely =X = V=X N (=X U =V-X) =
=AX N = (X N —-AX) becomes
X = AXU(X\AX)

where AX € Op is open, and X \ AX is codense.

3 Images, cylinders and cylindrifications

Direct and inverse images. Any function f : A — B induces two direct image maps and one
inverse image map:

©B
Wl 3Ix f(x) =yAxeX}

S
[

PA
x| f(x) eV}

[l

©B
Ivx. f(x)=y=xeX}

S
[

It is easy to show that they satisfy

X)CY < XCf(Y)and
ffYYcX < YC/f(X

and hence for any X € ¢)A holds

X)) < X c fAX)
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Cylinders. We call f*f.(X) the internal f-cylinder contained in X, whereas f*fi(X) is the
external f-cylinder containing X. An external f-cylinder is thus the smallest inverse image of
a set in B along f that contains X, whereas an internal f-cylinder is the largest inverse image
of a set in B along f that is contained in X.

Cylinder closures and interiors. Suppose that we are given a family of functions V = {v :
A — B, |v € V}, where V is an arbitrary set of indices. We consider such families as cylin-
der localizations: we build v-cylinders, internal and external, for all v € V, and approximate
arbitrary sets using cylinders.

B, B,

VX

By

Figure 1: Cylinder closure and interior

The cylinder closure and cylinder interior operators are defined by

-1 : pA — A (6)
X — X1 =[ v
veV
() : pA — A (7)
X — (x) = v
veV

where the sets

X1, = vivi(X)
(XD, = vivu(X)

{ze A| Axv(z) = v(x) A x € X}
{ze A|Vxv(z) = v(x) = x € X}

are respectively the external v-cylinders around X and the internal v-cylinders inside X. It is
easy to see that the [—] is a closure operator and that (—) is an interior operator, which means
that they satisty

(X)) = (x) [CX11 = [x1
(X) € X c [X]
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They are complementary in the sense
- [X] = (]—|X[) —.QX[) = [[-X]
which means that they determine each other:

Definition A.1. X € QA is external cylindric if X = [X] and internal cylindric if X = (X).

Lemma A.2. Any history t of events £ = | [,,cw Zv is completely determined by
o the restrictions t |, forw € W, and
e their schedule , which is function s : |t| > W such that
sky=w < ez, (8)

wheret = (tot;...t,)and |t = n+ 1.

Proof. The claim is that the function s : |[t| — W satisfying (8) provides enough information to
reconstruct t from its restrictions t [,,, given for all w € W. The restrictions can be scheduled
in many ways, but (8)) says that k-th component #; of t comes from the restriction t [4. To
simplify notation, we write t [, as 7®), so that o-th component of t |, becomes 7%. So we
know that #, = 7% for some o-. The question is: what is o?

Towards the answer, we use s : [t| — W to define the function ¢ : [t| X S — [t| + 1 which counts
the number of w-actions in the k-length prefix of t. The definition is by recursion:

1 if s(0)=w
0, =
s(0.w) {0 otherwise
cntLow) = sm)y+1 ifsn+1)=w
’ s(n) otherwise

It is easy to show by induction that ¢(k, w) is the length of the w-restriction of the k-prefix t; C t,
ie., ¢(k,w) = [t I',|. Hence, 1, = Tiﬁ’s(k» is thus the g(k, s(k))-th component of 7® = t [. O

Proposition A.3. A property P is localized if and only if together with every t it contains all s
such thatt|,=s1T, forallw e W.

Localization. In general, the smallest local property containing P C X* with respect to the
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partition £ = [[;4 Z; is

~
Il

{teXf|Viel.t]; e P;}
ﬂP where E:{teZ*ltriePi}

iel

The property P is called the localization of P. 1t is easy to see that P C E = P, i.e., that
localization is a closure operator. The property P is thus localized when P = P.
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biometric feature, 14l

causation,

channel, [63] [84]
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communication, [84]
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continuous, [69] 8T

sequent notation,

continuous possibilistic,
continuous probabilistic,

covert, [69] [78]
cumulative,

sequent notation,

deterministic,
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information, [[ 11

interference, [73], [77]

inverse,
local view,
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overt, [69] [71]
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communication, [83]
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MLS, 211 27

Monty Hall problem, [118]

network,
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forensics, [[1]
freedom,

good stuff, [T11 [13]

health,
history, [33]
global,
local,
strictly local,

nonce,
noninterference,
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prefix order,
prevention, [IT]

lma“ff.” mt — probability
.;re; ’e conditional, 114
inverse, [16] )
’ tor, 811, [82]
inductive inference, [70] gigjpeeit(i);s LRl
integrity, [[31 T8}

interference, [72],
channel, [77]
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intrusion detection, [11]
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resource security, [15}
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perfect, 123

security,
classification,
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location, 27]
multi-level, 211 27
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source, 115
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string, [157]
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difference from list,[137]
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system monitor, 24]

thing, 4]

tokens vs words,

traffic and communication, [§3]
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Trojan horse, [78§]
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matching,
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