2504.15580v1 [cs.DS] 22 Apr 2025

arxXiv

On the Price of Differential Privacy for Hierarchical Clustering
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Abstract

Hierarchical clustering is a fundamental unsupervised machine learning task with the aim
of organizing data into a hierarchy of clusters. Many applications of hierarchical clustering
involve sensitive user information, therefore motivating recent studies on differentially private
hierarchical clustering under the rigorous framework of Dasgupta’s objective. However, it has
been shown that any privacy-preserving algorithm under edge-level differential privacy necessarily
suffers a large error. To capture practical applications of this problem, we focus on the weight
privacy model, where each edge of the input graph is at least unit weight. We present a
novel algorithm in the weight privacy model that shows significantly better approximation than
known impossibility results in the edge-level DP setting. In particular, our algorithm achieves
O(logl'5 n/e) multiplicative error for e-DP and runs in polynomial time, where n is the size of
the input graph, and the cost is never worse than the optimal additive error in existing work.
We complement our algorithm by showing if the unit-weight constraint does not apply, the lower
bound for weight-level DP hierarchical clustering is essentially the same as the edge-level DP, i.e.
Q(n?/e) additive error. As a result, we also obtain a new lower bound of Q(1/¢)" additive error
for balanced sparsest cuts in the weight-level DP model, which may be of independent interest.
Finally, we evaluate our algorithm on synthetic and real-world datasets. Our experimental results
show that our algorithm performs well in terms of extra cost and has good scalability to large
graphs.
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1 Introduction

Hierarchical clustering is a fundamental problem in unsupervised machine learning that has gained
significant popularity since its introduction in 1963 [WJ63]. In contrast to flat clusterings, such as the
popular k-means and k-median, which provide a single partitioning of the input dataset, hierarchical
clustering (HC) recursively partitions the dataset so that similar items are grouped together at
lower levels of granularity while dissimilar items are separated as high as possible. The resulting
output is a binary tree-like structure called a dendrogram, whose leaves represent the individual
items and whose internal nodes represent a cluster of the items in its subtree, thereby organizing the
relationships within the dataset into a hierarchical representation. Moreover, unlike flat clusterings
that require the “correct” number of clusters as input and which can be difficult to ascertain [Tho53],
hierarchical clustering simultaneously captures structure at all levels of granularity and thus does not
need to determine a fixed number of clusters. Consequently, hierarchical clustering has numerous
applications in areas where data intrinsically is organized into hierarchical structure, such as biology
and phylogenetics [SS73, SNM 03|, community detection [LRU20], finance [TLM10], and image and
text analysis [SKKO00].

Even though these applications involve datasets with sensitive information, there has been
little work on privacy-preserving hierarchical clustering. [[EM23] recently initiated a study on
differentially-private approximation algorithms for hierarchical clustering measured using the objective
introduced by [Das16], which quantifies the HC cost based on how early similar nodes are split in the
hierarchy. In particular, the cost is the sum of the weights of all edges, multiplied by the size of the
smallest cluster that contains both endpoints of the edge. [[EM* 23] considered edge-level differential
privacy, where the edges of the input graph represent the sensitive information so that the output of
the hierarchical clustering algorithm should be somewhat insensitive to changes to a single edge of
the similarity graph. Intuitively, this is quite difficult to guarantee, since many common hierarchical
clustering algorithms, such as single-linkage or average-linkage [HTF09| are deterministic and thus
can change drastically when a single edge of the graph is changed. Indeed, [[EM 23] showed that any
e-differentially private algorithm on a graph with n vertices would produce a hierarchical clustering
with Dasgupta’s objective value 2 (n2 / z-:) additively worse than the optimal clustering.

Such a large error renders the corresponding hierarchical clustering useless in most practical
scenarios. Consider, for example, a dataset whose nonzero costs construct a graph that consists of
v/n disconnected instances of an expander graph with (logn)-expansion [Kow19] and on /n vertices.
We remark that each expander can incur a cost at most (y/n)?logn under the Dasgupta objective,
and so by clustering each of the y/n expanders together, the optimal hierarchical clustering cost is at
most n'®logn. On the other hand, if we have a single connected (logn)-expander on n vertices,
then it can be shown that any balanced cut at the top level of the dendrogram incurs must have
O(logn) edges that cross the cut. Since it is known that there exists a balanced cut that is a
constant-factor approximation to the optimal hierarchical clustering [CC17, RP17], it follows that
the optimal cost in this case is Q(n?logn). Hence, algorithms with additive error € (n?/e) will not
be able to distinguish between these two cases.

In light of these shortcomings, it is natural to ask whether more meaningful accuracy-privacy
tradeoffs are possible under less stringent notions of differential privacy. Another common notion
is weight-level differential privacy, which assumes that the graph topology and connectivity are
public knowledge but edge weights are sensitive. Therefore, the private mechanism in this scenario
bounds the probability of distinguishing two neighboring graphs with the same connectivity, but
different weights, where a pair of neighboring graphs have weight vectors that differ by an ¢,
norm of 1. Weight-level differential privacy is a great fit for many application scenarios where
the underlying network topology is often public, e.g., Internet topology or financial networks.



However, the weights on such networks may represent information that is closely tied to user
behaviors and activities and should be protected. Hence, weight-level differential privacy has
been studied for a number of fundamental problems such as all-pairs shortest paths and range
queries [BDGT24, CGK'23, DGUW23, FLL22, FL22, Seal6].

Our Results. In this paper, we provide a comprehensive treatment for hierarchical clustering
under Dasgupta’s objective function with weight-level DP. To overcome the strong barrier in the
edge-DP model, we consider the weight-DP model with a simple and rather unassuming setting
where all edges have minimum weight 1. We show there exists an algorithm in this setting that
achieves O(log!® n/e) multiplicative approximation. As a complement of the upper bound, we next
show that, surprisingly, the Q(n?/e) lower bound still holds in the weight-DP model without the
assumption. Finally, as a by-product of our HC results, we provide new lower bounds for weight-DP
balanced sparsest cuts, which is a related problem where the objective is to partition a graph into
two sets with a minimal “relative” number of crossing edges. Our results highlight the power and
limitations of the weight-level DP model for HC and related problems. We now describe these results
in more detail, starting with our new algorithm.

Result 1 (Informal Statement of Theorem 1). There exists an e-weight DP algorithm that given
a weighted, connected graph G of size n with weight on each edge at least 1, in polynomial time
log1‘5 n

computes an HC T that achieves an O(=5—=)-multiplicative approzimation for the optimal HC
cost.

Our private algorithm gives roughly O(logl'5 n)-approximation to the optimal cost. In the HC
literature, polylog(n)-approximation is considered to be a “sweet spot” solution (see, e.g. [Dasl6,
CC17, RP17, AKLP22, ACL"22]). In practice, it allows us to “adjust” to specific instances, and
produce HC trees tailored to the actual optimal cost. Compared to the poly-time algorithm in

[TEMT23], which has O n2y/log(1/9) ”lgog(l/é)> additive error for (e,9)-DP, our algorithm achieves e-DP

and has much better performance on the aforementioned one-vs-many expander example.

We will discuss shortly why the natural assumption for weight-level DP is the “right notion” for
many privacy applications to obtain low approximation error on HC. Here, we first show that from a
technical point of view, the unit-weight assumption is necessary.

Result 2 (Informal Statement of Theorem 2). Any e-weight DP algorithm that outputs an HC
tree under Dasqupta’s cost must have an additive error of Q(n?/e), even for graphs with optimal
HC cost O(n/e).

Our lower bound for weight-level DP matches the lower bound of (n?/e) for edge-level
DP [IEM*23]. Thus, our result precludes any practical algorithms for general graphs for either
weight or edge-level DP. We present the formal theorem and the proof in Section 5. As a result
of the lower bound in Theorem 2, we also obtain a new lower bound for balanced sparsest cut for
weight-level DP.

Result 3 (Informal Statement of Theorem 3). Given a graph G and a constant vy, any e-weight
DP algorithm that outputs a y-balanced sparsest cut has to have Q(1/ (8 log? n)) expected additive
error to the sparsity of G.

We emphasize that Theorem 3 does not follow trivially from known connections between balanced
sparsest cut and hierarchical clustering. The reason is: (i) known results deal with only multiplicative



approximation, and (ii) we need to worry about the privacy loss with repeated balanced sparsest
cuts. As such, we used a novel reduction to prove Theorem 3, which may be of independent interest.

Discussions for our privacy model. We discuss why our privacy model is natural and the
contexts of its applications. For applications whose edge weights are not at least 1, we can scale up
all weights by the same factor, and the combinatorial structure of the solutions to the HC does not
change (although the cost of HC is also scaled by the same factor). Therefore, one can assume by
default that the minimum edge weight is 1 when neighboring graphs have £; norm of edge weights at
most 1. This assumption also makes sense as the definition of neighboring graphs in the differential
privacy model typically assumes that the magnitude of change is at an “atomic” level.

Furthermore, the model captures a wide range of applications. For instance, consider the financial
network where the edge weights capture the transaction interactions or amounts, and users would
like to protect the transaction information. This scenario is captured exactly by our weight-DP
model with unit weight assumption: (i) the topology is public to the network hosts, and (ii) the
weight is at least one since each interaction contributes one and a reasonable transaction amount
would be larger than one. Another application is clustering in music libraries, e.g., the iTunes library.
The iTunes library is a bipartite graph where music/artists are on one side and users are on the
other side. We know the graph topology from the album brought by the users. However, the number
of times a user has interacted with a particular song is private information. Here, the interaction
counter starts with 1 because a user has downloaded the album.

Finally, we note that our algorithm in Result 1 is robust for graphs that do not satisfy the
unit—wgight condition. For graphs with minimum weights o < 1, our algorithm could achieve
O(logal%)-multiplicative approximation with e-weight DP. The discussion and formal analysis of
this approximation guarantee is shown in Proposition C.1.

Empirical evaluations. In correspondence to Result 1, we implement the weight-DP algorithm
for hierarchical clustering and evaluate its performance with respect to Dasgupta’s cost. We observe
that our algorithm produces significantly lower cost than input perturbation consistently on synthetic
and real-world graphs. We further remark that our algorithm in Result 1 is the first DP hierarchical
clustering algorithm with reasonable implementations on general graphs. Previously, the algorithms
in [[EM*23] for general graphs either take exponential time (the e-DP algorithm) or use very
complicated theoretical subroutines for which no implementation is known (the (e, d)-DP algorithm).
In contrast, our algorithm is practical based on favorable performance and good scalability. Our
codes are publicly available on the Github?.

1.1 Owur Techniques

The algorithm with unit weights. The most natural approach to consider for our privacy setting
is input perturbation. Naively, we would try to add Laplacian noise of Lap(%) to every edge weight

to obtain graph G. Then, we can perform recursive balanced sparsest cuts on the G to obtain an
HC tree 7. The hope here is that on the balanced sparsest cut S*, since each edge has at least unit
weights, the noise scales at most with the sparsity.

Unfortunately, the simple idea as above does not work: although the balanced sparsest cut on G
remains a balanced sparse cut on G, the converse is not true. In particular, let (S,V \ S) be a cut
with high sparsity in G, and suppose E(S,V \ S) are of unit weights; then, because of the Laplacian
noise, the sparsity of S in G can be very small. The same issue also happens if we instead list all
the possible cuts, add Lap(d’?c) noise to each entry (¢¢ is the global sparsity of G), and output the
sparsest cut therein. Here, since we have 2™ many balanced cuts, some of the cuts could have very
large deviations in the noisy vector, which again breaks the utility.

Zhttps://github.com /margarita-aicyd /dp-hc



Our idea to handle the above issue is to take advantage of the unit-weight condition, and “amplify”
the gap between sparse and non-sparse cuts in GG. To this end, we can use a fairly simple trick: we
artificially “bump up” the weight of each edge in G by O(lo%) before adding the Laplacian noise. In
this way, cuts with high sparsity will never get a chance to become low from the Laplacian noise.
Furthermore, because of the unit-weight assumption, the actual sparsest cut S* will not be affected
by too much due to the increased edge weights (at most an 0(10%) factor). As such, we can perform
recursive balanced sparsest cuts and get the desired algorithm.

The lower bound for HC in weight-level DP. Our lower bound is inspired by the e-DP
hierarchical clustering lower bound in [TEM 23] for edge-level DP; however, generalizing the lower
bound to our privacy model requires non-trivial additional work. The hard instances in [[EM™23]
come from the family of random disjoint 5-cycles. It is well-known in the literature that to minimize
Dasgupta’s HC cost on disconnected graphs, an HC tree should avoid splitting any edges before
the induced subgraph becomes connected. In particular, for the family of random 5-cycles, if the
HC tree splits the cycle edges in the bottom layers of the tree, the induced cost is at most O(n).
On the other hand, if the HC tree starts with partitioning (n) edges in the cycles, the induced
cost is at least Q(n?). The key lemma of [IEM 23] shows that any algorithm that is e-DP has to,
unfortunately, cut many of the cycle edges, which leads to the desired lower bound of (n?).

For the weight-level privacy setting, we need to argue that the topology information revealed
to the algorithm does not break the lower bound. This is not true at first glance: for any fized
collection of 5 cycles, if the algorithm knows the graph topology, it can simply avoid all the cycle
edges while being e-DP. Our idea to overcome the challenge is to “embed” the family of random 5
cycles into a complete graph. In particular, we can fix the graph topology as the complete graph
and put “important weights” only on edges obtained by random 5 cycles. In this way, we essentially
preserve the source of hardness: the algorithm cannot be private if it always avoids the edges with
high weights.

The balanced sparsest cut lower bound. The connection between the balanced sparsest cut
and hierarchical clustering is well-known in the literature. Therefore, a natural idea to prove lower
bounds for e-DP balanced sparsest cuts is through a reduction argument from e-DP hierarchical
clustering. Since a sparsity error of O(%) can be roughly translated into an additive cost of O(”;) in
hierarchical clustering, the bound of Q( %) seems to be a reasonable target.

There are two technical challenges to formalizing the above idea. The first challenge is that
existing results between balanced sparsest cuts and hierarchical clustering focus on multiplicative
error, while we need to show a lower bound with additive error. This would require us to open the
black box of the existing technical lemmas, and use a white-box argument to show the “charging”
argument of [CC17] works in a similar manner for additive errors.

The second, and perhaps the bigger challenge, is the loss of privacy in the process. Note that
to obtain the HC tree, we need to run the e-DP algorithm for the balanced sparsest cut on vertex-
induced subgraphs, which requires repeated queries for up to (n) times. As such, by the strong
composition theorem, we need to lose a factor of v/n on the additive error, and we can only obtain
an HC algorithm for (g, §)-approximate DP — for which we can only prove lower bounds for very
small 6!

Our idea to tackle this issue is to use more restrictive privacy parameters as we go down the
HC tree with the balanced sparsest cuts. For the cuts on level ¢ (from the root), we run the DP
balanced sparsest cut algorithm with e scaling with the size of the current partition, i.e., when we

run the algorithm on H, we use ey = % -¢ (we use |H| for the number of vertices in H). Since we

3 Although we did not include a proof for the HC lower bounds with (e, §)-DP, it appears the proof in Section 5
would still work for § = 1/2"/°.



have ) |n£‘ = 1 on each level, the privacy loss on this particular level is at most . Furthermore,
since the depth of the HC tree T can be at most O(logn) due to balanced cuts, the privacy loss is
at most O(logn), which can be handled by rescaling.

The final missing piece here is the impact of changed ¢ in the additive error. Since we decrease
the parameter £, the additive error increases. Nevertheless, we can show that on each partition, the

blow-up is roughly O(@) Therefore, if we sum up the partitions of a level, the additive error is

bounded by O ("?2) As such, we can again use the fact that the HC tree is balanced to obtain the

total additive error of O(”Zleﬂ) — and the extra cost can again be handled by rescaling of €.

2 Preliminaries

We use R to denote the set of real numbers and R>( denote the set of non-negative real numbers.
We use the notation G = (V, E, w) to denote a graph on the vertex set V', edge set E, and weight
function w : V- x V' — R>g. The edge between two vertices u and v is denoted by the tuple (u,v)
and its weight is denoted by w(u,v). For a set of vertices A, B C V, we denote by

wg(A, B) = Z w(u,v).

(u,v)€EAXB

When the context is clear, we simplify it by writing w(A, B). We now introduce the sparsest cut
and hierarchical clustering, then elaborate on their relationship.

Definition 1 (Sparsest Cut). Given a weighted graph G = (V, E,w) with [V|=n,let S CV be a
subset of vertices and |S| < n/2. Then the cut induced by (S*, 5*) such that $* = arg mingcy, w(‘z,‘S)
is the sparsest cut of G, where S =V \ S.

The optimal value of ¢ = w(%’:f*)
of notation, we also use ¢g(5) = W(\g’\s) to denote the sparsity of S in G, also known as edge expansion.

w(é,lS) < - ¢g + B. Further,

), the cut (S, S) is called v-balanced sparsest cut. Similarly, one can
11

n’ 5)'

is also known as the sparsity of the graph. For the convenience

We say the output S is an («, 8)-approzimation of the sparsest cut if

if |S| = yn for some v € [,1

define y-balanced min-cut by $* = arg mingcy w(S, S) where |S| = yn for some 7 € |

Definition 2 (Hierarchical clustering trees). Given a weighted graph G = (V, E, w) with n vertices
representing data points and m edges with non-negative weights measuring the pairwise similarities,
we say a rooted tree T is a hierarchical clustering tree (HC tree) if the leaf nodes correspond to
vertices V', and the internal nodes represent the splits of the subsets of vertices.

Definition 3 (Hierarchical Clustering under Dasgupta’s Objective [Das16]). Given a weighted graph
G = (V, E,w), Dasgupta’s HC objective is to minimize the cost of T prescribed as follows:

costq(T) = Z w(u,v) - |T[u V]|, (1)

(u,v)EE

where T [u V v] stands for the subtree rooted at the lowest common ancestor of u, v, and |7 [u V v]|
is the number of leaf nodes induced by Tlu V v].

The clustering is represented by 7, where each internal node induces a cluster. We say 7T is the
hierarchical clustering tree (HC-tree) for graph G.

Prior works [CC17, CAKMTM19, Das16]| have established a connection between the (balanced)
sparsest cut problem and hierarchical clustering problem. In short, as long as the graph has



non-negative weights, an a-approximation of the sparsest cut or balanced sparsest cut implies an
O(«)-approximation algorithm for the hierarchical clustering. The formal statement of such an
algorithm is given as follows.

Proposition 2.1 (|[CC17, Dasl6]). Let T be an HC tree that is obtained by recursively performing
a-approximate 1/3-balanced sparsest cut on the vertex-induced subgraphs. Then, T gives an O(«)-
approzimation to the optimal Dasgupta’s HC cost.

A variety of privacy models have been studied for graph-theoretic problems with differential
privacy. The key difference lands on the definition of neighboring graphs, which determines the
sensitive information to be protected by DP. Towards this end, most problems are studied under one
or several of the following three privacy models: node-level [BBDS13, KRST23, KNRS13, SU21|,
edge-level [AU19, BBDS12, DMN24, EKKL20, GRU12, IEM*23, LUZ24| and weight-level [CGK 23,
DGUW23, FLL22, F122, Seal6]. The focus of this study is the weight-level DP.

Definition 4 (Neighboring weights). For a graph G = (V, E), let w,w’ : V xV — R>¢ be two weight
functions that map any (u,v) € F to a non-negative real number, we say w,w’ are neighboring,
denoted as w ~ w' if: 37, yep |w(u,v) —w'(u,v)| < 1.

Now we can formally define weight-differential privacy on a graph G.

Definition 5 (Differential Privacy). An algorithm A is (,6)-DP on a graph G = (V, E), if for any
neighboring weights w ~ w’ such that G’ = (V, E,w'), and any set of output C, it holds that:

Pr[A(G) € C] < €° - Pr[A(G’) € C] + 6.
If § = 0, we say A is e-differentially private on G.

More standard technical tools in differential privacy are deferred to Appendix A.

3 Private Algorithm for Hierarchical Clustering

We start by formalizing our privacy model rooted in the weight-level DP that we believe is more
appropriate for hierarchical clustering. This model has two assumptions in addition to neighboring
weights, formally as below.

Definition 6 (Neighboring weights). For a graph G = (V, E) and weight functions w,w’ : E — RZ9,
we say w,w’ are neighboring, denoted as w ~ w’ if: (1) G is a connected component. (2) For any
e€ B, w(e) > 1. (3) Xeepllw(e) —w'(e)| < 1.

We remark that the model in Definition 6 is a natural extension of the weight-neighboring notion
in Definition 4, as discussed in Section 1. Our main algorithm for HC under this model is as follows.

Theorem 1 (Formalization of Result 1). There exists a polynomial-time e-weight DP algorithm for
any € > 0, such that given a weighted, connected graph G of size n with weight on each edge at least
1, outputs a balanced HC tree T such that the HC cost by T is at most O(@) - OPT¢g, where
OPTg is the optimal HC cost of G under Dasgupta’s objective.

A few remarks are in order. If exponential time is allowed, we can achieve O(IO%) multiplicative

approximation or O( 71215&) additive error. Furthermore, by using an algorithm that could privately
evaluate the HC tree costs, we could augment our algorithm with the algorithm in [TEMT23] to

obtain an (g, d)-DP algorithm with a cost at most

min {O<M) -OPTq + O("log"— \/510‘3(1/5))7 O(ylogn) - OPT¢ + O(n24510g2n10g2(1/5))}7

€



which strictly improves the bound of [IEM*23|. Finally, if the graph has minimum weight of
1.

a € (0,1], our algorithm could still achieve e-weight privacy with O(%)—approximation error

(see Proposition C.1 for details). We refer keen readers to Appendix C for such discussions; the rest

of this section is dedicated to proving Theorem 1.
3.1 A Polynomial-time e-DP Algorithm for Balanced Sparsest Cut

We prove Theorem 1 by showing a polynomial-time e-DP algorithm for the balanced sparsest cut
problem with multiplicative error at most O(log!®(n)/e), under the weight-level privacy model
following Definition 6. Our algorithm follows a simple procedure. First, overlay the input graph G
by adding an extra additive weight of O(logn/e). Second, add independent Laplace noise Lap(1/¢)
to every edge weight. Third, run a balanced sparsest cut algorithm (in the classical setting) on
the perturbed graph and output the cut. Privacy of the mechanism is guaranteed by the Laplace
mechanism used in the second step, also known as input perturbation, and the first step ensures that,
with high probability, all the edge weights are positive. Therefore, we are allowed to run any sparsest
cut algorithm by the post-processing theorem (Proposition A.2) in the third step. The output cut
has a relatively small error because the magnitude of the perturbation is also small.

We still have to specify an algorithm to produce the balanced sparsest cut. It is known that
a relaxation of this problem admits an O(y/logn)-approximation when all edge weights are non-
negative.

Proposition 3.1 (|[CC17, KNS09]|, rephrased). There exists an algorithm that given a graph G =
(V, E,w) such that w(e) > 0 for all e € E, returns an O(y/logn) approzimation to the balanced
sparsest cut problem in polynomial time. Here, n is the size of the input graph.

Our algorithm is given as BALANCEDSPARSESTCUT-DP and uses polynomial time. We remark
that it is possible to adapt our algorithm to further improve the utility bound by a multiplicative
O(v/logn) factor, by using an exponential-time algorithm that returns the optimal value of the
balanced sparsest cut, rather than the polynomial-time algorithm in the third step of algorithm.
However, the resulting algorithm would then also use exponential time.

BALANCEDSPARSESTCUT-DP: An e-DP Algorithm for Balanced Sparsest Cut
Input: Graph G = (V, E,w), |V| = n, privacy parameter £ > 0.

1. Ve € E, add 10logn/e to the edge weight w(e), denoted as G' = (V, E, w’)

2. Ve € E, add independent noise ~ Lap(1/¢) to w’(e), denoted as G” = (V, E,w").

3. Run the algorithm from Proposition 3.1 on G’ and return the cut S.

Now we provide the analysis of BALANCEDSPARSESTCUT-DP.
Lemma 3.1. The BALANCEDSPARSESTCUT-DP algorithm is e-DP.

Proof. The privacy guarantee follows from Step 2, where we are applying input perturbation. Each
independent edge weight has sensitivity 1 corresponding to data publishing, therefore adding noise
of Lap(1/e) suffices for e-DP (Proposition A.1). |}

Next, we show the proof of the multiplicative utility bound, captured by the lemma below.

Lemma 3.2. With high probability, for any graph G = (V, E,w) whose minimum weight is at least
1, the BALANCEDSPARSESTCUT-DP algorithm returns a balanced cut in polynomial-time with at
most O(logl'5 n/e)-approzimation to the sparsity of the balanced sparsest cut.



Proof. First note that the SDP algorithm runs on graphs with positive edge weights. By the following
claim we show this can be satisfied in BALANCEDSPARSESTCUT-DP with high probability.

Claim 3.3. For G" = (V, E,w") defined in BALANCEDSPARSESTCUT-DP, with high probability, it
holds for any edge e € E that w"(e) > 0.
Proof. Let X ~ Lap(1/¢). Then we have:
Pr(X < —10logn/e) < e~ 10len — ;=10
By the union bound, all edge weights are non-negative with high probability. Claim 3.3 [J

We now continue with the proof. The multiplicative factor of O(log!® n/e) comes in two parts.
The algorithm in Proposition 3.1 contributes an O(y/logn) factor, thus it suffices to show that the
perturbation in step 2 leads to O(logn/e)-approximation. Suppose the optimal cut of G is S such

that ¢g = w(‘g]S). Let S” be the optimal sparsest cut on G”. We have

1" " 7// 1" S
wer(S”, 5") < ¥e (5, 5) (by the definition of sparsest cut of G”)

S| - 1S
a k
/ . ¢
e (5,5 )| ;“ izt (by our construction)
’wg(s, Sv) + loklogn + Z?:l X, IOklogn + Z?:l X;
= 9] =det El ’

where k is the number of edges involved in the cut (S, S), and {X;}¥ | are independent random
variables such that X; ~ Lap(1/e). Recall the definition of our privacy model, we have w(e) > 1 for
Ve € E, then k < wg(S,S). Applying Proposition A.3, we have:

1 2 .2
Pr ( > \/80klogn/5> < 2-exp <_80k OgST;/é € ) P

That is, ok Y8, X; < SVUSRER  10l8n . 4, holds with high probability. Tt follows that;

k

>

=1

wer (8", 5") < ¢+ L0klogn 4 S~ | X;
E E

200 1
< do+ ¢G€0gn

= O(logn/e) - ¢¢,

as desired. Lemma 3.2 [

3.2 The Complete e-DP Algorithm for Hierarchical Clustering

We present the e-DP hierarchical clustering algorithm using the e-DP balanced sparsest cut algorithm
we discussed in the above section. As well-known in the literature, the sparsest cut algorithm is
recursively called to construct an HC tree. The process, first proved by Dasgupta [Das16], can be
shown as follows.

MAKETREE: Recursive Sparsest Cut for Hierarchical Clustering
Input: Graph G = (V, E,w)

e If |V| =1, return leaf containing V. Otherwise,



— Run the algorithm in Proposition 3.1 with input (G), let the output be S.
— Let Gg be the induced subgraph by S, similarly Gg for S.
— Run MAKETREE(Gs) and MAKETREE(Gg).

Now we are ready for the complete private algorithm for hierarchical clustering.

HIERARCHICALCLUSTERING-DP: An ¢-DP Algorithm for Hierarchical Clustering
Input: Graph G = (V, E,w), privacy parameter € > 0.

e Run Steps 1 and 2 of BALANCEDSPARSESTCUT-DP with input G and ¢, let the perturbed
graph be G”.

e Run MAKETREE(G").

Privacy guarantee of HIERARCHICALCLUSTERING-DP. For the purpose of private hierarchical
clustering, since all cuts in the vertex-induced subgraphs of G” is a function of G”, we can apply
the post-processing theorem (Proposition A.2) to show that the our algorithm remains e-DP. Note
that this is how we avoid composition and any potential error blow-up therein.

Multiplicative approximation guarantee of HIERARCHICALCLUSTERING-DP. We have shown
by Claim 3.3 that G” has all edges with non-negative weights with high probability, there-
fore the MAKETREE involving the balanced sparsest cut algorithm can proceed without viola-
tions. For the multiplicative approximation on every partition, we can perform the analysis of
Lemma 3.2 on each vertex-induced subgraph. There are at most O(n) internal nodes, so we
can apply a union bound to make Lemma 3.2 hold with high probability throughout the process
of HIERARCHICALCLUSTERING-DP. This ensures we can run O(log!®n/e) approximation on all
internal nodes, and obtain the desired multiplicative approximation by Proposition 2.1.

4 Experimental Evaluations

We implement our new algorithm HIERARCHICALCLUSTERING-DP and demonstrate the experimen-
tal results in this section. First, we evaluate the performance of our algorithm in terms of Dasgupta’s
objective on synthetic and real-world graphs. Next, we show our algorithm has favorable scalability
with large graphs (n > 1000).

Datasets and baselines. Following a sequence of previous works [CAKMT17, ACAH19, MS21,
LMS23], we generate two datasets of synthetic graphs from the stochastic block model (SBM) and
hierarchical SBM (HSBM), then we select real-world datasets: IRIS, WINE and BOSTON from the
scikit-learn package [PVGT11]. Some basic statistics of the datasets used can be found in Table 2 in
Appendix F. For baseline methods satisfying weight-DP, we first consider input perturbation, which
adds Lap(1/¢) random noise to each edge weight then applies the recursive sparsest cut algorithm on
the perturbed graph. Input perturbation is a simple mechanism achieving DP but could possibly lead
to O(n3) additive error to the Dasgupta’s cost in the worst case. Next, we include single, average
and complete linkage methods, which are widely used in practice for hierarchical clustering. We
apply the same perturbation scheme as our proposed algorithm for a fair comparison. Finally, we
include the non-private cost for completeness.



4.1 Performance on Dasgupta’s Cost

Synthetic graphs. For graphs from both SBM and HSBM, we give edge weights by sampling
uniformly at random between 1 and 10. The results shown in this section are based on 10 different
graphs generated by the same set of parameters where p = 0.7 (intra-probability) and ¢ = 0.1 (inter-
probability). We provide results on a wider range of parameters for SBM and HSBM in Appendix F.
As for the choice of €, the privacy parameter, we test all algorithms on ¢ € {0.01,0.1,0.5,1,2}. Note
that € > 1 is already considered as a weak privacy guarantee.

Dasgupta's Cost on SBM Graphs 440 Dasgupta's Cost on HSBM Graphs
B Our Algorithm B Single Linkage B Our Algorithm B Single Linkage
300 1 B Input Perturbation B Average Linkage B Input Perturbation B Average Linkage
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Figure 1: Comparison of Dasgupta’s cost on SBM Figure 2: Comparison of Dasgupta’s cost on HSBM
graphs of size n = 150 and k = 5. graphs of size n = 150 and k = 5.

Our results are shown in Figure 1 for SBM graphs and Figure 2 for HSBM graphs. The color
bars attain the average costs, normalized by a factor of 1000, while the error bars indicate the max
and min values, due to the randomness in graph generation and sampling Laplace noise. We can
observe that our algorithm outperforms all other baselines by a considerable margin, especially when
€ is small. In addition, the cost of our algorithm is comparable to the non-private cost in some good
runs. Note that SBM and HSBM graphs have well-clustered structures, therefore our algorithm
has greater potential to perform well in practice when the input graph has an underlying clustered
pattern.

Real-world graphs. Next, we evaluate our algorithm on real-world datasets. For each of the
listed dataset, the similarity graph is constructed via the Gaussian kernel, where the parameters are

chosen according to the standard heuristic [NJWO01]|, with the details in Appendix F. We use the
same values for €.

Dasgupta's Cost on IRIS 1200 Dasgupta's Cost on BOSTON 10000 Dasgupta's Cost on WINE
= Our Algorithm = Single Linkage mmm Our Algorithm mm Single Linkage == Our Algorithm mm Single Linkage
35000 e Input Perturbation  WEm Average Linkage we Input Perturbation W Average Linkage e Input Perturbation
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Figure 3: Comparison of Dasgupta’s cost on real-world datasets: IRIS, WINE and BOSTON.

10



All results on different graphs are shown together in Figure 3. The reported cost takes the average
of five runs. Similarly as the synthetic graphs, our algorithm outperforms the Input Perturbation
method in terms of the additional cost by a large margin. Figure 1, Figure 2 and Figure 3 collectively
show that our algorithm produces consistently better results across the range of e, the privacy
parameter.

An interesting observation is that contrary to many DP algorithms whose error is very sensitive
with the choice of ¢, the error does not change drastically with various values of €. The reason is
that, unlike conventional DP algorithms that release values, our algorithm releases the HC' trees. The
final cost is obtained by cost evaluation on the original graph. For the privately computed HC tree,
even if we use a smaller € value, the combinatorial structure of the weights in the graph is relatively
preserved by our algorithm. Therefore, the approximation error is less sensitive with the choice of €.

4.2 Performance on Scalability

Scalability is a major gap between theory and practice on the performance of DP algorithms. Here
we compare the running time of our algorithm, input perturbation and the algorithm for general
graphs proposed in [[EM 23] with our own implementation. Note that the results in [[EM 23] are
targeting SBM graphs, hence not applicable to general graphs. In fact, the algorithm for general
graphs propopsed by [[EM'23| has exponential running time due to the exponential mechanism,
therefore may break down even for n > 10.

Table 1: Comparison of Runtime (s) with n = 6, 8,10 #*1 — ourAigorithm /
-~~~ Non-private Algorithm
HC Algorithm n=2_8 15

o o /‘

N
o

Runtime (s)

=
o

HIERARCHICALCLUSTERING-DP (Our Algorithm) | 0.007  0.008  0.016

[IEM*23] (Our implementation) 0.298  29.373 >2h 5 3
L
Input Perturbation 0.006 0.012  0.017 =300 =600 =900 —1200 n=1500
Size of Graph
Non-private Algorithm 0.007  0.008  0.013

Figure 4: Runtime with n scaling up to 1500

We first test all discussed HC algorithms on a cycle graph with n = 6,8,10. As shown in Table 1,
the DP algorithm in [TEM™ 23] requires a huge amount of resources to handle a graph of size larger
than 10. The rest three algorithms have relatively close running time. We further show in Figure 4
that our algorithm scales also similarly as the standard non-private algorithm. The graphs used in
Figure 4 are generated from SBM with 5 clusters and varying sizes of each cluster.

5 A Lower Bound for Hierarchical Clustering with Weight-DP

Weight-differential privacy is a different notion than edge-differential privacy. Thus, it is not
clear how the privacy-utility trade-off for hierarchical clustering differs across two privacy models
(e.g. [CGK ™23, Seal6]). Specifically, the lower bound of Q(n?/¢) for the edge-level DP does not rule
out a better additive error for the weight-level DP model. In this section, we show that the Q(n?/e)
lower bound can be extended to the weight-level DP model.

Theorem 2 (Formalization of Result 2). For any ¢ € (0, 2—10) and n sufficiently large, there exists

a graph G of size n such that the optimal HC cost is O(n/¢e), and any e-weight DP algorithm for
hierarchical clustering must have HC cost Q(n?/e).

Our hard family of graphs. We now construct our family of the hard instances. The starting
point of our lower bound is a similar construction in [[EM™23]. In particular, [[EM 23] used a hard
family of instances as random disjoint 5 cycles. Since we operate with the weight-level DP, the
graph topology is known, and we can no longer use the disjointness in the 5 cycles. Nevertheless, we

11



can still exploit this structural property by putting extremely small weights on all edges that are
not part of the 5 cycles. In this way, a low-cost algorithm still has to avoid cutting any cycle edges
on the first levels of the HC tree — a property that is in tension with the privacy guarantee. The
description of the hard family is as follows.

D(n,e) : A hard family of graphs for hierarchical clustering with weight-level DP
e Topology: Let G = (V,E) be a complete graph.
e Edge weights:

1. Sample a collection of 5 cycles uniformly at random, and let this subgraph be Cs.
2. For each (u,v) € E(Cs), let w(u,v) =W with W = 2% . %
3. Otherwise, for each (u,v) & E(C5), let w(u,v) = #

For the clarity of presentation, we first formally define the notions of the family and the collection
of the trees with cost at most r for each graph G therein.

Definition 7 (Imola et al. [IEM 23|, rephrased). Let G, 5 be the family of random disjoint 5-cycles
where edges carry weights of 1. For each G € G,, 5, we define B(G,r) := {T | costg(T) < r} be the
family of HC trees such that the induced cost for 7 on G is at most 7. We call B(G,r) the collection
of the trees of cost at most r for G.

A key technical lemma of Imola et al. [[EMT23] is that, if an algorithm is e-DP, then the HC
algorithm has to “incorrectly” cut many edges in the first partition. As a result, for many instances
in the family of 5-cycles, their collections of trees of cost at most O(n?) are disjoint.

Proposition 5.1 (Imola et al. [[EM 23], rephrased). There exists a family of graphs Fn5 C Gn 5

such that | Fy 5| > 2"/° and for any G,G' € Fn5, B(G, %) NB(G, %) = 0.

Recall that in our hard family of D(n,¢e), we have ¢ < 1/20 in Theorem 2, we always have
w(u,v) > 1 for edges (u,v) € E£(Cs). We also prove that the optimal HC cost of G is at most O(Z2).

Lemma 5.1. Fiz any instance G obtained by D(n,e). The optimal HC cost of G is at most %.

Proof. Recall that we use T* to denote the optimal tree and OPT4 to denote the optimal cost of
Dasgupta’s HC on G. Let us construct a tree 7 such that costg(7) < C - Z; and by definition of
the optimal tree, we will have OPTg < costg(7) < C - 2.

The construction of the tree T is simple: we keep dividing the vertices into groups of disjoint
5-cycles until the internal node contains 5 vertices. If an internal node = contains exactly 5 vertices,
we construct the subtree induced by x by removing one vertex at each level. In this way, we can
have a valid binary HC tree T.

We can now partition the HC cost of T as follows.

costg(T) = Z w(u,v) - |[Tu V]| + Z w(u,v) - |TuVoll.
(uv)EE(Cs) (uv)ZE(Cs)
Note that for each 5 cycle, we pay a cost of at most W - (10 + 4 + 3 + 2) = 19W. Therefore,
summing over all the n/5 such cycles, we have that
19n

-W.
5

Z w(u,v)-\T[u\/v]lgg-wW:
(u,0)€E(Cs)
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On the other hand, note that each edge (u,v) can induce a cost of at most w(u,v) - n. Therefore,
summing up at most n?/2 such (u,v) edges, we have that

2 1 1
Z w(u,v)-‘T[u\/ng% nog =g
(u,U)gE(C{))

w
[\

Using W = and £ < 55, we have coste(7) < 2% - W + 1 < O(2), as desired. |}

206

We now show a technical lemma that would “reduce” the collection of the low-cost trees for G in
the weight-neighboring model to the edge-neighboring model.

Lemma 5.2. Fiz any e < 1. Let C5,Cf € Gy 5 be two random disjoint 5-cycles, and let 05 and C’g
be the cycles with weight on each cycle ﬁ, Let G, G’ be two graphs obtained by D(n,e) from Cs and

LI B(G, 2 W) N B(G, 25 - W) # 0, then B(Cs, 2o - W) N B(CY, 2o W) # 0.

Proof. Recall that, for a graph G and r > 0, B(G,r) := {T | costq(T) < r} is the family of HC
trees T such that the induced cost for 7 on G is at most r. We prove the lemma by showing that
for any HC tree T, if T € B(G, 1?020 W), then T € B(Cs, % - W). Note that this will give us
B(G, 2 - W) C B(Cs, 2 - W) (and resp. B(G', 2o - W) C B(CY, 2o . W)), which will lead to the
desired result.

Fix an HC tree T € B(G, ﬁ)o W). We partition the HC cost and lower bound it with costs_(7):

costa(T) = > wwv) [Tuvol+ > wluv)- [TV

(u,v)EE(Cs) (u,0)ZE(Cs)
= costg, (T) + Z w(u,v) - [T[u V]| > costg (T),
(u,w)ZE(Cs)

where the last equality is because w(u,v) > 0 in G. Since T € B(G, ﬂJO - W), we have that

costq(T) < 400 - W. This implies that costs_ (T) < costg(T) < 400 - W as desired. |
We are now ready to prove Theorem 2 for the weight-level DP lower bound.

Proof of Theorem 2. The proof basically follows the standard packing argument as in Imola et
al. [TEM 23] once we have established Lemma 5.2); we provide a detailed proof for the purpose of
completeness. Define F, as the family of graphs in D(n, ) such that the corresponding 5-cycles
are from F, 5. Note that in the neighboring graphs G,G’ € Ff,, the change of weights (in L,
metric) are at most 2Wn. Therefore, we can use the same group privacy argument as in Imola et al.
[TEM 23] to obtain an algorithm A that is 26" n-private on the graphs in the family Fg, . As such,
fix any G,G’ € Fg, . Then

2

Pr (A(G)EB(G 4%0 W))Zexp(—%Wn)- (A(G’)EB(G n’ W)).

400

Suppose for the sake of contradiction; there is an algorithm A which has an expected cost at most

1200 That is, for E [coster (A(G))] < ngg Markov inequality then implies that Pr(costq (A(G')) >
”40‘6‘/) 1. Therefore, we have that

2
; N
Pr <A(G) € B¢, 1o

1
. W)> >exp (—2eWn) - = > o5

[SSRN )
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On the other hand, by the contrapositive of Lemma 5.2, we know that if B(Cs, % -W)nN B(C’é, % .
W) =0, there is B(G, % -W)NB(G, % W) = 0. As such, we can get that |Fg, | > 2"/5, and for
every pair of graph G,G’, B(G, % -W)NnB(G, szO - W) = 0. Therefore, we can apply the standard
union-bound argument and show the contradiction argument as follows.

2
1= Z Pr (.A(G) € B(G, & . W)) (by disjointness of the balls)
G'eFk,

1 1
E = /5.~
> /5 > 2" 2n/5_1'
G'eFx,

2 2

As such, we must have that E[costg/ (A(G'))] > H555 = (%) proving Theorem 2. |}

S

6 A Lower Bound for the Balanced Sparsest Cut with Weight-level
Privacy

We show the lower bound for the e-DP balanced sparsest cut in the weight-level DP model as follows.

Theorem 3 (Formalization of Result 3). For any ¢ € (0, 3

any e-weight DP algorithm for vy-balanced sparsest cut has to have €

), any constant v and n sufficiently large,
1. 10g12n) expected additive

error in sparsity, i.e., let S be the output cut, let ¢pg be the optimal sparsity, and let g (S) be the
sparsity of S, we have that

1
elog®n

E [¢a(S)] > éc + QU )-

Note that the output range of balanced sparsity can be as low as % in even the unweighted graphs.

As such, the Q(elog%) is very significant in many instances. Furthermore, Theorem 3 implies a
lower bound of Q(slo’;Qn) additive error for balanced min-cuts (see Remark D.5 for details).

We prove Theorem 3 in this section. To begin with, we remind the readers of the notation: we
use ¢ to denote the minimum sparsity of G, and we use ¥ (S) to denote the edge expansion of S
in G. We also focus on the case when v = %, as the analysis for other constants follows from the

same argument. Our main technical lemma for the proof is as follows.

c
elog’n
additive error for some constant C € (0,1). In other words, given a graph G, A outputs a partition

of vertices (S,V'\ S) such that

Lemma 6.1. Let A be an e-DP algorithm that outputs a %-balanced sparsest cut with expected

E [¥a(S)] < éc +

elog?n’

Then, we can construct an e-DP algorithm A’ that outputs an HC tree T, such that for any input
graph G = (V, E,w), there is

E [costq(A'(G))] < O(1) - OPT¢ +2C - Tf

for the same constant C used by algorithm A.

Before showing the proof of Lemma 6.1, we first show how to use Lemma 6.1 to prove Theorem 3.
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Using Lemma 6.1 to prove Theorem 3. By Lemma 6.1, if there exists an algorithm 4 with
1 L expected additive error for 1/3-balanced sparsest cut, it implies an HC algorithm A’

e log? n

with an expected cost of O(1) - OPT¢g + 2C - "?2 < OPT¢ + 1955 - %2 for sufficiently small C. This

forms a contradiction with our family of graphs as in Theorem 2 (on which the additive error should
I

1200 ¢

be at least , which means algorithm A for balanced sparsest cut cannot exist. Theorem 3 [J

The reduction algorithm, A’. To prove Lemma 6.1, we first show the reduction algorithm below.

A reduction algorithm, A’, from balanced sparsest cut to HC trees
Input: A graph G = (V, E,w); an algorithm, A, that outputs a %—balanced sparsest cut with
expected additive error at most C' - é . log%n'

e Define level ¢ cut as the cut that happens with the distance £ — 1 to the root of the HC tree
(the entire graph G).
e Let G, be the family of vertex-induced subgraphs in level ¢. Initialization G; = {G}.

e For/=1:

1. For each vertex-induced subgraph H € G

(a) If [V(H)| = 1, skip this set and go to the next H € Gy;
(b) Otherwise, run A on S with ey = 102‘%, and obtain the partition of H — (51, 52);
(c) Add the partition H — (51, S2) to the HC tree T;
(d) Add G[Si] and G[S2] to Gpqq.

2. Increase £ (¢ < ¢+ 1) and proceed to the next level.

3. If all the vertex-induced subgraphs are singleton, terminate and output 7.

In other words, we run the recursive approximate balanced min-cut with A, and as we go deeper
down in the tree, we decrease the value of € adaptively. We defer the detailed analysis to Appendix D.

7 Conclusion and Discussion

In this paper, we revisited the cost of computing hierarchical clustering under the constraints of
edge-level differential privacy. Previous work by [IEM 23] showed that a lower bound of Q(n?/e)
(matched by exponential mechanism) and they gave an upper bound of O(n?®,/log(1/68)/e) under
(e, 9)-differential privacy. We argued that such additive error is too pessimistic for many natural
classes of graphs. To assuage this concern, we explored the price of hierarchical clustering under
weight-level differential privacy, where we showed that Q(n?/e) additive error is unavoidable for any
general graph, which is too high to be of any practical use.

In pursuit of understanding the least assumption on the input graph, we showed that could
obtain a much more practical bound under a very mild (and practical) assumption. In particular, if
the edge weights are at least 1, we can design a polynomial time e-differentially private algorithm
that achieves a purely multiplicative O(1/¢) approximation. Without privacy, getting an O(1)
approximation is the ideal goal in the context of hierarchical clustering. Therefore, we show that
there is little price of privacy for hierarchical clustering under an assumption that is satisfied by
many downstream applications of hierarchical clustering. This is in contrast with what previous
results suggested.
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Limitation and open problems. Our positive results only provide a multiplicative approxi-
mation that is larger than the best possible approximation without privacy; however, it would be
interesting to know if we can reduce the multiplicative approximation and understand potential
tradeoffs between the multiplicative and additive approximation. Another open question to follow
our work is HC with approximate privacy: with our privacy model, is it possible to get improved
bounds if we focus on approximate DP instead?
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A  More Preliminaries

We introduce a few standard techniques in differential privacy and probability: Laplace mechanism,
post-processing theorem, sum of Laplace random variables, composition theorem, etc.

Definition 8 (Laplace distribution). We say a zero-mean random variable X follows the Laplace
distribution with parameter b (denoted by X ~ Lap(b)) if the probability density function of X
follows

Definition 9 (Sensitivity). Let p > 1. For any function f : X — R defined over a domain space X,
the £,-sensitivity of the function f is defined as

Ag, = — '
o= s 7w) = £
Here, ||z||, == (Zle | [e] P )l/p is the £,-norm of the vector = € RY.

Based on Laplace distribution, we can now define Laplace mechanism — a standard DP mechanism
that adds noise sampled from Laplace distribution with scale dependent on the f1-sensitivity of the
function. The formal definition is as follows.

Definition 10 (Laplace mechanism). For any function f : X — RF, the Laplace mechanism on
input w € X samples Y7, ...,Y} independently from Lap(%) and outputs

Mc(f) = f(w) + (Y1,..., ).

Proposition A.1 (Laplace mechanism [DMNS16]). The Laplace mechanism Mc(f) is e-differentially
private.

Proposition A.2 (Post-processing theorem [DR14|). Let M : R4 — R% be an (e, 0)-differentially
private mechanism and let g : R% — R% be an arbitrary function. Then, the function go M : R4 —
R% s also (e, §)-differentially private.
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Proposition A.3 (Sum of Laplace random variables, [CSS11, Wail9]). Let {X;}™ be a collection
of independent random variables such that X; ~ Lap(b;) for all 1 <i < m. Then, for v > />, b?

and 0 < A < @ for b = max; {b;},
)\2
P Xl > A <2 - .
JRERE exp<8y2)

The following propositions characterize the composition of multiple differentially private algo-

rithms.

Proposition A.4 (Composition theorem [DKMT06, DMNS16, RVRU16]). Let {.Aj}é‘?:l be k al-
gorithms with (€5,0)-DP guarantees for j € [k]. Furthermore, let A be a function of the outputs
of A1, As, - -+, Ay, with possible dependent calls and adaptively chosen parameters. Then, A is a
(Z?Zl €4,0)-DP algorithm.

Proposition A.5 (Strong composition theorem [DRV10]). For anye,6 > 0 and §' > 0, the adaptive
composition of k (e, 0)-differentially private algorithms is (', ko + 0')-differentially private for

e =/2kIn(1/0") - € + ke(e® — 1).

Furthermore, if ¢ € (0,1) and &' > 0, the composition of k e-differentially private mechanism is

(¢',8")-differentially private for
, 1
e =¢- 8]{3 10g(g)

B Additional Related Work

We provide a discussion about additional related work in hierarchical clustering and similar DP
graph problems.

Hierarchical clustering with differential privacy. Obtaining differentially private algorithms
for HC is a recent direction, and there are only a few works before [[EM23]. To the best of our
knowledge, [XCT14]| was the first work to investigate HC with privacy constraints. However, their
work does not consider the optimization of objective functions. [KBS21]| studied the differentially
private algorithms under a maximization variant of Dasgupta’s objective, and their results are not
directly comparable with ours (or those of [[EM723]). Outside the regime of Dasgupta’s objective,
the Moseley-Wang objective (|[MW23]) is considered as the dual of Dasgupta’s objective. Although
there is no dedicated work for DP algorithms for the Moseley-Wang objective, it is known that
recursive random cuts result in 1/3-approximation for the objective, which, in turn, is also a DP
algorithm due to the independence of the graph topology and weights.

Minimum spanning trees with differential privacy. Another closely related graph problem
that has been studied through the lens of privacy is the minimum spanning trees (MST). In this
problem, the goal is to release a set of edges that form a tree and span all vertices. For this
problem, a line of work by [Seal6, Pinl18, HT24, PR24| have shown that the tight error bound for
the weight-neighboring case is ©(nlogn/e) for e-DP algorithms. [HT24, PR24| further considered
the aspect of universal optimality and running time. Moreover, these works also considered e-DP
algorithms for neighboring graphs with /., norm of the weights differs by at most 1, and obtained
tight additive error bounds of ©(n?logn/c). We note that the results on MST cannot be directly
compared to our results: on a high level, the error induced by privacy mechanisms for the MST
problem is easier to handle since the noises across edges do not accumulate.
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C DMore Discussions on the Approximation for Theorem 1

We discuss other forms of approximation for the algorithm in Theorem 1. In Section 1, we discussed
that compared to additive errors, the multiplicative approximation better captures clusterability
for hierarchical clustering. Nevertheless, we provide some analysis for the additive error of our
algorithms.

C.1 Blending algorithms with multiplicative and additive errors

Note that in our privacy models, the algorithms in [IEM 23] remain private. When OPTg =
o(n?/10g”?n) (OPTg = o(n*® - log®5 n) for poly-time algorithms), our algorithm is strictly better
than the algorithm in [IEM*23]. On the other hand, the algorithms in [[EM 23] become more
competitive when OPTs becomes large. As such, a natural question is whether we could “adjust to”
the algorithms based on the input instance and output with the one with the smaller error.

Running different algorithms in parallel and outputting the one with the smaller error is a
standard trick in approximation algorithms. Nevertheless, for differentially private algorithm, we
need to make sure that the selection between different algorithms retains privacy. For our purpose,
even if we obtain an HC tree T from a private algorithm, some privacy loss will incur after we
evaluate the HC cost on the original graph G. As such, we would need an e-DP algorithm that could
return the cost of an HC tree.

We present such an algorithm in this section and show that we could indeed get a smaller error
among the additive and multiplicative algorithms (albeit with a small loss). Our main lemma for
the private evaluation of the HC cost is as follows.

Lemma C.1. There exist e-weight DP algorithms such that given a weighted, connected graph G of
size m with weight on each edge at least 1 and an HC tree T, with high probability, in polynomial
time computes a number costg(T) such that

nlogn

costg(T) < costg(T) < costq(T) + O( );

where costg(T) is the true (Dasgupta’s HC objective) cost of T on G.

Proof. The algorithm is simply as follows.

e Compute the cost of tree 7 on G.

e Add Laplace noise with Lap(Z) to the output cost.

For privacy, we claim that the sensitivity of the function costs(7) is at most 1 for weight-
neighboring graphs. Such a claim has been shown in [[EM 23| (for the edge-neighboring model),
and we give the statement and proof for the purpose of completeness.

Claim C.2. Let G = (V,E) be a graph and w and w' be neighboring weights as prescribed by
Definition 4. Then, for any fixed HC tree T, there is

|costa,w(T) — costgu (T)| < m,

where costg () and costg . (-) are the (Dasgupta’s HC objective) costs of T under w and w',
respectively.
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Proof. The difference in Dasgupta’s costs can be bounded as follows.

|cost,w(T) — costeuw (T)| = Z w(u,v) - |TuV ]| — Z w'(u,v) - | Tu V)|

(u,v)€EE (u,v)EE

=1 22 (wlwv) —w'(w0) [Tluv ]

(u,v)EE

Z ‘w(u,v) - w’(u,v)’ T V|

(u,v)EE

IN

(122, ail <3, as| for real numbers)
<n- Z lw(u,v) — w'(u,v)|

(uv)EE
(|Tu Vv v]| < n since the root contains at most n vertices)

<n, (by the weight-neighboring definition)
as claimed. Claim C.2 O

As such, by Proposition A.1, the algorithm is e-DP. Finally, for approximation guarantees, note
that by the concentration of Laplace distribution, we have that

nlogn

1
Pr (additive error > 10 - ) <exp(—10logn) < —5,
n

which is as desired. Lemma C.1 O

Using Lemma C.1, we could perform the “outputting the algorithm with the smaller error”, and
obtain the following result.

Lemma C.3. There ezist a (g,0)-weight DP algorithm such that given a weighted, connected graph
G of size n with weight on each edge at least 1, for any € € (0, 1), in polynomial time outputs an HC
tree T whose cost is at most

min {O(M) -OPT¢a + O("bg”— \/61‘)g(1/5))7 O(ViIogn) - OPT¢ + O(n2.51og2n10g2(1/6))};

€

where OPT ¢ is the optimal HC cost of G under Dasgupta’s objective.

Proof. The lemma follows by running both our algorithm and the algorithm in [TEM 23|, evaluating
their cost privately with the algorithm of Lemma C.1, and outputting the HC tree with the smaller
cost. Let T be the resulting HC tree from our algorithm and 7’ be the resulting HC tree from
the algorithm in [ITEM*23]. For the purpose of privacy, the parameter input for each algorithm is

g = O(m) (note that the only part we need to perform approximate DP is the algorithm of
og

[IEM*23]). Since the final algorithm is only a function of T, 77, costg(T), costg(7’), the privacy
guarantee follows from the composition (Proposition A.5) and post-processing (Proposition A.2).
Finally, the approximation guarantees follow from the respective error of the algorithms plus the
additive error during the private cost evaluation as in Lemma C.1. |

Note that the condition of € € (0,1) is just for the conciseness of the statement. For e > 1, we
could similarly use the composition in Proposition A.5, albeit there will be an additional ¢ - (e* — 1)
term. We omit the details for the cleanness of the presentation.
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C.2 Exponential-time algorithms

We now show that if we are allowed to use exponential time, we can get stronger bounds for
the multiplicative error than that of Theorem 1, and we can obtain an additive error of at most
O(@) as in [IEMT23]. These algorithms are not practical; nonetheless, they highlight the extent
of approximation we can get for e-DP algorithms.

The formal statement is given as follows.

Lemma C.4. There exist e-weight DP algorithms such that given a weighted, connected graph G of
size n with weight on each edge at least 1, in exponential time outputs an HC tree T whose cost is at
most

logn nlogn

2
!
min {O(=52) - OPTg + O(*—27), OPTg + O(*—=7) |,

where OPT g is the optimal HC cost of G under Dasqupta’s objective.

Proof. The algorithm could be obtained by the algorithm from Imola et al. [[EMT23], our
HIERARCHICALCLUSTERING-DP in Theorem 1, and the private evaluation algorithm of Lemma C.1.
As such, we only sketch the proofs, and leave the full proof as an exercise for keen readers.

For the algorithm with O(logn) multiplicative error, we can run HIERARCHICALCLUSTERING-DP
in the following manner: on step 3 of BALANCEDSPARSESTCUT-DP, instead of running the approx-
imation algorithm in Proposition 3.1, we use 2" time to enumerate all cuts, and output the cut S
with the lowest sparsity. With a minor modification of the analysis of Theorem 1, it is easy to see
that the output cut is an O(lo%) multiplicative approximation of the 1/3-balanced sparsest cut. As
such, we can use Proposition 2.1 to obtain the desired approximation guarantee for HC.

For the algorithm with O("Ql%) additive error, we can run the exponential mechanism as in
Imola et al. [IEMT23]. Finally, with the same argument of Lemma C.3, we can run both algorithms
and their private cost evaluation with parameter £/4, and use composition (Proposition A.5) and
post-processing (Proposition A.2) to obtain the desired statement. |

C.3 Approximation Guarantees on graphs with < 1 weights

In this section, we discuss the implication of our algorithm on graphs with weights less than 1.

We show that the approximation guarantee of HIERARCHICALCLUSTERING-DP is fairly robust,
log!5n

and for any graph with the minimum weight at least «, we could achieve O( al — )-multiplicative

approximation.

Proposition C.1. The algorithm HIERARCHICALCLUSTERING-DP 1is e-weight DP. Furthermore,

given a weighted, connected graph G of size n with weight on each edge at least o, HIERARCHICALCLUSTERING-DP
outputs a HC tree T such that the HC cost by T is at most O(%) -OPTg, where OPT¢ s the

optimal HC cost of G under Dasgupta’s objective.

Proving Proposition C.1 would require a repetition of all the steps we did in Theorem 1. Therefore,
we provide a proof sketch on why the lemma is true. The privacy guarantee of Proposition C.1
follows directly from Lemma 3.1, and the approximation guarantee is based on the following lemma.

Lemma C.5. With high probability, for any graph G = (V, E,w) whose minimum weight is at least
a, the BALANCEDSPARSESTCUT-DP algorithm returns a balanced cut in polynomial-time with at

most O(%)-multzplicative approximation to the sparsity of the balanced sparsest cut.

24



Proof. The proof of Lemma C.5 follows by the same argument of the proof of Lemma 3.2 (as in
Section 3.1) with slight modifications. In particular, by the same argument, we let S be the the
optimal sparsest cut S of G, and suppose there are k edges in the cut. Let X; be the random variable
for the Laplacian noise added on the i-th edge of the cut (.5,]S]), we could again show that

wer (8", 5") < ¢+ 10klogn 4 S~ | X;
E E ‘

Furthermore, by the argument with concentration inequalities, we have that

k-logn
g < I/
sl
Note that by the condition of w(e) > a for all e € E, we have that k < %SS)
that

. As such, we have

war S”, 5” n n
% < ¢¢ +20¢¢log —— = O(log —) - d¢-
|S”| a-e a-e
Finally, as in the proof of Lemma 3.2, an extra factor of O(y/logn) is induced by Proposition 3.1,
which gives the desired lemma statement. |

The multiplicative approximation bound of Proposition C.1 then follows from the same argument
as the proof of Theorem 1 by losing a factor of O(1/a).

C.4 <-DP Polynomial-time algorithm with O(%) additive error

We now give a polynomial-time e-DP algorithm that gives O(y/n)-multiplicative approximation

with O(%) additive error. We note that the approximation guarantee of this algorithm is
strictly worse than the algorithm of Lemma C.3. Nevertheless, the algorithm is pure DP, and it does
not need to call the algorithm in [IEM 23] (note that it is unclear how the poly-time algorithm
in [[EM 23] could be implemented). As such, we believe the algorithm has its own advantage for
certain scenarios.

Lemma C.6. Given a weighted, connected graph G of size n with weight on each edge at least 1, for
any € > 0, the HC tree T computed by HIERARCHICALCLUSTERING-DP in Section 3.2 has cost at
most costq(T) < O(y/logn) - OPTq + O("al(’%gm"), where OPT ¢ is the optimal HC cost of G under
Dasgupta’s objective.

The key notion we need to prove Lemma C.6 is the optimal balanced tree We now

formally define the notion and analyze its properties.

%
balance*

Definition 11. We say an HC tree Tpalance 1S & balanced tree if every internal node is a 1/3-balanced
partition, i.e., for any partition H — (S, H \ S) in Tralance, there is min{|S|, |H \ S|} > @

We use T ... to denote the optimal tree among the balanced tree, i.e., costq (T ance) <
cost (Thalance) for any balanced tree Thalance-

By Proposition 2.1, we can immediately observe that the tree 7, = achieves an O(1)-
approximation to the optimal HC tree 7*.

Observation C.1. Let be the optimal tree among balanced trees on G. Then, we have

balance

COStG(’E)Tllance) < O(l) : OPTG
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Observation C.1 is true simply because the tree we obtained by the recursive balanced sparsest
cut is a balanced tree. We now use balanced trees as a ‘bridge’ between the costs on G and the
perturbed graph G”.

Lemma C.7. Let Tpajance be any balanced HC' tree as defined by Definition 11, and let G” be the
graph obtained by steps 1 and 2 of BALANCEDSPARSESTCUT-DP. Then, with high probability, we

have that
n3logn

COStG(%alance) < COStG”(%alance) < costgr (’Tbalance) + O( )

Proof. We prove the first inequality by showing that with high probability, w” (u,v) > w(u,v). This
is essentially the same proof as Claim 3.3 — we can show that with probability at least 1 — 1/n3,
there is w” (u,v) > w(u,v) for all edges (u,v) € E. Therefore, the cost of the same tree Tpalance ON
G" cannot be lower than the cost of Tjalance on G.

For the second inequality, we first observe that by step 1, the additive error on each edge is
101%. We now show that with high probability, the additive error on all edges by the Laplacian
noise is at most 101%. Again, this is by the same calculation as in Claim 3.3, as follows. Let
Xuw ~ Lap(1/e) be the random variable for the Laplacian noise on (u,v), we have

Pr(X,, > 10logn/e) < e~10l08m — 5,710,

and we can apply a union bound over all edges to get that with high probability, wgr(u,v) <
we (u,v) + 2287 for all (u,v) € E.

We now bound the additive error for Tpaance from G” to G. In the same way as the proof of
Lemma 6.1, we define level £ cut as the cut that happens with the distance £ — 1 to the root of the
HC tree. Let H — (S, H \ S) be a partition in Tpajance of level £, we first observe that

2
(# of edges in ¢-level partition H — (S, H \ 5)) < (=

3)2@—1)”2

since bigger partition reduces size by at least a factor of % Therefore, we can upper-bound the cost

26



of Thalance in G as

as desired.

costgr (’ﬁ)alance )

— Y welSH\S) A
H— (S,H\S)
induced by nodes in T

Zmax

=YY w8, H\S)|H

=1 H - (S H\S)
induced by nodes in T
on level £

B S wew o) |H]

=1  H-(S,H\S) (uv)€E(S,H\S)
induced by nodes in T
on level ¢

< )3 > (watu+ E) g

9
=1  H—(S,H\S) (uv)eE(S,H\S)
induced by nodes in T

on level ¢
(by the relationship between wg(u,v) and wgr (u,v))
L
=) 20logn 2 90—
< S, H\ S)+ ——=—.(5)2=Up2) . |H
< S (wotsmy s« ER G )

=1 H— (S,H\S)
induced by nodes in T
on level ¢

(by the bound of the number of edges in the partition)

<SS we(S,H\S) A

=1 H— (S,H\S)
induced by nodes in T
on level ¢

Emax
2

20n2logn _
+f‘z Z |H|‘(§)2(€ Y

=1 H - (S,H\S)
induced by nodes in T

on level £
¢
20n% logn o= i1 2 90—
<costc(Thalance) + % n- ; 201 (5)2Y
(|H| < n and there are 2¢~1 partitions on level £)
n3logn
<cost(Thatance) + O(*—_), (5,270 (3 = o)

Finalizing the proof of Lemma C.6. We run O(y/logn)-approximate balanced sparsest cut on
G" in HIERARCHICALCLUSTERING-DP. In the end, the algorithm produces a tree T such that

COStG”(T) < O( \% log n) ’ COStG”(T*(G”)) < O( \% log TL) ’ COStG”(’H)Zlance%
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where 7*(G") is the optimal HC tree on G”. Since both 7 and 7, .. are balanced trees, we have

costg(7) < costgr (T) (using the first inequality of Lemma C.7)

< O(\/@) : COStG”(R*alance)
3
< O(\/@) ’ <COStG(71-3>;1ance) + O(nlogn)>

€
(using the second inequality of Lemma C.7)

< O( V IOg n) - costg (R*alance) + O( )7

n?log!dn

as desired by the lemma statement. Lemma C.6 OJ

D The Analysis of the Lower Bound in Section 6

In this section, we provide the analysis of the reduction for the balanced sparsest cut lower bound.

High-level technical overview. The balanced sparsest cut lower bound. The connection
between the balanced sparsest cut and hierarchical clustering is well-known in the literature. There-
fore, a natural idea to prove lower bounds for e-DP balanced sparsest cuts is through a reduction
argument from e-DP hierarchical clustering.

There are two technical challenges to formalizing the above idea. The first challenge is that
existing results between balanced sparsest cuts and HC focus on multiplicative error, while we need
to show a lower bound with additive error. This would require us to open the black box of the
existing technical lemmas, and use a white-box adaptation of the “charging” argument of [CC17].
The second, and perhaps the bigger challenge, is the loss of privacy in the process. To obtain the HC
tree, we need to run the e-DP algorithm for the balanced sparsest cut on vertex-induced subgraphs,
which requires repeated queries for up to (n) times. As such, by the strong composition theorem,
we need to lose a factor of y/n on the additive error, and we can only obtain an HC algorithm for
(¢,6)-approximate DP — for which we can only prove lower bounds for very small 6!

Our idea to tackle this issue is to use more restrictive privacy parameters as we go down the
HC tree with the balanced sparsest cuts. For the cuts on level ¢ (from the root), we run the DP
balanced sparsest cut algorithm with e scaling with the size of the current partition, i.e., when we

run the algorithm on H, we use ey = |nﬂ -€ (we use |H| for the number of vertices in H). Since we

have ) |n£‘ = 1 on each level, the privacy loss on this particular level is at most €. Furthermore,
since the depth of the HC tree T can be at most O(logn) due to balanced cuts, the privacy loss is
at most O(logn), which can be handled by rescaling,.

The final missing piece here is the impact of changed ¢ in the additive error. Since we decrease
the parameter ¢, the additive error increases. Nevertheless, we can show that on each partition, the
blow-up is roughly O(@) Therefore, if we sum up the partitions of a level, the additive error is

bounded by O <Z—2> As such, we can again use the fact that the HC tree is balanced to obtain the
total additive error of O("zlsﬂ) — and the extra cost can again be handled by rescaling of ¢.

The privacy analysis. We first show that the reduction algorithm is e-DP. The formal statement
is as follows.

Lemma D.1. The reduction algorithm that outputs the hierarchical clustering T satisfies e-DP.

4Although we did not include a proof for the HC lower bounds with (e, §)-DP, it appears the proof in Section 5
would still work for § = 1/2"/°.
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Proof. First, note that we adaptively provide a privacy budget in Step 1(b); however, it should be
noted that H is computed using a private mechanism, so this choice in the reduction is privacy-
preserving as long as the total privacy budget is at most €. The final output HC tree 7T is a function
only depending on the internal balanced sparsest cuts. In other words, 7 is a function of the
algorithms {A; }é?:l, where A; is the algorithm A induced on the internal node j, and k is the total
number of internal nodes. Let (k) be the privacy parameter of the cut on internal node k. By
Proposition A.4, the reduction algorithm satisfies DP with parameter

k 14
max 1
Zg(k)éz Z EHZQIOgn'EmaX“S
j=1 =1 H on level (£ —1)

where £pay is the maximum level of the HC tree, and the last equation is due to > 5 1 jovel ((—1)EH =
¢ for every level ¢.
Since the tree is always %—balanced, the number of levels is at most logz /o n < 2logn levels. As

such, we have that the privacy parameters satisfies ﬁ “lmax - € < €, as desired. |

The utility analysis. We now proceed to the utility analysis of the reduction algorithm. To
this end, we first show that the balanced sparsest cut guarantee would lead to balanced min-cut
guarantees, and the latter is easier to work with.

Claim D.2. Let (S,V'\S) be a %—balanced sparsest cut with slo§2n additive error for some constant
C € (0,1). Then, S is an (2, logTn
let (S™ V \ S™") be the 1/3-balanced min-cut of G, we have that

)-appmximation of the 1/3-balanced min-cut. In other words,

Cn

w(S,V\8) <2 w(S™m V\§™m) + ———.
2elog”n

Proof. Let S°P%"%¢ be the %—balanced sparsest cut of G. By the guarantee of A, we have that

Ssparse7 V \ SS]JCL'I’SS) C

w(S,V\S) < wl -S|+ - |S] (by the property of A)
’Sspa’rse‘ c 10g2 n
< w(S ’V. \ ST S| + 02 -1S|  (by the definition of the sparsest cut)
| Smvin| elog”n
min min Cn S n
<2-w(S™M VNS )‘i‘m, (|S|mzln|§23nd |S‘§§)

as desired. |1

Let the output of A" on the input graph G be A'(G) = T. Using the expression of the cost
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function as stated in eq (1), the expected cost of T is

E [costq(T)] = E > w(Sy,Sy) - |H|
H — (517 Sz)
induced by nodes in T
= Z E [w(S1,52)] - |H] (by linearity of expectation)
H — (Sl,Sg)
induced by nodes in T
> 2 w(SE™, V(H)\ SE™) - | H]|
H — (Sl,Sg)
induced by nodes in T
(S is the balanced min-cut for vertex-induced graph H)

l
max 1 ‘H‘
c.-—- -|H].
+ Z Z 2¢ log®n [
(=1 H — (51,52)

induced by nodes in T
on level ¢

(by the property of the algorithm A and Claim D.2)

IN

|H| n . .
o1 as opposed to TogZn since we are operating on the

Note that in the last term, we have
vertex-induced subgraph H.

We now analyze the two cost terms respectively. We first bound the summation of the former
term.

Lemma D.3. Let T be the tree obtained by recursive 1/3-balanced cut whose cuts are represented by
H — (S1,S2). Furthermore, let (ST, V(H)\ S7") be the balanced min-cuts of V(H). Then, we
have that

> 2 w(SE™, V(H)\ Si™) - |H| < O(1) - OPTg.
H — (51,52)
induced by nodes in T

The proof of Lemma D.3 requires a white-box adaptation of the charging argument used by [CC17]
(see also, e.g. [AKLP22, ACL"22]). The idea is almost identical to Charikar and Chatziafratis |[CC17],
but the argument is considerably involved. As such, we postpone the proof to Appendix E.

We now analyze the summation

Cmax
S0y o g

' 2em ' log?n
=1 H — (51752) g
induced by nodes in T

for the additive error. The main lemma for this term is as follows.

Lemma D.4. Let T be the tree obtained by recursive 1/3-balanced cut whose cuts are represented by
H — (51,52). Then, we have that

Car 1 |H| n2
> > C JH <O

=1 H — (51, 52) # log'n

induced by nodes in T
on level £

30



Proof. Note that at level £, the cost is at most

2
Z ¢ . 4] s.t. Z |H| = n.

2 log?
H on level (¢ —1) o log m H on level (¢ —1)

|
2logn n

3 C |HP _C 3 2nlogn |H|*
2e |H|  log’n

%1 log?
H on level (¢ —1) " log'n H on level (¢ —1)

Cn
— : H
H on level (£ —1)

By plugging in our choice of ey = we have that

Cn?

- 5logn' (Since ZH on level (¢ —1) ‘H‘ = n)

Finally, we get the tree T using 1/3-balanced cuts. As such, there are at most logs s2n < 2logn
levels. Therefore, the total cost induced by the summation in Lemma D.4 is at most

Y2 .
o C H Cn? n?
DI DI P L
€ og n glogn g
/=1 H—>(S1,S2) H & &
induced by nodes in T
on level ¢

as desired. |1
Wrapping up the proof of Lemma 6.1. By Lemma D.1, the reduction algorithm is e-DP.
Furthermore, by Lemma D.3 and Lemma D.4, we know that

2
E [costa(T)] < O(1) - OPTg + 2C - n?’

as desired by the lemma statement.

Remark D.5. In the proof of Lemma 6.1, we essentially embedded a reduction from balanced sparsest
cut to balanced min-cut. Using the same argument, we could argue that for balanced min-cut, the
additive error for any e-DP algorithm is at least Q(ﬁ) The result essentially follows from
Lemmas D.3 and D.4, and we omit the repetition to write the proof.

E The proof of Lemma D.3

We provide the proof of Lemma D.3 in this section. To begin with, we first recap the lemma
statement as follows.

Lemma D.3. Let T be the tree obtained by recursive 1/3-balanced cut whose cuts are represented by
H — (S1,S2). Furthermore, let (ST V(H)\ S7") be the balanced min-cuts of V(H). Then, we
have that

> 2-w(SEH™, V(H)\ S{™) - |H| < O(1) - OPTg.

H — (S1,52)
induced by nodes in T
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To prove the lemma, we need to use a white-box analysis of the charging argument for sparsest
cuts and balanced min-cuts as in Charikar and Chatziafratis [CC17] (see also, e.g. Agarwal et
al. [AKLP22] and Assadi et al. [ACL"22]). In particular, consider any HC tree 7 and any edge
(u,v) € E, they use the following notion of ‘cost footprint’ to lower bound the optimal cost.

Definition 12 (Edge cost footprint). Let G = (V, E,w) be a weighted undirected graph, and let T
be an HC tree of G. For any edge (u,v) € FE and integer t > 1, we say the cost footprint of edge
(u,v) € E in T of size t, denoted as edge-cost’((u,v)), is as follows:

w(u,v), if (u,v) crosses any pair of mazimal clusters of size at most ¢ in T;

¢
edge-costr((u,v)) {0, otherwise.

Intuitively, the notion of edge-cost’-((u,v)) captures the “levels” where edge (u,v) would pay
non-zero costs. To elaborate, consider an edge (u,v) € E. Before the edge is split, it pays no cost.
After the edge is split, and suppose the size of the cluster on which (u,v) is split is s, then (u,v)
pays exactly a cost of s - w(u,v) to the cost. In Definition 12, note that for any ¢ > s, we will
have edge-cost’-((u,v)) = 0. On the other hand, for any ¢ < s — 1, since the two clusters that are
induced by the edge split of (u,v) are of size at most (s — 1), we have edge-cost’((u,v)) = w(u,v)
for t € [0,s — 1]. Therefore, the summation Y, edge-cost’-((u, v)) exactly characterizes the cost
contribution for (u,v) to the HC objective. More formally, this structural property is characterized
as follows.

Lemma E.1 (Charikar and Chatziafratis [CC17|, cf. [ACL"22]). For any graph G = (V, E,w) and
any of its HC tree T, there is

costg(T) = Z Z edge-cost’-((u,v)).

t=0 (uw)eFr

At first glance, working with the notion of edge cost footprint appears to make things more
complicated. The advantage of using such a notion is that it allows us to ‘charge’ the cost of the
tree into ‘balanced’ partitions. In particular, the following technical statements shown by Charikar
and Chatziafratis [CC17] and Assadi et al. [ACLT22].

Claim E.2 (Charikar and Chatziafratis [CC17]|, cf. [ACLT22]). Consider the notion of edge cost
footprint as defined in Definition 12, we have

z”: Z edge—costg/g((u,v))g?pi Z edge-cost’-((u,v)).

t=0 (u,v)eE t=0 (u,v)eF

The reason for us to work with the value 2¢/3 is that, as we will see later, we can charge the cost
of 1/3-balanced min-cuts to the summation, which gives us a way to control the cost obtained by
the HC tree obtained by recursive approzimate 1/3-balanced min cut.

Another technical advantage of working with the edge cost footprint is that we can “decompose”
the cost into unit terms, and the terms of summation does not have to be “synchronized” with the
terms we are summing over. The technical claim is as follows.

Claim E.3 (Charikar and Chatziafratis [CC17], cf. [ACLT22]). Let T be any HC tree of G.
Furthermore, consider any function F(u,v,t) in the summation
| H]

Z Z Z F(u,v,t).

H — (S1,52) t=|S2|+1 (u,v)EE(H)
induced by nodes in T
on level £
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Then, each u', v' and t' (and the corresponding term F(u',v',t')) appear at most once in the
summation.

Note that a challenge for us to bound the term

> 2-w(S™" V(H)\ ™) - |H]
H — (Sl,Sz)
induced by nodes in T

in Lemma D.3 is that the weights w(S™" V(H) \ S™") and the term we are summing over
(H — (51, 52)) are very different from each other. With Claim E.2 and Claim E.3, we can proceed
by ). first bound each term of w(S™™" V(H)\ S™") - |H| by a function of edge-costs((u,v)) for
some ¢ and (u,v) in the optimal HC tree 7*; and 7). handle the summation with Claim E.3 to
upper-bound the term.

We now show the main lemma that allows us to ‘charge’ the cost of balanced cuts to the edge
cost footprints of the optimal tree. Although this lemma is inherently implied in [CC17, ACL"22],
we include the proof here for completeness.

Lemma E.4. Let G = (V, E,w) be a weighted undirected graph, and let T* be the optimal HC tree
of G. Furthermore, let H C G be any vertez-induced subgraph of G, and

o let H— (S™" V(H)\ S™") be the split on H induced by a %-balanced min-cut.

o let H — (S1,S52) be the split on H induced by any %—balanced cut.
Then, we have that
H|-w(S™" V(H)\ S™") <3181 S edge-costyr *((u, )

(u,w)EE(H)
|H|

Z Z edge- costTl* Vg((u, v)).

t=|S2|+1 (u,v)EE(H)

Proof. The proof follows essentially from the same argument as in two previous works [CC17,
ACL7T22|. Let S}, S5, ---, S; be the maximal clusters of size at most % -S| and with non-empty
intersection with H. Observe that we can form new clusters A = Ujer, S;NH and B = Ujer, S;NH,
such that

e AU B contains entire vertices in clusters U;S7. In other words, Iy U Ip = [k]; and
e max{|A|,|B} < 2-|].
Therefore, we can write that
|H| - w(S™™ V(H)\ S™") < |H|-w(A, B) (by the definition of 1/3-balanced min-cut)

<|H|- Z edge- costTl* VS((u,v))
(u,w)EE(H)
(by the fact that every split edges has to be at level at most % - |HY)
<3-151]- Z edge-cost 2IH1/3 ((u,v)).
(u,w)EE(H)
(by the fact that H — (S1,.52) is a balanced cut)

Finally, for the second inequality in the lemma statement, note that for any (u,v) and any ' < ¢,
there is edge—costg-*((u, v)) > edge-cost’ ((u,v)), which gives us the desired statement. |
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Finalizing the proof of Lemma D.3. Lemma D.3 now follows from the combination of Lem-
mas E.1 and E.4 and Claim E.2 and E.3. To elaborate, we now bound the cost as follows.

> 2-w(S™" V(H)\ §™") - |H]|
H — (Sl7 S2)
induced by nodes in T

|H|

<6- Z Z Z edge costT* |/3((u, v)) (by Lemma E.4)

H — (51, S2) t=|S2|+1 (u,w)EE(H
induced by nodes in T

=6- Z Z edge—cost?f 3((u, v)) (by Claim E.3 since the summations are disjoint)
t=0 (u,w)eFr
n
<18-> > edge-costs((u,v)) (by Claim E.2)
t=0 (u,v)eE
< 18- costg(7T*) = 18- OPTg, (by Lemma E.1)
as desired by the lemma statement. Lemma D.3 [J

F Additional Details on Experiments

All of our experiments are implemented on a Macbook Pro with M2 CPU. In this section, we provide
missing details on the dataset, pre-processing parameters and more experimental results.

F.1 More Details on Datasets

We first provide the basic statistics of the datasets used in the paper. The number of edges of SBM
and HSBM are the average of all generated graphs.

Table 2: Datasets used for experiments

Synthetic Real-world
Dataset SBM Hierarchical SBM | IRIS WINE BOSTON
Size 150 150 150 178 506
# Edges | 2614 4005 4851 11830 95566
# Clusters 5 5 3 3 )

The similarity graph of each real-world dataset is constructed by Gaussian kernel, according to
the standard heuristic. The parameter o is selected as 0.65 for WINE and BOSTON, and 5 for IRIS.

F.2 More Results on Synthetic Data

The synthetic graphs we use in Section 4 have five clusters (k = 5) with sizes of {20, 20, 30, 30,50}
for each cluster. Here we demonstrate more experiment results on SBM graphs with other values of
k and sizes of each cluster. We give details together with the illustrations.

We start with k = 6 SBM graphs, but in two different scenarios: the graphs can have clusters of
the same size of various sizes. We set the privacy parameters same as before. The intra-probability
is 0.7 (p = 0.7) and inter-probability is 0.1 (¢ = 0.1). Similarly as before, our algorithm outperforms
input perturbation significantly on all choices of €. Further, the cost given by our algorithm
approaches the cost in the non-private setting. The details are shown in Figure 5 and Figure 6.
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Dasgupta's Cost SBM Graphs with k=6 Dasgupta's Cost SBM Graphs with k=6
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Privacy Parameter Privacy Parameter

Figure 5: Comparison of Dasgupta’s cost on SBM Figure 6: Comparison of Dasgupta’s cost on HSBM
graphs of size n = 180 and k = 6. Each cluster has graphs of size n = 180 and k = 6. Clusters have

the same size of 30. different sizes: 10,20,30,30,40,50.
Dasgupta's Cost SBM Graphs with k=8 Dasgupta's Cost SBM Graphs with k=8
200000 370000
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Figure 7: Comparison of Dasgupta’s cost on SBM Figure 8: Comparison of Dasgupta’s cost on HSBM
graphs of size n = 160 and k& = 8. Each cluster has graphs of size n = 200 and k = 8. Clusters have
the same size of 20. different sizes: 10,10,20,20,30,30,40,40.

With the chosen parameters the SBM graphs are well-clustered. In the next set of results we
weaken the cluster pattern by reducing p to half. Other settings follow as above.

As shown in Figure 7 and Figure 8, we move on to k = 8 with weaker cluster patterns. Observation
follows immediately that our algorithm still produces favorable results consistently. Up to this point,
we have tested synthetic graphs on a diversity of settings where the number of clusters, cluster
sizes and clustering pattern vary, these additional experiment results show that our algorithm can
generate private hierarchical clustering with much lower cost comparing to the input perturbation.
Further, if the input graph has a well-clustered structure, our algorithm is even comparable to the
non-private algorithm in terms of Dasgupta’s cost.
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