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e The paper proposes a generic construction for publicly verifiable secret sharing
(PVSS) schemes from any IND-CPA-secure PKE scheme and a NIZK system
for certain gap languages.

e The construction can be instantiated in the standard model based on the
LWE assumption and can support Shamir’s secret sharing scheme. To
obtain the underlying NIZK system, we design dedicated trapdoor »-protocols
for lattice-based relations and then make them non-interactive using recent
techniques on Fiat-Shamir in the standard model.

e The resulting lattice-based PVSS scheme is the first one achieving
post-quantum security in the standard model.
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Abstract

Publicly verifiable secret sharing (PVSS) allows a dealer to share a secret among a set
of shareholders so that the secret can be reconstructed later from any set of qualified
participants. In addition, any public verifier should be able to check the correctness
of the sharing and reconstruction process. PVSS has been demonstrated to yield
various applications, such as e-voting, decentralized random number generation
protocols, and secure computation on distributed networks. Although many concrete
PVSS protocols have been proposed, their security is either proven in the random
oracle model or relies on quantum-vulnerable assumptions such as factoring or
discrete logarithm. In this work, we propose a generic construction of a PVSS from
any public key encryption scheme and non-interactive zero-knowledge arguments
for suitable gap languages. We then provide lattice-based instantiations of the
underlying components, which can be proven in the standard model. As a result,
we construct the first post-quantum PVSS in the standard model, with a reasonable
level of asymptotic efficiency.

Keywords: PVSS, generic construction, lattice-based cryptography, LWE,
standard model, trapdoor »-protocols, NIZK arguments

1. Introduction

Secret sharing scheme (SSS) [1] allows a dealer to share a secret among a
committee of shareholders so that any qualified set of participants can recover the
secret, while any unqualified set of participants learns nothing about it. Verifiable
secret sharing [2] (VSS) allows the shareholder to verify the process of sharing and
reconstruction against malicious dealers (who might distribute invalid shares) and
participants (who might submit wrong shares). Publicly verifiable secret sharing
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(PVSS) takes one step further by allowing anyone, not just the shareholder, to
publicly verify the correctness of the sharing and reconstruction process. Normally,
PVSS requires at least two phases (and some also need a key generation phase at
the beginning) above, but a PVSS can be considered non-interactive (for example,
[3]) if all phases are non-interactive. PVSS has many vital applications, for example,
e-voting [4], e-cash [5], decentralized random number generation protocols (DRNGs)
[10, 11, 12, 13, 14, 15, 16, 8, 17], and are also potentially used for secure computation
on distributed networks [3]. So far, many PVSS constructions have been proposed
in literature, from group-based, Paillier encryption-based, to hybrid lattice and
group-based [19, 20, 21, 4, 5, 7, 22, 23, 24, 25, 11, 14, 15, 3, 26, 8, 9]. However,
existing constructions suffer from one of two drawbacks: They either i) require
Fiat-Shamir heuristic and could only achieve security in the random oracle model
(ROM) or ii) do not achieve post-quantum security due to the reliance on the
hardness of either the factoring or the discrete logarithm problems. For the former
drawback, [27, 28] and recently [29] provided counterexamples of protocols that
achieve security in the ROM but become insecure when instantiated with any hash
functions, making these protocols insecure in the real world. The former two were
“artificial” counterexamples, but the latter claims to be a realization of a more
practical and natural proof system. Nevertheless, these counterexamples might
raise the concern (and this is an open problem) of whether most natural protocols
using the Fiat-Shamir heuristic could achieve provable security in the real world
(and whether more natural counterexamples could be found). The latter problem
is without saying. Today, quantum computers are being developed, and it is known
that discrete log and factoring problems can be easily solved by Shor’s quantum
algorithm [30]. Thus, when quantum computers are ready to be deployed, the
security of existing PVSSs will be compromised. Given the importance of both
properties for security, it would be desirable to construct a PVSS that achieves
post-quantum security and does not need to rely on the ROM.

Recently, using correlation intractable hash functions [31], the authors of [31, 32]
finally solved the problem of realizing non-interactive zero-knowledge (NIZK)
arguments following the Fiat-Shamir paradigm in the common reference string
(CRS) model for all NP problems from standard lattice assumptions. On the
bright side, using the result of [33, Subsection 3.3] together with the FLS compiler
of [34] to achieve multi-theorem NIZKs for all NP languages, we might be able
to build a non-interactive and post-quantum PVSS against malicious participants,
from standard post-quantum assumptions only. However, their constructions require
reducing the underlying problem to the Graph Hamiltonicity problem, which would
be extremely inefficient. It is highly desirable to obtain a reasonably efficient
instantiation of the NIZKs without resorting to generic techniques, which can be
used as building blocks for designing PVSS schemes. Therefore, this work aims to
propose such NIZKs to fully realize a post-quantum secure PVSS using standard
assumptions.

1.1. Our Contribution

We put forward a generic construction of PVSS from i) any IND-CPA scheme
where each public key as a unique corresponding secret key; and ii) a NIZK
for suitable gap languages, which provides a generalized formal framework for



PVSS schemes following the GMW approach of [33] such as [33, 3, 26, 9]. Note
that while previous works, e.g., [33] or [26], have already proposed generic PVSS
constructions, the work of [33] only described an informal construction, while the
work of [26] requires the encryption scheme to be linearly homomorphic. In addition,
their constructions require NIZK with exact languages. On the other hand, we
would like to capture the lattice setting, and thus decide to employ NIZK for gap
languages, which can be considered as a generalization of exact languages. Hence,
our construction is more generic than [26]. The only restriction in the PKE is that
it needs the public key to have a unique corresponding secret key pair. However,
this is still generic enough to capture previous schemes where their public-secret
key pair are from group, Paillier or LWE-based cryptosystems, which also have this
property. We are the first to give a formal and generic PVSS based only on an
IND-CPA encryption scheme with unique corresponding public-secret key pairs and
an NIZK for gap languages.

We then propose nontrivial instantiations of the NIZKs supporting the key
generation, sharing, and decryption algorithms from the plain LWE assumption.
One major point is that the NIZKs in the CRS model are not the result of using
Karp reduction to the Graph Hamiltonicity problem (hence nontrivial). Instead,
we construct concrete trapdoor Y-protocols for correct key generation, sharing,
and share decryption and use the compiler of [35] to achieve NIZK with adaptive
soundness and adaptive multi-theorem zero-knowledge. As analyzed in Appendix A,
our NIZK will be more efficient than those using the generic Karp reduction.

Finally, we combine the NIZK mentioned above to achieve the first nontrivial
instantiation of a lattice-based PVSS in the CRS model without relying on random
oracles. PVSS constructions have already been made in the standard model, such
as [11]. However, previous constructions all require pairing-based assumptions,
which are not post-quantum secure. Our construction is from plain LWE only
and, therefore, is post-quantum secure. For a technical note, our construction is not
as efficient as previous work, as our trapdoor Y-protocols require binary challenges
and must be repeated A\ times (where X is the security parameter) to make the
soundness error exponentially small, while constructions such as [19, 4, 11, 3, 26]
employ challenges over Z, (for an exponentially large p) and do not need to be
repeated. However, this is a trade-off as our strong point is that we could achieve
post-quantum security in the standard model, while the previous construction could
not. We also achieve the asymptotically smallest required modulus among existing
PVSSs so far by only requiring modulus polynomially large in A and n, where n is
the number of users. To summarize, among known PVSS schemes, ours is the most
efficient one that achieves post-quantum security in the standard model. We remakr
that our PVSS requires a third party to generate the CRS. However, this setting
has been considered in previous works such as [3] as well.

1.2. Technical Overview
We follow the (informal) framework of [33, Subsection 3.3] to have a
non-interactive PVSS!. The framework requires four components: An IND-CPA

IThe framework only mentions the sharing phase, where the dealer needs to prove the
correctness of sharing. However, PVSS also requires a reconstruction phase, and this phase requires



public key encryption scheme (which we denote PKE), a NIZK for participants to
prove correct key generation, a NIZK for the dealer to prove the correctness of
sharing, and a NIZK for participants to prove the correctness of decrypting the
shares. The flow of the PVSS is very simple: Participants generate the key pairs
of the PKE and prove the validity of the public keys. When sharing the secrets,
the dealer encrypts the shares and prove the validity of the encryption. Finally,
the participants decrypt the shares and prove that the decrypted result is correct.
For PKE, we will choose the lattice-based scheme of [36]. Our remaining work is
to construct the three NIZKs without relying on the Random Oracle Model (ROM)
while avoiding the inefficient Karp reduction to the Graph Hamiltonicity problem.
To achieve this, we leverage the concept of trapdoor ¥—protocols (defined
in [31]). These allow us to design NIZKs for specific languages directly, without
Karp reductions. We can then use the compiler of [35] to transform these protocols
into NIZKs with adaptive soundness and adaptive multi-theorem zero-knowledge
properties. This approach reduces our task to the construction of appropriate >—
protocols for three key languages. In the remainder of this section, we will show
how to define the appropriate generic gap languages for the PVSS and provide the
trapdoor Y —protocol for these languages instantiated with lattice-based schemes.

Defining the Gap Languages for the Generic PVSS Construction. Before
going to the instantiation, we would like to construct a generic PVSS from NIZKs
for gap languages to capture possible instantiation from lattices. Hence, we first
need to design suitable gap languages for key generation, sharing, and decryption,
which we denote by £KXev, LErc £Pec For key generation, we require an additional
PKE.KeyVer algorithm to check whether a public-secret key pair is valid. The key
verification algorithm should satisfy the following: If (pk,sk) < PKE.KeyGen(pp),
then PKE.Ver(pp, pk, sk) = 1. In addition, for any (pk, sk) s.t. PKE.Ver(pp, pk, sk) =
12, if F is an encryption of m using pk, then PKE.Dec(pp, pk, sk, ) should return the
original m®. An example for lattice-based schemes is that: For a public key (A, b)
and secret key s, then PKE.KeyVer checks whether ||b —s' - A|| < BX®* for some
bound BX®* where BX®* will be bigger than the expected bound of ||e||. In the
best case, an honest participant would prove that the keys are honestly generated,
i.e., (pk,sk) = PKE.KeyGen(pp,r) for some randomness r. In the worst case, we
would require that: Even for dishonest participants who have passed verification,
then PKE.Ver(pp, pk,sk) = 1 so that encryption correctness is still ensured with
such keys. (note that this does not necessarily mean that (pk,sk) is generated
from PKE.KeyGen. Hence, there is a gap between the two sets of pk). Thus we
define the gap language £X such that Egkey the set of is all tuples (pp, pk) s.t.
(pk, sk) = PKE.KeyGen(pp,r) for some r and L5 ,; the set of is all tuples (pp, pk)

soun

s.t. PKE.Ver(pp, pk,sk) = 1 for some secret key sk.

an NIZK of correct decryption, which is not mentioned in their construction. In the sharing phase,
the authors only consider interactive ZKP protocols, which require A rounds. It would be natural
to have the minimal round complexity, hence existing PVSSs decide to at least use NIZK instead
so that all the phases are all non-interactive.

2but not necessary from PKE.KeyGen, so this is a somewhat relaxed property

3In particular, it holds for all (pk, sk) honestly generated by PKE.KeyGen



Next, we define the gap language L£E" for correct sharing. At the very least,
we would like to capture that: For any dealer that has passed verification, then all
honest participants agree on some secret s. Now, define Eff% to be the set of all
valid shares 1, Sg, ..., S, come from a Shamir secret sharing with threshold ¢ (see
Subsection 2.5 for details). In the best case, we simply define LE to be the set of all
(pp, 7, t, (pk;, F;)™,) s.t. i) B; = PKE.Enc(pp, pk;, s, 7:), i) (s1 || ... || sw) € £33,
and iii) (pp, pk;) € L5 _for all 7. Although we define the last condition, the dealer
does not need to prove that: The condition (pp, pk;) € E?Oeznd has been proved by
participant P; previously. Thus, in the NIZK, we design it so that the dealer only
needs to prove the former two conditions using witnesses (s;, 7).

Now, defining the £E" = will be more difficult. We need the language £E¢ .
so that we can use the trapdoor to extract the randomness in the PKE to check
if F; is a valid encryption of some message m;. While we did have an easy
trapdoor for key generation to directly extract sk, having a trapdoor to extract
the randomness in the encryption scheme will not be so easy. Fortunately, we
can follow the idea of [35]: In their definition, they define the language L.; to
be the set of ciphertext that is honestly encrypted, while L ,uq to be the set of
ciphertext s.t. decrypting them would provide valid message m and witness f of
small norm. We might try to do the same for our L£E First, for participant

sound*
Key

P; who passed the key verification process, we assume that (pp,pk;) € L

sound

already and consider the secret keys (sk;)?,; s.t. ((pp,pk;),sk;) € R Y and

soun
assume they are unique. This is reasonable, as previously we forced participants
to prove the existence of sk;. The reason for uniqueness will be for the definitions
in Subsection 2.6 to make sense and for security proof. Now, we define L£E

to be the set of all (pp,n’,t, (pk;, £;)7.;) such that: 1) (pp,pk;) € L5  for all i

and ii) if we honestly compute s; = PKE.Dec(pp, pk;, sk;, F;), then it holds that
(sp ]| ... || sw) € L322, where sk; is the corresponding witness of (pp, pk;) which can

n/t»
be extracted with a trapdoor as long as (pp, pk;) € ESK:gnd. We now show that this
captures our requirement in the worst case. Indeed, for a set of honest participants

with public-secret keys (pk;, sk;) and suppose (pp, 7/, t, (pk;, E;)*.,) € £LE" . Then

sound*
recall that s; = PKE.Dec(pp, pk;, sk;, E;), then it holds that (s1 || ... || su) € £5%3,
or equivalently, si, s, ..., s, are valid shares of some secret s. Honest participants

P; receive s; by executing PKE.Dec and agree on s due to the correctness of the
secret sharing scheme. Thus, our definition of £LE" . fully captures the fact that all
honest participants agree on the same s in the worst case.

Finally, we are left with the gap language £P for correct decryption. For the
motivation of our definition, we consider the LWE-based decryption protocol. To
show correctness of decryption of such scheme given ciphertexts (ci,co,m), we
must show that there exists s, f s.t. c;—s' -¢; =p-m+ f (mod ¢) for some small
vector f. Hence, we have an additional witness f when performing decryption and
need to capture this situation. To do so, we define a set VWP to capture the set
of additional witnesses and let PKE.Dec additionally output it. In other words, if
E <+ PKE.Enc(pp, pk,m), then it holds that PKE.Dec(pp, pk,sk, £) = (m,w) for
some w € WP, The participant then uses w as the witness to prove the validity
of m. With this idea, we consider two sets WD and WPee  s.t. Whee C yhee

z sound sound*

For L0 we will let it to be the set of all (pp,pk, F,m) such that there are



(sk,r,w) satisfying (pk,sk) = PKE.KeyGen(pp, ), (m,w) = PKE.Dec(pp, pk, sk, E)

and w € WP, The language £P% is also similar, except that we require

PKE.KeyVer(pp, pk,sk) = 1 and w € WP . instead. This definition of £P* does
indeed generalize most of the existing well-known encryption schemes: For RSA
and group-based PKE such as ElGamal, then WD5e = Wb = | ' as there is no
additional witness, while for LWE-based encryption scheme, W& and WP«
would be the set of all scalar f s.t |f| < BJ'?eC and BJ'?eC* respectively for some
public bound B]'?ec < B]'?ec*. Thus, we have informally defined all the gap languages
required for the PVSS. The formal definition of the gap languages, the PVSS

construction and its security proof will be given in Section 3.

Instantiating the NIZKs. Now that we have described the gap languages, we will
provide the instantiation for the languages. We choose the encryption scheme of [36]
over the one in [3] because to encrypt a scalar over Z,, the scheme of [3] must encode
it into a vector in Zg first, then encrypt the whole vector. Thus, the decryption
complexity will be increased by a factor of £. Instead, we use the scheme of [36].
It has the modulo ¢ = p? and can directly encrypt a scalar over Z, without any
encoding process. Hence, the scheme of [36] would be more efficient (see Subsection
2.2 for details). In addition, while there are also many schemes outside [3, 36], only
the particular modulus g = p of [3] or ¢ = p? of [36] allows us to successfully design
trapdoor ¥-protocols required for secret space Z,. Thus, we decide to choose the
scheme of [36] as our encryption scheme due to better efficiency. We also choose
to directly encrypted the share s; by E; < PKE.Enc(pp, pk;, s;) instead of using an
amortized scheme like [3]. The reason will be discussed in Section 5.6.

Now, we need to instantiate a trapdoor X —protocol for the generation of LWE
keys for the scheme of [36]. It has been described in [35, Appendix GJ, but we
will describe it as a warm-up and use its technique for the remaining two. More
specifically, given a matrix A € Z;** and a vector b € Zy, for EZK,:Y, we would
like to prove that there are s € Zy,e € Z" such that b = s" - A + e’ (mod ¢)
and ||s|| < BX®,|le|| < BX® for some public bounds BX® BX®. The trapdoor
Y-protocol for this is as follows.

e Given (A,b=s" A +f (mod q)), the prover samples short vectors r, and
provider” - A +e' (mod q) to verifier.

e After receiving the challenge ¢ from verifier, prover provides the values z =
r+c-sandt=f+c-e to verifier.

e Verifier accepts iff z' - A +t" =d+c-b (mod ¢) and ||(z || t)]| is short.

To generate the trapdoor, one uses the algorithm of [37] to generate the trapdoor
T and the matrix A. For the BadChallenge function, it uses the trapdoor T to
extract the witnesses (s, e) and returns the value ¢ s.t. d + ¢ - b is not in the form
of z" - A 4 t for some short z,t. In Appendix C.3, we will later prove that, if
verifier accepts, then (A,b) € ESK:znd in the sense that: There exists s, e such that
b=s"-A+e' (modq) and ||s|| < BEX¥* |le|]| < BX¥* for some public bound
BKeyx > BKey BKeyx ~ BKey  The detailed construction of the protocol above will

be presented in Subsection 4.1.



Our next step is to provide a trapdoor Y¥-protocol for correct sharing. For a

vector m = (my || ma || ... || mw) € ZZ, valid public keys (b;),, we compute the
encryptions c¢;; = A - r; (mod ¢) and cy; = b; - r; +¢; + p-m; (mod ¢q) for some
short vectors r; and small scalars e;. In addition, we need that mq,...,m, are

valid shares of some secret (m € £572). Now, the language L) is straightforward:
It is the set of all (A, n/,t, (b;, i, c0)™,) st (A,b;) € LY and there exists

sound
(my, 1y, ei);il satisfy the above conditions. The language £E" . is straightforward

sound

as well: Tt is the set of all (A, n/,t, (b;, i, co)™,) st (A b;) € L5 and there

sound)’
exists (my, fi), cyi—s, -c1; = p-m;+f; (mod q), |fi| < BJE”C* and m € Eff‘j Here s;
is the corresponding secret key of b; given that (A, b;) € ‘CsKoez}:nd' By setting BJ'?”C* big
enough and let W5 to be the set of all f s.t. |f| < BF"*, the description of L5
fits the generic description when instantiated with the PKE of [36]. Finally, how do
we check whether m € Ei,si? Fortunately, for Shamir secret sharing scheme, it is
known that there is a parity check matrix HY, such that m € £3?% if m" - Hf, =
0 (mod p) (see Subsection 2.5). Based on the technique of [35], the scheme is

straightforward as follows.

e Prover samples a short vector (v || k) and a vector u = (uy || ua || ... || un) €
Z} st. u' -H, = 0 (modp). It parses v.= (vi [|[va || ... || va), k =
(k1 ||k2 || ... || kn). Finally it provides a;; = A - v; (mod ¢), ag; = b; - v; +

k; + p-u; (mod q) to verifier for all 1 <i < n.

e After receiving the challenge ¢ from verifier, prover provides the value z; =
vitc-r, hi=ki+c-e, ti=u;+c-m; (modp)toV forall 1 <i<n.

e V checks whether t; € Z,,, A-z; = aj;+c-cy; (mod q), b;-z;+h;+p- = ag;+c-cy
(mod ¢). It also check whether ||(z; || h;)|| is small for all 1 <14 < n. Finally,
check if t" - H!, = 0 (mod p). Accept iff all checks pass.

The trapdoor T is the same as the trapdoor »-protocol for key generation. For bad
challenge function, we simply extract back (s;,e;) from the trapdoor T to decrypt
(¢- €1y + @y, ¢ cy + ay) to receive (my, f;) for each i € {0,1}. If |fi| > B"* for
some i or m' - H! # 0 (mod p), we simply return 1 — c. Later, we will prove that,
if (A,b;) € L5  with corresponding witness s; (extracted by T) for all i <
and if (A, n’,t, (b;, ¢y, co) ) is accepted by verifier, then the honestly decrypted
message m; from (cy;, co;) using s; must satisfy m € Eiis, which is what we want
to capture in the worst case. The detailed construction for the trapdoor X-protocol
will be given in Subsection 4.2 and its security proof will be given in Appendix C.2.

Finally, the trapdoor X-protocol for correct decryption is similar to key
generation. For an instance (A, b, cy, ce, m) one would have to prove the existence
of s,e,fst. b=s"-A+e’ (modq),co—p-m =s' -c; + f (mod q), and
both e, f has small norm. The role of co — p - m is the same as b, the role of
c; is the same as A, and the role of e is the same as f. Hence, one could easily
design a trapdoor Y-protocol for decryption based on the one for key generation.
The language £ will be the set of all tuples (A, b, cy,cy,m) s.t there exists
s,e, f above with ||s|| < B9, |le[| < BP*,|f| < BP*. The language L5, is
similar, except that we require ||s|| < BP**,|le|| < B&**,|f| < BP** for some



BP** > BD*, BR** > BP*, BY** > BP*°. We see that this language definition
easily captures the generic language £P earlier when f is the additional witness w,
and W5 is the set of f s.t. |f| < BP* = Bf"*, while W<, is the set of f s.t.

z sound

lf] < BJ'?EC*. Due to the similarity of the trapdoor »-protocol for key generation, we
will not describe the construction here. Instead, we refer the detailed construction
to Subsection 4.3, and its security will be proven in Appendix C.3.

The formal construction of the NIZKs will be described in Section 4. After
describing the supporting NIZKs, we present the lattice-based PVSS instantiation
in Section 5, with parameter setting in Subsection 5.4 and finally its complexities in
Subsection 5.5. The security of the PVSS is implied by its generic version.

1.3. Related Works

Public Verifiable Secret Sharing. Publicly verifiable secret sharing was first
proposed by Stadler to allow anyone to publicly verify the correctness of the sharing
and reconstruction process [19]. It means that: i) During the sharing process, a
public verifier, without the knowledge of any shares or the secret, can still check the
validity of the transcript produced by the dealer, and ii) During the reconstruction
process, a public verifier can check whether the revealed share of each participant
is correct. Many PVSS schemes such as [19, 20, 21, 4, 5, 7, 25, 14, 3, 26, 8, 9]
follow or are based on the GMW framework [33], which involves encrypting the
shares, and using NIZKs to prove i) the correctness of the encryption and ii) these
encrypted shares are valid shares of some secrets. Later, when reconstructing the
secrets, participants simply decrypt the shares and use another NIZK to prove the
correctness of the decryption. These NIZKs employ the Fiat-Shammir heuristic,
and thus, those schemes are proven secure in the random oracle model. Several
constructions such as [22, 23, 24, 11, 15] instead seek to minimize the assumptions
required and rely on bilinear pairing or specific properties of the Pallier encryption
scheme, thus avoiding relying on random oracles. Hence, these PVSSs could achieve
security in the standard model. Unfortunately, regardless of whether avoiding RO
or not, all the abovementioned constructions are not post-quantum secure since
their security is at least based on the discrete log or factoring problems. Thus,
no PVSS construction so far has achieved both security in the standard model
and is post-quantum secure. Our construction, while not as efficient as previous
constructions, yet it is the first one to achieve the two properties above. We provide
Table 1 to compare our construction with previous works. Note that in the table,
we do consider the cost of computing the shares and computing the Lagrange
coefficients to reconstruct the secret. In addition, the computation cost in the table
is the total time for sharing the secret and reconstructing it later, which includes
verifying the dealer’s proof and O(n) share decryptions.

NIZK in the CRS Model and Trapdoor >-Protocols. The majority of
ZKP protocols employ the Fiat-Shamir heuristic to achieve NIZK in the random
oracle model. However, [28, 29] have shown that there exist protocols secure in
ROM but insecure when the RO is instantiated with any standard hash function.
Consequently, extensive research has been done to realize the Fiat-Shamir paradigm
in the standard model. Omne such instantiation would be correlation intractable



hash function (CIHF), these hash functions are designed to that it would be
infeasible to find inputs x s.t. (z,h(x)) belongs to specific relations. A line of
works [38, 39, 40, 41] focused on constructing CIHFs to soundly instantiate the
Fiat-Shamir heuristic in the standard model. Canti et al. [31] proved that it is
possible to construct CIHFs for all efficiently searchable relations and proved that
such construction is sufficient to realize the Fiat-Shamir heuristic. Fortunately, the
authors also introduced the notion of trapdoor Y-protocols and provided a direct
compiler of single-theorem NIZK from any trapdoor :-protocol. Unfortunately, their
NIZK construction requires the circular security of FHE, which is a somewhat less
standard assumption. Peikert and Shiehian later constructed a CIHF from plain
LWE only, effectively giving a NIZK compiler from standard assumptions in the
CRS model. However, even requiring only plain LWE, the compiler only provides
a single-theorem NIZK. While it is possible to additionally use the compiler of [34]
to achieve a multi-theorem NIZK, the combined compiler of [31] and FLS [34] only
works if the trapdoor »-protocols already a protocol for proving an NP-complete
language L. In this case, we have to take the inefficient Karp reduction. If L is not
an NP-complete language, then in the FLS compiler, one might have to come up with
a concrete trapdoor Y-protocol for OR proofs that proves the validity of a statement
in £ OR correct computation of PRG (with the witness as input). Unfortunately,
we are not aware of any such solution so far, let alone their efficiency. Recently,
several constructions [35, 42| provided a direct multi-theorem NIZK compiler from
any trapdoor Y-protocols. Among these, the compiler of [42] is not post-quantum
secure, while the compiler of [35] is post-quantum secure but does not the provide
adaptive soundness property for all languages. Fortunately, the compiler give an
adaptively sound NIZK for all trapdoor languages (languages having trapdoor for
efficient membership check), which is sufficient in our application.

1.4. Structure of the Paper

The rest of the paper is organized as follows. Section 2 presents the preliminaries.
Section 3 describes a generic PVSS based on an IND-CPA secure PKE and NIZKs
for suitable gap languages. Section 4 describes the supporting trapdoor Y-protocols
for the required gap languages of PVSS. Finally, Section 5 describes the lattice-based
PVSS by plugging the PKE of [36] and the trapdoor ¥-protocols in Section 4 into the
generic PVSS in Section 3. We also provide the choice of parameters and complexity
analysis of the lattice-based instantiation there. In Appendix A, we compare our
solution with generic technique using Karp reduction. In Appendix B, we present
the security proof of the generic PVSS in Section 3. In Appendix C, we present the
security of the supporting trapdoor -protocols in Section 4.

2. Preliminaries

For ¢ > 2, denote Z, to be the ring of integers mod ¢g. Our work considers a
prime p and ¢ = p?. Unless specified otherwise, when performing modulo ¢, the
result is an element in Z,. However, in some cases, we require the result to be an
integer in [—(¢ —1)/2, (¢ — 1)/2] instead. We will notify the reader when this is the
case. We denote x <— D to denote that z is sampled from a (not necessarily uniform)

distribution D. We also denote z <~ S to denote that z is uniformly sampled from



Table 1: Comparison with selected works. We denote G to be a cyclic group with order ¢ and assume
that each element in G has log g bits. The notations opg refers to the number of exponentiation
in G and opy, refers to the number of arithmetic operations in Z,. The cost O(n log® n) refers to

computing Lagrange coefficients due to [43]. The cost of computing the shares is also O(nlog? n)
as well using the technique in [44, Theorem 4.3]. In the scheme of [3], the authors omitted the
cost of Lagrange interpolation, hence actual the number of multiplications is O(v? +ovn+nlog? n).
The scheme uses Bulletproof so the modulus ¢ is 2% and v = Q(\)'*¢ for € > 0. For ours,
we use the 2 notation because we are estimating the cost of the NIZKs via the cost of trapdoor
Y-protocols, meaning that the actual NIZK cost will be greater, as the compiler of [35] has some
complicated components that makes it hard to give the exact cost. Our PVSS has a factor A in both
communication and computation cost due to using trapdoor X-protocols with binary challenges,
thus we employ parallel repetition A times to achieve negilgible soundness error.

Work Communication Computation Secret Modulus Assumptions
[19] O(n -logq) O(n? - opg + nlog”n - opz,) G q=0(2" DLOG+ROM
4] O(n -logq) O(n? - opg +nlog®n - opz,) G q=0(2" DLOG+ROM
[22] O(n -log N) O(n?- opz,, + nlog’n-opy,) Zy N =0(2Y) Factoring

(23] O(n-logq) O(n? - opg + nlog’n - opz,) G q=0(2" DLOG+Pairing
(25] O(n-log N) O(n?- opz,, + nlog®n - OpZN) Zy N =0(2Y) Factoring+ROM
[11] O(n -logq) O(n - opg + nlog?n - opz,) G q=0(2" DLOG+Pairing
[14] O((n+1£) -logq) O(n?-opg + £ -nlog’n - opz,)) G q=0(2" DLOG+ROM
3] O(n-(u+v)-logg) O@W*+wvn+n log n) - opz, Z, qg=0(2" LWE+DLOG+ROM
[26] O(n -logq) O(n - opg + nlog®n - opgz, ) G q=0(2" DLOG+ROM
9] O(nlogq) O(n - opg +nlog’n - opz,) Z, qg=0(2") DLOG+ROM
Ours  Q(nA(u+wv)-logq) QA(n* +nuv)) - opg, ) Z, =O0(\"-n) LWE

a set S. For a vector x = (21, 22,...,x,) € Z°, we denote ||x|| = /D> ;_, 27 to be
its norm. For column vectors x,y, we denote (x || y) (instead of (x" || y')") to
denote the concatenated vector of x and y. For two matrices A € Z2"** B € Z"*"
having the same number of rows, we denote C = [A | B] € 77w to denote
the concatenated matrix of A, B. We use negl()\) to denote a negligible function in
A. We use [n] to denote {1,2,...,n}. For a language £, we denote its corresponding
binary relation by R. We denote (z,w) € R to say that an instance = with witness
w is in R. Also, for a polynomial p(X), we use deg(P) to denote its degree.

We denote D, to be the continuous Gaussian probability distribution with
standard deviation o. We also denote Dzn , ¢ to be the discrete Gaussian probability
distribution, assigning probability equal to e‘”'”"_e||2/(’2/(zyezv e~mlly=el?/o*) for
each x € Z". When e = 0, we simply write Dzn ,

We say that two distribution essembles X),)\ (depends on M)
are indistinguishable if for all PPT adversary A, it holds that
‘Pr[ A(z) =1 ‘ r X ] —Pr[ Aly) =1 ‘ Yy < W H < negl(A). It can
be seen that if X, )\ are indistinguishable and Z,, ), are indistinguishable, then
X\, Z) are also indistinguishable as well.

For a protocol with n participants, we consider a static adversarial model who
can corrupt up to ¢ participants like many previous PVSS schemes [19, 4, 22, 24, 25,
11, 14, 15, 26, 8, 9] where ¢ is some positive integer less than n/2. The adversary
is probabilistic polynomial time (PPT) and has access to a quantum computer. We
also assume that all participants are given access to a broadcast channel so that
once a message has been sent, it will be seen by anyone and cannot be deleted or

modified.
Below, we state several lemmas for bounding the norm of a vector x <— Dzv ,
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Lemma 1 ([45], Theorem 4.4 and [46], Lemma 2.1, Adapted). For any o = w(v),
it holds that
Pr[|x||>0c-vv | x< Dz, | < 2790,

Lemma 2. Let S = {c1,¢a,...,cx} C [v] and xg = (x¢, || Tey || -+ || (). For any
o =w(k), then it holds that

Pr[ |xs||>0-Vk | x< Dz, | < 2~k

Proof. Let py(x) = e X/ and p,(2%) = Y, po(x). Then if x =
(xl || L2 || H xv) it holds that pU<SL’1) ' po('TQ)"' ' pa('rv)' Thus pU<ZU> =

-----

Prlxs =r| = Z Po(X)/ps(Z") = Z Po(Xs) - pU(XM\S)/IOO(ZU)

= D pe(0) pe(X)/P6(Z") = po(x) - p(Z°7F)[p(Z7) = po(x)/p(Z").

The last equation is the probability that a vector r is returned when xg is sampled
in Dzk ,. Hence, when x <— Dzv 5, then Xg is distributed according to Dz« ,. Thus,
by applying Lemma 1 when xg is sampled in Dz« ,, we get what we need. O

We also make use of the following important lemma, which will be used to prove
the correctness and zero-knowledge property of our NIZKs in the later sections.

Lemma 3 ([47], Theorem 4.6). Let V' be a subset of Z" with norm less than B, and
o € R such that 0 = w(B - y/logu), and h : V — R be a distribution. Then there
exists a constant M such that the distribution of the following algorithm A :

1: Sample v < h, and z <+ D?

AR

2: Output (z,v) with probability min (M%;fz)(z), 1) .

9—w(logu)
M

is within statistical distance of the distribution of the following algorithm S:

1: Sample v < h, and z < DY,

2: Output (z,v) with probability 1/M.

The probability that A outputs something is at least LM(IOW If o = aB for any
1/a+12/a? 9—100

M
100

7 S 1-2-
of the output of S, and the probability that A outputs something is at least —5;—.

positive o then M = e , the output of A is within statistical distance

2.1. Lattice Assumption and Trapdoor

We recall some preliminaries from lattice-based cryptography. We now recall the
learning with error assumption [48, 49]. It is as follows.
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Definition 1 (The LWE Assumption). Let m,v,q be integers. Let s € Z, chosen
from a distribution. Then for any PPT adversary A, it holds that

A & 79" e« Dyung,b & {01},
Prob=0 | 1fp=0,b=sTA+e’, elseb & zv, | — 5| = negl().
i« A(A,b)

It is shown by [48], for any ¢ such that a-¢ > /v and when s & Zp ors < Dzv o,
then breaking LWE is as hard as quantumly solving GapSVP, . As pointed out by
[50, 51, 52], the LWE (and GapSVP, ) problem seems to be intractable as long as
v/ = O(2") for fixed 0 < € < 1, even for quantum computers.

We describe the lattice trapdoor in [37], which generates a matrix A statistically
close to uniform and a trapdoor matrix T used to invert the LWE function.

Lemma 4 ([37], Theorem 5.1). There exists algorithms (TrapGen, Invert) where
Invert is deterministic, such that, for any u,u’,v satisfying v > 1,u > v’ = v[log, q|
and u > v’ + vlog g+ w(logv), perform the following:

e TrapGen(1*,v,u) : On input the security parameter \, outputs a matriz A €
2" and a trapdoor T € Z};X“/ such that the distribution of A s statistically
close to U(Zy*") with distance at most 27°.

o Invert(A, T,b) : Let g : Z) x Z* — Z" as g(s,e) =s' - A+e' (mod gq).
For any vector b satisfying b = g(s,e) for some s € Z}, e € Z" s.t. |le|| =
O(q/v/vlogq), correctly inverts (s,e). In particular, the value (s, e) is unique,

and g(s, e) is injective when ||e|| = O(q/\/vlogq).

2.2. Public Key Encryption and the ACPS Encryption Scheme

This section recall the formal definition of public key encryption (PKE) and its
security properties. We also recall the PKE of [36]. Our syntax differs slightly from
an ordinary PKE, as we have an additional PKE.KeyVer algorithm to check validity
of key pairs and a set WP to denote the set of additional witnesses required when
performing decryption. For our PVSS application, we will require such modification.
The rest of the syntax is the same as an ordinary PKE.

Definition 2 (PKE). Let M be the message space, and C be the ciphertext
space. Let RANDKY and RANDE™ be the randomness space for key generation
and encryption, respectively.  Let WP denote the additional witness space
of the decryption algorithm. A public key encryption is a tuple PKE =
(PKE.Setup, PKE.KeyGen, PKE.KeyVer, PKE.Enc, PKE.Dec), specified as follows.

e PKE.Setup(1*) — pp : On input a security parameter X, this PPT algorithm
outputs a public parameter pp.

e PKE.KeyGen(pp) — (pk,sk) : On input a public parameter pp, this
PPT algorithm outputs a public-secret key pair (pk,sk). Sometimes we
denote (pk,sk) = PKE.KeyGen(pp,r) to denote that (pk,sk) is computed
deterministically using some randomness r € RANDKY .
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e PKE.KeyVer(pp, pk,sk) : On input public parameter pp, a public-secret key pair
(pk, sk), this algorithm checks the validity of (pk,sk).

e PKE.Enc(pp,pk,m) — FE : This algorithm is executed by the encryptor.
On input a public parameter pp, a public key pk, and message m € M,
this PPT algorithm outputs a ciphertext E € C. Sometimes we denote
C' = PKE.Enc(pp, pk, m, ) to denote that C' is deterministically computed from
PKE.Enc with inputs pk, m,r where r is the randomness € RANDE™.

e PKE.Dec(pp, pk, sk, F) — (m,w) : This algorithm is executed by the encryptor.
On input a public parameter pp, a public-secret key pair (pk,sk) and ciphertext
E € C, this algorithm outputs the original message m and some additional
witness w € WP (possibly w =1 ).

We now present the required security of a PKE below. We require two correctness
properties. which together imply the correctness of an ordinary PKE.

Definition 3 (Key Correctness). We say that PKE achieves key correctness if
for all m and pp + PKE.Setup(1*) and (pk,sk) + PKE.KeyGen(pp), it holds that
PKE.Ver(pp, pk, sk) = 1 with overwhelming probability.

Definition 4 (Encryption Correctness). We say that PKE achieves encryption
correctness if for all m € M, pp + PKE.Setup(1") and all pairs (pk,sk)
satisfying PKE.KeyVer(pp, pk,sk) = 1, if E' < PKE.Enc(pp, pk,m), then it holds that
PKE.Dec(pp, pk, sk, E) = (m,w) for some w € WP (consequently, if (pk,sk) <
PKE.KeyGen(pp), and E < PKE.Enc(pp, pk,m), then PKE.Dec(pp,pk,sk, ) =
(m,w) with overwhelming probability).

Definition 5 (Multi-key IND-CPA Security [26]). We say that PKE achieves
multi-key IND-CPA security if for all PPT algorithm A, it holds that
Adv'NPPA(A) = | Pr[Game|'P~“PA( A, ) = 1] — Pr[GameNP~PA (A4 1) = 1]] <
negl(\), where Gamey"°~PA( A, t) in Figure 1.

pp PKE.Setup(lA). For all 1 <i <t, (pk;,sk;) + PKE.KeyGen(pp),

((m)iy, (mi)izy) < Alpp, (pk;)i_;). For all 1 <i <t, Ef + PKE.Enc(pp, pk;, m?),
Vo .A(pp, (pki)gzlv (m?)gzh (mzl)tzlv (E;);?:l%

Return &'.

Figure 1: The game Gameg®" NP=CPA( 4).

The case t = 1 is just the ordinary IND-CPA security game. It is remarked by
[26] that, a PKE achieves multi-key IND-CPA iff it achieves IND-CPA.

We now describe the encryption of [36]. We choose the scheme of [36] over [3] for
better efficiency. Indeed, to encrypt a scalar in Z,, the scheme of [3] has to encode
the scalar into a vector in Zg and then encrypts the whole vector. On the other
hand, the scheme of [36] can encrypt scalars directly, and i) the ciphertext of [36] has
smaller size O(v-logq) compared to O(v+£)-logq of [3] for some tradeoff parameter
¢ > 2, ii) the encryption of [36] requires only O(u-v) multiplications while the scheme
of [3] requires O(u - v + u - £) multiplications, and iii) the decryption process of [36]
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only needs O(v) multiplications, while [3] requires O(v - £) multiplications %. Thus
the scheme of [36] has better overall efficiency.

We refer the reader to [36] for its formal security proof. Consider parameters
u,v,, 3,q,r, BSY* BXey* st BXey* »Juaq and BX®Y* > /vaq. The values
BXey* BXev* will be specified later in Subsection 4.1. Also, consider randomness
sets RANDKY = {e € 7" | |le|| < Vu-aq}, RAND™ = {r € 7" | ||r|| < Vu-r}.
The set WP can be taken as WP = {f € Z | | f| < v/u -7+ BX¥*+/v- Bq}. Now,
the encryption scheme of [36] is described as follows.

e PKE.Setup(1?) : Generate A & 7", Return pp = (A, u,v, @, 8, BXeyx BReyx),

e PKE.KeyGen(A) : Sample s <~ Dzv og, € < Dzu 4. Repeat until |[s|| < /v -
aq, |le]] < Vu-aq. Compute b=s"-A+e' (mod ¢). Return (pk,sk) = (b, s).

o PKE.KeyVer(A,b,s) : Checkif |[b—s"-A (mod ¢)|| < BE¥* and ||s|| < BXe*.
Return 1 iff it holds.

e PKE.Enc(A,b,m) : To encrypt a message m € Z,, sample r <— Dzu,, e
Dz s, and compute ¢; = A -r (mod ¢q), ca =b-r+e+p-m (mod ¢q), where
f=+u-logu-(a+ 2%) Return (cq, c2).

e PKE.Dec(A,b,s,(c;,cy)) : Compute f = ¢, —s' - ¢; (mod p) and cast f
as an integer in [—(p — 1)/2,(p — 1)/2]. Finally compute the message m =
(co—s'-c;—f)/p (mod p). Return (m, f), where f is the additional witness.

Due to Lemma 1, it holds that ||s|| < /v-aq and ||e|| < y/u-ag with overwhelming
probability. Thus, in PKE.Gen, we only have to generate s,e one time with
overwhelming probability as well, although we have to write the “repeat” part to
ensure that their norm is guaranteed to be bounded. In addition, the error f when
decrypting does not exceed |f| < |le” -t +e|| < |le|| - ||r|| + ||e|]|. Thus, as long
as BXY* > /v - aq, B8 > \Ju-aq and BSY* . \Ju-r+ 3-q < p/2, then the
correct encryption property holds and f € WP, This bounds BX®* BKe* right
now will be left open, as we will specify it later in Subsection 4.1. The security of
the encryption scheme is proved via the LWE assumption in Definition 1.

2.3. Trapdoor Y- Protocols

In this section, we recall the formal definition of trapdoor Y-protocols and its
security properties. We consider gap languages £ = (L., Lsouna)- Clearly, to achieve
the correctness and soundness property, we actually need L.r C Lound-

Definition 6 (X-Protocols). Let L = (L.k, Lsouna) be a gap language, let R =
(Roks Rsouna) be its corresponding relation. A X-protocol for L, denoted by 3, is
an interactive proof between a prover and a verifier with the following syntax:

4This will be true if the value u has the same asymptotic complexity ©(vlogq) and ¢ = poly(v)
in both schemes. The scheme of [3] considers u = v, while the scheme of [36] requires u = Q(vlogq)
for security. However, our trapdoor X-protocols use the algorithm TrapGen of Lemma 4 to generate
a matrix A for achieving CRS indistinguishability. Recall that the matrix A requires u = (v log q)
in the lemma. Hence, even if we apply the scheme of [3] into our PVSS, we still need u = ©(vlogq)
anyway, and in this case, we use the scheme of [36] for better efficiency.
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e X.Gen,, (1) — pp : On input the security parameter X, this algorithm outputs
public parameter pp.

e X.Geng(pp, L) — crs : This is a setup algorithm by a third party. On input
the public parameter pp and the description of the language L, it returns a
common reference string crs.

e >.Prove(P(pp,crs, x,w),V(pp,crs,z)) : This is an interactive protocol, where
both parties have a public parameter pp from Gengy,, a common reference string
crs from Geng and statement x, in addition, the prover holds a corresponding
witness w of x. At the end of the interaction, the verifier outputs a bit b.

In addition, a Y-protocol satisfy the following properties:

e 3-Move Form: The protocol Y..Prove has the following form: The prover
outputs a first message msg, < P(crs,x,w), the verifier then responds with
a challenge ¢ from the challenge space, and finally, the prover outputs a
second message msg, < P(crs,z,w, msg,c). Finally, the verifier, outputs
a bit b < V(crs, xz, msgy, ¢, msg,).

e Correctness: For any pp + X.Gen(1}), crs + X.Gen(pp, L) and for any
(r,w) € R.k, if prover provides a valid response (msg,, msg,), then at the
end of ¥.Prove, verifier returns 1 with overwhelming probability.

e Special Soundness: For any pp < %.Gen(1%), crs < X.Gen(pp, £) and for
T & Lsound, and for any first message msgy, there exists at most one challenge
¢ = f(crs, x,msg,) such that there might exists some second message msg, that
causes V to return 1. The function f is the bad challenge function. In other
words, if x & Lsouna and the challenge is equal to c, then the verifier might or
might not accept, but if the challenge is not equal to ¢, then the verifier never
accepts.

e Special Zero-knowledge: There exists a simulator S, on input the common
reference string crs, an instance x € L, and challenge c, outputs a simulated
transcript (msgy, ¢, msg,) that is computationally indistinguishable from a real
transcript of ¥.Prove.

Definition 7 (Trapdoor X-Protocols, from [31, 35]). Let £ = (L.k, Lsounda) be a
language with corresponding relation R = (R.k, Rsound).- A trapdoor L-protocol
for L, denoted by TrapX, with a bad challenge function f is a ¥-protocol with two
additional algorithms TrapX.TrapGen and TrapX.BadChallenge as follows

e TrapX.TrapGen(pp, L, trz) — (crs, tr) : On input a security parameter A, and a
trapdoor trp depending on L, this PPT algorithm returns a common reference
string crs and a trapdoor tr.

e TrapX.BadChallenge(crs, z, msg,tr) — ¢ : On input a common reference string
crs, an instance x, the first message msg of the prover and a trapdoor tr, this
determanistic algorithm returns a bit c.

In addition, the two algorithms must satisfy the following properties:
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e CRS Indistinguishability: For any PPT adversary A, any pp < X.Gen(1)
and trapdoor trp for the language L, it holds that:

|Pr[ A(ers) =1 } crs «— TrapY.Gen(pp, £) | —
Pr| Acrs) =1 | (crs,tr) < TrapX.TrapGen(pp, £, trz) | | < negl())

o Correctness: For any * € Lspuna, PP + X.Gen(1") and (crs,tr) <«
TrapX.TrapGen(pp, L, trz) it holds that TrapX.BadChallenge(crs, z, msg, tr) =
f(crs, x,msg). FEquivalently, BadChallenge returns a challenge ¢ such that if
the verifier’s challenge is not equal to ¢, then no second prover message could
make the verifier accept.

2.4. Non-Interactive Zero-Knowledge Arguments

In this section, we present the formal definition of non-interactive zero-knowledge
arguments (NIZK) and its security properties. The language for the NIZK might
additionally consist of a trapdoor 7 for checking whether an element is in L4
While in a general syntax, this is not needed, however, in several instantiations such
as [35], the language requires such a trapdoor to achieve adaptive soundness. Thus
we use [7] to denote that 7 might be optionally included in the protocol.

Definition 8 (NIZK, Adapted from [35]). Let £ = (L.x, Loound) be a gap language
with corresponding relation R = (R.k, Rsound). A NIZK argument for L is a tuple
NIZK = (NIZK.Setup, NIZK.Prove, NIZK.Ver), specified as follows.

o NIZK.Gen,,(1*) — crs: On input a security parameter X, this PPT algorithm
outputs a public parameter pp.

e NIZK.Gen,(pp, £, [T]) — crs : On input a public parameter pp, the description
of L which might contain a trapdoor T for checking membership in Lsound,
this PPT algorithm outputs a he language-dependent part crsy of the common
reference string crs = (pp, crsz).

e NIZK.Prove(crs, z,w) — 7 : This is an algorithm executed by the prover. On
imput a common reference string crs, a statement xr and a witness w, this
algorithm outputs a proof .

e NIZK.Ver(crs,z,m) — 0/1 : This is an algorithm executed by the verifier.
On input a common reference string crs, a statement x, and a proof m, this
algorithm outputs a bit b € {0, 1} which certifies the validity of (z, 7).

For simplicity, we denote an algorithm NIZK.Setup(1*, £) to execute NIZK.Gen,,,
then NIZK.Gen, to generate a common reference string crs. The algorithm might
also optionally take the trapdoor 7 for £ as an input, but for simplicity we omit it
here. We now present the required security properties of an NIZK below.

Definition 9 (Correctness). We say that NIZK achieves correctness if for all
crs « NIZK.Setup(1*, £) and (x,w) € R.y, if 7 + NIZK.Prove(crs, z,w), then it
holds that NIZK . Ver(crs, x, m) = 1 with probability 1 — negl(\).
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Definition 10 (Adaptive Soundness). We NIZK achieves adaptive soundness if
for all PPT adversary A, it holds that

T & Lsound N crs < NIZK.Setup(1*, £),

Pr NIZK.Ver(crs, z,w) =1 | (z,7) < Alcrs)

< negl(A).

Definition 11 (Adaptive Multi-theorem Zero-Knowledge). We say that NIZK
achieves adaptive multi-theorem zero-knowledge if there exists a PPT
simulator Snizk = (Sas, Sr) such that for all PPT adversaries A, it holds that

Adv? (A) = |Pr[ b=1 | crs+ NIZKSetup(1*, L), b+ AP (crs) |
—Pr[b=1 | (crs,p) < Sas, b4 AP (crs) || < negl(N),

where the oracle P(crs, .,.) on input (crs, z,w), outputs L if (x,w) & R, otherwise
outputs m < NIZK.Prove(crs, z,w). The oracle O(crs, p, .,.), on input (crs, p,x,w),
outputs L if (x,w) & R, otherwise outputs m <— Sy(crs, p, ).

The work of [31] constructed a NIZK in the CRS model for any trapdoor-3
protocol from a PKE and a CIHF. Note that CIHF can be constructed from the LWE
assumption, according to [32]. However, the construction is only single-theorem
ZK and requires the transformation of [34] to achieve multi-theorem ZK. The
transformation requires proving the Graph Hamiltionicity problem, which is highly
inefficient (see Appendix A for the case of LWE). Recently, [35] provided a
compiler that transforms any trapdoor-X protocol into an adaptive soundness and
multi-theorem zero-knowledge NIZK (at least, adaptive soundness holds for trapdoor
languages) without needing to use Karp reduction.

2.5. Shamir Secret Sharing Scheme

We recall Shamir secret sharing scheme [1] and define the language Eiis
consisting of all vectors s = (s1 || s2 || ... || sn) that are valid shares of a Shamir
secret sharing scheme with threshold ¢ (recall that we have mentioned them in
Subsection 1.2). First, the syntax of Shamir secret sharing scheme is as follows.

e SSS.Share(s,n,t) : Chooses a polynomial p(X) € Z,[X] of degree t. Compute
s; = p(i) (mod p). Return (s;) ;.

o SSS.Combine(S, (s;)ics) : Compute s = ). o Aig - s; (mod p), where \; g =
[licsjz =3/ — i) (mod p) are the Lagrange coefficients.

Shamir secret sharing scheme satisfies the following properties (see [53]):

e (t+ 1)-Correctness: For s € Z, and (s;);—1 < SSS.Share(s,n,t), then for any
set S with |S| > ¢+ 1, it holds that SSS.Combine(S, (s;)ics) = s.

e t-Privacy: For any s,s € Z, and any set S with |S| < ¢, the

distributions {(s;)ies | (si)i; < SSS.Share(s,n,t)} and {(s})ies | (s})P, +
SSS.Share(s’,n,t)} are identical.
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Next, we define the language of valid shares in Shamir secret sharing scheme

L£y¥ ={sez|3sr : s=5555hare(s,n,t,r)}.

n,t

We can easily see that, the set Eff‘ts is equal to the code

C={@@) [[p@) I ... [[p(n) € Z; | p(X) € Z,[X], deg(p) <t}

Consider the dual code C* = {v € Z2 | s" -v = 0 (mod p) Vs € C}. By [11,
Lemma 1], we easily see that s is a vector of valid share for Shamir secret sharing
scheme iff sT - v =0 (mod p) for all v.€ C*. Since C* is a linear subspace of Z,,
let HY € Zp*" "™V be the generator matrix of C, then s € L iffs"-HL =0
(mod p). Tt is well-known (see [11, Subsection 2.1]) that

C* = {(vig(1) || vag(2) | ... || vag(n)) € Zy | 4(X) € Z,[X], deg(q) <n—1t—2}.
Its generator matrix is equal to HY = [hl |hy | ... | hn,t,l} where the vector
hy = (v - 17 [ w271 [ Lo [ v - Y) and v = T[4, 1/(j —4) (mod p). This

matrix will be required later for designing the trapdoor Y-protocols.

2.6. Public Verifiable Secret Sharing Scheme

In this section, we define the model for public verifiable secret sharing, based
on [9] and previous works [19, 20, 4, 23, 11, 15, 8, 17] (for syntax, we will mostly
follow the work of [9, Subsection 2.1] as it gives the most formal description so far).
As in [9], existing non-interactive PVSSs often follow a common syntax as follows.

Definition 12 (PVSS). Let S, S’ be the space of secret and shares, respectively. A
(n,t)-public verifiable secret sharing scheme with t < n/2 is a tuple of algorithms
PVSS = (PVSS.Setup, PVSS.KeyGen, PVSS.KeyVer, PVSS.Share, PVSS.ShareVer,
PVSS.Dec, PVSS.DecVer, PVSS.Combine), specified as below.

e PVSS.Setup(1*) — pp : This algorithm is run by a trusted third party. On
input security parameter X\, it returns a public parameter pp.

e PVSS.KeyGen(pp) — ((pk,sk), ) : This algorithm is run by each participant.
It returns a public-secret key pair (pk,sk) and a proof m of valid key generation.

e PVSS.KeyVer(pp, pk,7) — 0/1 : This algorithm is run by a public verifier, it
outputs a bit 0 or 1 certifying the validity of the public key pk.

e PVSS.Share(pp, (pk,)?,,s,n/,t) — (E = (E)",, ) : This algorithm is
executed by the dealer to share the secret s € S for n' < n participants. It
outputs the “encrypted shares” E = (E;)", and a proof w for correct sharing.

e PVSS.ShareVer(pp, (pk;)",,n',t, E,7) — 0/1 : This algorithm is run by a
verifier, it outputs a bit 0 or 1 certifying the validity of the sharing process.

e PVSS.Dec(pp, pk;, ski, ;) — (si, ) : This algorithm is executed by participant
P; owning public-secret key (pk;,sk;). It outputs a decrypted share s; € S’ from
E; and optionally a proof m of correct decryption.
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e PVSS.DecVer(pp, (pk;, E;, s;),m) : This algorithm is run by a public verifier, it
outputs a bit 0 or 1 certifying the validity of the decryption process.

e PVSS.Combine(pp, S, (8;)ics) — s/ L: This algorithm is executed by a public
verifier. For a set S and a tuple of shares (s;)ics, It outputs the original share
s or L if the secret cannot be reconstructed.

The definition splits the PVSS into 3 phases. The first is the key generation
phase, where each participants generate their keys using PVSS.KeyGen and others
verify them using PVSS.KeyVer. The second is the sharing phase is when the dealer
uses PVSS.Share to share a secret for n’ participants passed the key verification
(for simplicity, we index participants who passed key verification by {1,...,n'}),
then others use PVSS.ShareVer to verify the validity of the transcript. The final
phase is the reconstruction phase, where participants use PVSS.Dec to decrypt
the share, then others verify the decrypted shares using PVSS.DecVer, and finally
PVSS.Combine is executed on correctly decrypted shares.

We define the security properties of a PVSS. The security definition will be
slightly different from [9], especially the correctness and verifiability property, since
we additionally need to capture our instantiation for lattice and gap languages.
First, we define valid share language for the PVSS as follows.

Definition 13 (Valid Share Language). We say that £3" C J!_,.,(S')" is a valid
share language if: For anyt+1<n' <n and (s || s2 || ... || sw) € LI, there
is some s € S s.t. for any S C [n'] with |S| > t+1, PVSS.Combine(pp, S, (si)ics) = s.

We need it to satisfy the correctness, verifiability and IND2-privacy property.
For correctness, we need that if the honest dealer shares a secret s, then all honest
participants will agree on s in the reconstruction phase, even when there are ¢
malicious participants. For verifiability, we need that, even when a dealer and up
to t dishonest participants, if the sharing transcript is accepted, then all honest
participants must agree on some secret s’, and when reconstructing the secret, it
must output s’. For IND2-privacy, we need that for any secrets s°, s* chosen by the
adversary, the sharing transcript of s°, s' are indistinguishable.

Definition 14 (Correctness). We says that PVSS achieves correctness if for any
PPT adversary A and s € S, the following game Game®V3S~Comeetness( A oy in Figure
2 outputs 1 with probability 1 — negl(\).

Definition 15 (Verifiability). We say PVSS achieves (LK, £3M®)-verifiability if
i) Each instance in LK% has an unique corresponding witness, i) L3""® is a valid
share language for PVSS (Definition 13) and i) if for any PPT adversary A, the
game GamePV>~V'(A) in Figure 3 outputs 1 with negligible probability.

Definition 16 (IND2-Privacy). We say that PVSS achieves IND2-privacy if for
any PPT adversary A, it holds that Adv"V>>"NP(A) = | Pr[Game}V>>""NP(A) =
1 — Pr[Game}V>>"™NP(A) = 1]]| < negl(\), where Game;j ">>"NP(A) is in Figure /.

Here in the verifiability definition, instead of forcing E = (E;)™, to be the
encryption of the shares, we only require that: For any valid key pairs (pk;, sk;)?., €
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pp < PVSS.Setup(1*), C < A(pp). If |C| > ¢ return 0.

((Pk;» ki), 70) < PVSS.KeyGen(pp) ¥ i ¢ C, (pk;, n)icc « A(pp,C),

Correctness of key generation

If 3i ¢ C s.t. PVSS.KeyVer(pp, pk;, 7?) = 0, return 0.

Let G = {i € [n] | PVSS.KeyVer(pp, pk;, 7?) = 1}. Assume that G = [n/] and [n] \ C C G. If not,
we re-enumerate the participants P; with ¢ € G with an element in [n/].

(E = (E;)™,,7') + PVSS.Share(pp, (pk;)™ |, s, 1, t).

Correctness of sharing. This is to capture the case when adversaries could choose (pk;,sk;) (not
necessary from PVSS.KeyGen) that passes PVSS.KeyVer but causes PVSS.ShareVer to return 0,
even when an honest (19(1191 computes PVSS.Share. It might happen in gap language setting.

If PVSS.ShareVer(pp, (pk; )Z 1,0 t, B .ml) =0, return 0.

(si,72) < PVSS.Dec(pp, pk;,ski, E;) Vi & C,

(si,m 1'2)16[71 ne < A(pp, (pk;, ; )lE[n’]vEﬂ 7!, (i, W%)igc)'

Correctness of share decryption

If 34 ¢ C s.t. PVSS.DecVer(pp, pk;, Ei, i, 72) = 0, return 0.

Correctness of share reconstruction. We need that any t + 1 participants who passed PVSS.DecVer
must agree on s.

Let S = {i € [n] | PVSS.DecVer(pp, E;, s;,77) = 1}. If |S| < t + 1, return 0. If there exists some
S'C S, S| > t+ 1 such that PVSS.Combine(pp, S’, (s;)ics’) # s, return 0.

Return 1.

Figure 2: Game Game" V55~ Correctness (A, s)

pp < PVSS.Setup(1*). Parse pp = (pp’, pp*). C < A(pp). If |C| > t return 0.

((Pk;» ki), 0) < PVSS.KeyGen(pp) ¥ i & G NC, (pk; 7¥)ice < A(pp,C),

Let G = {i € [n] | PVSS.KeyVer(pp, pk;, 7?) = 1}. Assume that G = [n/] and [n] \ C C G. If not,
we re-enumerate the participants P; with ¢ € G with an element in [n/].

(E=(E; ):l/la 1) < A(pp, (pk;, z)lEG)

(si,72) < PVSS.Dec(pp, pk;,ski, E;) Vi & C,

(Sw U )lEGﬂC « A(pp (pkl, T )ze[n] B, 7715 (Sia F?)igc).

The execution of A is done. The below checks are not in polynomial time. But we can perform all
these checks as long as we want because we do not interact with 4 anymore.

Verifiability of key generation

If (pp’, pk;) & LK for some i € G NC, return 1.

Verifiability of sharing

At this point, consider unique (sk;);canc s-t- ((pp’, pk;),sk;) € RX® Vi € GNC.

Let (si,.) < PVSS.Dec(pp, pk;,ski, E;) Vie GNC.

If (s1 || sa || ... || snr) & £3" and PVSS.ShareVer(pp, (pk;)" ,,n/,t, E,7') = 1, return 1.
Verifiability of decryption

If s, # s; and PVSS.DecVer(pp, pk;, E;, s;, m7) = 1 for some i € GNC, return 1.

If PVSS.DecVer(pp, pk;, Ei, si,72) = 0 for some i € G ¢ C, return 1.

Return 0.

Figure 3: Game Game"V5S~Ver(4)

RX® if (E, ) is accepted by verifier, then the honestly decrypted message s; of E;
using secret key sk; must be valid shares of some secret s. Assuming the existence
of sk; at this point is reasonable, because after the key generation phase, then for
each P; passed verification, such a secret key sk; must exist. In the definition,
currently we have to restrict £X® s.t. each pk; has a unique corresponding witness
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GamegvssleD(A):

pp < PVSS.Setup(1?*), C <+ A(pp). If |C| > ¢ return 0.

((pk;, ski), ) = PVSS.KeyGen(pp) ¥ i & C, (pk;, 7})iec + A(pp.C),

Let G = {i € [n] | PVSS.KeyVer(pp, pk;, 7?) = 1}. Assume that G = [n/] and [n] \ C C G. If not,
we re-enumerate the participants P; with ¢ € G with an element in [n/].

(SO, 81) i _AO|>VSS,A(~)(pp7 (pkia 71-1.0)1.6[”,])_

Challenge phase

(Eb, 7%) < PVSS.Share(pp, s°,n/, ).

Vo« A((pp7 (pki7 7Tz'0)i€[n’] ) SO) 817 Eb7 ﬂ.b)'

Return b'.

Interactive oracle Opyss, 4(s) :

(E = (B |, ") < PVSS.Share(pp, (pk;)™ ,s,n’,t).

(si,m7) <= PVSS.Dec(pp, pk;, ski, E;) Vi & C, (si, 77 )iec <+ A(pp, (Pkis 7)) icin, E, 7).
Let Sy = {i € G | PVSS.DecVer(pp, E;, si, m2) = 1}.

Return PVSS.Combine(pp, (si)ics)-

Figure 4: Game Game; ">>~"NP(A) with supporting interactive oracle Opyss 4(.).

sk; so the “honestly decrypted” share (s;.) < PVSS.Dec(pp, pk;, F;, sk;) is uniquely
determined for each i € G N C. In this way, given (pp/,pk;) € LK for all i € [n/]
and an accepted transcript (E,7), then a verifier is convinced that there is some
unique (s1 || s2 || ... || sw) € £3""® that could be decrypted from (E)?,, and
honest participants would agree on a unique secret s. This is due to Definition 13
of £3M¢ and all shares s; are uniquely determined. Finally, when s} is revealed,
PVSS.DecVer returns 1 means that s is the honestly decrypted share s; and the
same secret s is reconstructed. So our verifiability definition fully captures that
a verifier is convinced that the whole PVSS is executed correctly. In the privacy
property, we define Opyss 4(.) to capture that the adversary still cannot distinguish
between s° and s', even if it has already executed the PVSS several times with
previous (adversarially chosen) secrets. Previous definitions [22, 23, 11, 15, 9] only
consider privacy for a single PVSS execution. Also, there is a weaker property named
IND1-privacy [11] where the secrets s°, s! are uniformly chosen by the challenger,
but we will use IND2-privacy like [9] since it implies IND1-privacy [23].

3. A Generic PVSS form Public Key Encryption and NIZK

In this section, we describe a generic, non-interactive PVSS construction from
any i) IND-CPA secure public key encryption (PKE) where each public key has
a unique corresponding secret key and ii) an NIZK for gap languages. We then
formally prove the security of the generic PVSS.

To our knowledge, we are the first to give a formal construction of a generic PVSS
from an IND-CPA secure PKE and NIZK for a given gap languages (L. C Lsound),
based on the idea of the GMW approach of [33]. The work of [33] only provided an
informal PVSS sketch (without concrete formal proof for the PVSS), and it considers
exact languages (L.x = Lgouna). Other works such as [19, 20, 4, 5, 23, 24, 25, 11, 14, 3,
15] only provide specific constructions from the decisional Diffie-Hellman or factoring
problems instead of using a generic IND-CPA secure PKE. Finally, [26, Figure 6] also
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constructed a generic PVSS. Their construction and ours have two major differences:
First, their encryption scheme requires the encryption, the decryption algorithm,
and the public key to be linear maps in terms of the message, ciphertext, and
secret key, respectively. Ours only requires any IND-CPA encryption scheme with
1) message space Z,, ii) a key verification algorithm PKE.KeyVer and iii) the public
key has a unique secret key (no homomorphism required). Our key verification
algorithm PKE.KeyVer is a generalization of the former: In the former construction,
they also need key verification, and it can be done by checking if pk = F'(sk) for
some linear function F'. This process can be done by simply defining a PKE.KeyVer
algorithm that captures the verification. Another difference is that, we need to
define NIZKs for gap languages (L.x € Lsouna) to capture lattice instantiations,
while their construction requires exact languages (L.x = Lsouna)’. Due to this,
we need to define suitable gap languages so that it would be possible to construct
practical NIZKs for them. We will provide concrete lattice-based instantiations of
the NIZKs in Section 4.

3.1. Construction

We now describe the generic construction from the idea of the gap languages
LKy LB £Pec we informally defined in Subsection 1.2. Now, suppose that there
exist the following primitives:

e A (n,t)-Shamir secret scheme SSS = (SSS.Share, SSS.Combine) (Subsection
2.5) with parity check matrix Hf and corresponding language of valid shares

L3P ={sezr|s"-H, =0 (mod p)}. Finally, define £3°° = J, | £53°.

e A public key encryption scheme PKE = (PKE.Setup, PKE.KeyGen, PKE.KeyVer,
PKE.Enc, PKE.Dec) with message space M = Z,, and witness space WWP. In

addition, it must hold that: Given a public key pk, there exists at most one
valid secret key sk such that PKE.Ver(pp, pk,sk) = 1.

e Two sets WD and WRe . s.t. WP C WEee and Whee C WPe . For now,

ound ound*
we view them as generic sets s.t. there exist NIZKs for £K®, £LEc £Pe below.

e An adaptive soundness and adaptive multi-theorem NIZK NIZK, =
(NIZKy, Setup, NIZKg.Prove, NIZK,.Ver) for £X® where

LY = {(pp,pk) | Isk A r € RANDKY s.t. (pk,sk) = PKE.Setup(pp, )},

LY — {(pp, pk) | 3 sk s.t. PKE.KeyVer(pp, pk, sk) = 1}.

sound ~

An adaptive soundness and adaptive multi-theorem NIZK NIZK; =

5The reason for this difference is due to the lattice setting, since in lattice setting, we need to
provide proofs of smallness that only has a gap soundness property for the following sense: If the
prover has a witness vector e s.t. ||e|| < t,, then the verifier accepts, but if the verifier accepts, it
only implies that there is a witness ||e|| < ¢ -, for ¢ > 1. Thus, one can imagine £, is the set of
vectors e s.t. ||e|| < t,, while Lsoung is is the set of vectors e s.t. |le]| < ¢ - t,.
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(NIZK1, Setup, NIZK, .Prove, NIZK,.Ver) for LE" where

EE}SC = {(pp7n7t7 (pkmEl);L:l) ‘ (pp7 pkz) S ‘CKey v 1 S Z S n A El Si S Zp7

sound

r; € RANDE™ s.t. E; = PKE.Enc(pp, pk;, si,75) A s € L2

n,t J»

£ = {(pp,n,t, (pk;, £)™ 1) | (pp, pk;) € LY vi1<i<n A 3Js € Z,,

sound — sound

w; € WEE s.t. (s;, w;) = PKE.Dec(pp, pk;, ski, E;) A s € Efff ,

where sk; is the unique witness of (pp, pk;) in R?;gnd. It is easy to see that

LEne C LB due to the encryption correctness property of the PKE (Def.

sou

4). Here in LE¢ the dealer does not need to prove that (pp, pk;) € L£ie

sound

because it has been proved by participants (it holds for honest participants by
the key correctness property of the PKE, see Def. 3). Instead, NIZK;.Prove
is designed so that dealer only needs the witnesses (s;, ;)" to prove that
E; = PKE.Enc(pp, pk;, s;,73) A s € L33

e An adaptive soundness and adaptive multi-theorem NIZK NIZK, =
(NIZK,, Setup, NIZK,.Prove, NIZK,.Ver) for £P* where

L5 = {(pp.pk. E.5) | 3 (sk.r) s.t. PKE.Dec(pp, pk,sk, ) = (s,w)
A w € WP A (pk,sk) = PKE.Setup(pp, )},

Lorina = {(pp, Pk, E,5) | I sk s.t. PKE.Dec(pp, pk, sk, E) = (s, w)
A w e WP A PKE.KeyVer(pp, pk,sk) = 1},

sound
The generic PVSS construction is as follows.

e PVSS.Setup(1*) : A trusted third party generates public parameters pp’ <+
PKE.Setup(1?) and construct the language £X®, LE¢ £Pec based on pp’. Then
from their description, generate crs; from NIZK;.Setup for all ¢ € {0,1,2}.

Return pp = (pp’, (crs;)7_,)-
e PVSS.KeyGen(pp) : Each participant P; provides a public-secret key pair

(pk;, sk;) +— PKE.KeyGen(pp’, ;) for some randomness r; and provides a proof
;i < NIZKProve(crsy, (pp’, pk;), (sk;, 7;)). Finally, return ((pk;,sk;), m;).

e PVSS.KeyVer(pp, pk, 7) : Return NIZK,.Ver(crsy, (pp’, pk), 7).

e PVSS.Share(pp, (pk;)",,s,n/,t) : Let s be the secret and n’ be the number
of participants passed key verification. The dealer computes (s;)", <
SSS.Share(s,n’,t) and E; = PKE.Enc(pp/, pk;,s;,r;) for all 1 < i < n/,
then provides a proof 7 <— NIZK,.Prove(crs, (pp’, 7/, t, (pk;, F:)™,), (55, 7:)%,).
Returns ()7, 7).

e PVSS.ShareVer(pp, (pk;)",,n',t, E,7) : Simply return NIZK;.Ver(crsy, (pp’, 7/,
t, (pkiv Ei)?:l)u 7T)'

e PVSS.Dec(crsy, pk;, E;, sk;) : Compute (s;, w;) = PKE.Dec(pp, pk;, sk;, F;) and
receive additional witness w; for decryption. Then provides a proof m; <
NIZK,.Prove(crss, (pp’, pk;, Ei, i), (ski, 7, w;)). Return (s;, ;).
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e PVSS.DecVer(pp, pk;, E;, s;, m;) : Return NIZKy.Ver(crsq, (pp/, pk;, Ei, $i), 7).

e PVSS.Combine(pp, S, (s;)ics) @ If |S] < t return L. Otherwise return s =
SSS.Combine(S, (;)ies)-

3.2. Security Proof

Theorem 1. The construction in Subsection 3.1 satisfies the correctness property.

Proof. The proof will be presented in Appendix C.1. U

Theorem 2. Fach instance in the language Eusnd has a unique witness, and the

language L£3%° is a valid share language for the PVSS (Definition 13). Finally, the

construction in Subsection 3.1 satisfies the (L~ . £355)-verifiability property.

Proof. The proof will be presented in Appendix C.2. O
Theorem 3. The construction in Subsection 3.1 satisfies the IND2-privacy property.

Proof. The proof will be presented in Appendix C.3. O

4. Supporting Trapdoor ¥-Protocols

In the previous section, we need three NIZK protocols for correct key generation,
sharing, and decryption. In this section, we describe the trapdoor -protocols
for correct key generation, sharing, and decryption when instantiated with the
lattice-based encryption of [36]. In this way, we could achieve the respective NIZKs
for these relations in the common reference string model using the compiler of [35].
Among the three protocols, the trapdoor Y-protocol for LWE key generation has
been described in [35, Appendix G|, but we will describe it anyway for completeness
and adapt its technique to design the remaining two. The remaining two trapdoor
Y-protocols for sharing and decryption are our own proposal and design in this
paper. A final small note is that, in this section, we will denote the shares by m;
instead of s; in NIZKs for sharing and decryption to represent them as plaintexts.

4.1. Trapdoor ¥-Protocol for Correct Public Key Generation

In this section, we describe the NIZK for correct LWE key generation. Consider
four bounds BX®, BKeY BKey* and BK®*. Recall that in the scheme of [36], if (b, s)
PKE.Setup(A) then b=s" - A +e' (mod q) for some ||s|| < \/v-a-qand ||e|| <
Vu-«a-q with overwhelming probability. Thus we can use these values as the bound
BXeY and BX® respectively, and let £5 to be the set of all (A,b)s.t. b=sT-A+e
(mod ¢) and ||s|| < BX¥, ||le|| < BX®. The relaxed bounds BX®* and BX®* will
be determined later, and they are the same bounds denoted in Section 2.2. The

languages LK = (Eslfy, Esznd) for public key generation is as below.

LY ={(Ab)ez!|3s€Z ecZ" : b=s"-A+e’ (modg)
A llsll < BE®, [le|l < BE®},

‘CsKoez}L/nd:{(Aab)GZg | EISGZU) eezu : b:ST'A+eT (modq)
A sl < Beo, lel| < BEY},
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Consider parameters (BKeY, BKevx pKey pKeyx gKey)  quch  that oX¥ >

\/(BEGV)M(BESY)? - y/log(u +v) and 2y/(u+wv) - % < BKex = pBKeyx —

O(p/(v/vlogp). The trapdoor 3-protocol is below:

e Trap¥.Gen,,(1?) : Choose moduli p, ¢ = p?, dimensions u,v. Return (p, g, u, v).

o TrapX.Geng(pp, £X®) : This algorithm takes input the description of

the language LXK, specified by a matrix A & Z,;*" and the bounds
BESY,BEEV*,BSEV, BeKey*. Return crs = (A, p,q,u, v, BEEV,BESY*,BEKSY, Bgey*,
o).

e TrapX.TrapGen(pp, £X¥,T) : This algorithm takes input the description
of LK specified by a matrix A, a trapdoor T such that (A,T) <
TrapGen(1*,v,u) (see Lemma 4), and the bounds BXeY, BKeyx pKey — pKeyx
Return (crs, tr) = ((A, p, q, u,v, B BXeyx BKey pKeyx oKey) ),

e TrapX.Prove(P(crs, x, w), V(crs,x)) : For a statement x = (A, b) and witness
(s,e) of EZK;Y, the two parties interact as follows.

1. P samples the vectors (r || f) <= Dzutv,, and provides the values d =
r'-A+f" (mod q) to V.

2. V samples a challenge ¢ & {0,1} and sends ¢ to P.

3. P sends the value z = r+c-s, t = f+c-e to V with probability 1— K, where

K = min Dguro, oy () 1) where M = ¢!/ log(utv)+12/log? (u+v)
M'DZquv’gKey’C.(s Il e)(f)7

4. V checks whether z" - A +t" = d + ¢+ b (mod ¢) and finally checks if

Iz [| O] < Vutv-of.
e TrapX.BadChallenge(crs,b,d, T) : While 0 < ¢ < 1, do as follows.

1. Compute (z.,t.) = Invert(A, T,d + c- b).
2. If |[(z¢ || teo)|| > Vu+v- o return 1 —c.

Otherwise, return L.

In the definition, BadChallenge might output a bit in the challenge space even if
there is no bad challenge. However, this is not a problem, because to soundly
instantiate Fiat-Shamir, when x & L,,,,q the BadChallenge only needs to output
the bad challenge if it exists to that CIHF could avoid it. When there is no bad
challenge, then whichever challenge from CIHF would ensure that no valid prover
response exists, so any bit outputted by BadChallenge, in this case, would be fine.

Theorem 4. Consider (BX®, BXeyx BKey pKeyx 5Kev) gpecified above. Then the

construction is a trapdoor S-protocol for LK = (L5, L5V .

Proof. The security proof is presented in Appendix C.1. O
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Parallel Repetition. The above scheme has a soundness error 1/2. To achieve
negligible soundness error, we should run the scheme in parallel as follows: First,
compute the first messages (msgy;)r, = (r; || f))2,, then run the CIHF to
obtain challenges (c;)} ;. Finally, compute the response (msgy,)X, = (z; || ti)X,
and returns it with probability at least (1 — 271%)/M by Lemma 3. This

modification requires oX® > /log(A(u + v)) \/)\ £)2 4+ (BEY)?) and M =
el/log(A(utv))+12/log*Awtv)) — 1 — 1 /poly(u). Hence, when using the NIZK compiler
from the parallel repetition, we only need to recompute the first messages O(1)
times to receive valid responses. Note that the bounds BK®* BXe* are still taken
to be u+ v - 0%®, which is unchanged. This is because from Lemma 3, the
second message is statistically close to the vector (msgh, || msghy || ... || msgh,) <
Do) ooy and is returned with probability 1/M Next, we can use Lemma 2 to

prove that, the probability that all of msgh;, = (2z; || t;) € Z*™ has norm at most
Vi F v - ok is at least 1 — X - 27+ by union bound.

4.2. Trapdoor %-Protocol for Correct Sharing

We now design a NIZK for correct sharing using the encryption of [36], assuming
that the public keys of participants are correctly generated. At a high level, given
(A,by) € L5 for all i < n, the encryptor encrypts n scalar m = (m;)?, (again,
recall that we denote m; instead of s; to represent them as plaintexts) into (¢4, €)1,
and need to prove that they are valid encryptions (m;)_ ;. This happens if and only
ifc;; = A-r; (mod ¢) and co; = b r;+¢;+p-m; (mod q) V1 <7 < n for some small
vectors r and values e;. In addition, these scalars must satisfy m € Ei?ts. Denote
the bound of ||r|| as BE"™ and |e| as BE™ (for concreteness, we have BE"® = \/u - r
and BE"® = \/v- Bq where r, 3 is given in Subsection 2.2. But for now, we only need
to know that BE"™ and BE" are appropriately determined). The above conditions
are all the necessary and sufficient conditions for £Erc.

Now, to define £E™  we easily see that for some sufficient large B]'?‘C* < p/2,

sound)’

m;, f;) = PKE.Dec(A, b;, s;, (cy;, Co;)) for some f; € WDEC iff it holds that cy; — s, -
(

(2

=p-m;+f; (mod ¢) and |f;| < BE”C* The condition m & ESSS remains the same
in EE”C Finally, we need to define WDEC We define it as WDeC ={fezl|fl<

sound*

BJE"C*} for some BJ'?”C* > Bf“c~BeKey*+BE”C = Jur- BKey*e—i-\/_ﬁq and BJ'?”C* <p/2,
to be specified later. With this choice, we have WP C WD where WP is in
Definition 2.2. With the observations above, the languages £E" = (L£Ene £Ene ) for
correct sharing are described below.

LEe ={(A,n,t,(bs,cr,c)iy) | I8 €2, e, € 7% (v || e); € (Z*T),m € VA
b;=s/ -A+el (modq), [[sil| < B, [les]| < BE¥*V1<i<n
A cy=A-r; (modgq), co;=b-r;+e+p-m; (modgqg)V1<i<n
A el <BE |Ing| < BEFevi1<i<n A mEESSS

LS a ={(A,n,t, (b, ciico)isy) | Isi € 2%, €€ 2%, (fi)joy €Z, me 7,
b;=s; -A+e (modyq), [|si|| < B, ||eil <BeKey*‘v’1§z§n
AcCy—s cy=p-mi+f; (modq)V1<i<n
A |f@'|§B}'§”C*V1§i§n/\ meﬁff'ts .
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For the choice of BF"* above so that WP C W5, we see that L5 C L5, and

z Souw
the relation £E¢ is consistent with the one in Section 3 when instantiated with the
scheme of [36]. Now, we assume that (A, b;) € LK already for all i < n, which is
reasonable. Indeed, for participants passed PVSS.KeyVer of Subsection 3.1, we are
convinced that there exist s;, e; such that e; has small norm and b; = s - A + e/
(mod q), even for dishonest participants®. So the existence of s;, e; is given “for free”,
and the dealer only needs to prove that his instance satisfies the latter conditions
in £E°. Finally, for checking m € Eists, then recall in Subsection 2.5 we can
simply use a parity check matrix H! and check whether m" - H, = 0 (mod p).
For the bad challenge function, we use the trapdoor T to extract s;,e; given that

(A,by) € LEx ;. Consider the parameters (Bg™, Bf"*, BE", ¢5*) such that o0& >

sound*
V/n - (BE)2 + (BEn)2.  /log(nu + n) and 205" y/u + 1 (BX* +1) < BF"* < p/2
where BK®* is the bound of ||e||. The trapdoor X-protocol is as follows.

e Trap¥.Gen,,(1?) : Choose moduli p, ¢ = p?, dimensions u, v. Return (p, ¢, u, v).

e TrapX.Gen(pp, LE™®) : This algorithm takes input the description of the

language L£E", specified by a matrix A & Z;** and the bounds BEne, B}E”C*,
BEc. Return crs = (A, p, ¢, u, v, BE™, BJ'?”C*, BEnc gEne),

e TrapX.TrapGen(pp, £LE", T) : This algorithm takes input the description of the
language L£E"°, specified by a matrix A, a trapdoor T such that (A, T) <
TrapGen(1*,v,u) (see Lemma 4) and the bounds Bg™, Bf"*, BE™. Return
(crs, tr) = (A, p, q,u, v, BE™, Bf"*, BE", 65"), T).

e TrapX.Prove(P(crs,x, w), V(crs, x)) : Given (A, b;) € L5 for all i < n. For

sound

x = (A, n,t, (b;, ¢y, c)y) and witness (ry, €5, m;), of LEN° | the two parties

construct the matrix H!, and interact as follows.

1. P samples a vector (v || k) <= Dznutn ,enc and random a vector u =
(ur || ... || un) € Z conditioning to u' - H, = 0 (mod p). P then
parses V.= (vi || vo || ... || vn), k= (ki || k2 || ... [| k) where v; € Z}.
Finally, P provides a;; = A -v; (mod ¢q), ag; = b;-v;+k;+p-u; (mod q)
toVioralll <i<n.

2. V samples a challenge ¢ & {0,1} and sends ¢ to P.

3. P provides the value z;, = v; +c-r;, h = k; +c-e;, t; =u;+c-m;
(mod p) to V for all 1 < i < n with probability 1 — K, where K =

. D (v Il k)
min (M'Dznuz_’,n:j:r::?]; I e/)(V H k)71)7 e/ - (61 || 62 || || en) and M —=

el/ log(nutn)+12/log>(nutn) (¢ here is the base of the natural logarithm).

4. V checksift; € Z,, A-z; = a;;+c-cy; (mod q), b;-z;+h;+pt; = agy+c-cy
(mod q). Tt also checks if ||(z; || hi)|| < 0F - Vu+1 for all 1 <i < n.
Finally, check if t" - H, = 0 (mod p). Accept iff all checks pass.

e TrapX.BadChallenge(crs, n,t, (bs, c15, €2:)isy, (a1, a2i)iy, T) = Do as follows.

6This fits our definition of £E" . in Section 3 and the security definition in Figure 3.
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1. For each 1 <i < n, compute (s;,e;) = Invert(A, T, b;) and Hf.
2. While 0 < ¢ < 1, do the following:
— While 1 <1 < n:
* Compute f,; = ag; +c-cy —s' - (ay; +c-cy) (mod p) and cast
fei as integer in [—(p —1)/2,(p —1)/2]. te; = (ag +c-co — s
(a;; +c-c1) — fei)/p (mod p).
w If || fuil| > BE“C*/Q return 1 — c.
— Ift] - H! # 0 (mod p), then also return 1 — c.

3. Otherwise, return L.

Sampling the vector u can be done via choosing a random polynomial p(X) € Z,[X]
of degree t, then computing p(i) = u; for all 1 < i < n. Below we state the theorem,
assuming that (A, b;) € E?Oeznd already for all ¢, which is reasonable for the PVSS

setting when participants have proved the validity of b;.

Theorem 5. Consider (BE”C,BE“C*,BE”C,UE“C) specified above, and suppose that
(A,b;) € LXY for all 1 < i < n and consider s;, e; such that (A, b;),(s;, €;)) €

sound

R Then the construction is a trapdoor Y-protocol for LE = (LEne LB .

Proof. The security proof is presented in Appendix C.2. O

Parallel Repetition. The scheme has soundness error 1/2. To achieve negligible
soundness error, we use the same parallel repetition strategy mentioned in the
trapdoor Y-protocol for key generation. This modification requires oF"¢ >
\/)\ BEnc (BE”C)2) and M = 1/61/log()\(nu+n))+12/ log? (\(nu+n)) — 11— 1/p01y<u)
Snmlarly, When using the NIZK compiler from the parallel repetition, we only need
to recompute the first messages O(1) times. The bound BJ'?”C* is unchanged.

4.3. Trapdoor -Protocol for Correct Decryption

Finally, we design a trapdoor X-protocol for the correct decryption. Recall
that in the decryption process of [36], for BP* < p/2, we have (m,f) =
PKE.Dec(A,b,s, (c1,¢;)) with |[f| < BP* if and only if ¢co —s' -c; = p-m+ f
(mod ¢) with |f] < BP*. We show how to define £P% that is consistent with the
one in Section 3.

First, defining £25€ is natural: We need three conditions: ¢c; —s'-¢c; =p-m+ f
(mod q), b=s"-A+e' (mod q), and |f],||s|, ||e|| are small. Thus (s, e, f) are the
witnesses to prove that (A, b, (ci,cs), m) € LOF and we can define the set WD in
Section 3 to be the set of all f s.t. |f] < BDec 7. For £Pe¢ . we define WP . to be

sound) soun

the set of all f s.t. |f| < BJ'?SC* for some BJ'?SC* > BJ'?EC determined later. Thus the

"In previous subsection, we defined WZD,fc the set of all f s.t. |f| < BJE“C*. For now, we try
to view the two NIZKs as independent protocols. Thus, we need two separate bounds BJE"C* and
BDec When we integrate them into a PVSS later, we set BE"C* = B?ec.
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language L£Pe = (LD £Pec ) for correct decryption is described below.

LO ={(A,b,(c1,cy),m) |Is€Z ec?" fcZ :
Ab=s"-A+e’ (modgq), co—p-m=s'-ci+f (modq)
AL B, [lsll < BJ=<, lel| < B},

£ ={(A,b,(c1,c2),m) | Is€Z’, e€Z" fEZ :
Ab=s"-A+e' (modq), co—p-m=s'-ci+f (modq)
A LFI < BRE, lsll < B, [lel] < Bg="},

We see that EDec C LDec Consider (BDec BDec BDec BDec* BDec* BDec* Dec) st

sound*

obee > \/(BJ'?GC) (BRe€)2 4 (BD=c)2 . \/log(u+v+1) and 2y/u+v+1-oP* =
BDecx — phecx — BJ'?eC* = O(p/(v/vlogp). The trapdoor X-protocol is as follows.

e TrapX.Gen,,(1?) : Choose moduli p, ¢ = p?, dimensions u,v. Return (p, q,u, v).

e TrapX.Gen(pp, £P*¢) : This algorithm takes input the description of the

language £P¢, specified by a matrix A & Z,;* and the bounds BDe BDec,
B}Dec, BDeex - pDecx, BJ'?SC*. Return crs = (A, p, ¢, u, v, B2*, BDec, B}?ec, BDex,
BeDec*’ B}Dec*, O.Dec)'

e TrapX.TrapGen(pp, £P%, T) : This algorithm takes input the description
of the language LP%, specified by a matrix A, a trapdoor T
such that (A, T) <« TrapGen(1*,v,u) (see Lemma 4) and the
bounds BPe, BPec B}?ec, BDex BeDec*,BJ'?ec*. Return (crs,tr) =
((A,p,q,u,v, BESC, BeDec’ B}Dec,BEEC*,BEEC*,B?EC*,UDEC),T).

e TrapX.Prove(P(crs,x, w), V(crs,x)): For a statement x = (A,b,(cy,cz),m)
and witness (s, e, f) of LD, the two parties interact as follows.

1. P samples the vectors (r || k || k) <= Dzv+u+1 50, and provides the values
d=r"-A+k"andh=r"-c;+ktoV.

2. V samples a challenge ¢ & {0,1} and sends ¢ to P.

3. P sends the valuez=r+c-s (modq), t=k+c-e, t=k+c-ftoV
with probability 1— K, where K = min ( Davutt,goeclk | &

1)
M'DZU+1L+1,aDeC,c.(S Il e |l f)(k || k)’
where M — el/log(v+u+1)+12/log?(vu+1)

4. V checks whether z" - A+t =d+c-b (mod ¢g) andz' -¢c; +t=h+c-
(co—p-m) (mod q) and finally checks if ||(z ||t || #)|| < Vv +u + 1-oP%.

e TrapX.BadChallenge(crs, (b, c1,ca,m), (d, h), T) : While 0 < ¢ < 1, do:

1. Compute (z.,t.) = Invert(A, T,d+c-b)and t. = h+c-(co—p-m)—2z, -c;
(mod p). Then cast . as an integer in [—(p —1)/2, (p — 1)/2].

2. If ||z¢|| > BPe<" /2 or ||t.|| > B2 /2 or ||t.|| > BJ'?EC*/Z, then return 1—c.

Otherwise, return L.
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Theorem 6. Consider (B, BY*, BP*, BD**, B)***, BP**, 0°*) specified above.

Then the construction is a trapdoor Y-protocol for L£P% = (L5 L0« .
Proof. The security proof is presented in Appendix C.3. U
Parallel Repetition. Similar to previous sections, to achieve negligible

soundness error, we use the parallel repetition strategy. This modification
requires 0P > /log(A\(u +v + 1))\/)\((BeDe°)2 + (BP*)? + (BP=)?) and M =
e/ Tog(A(utv ) +12/log® AwtetD)) — 1 — 1 /poly(u). When using the NIZK, we only

need to recompute the first messages in O(1) times. The bound BP**, BP***, BPe=*
are unchanged.

4.4. Final Step: From Trapdoor ¥-Protocols to NIZKs

Finally, we need the protocols above to be non-interactive for the PVSS.
Fortunately, there exist compilers such as [35, 42] that transform any Y-protocols
into multi-theorem NIZKs. Among them, the compiler of [42] relies on the decisional
Diffie-Hellman assumption, thus it is not post-quantum secure. The compiler of [35]
is post-quantum secure as its components can be instantiated from plain LWE. The
compiler, however, is a statistical zero-knowledge NIZK and such statistical NIZKs
cannot provide adaptive soundness under falsifiable assumptions (see [55, 56]).
However, as pointed out by [35, Appendix A], it is possible to bypass this result
by considering languages having trapdoors that allow efficiently checking whether
an element is in Lypung. The compiler of [35] provides the simulation soundness
property for all such languages via the following theorem.

Theorem 7 ([35], Theorems 3.4 and 4.5). For a language £ = (L .k, Lsouna) with
a trapdoor that allows efficiently checking element in Lsoung, assume the existence
of a trapdoor X-protocol for L. Then, there exists a compiler that transforms the
trapdoor X-protocol into a simulation soundness NIZK in the CRS model for L.

In Appendix D, we will prove that simulation soundness also implies adaptive
soundness for such languages. Also, fortunately, all our languages £K®, LE, £Dec
have the trapdoor T for recognizing whether a statement is valid or not with
probability 1 as follows.

e For £X¥  using T, we can extract s,e from bst. b=s" - A +e (mod q)

and thus (A, b) € L5 iff ||s|| < BX* ||e|| < BKe*.

soun

e For LErc . using T, we can extract s; and compute (m;, f;)7, and thus,

(A, (b, 1, €)% ) € LE iff | fi] < BJ'?”C* and m' - H!, =0 (mod p).

soun

e For £Pe  using T, similarly we can extract s, e, f and thus (A, b, c;,cy,m) €

Losena |1 < B |Is[| < B, [le|| < BY**.

soun

Thus, they are trapdoor languages. Consequently, there exists an NIZK
satisfying the adaptive soundness and adaptive multi-theorem zero-knowledge
property for the languages £KX¢, £E¢ £Pec in Subsections 4.1, 4.2, 4.3 respectively.
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5. A Lattice-based PVSS Instantiation

This section will describe our lattice-based PVSS by combining the encryption
scheme of [36] and the concrete NIZKs in Section 4, and then plug them into the
generic construction in Section 3. Note that the security of the PVSS is already
implied by the generic construction in Section 3. We then discuss the choice of
parameters and analyze the complexities. While our PVSS works with any special
secret sharing scheme, such as [57, 58, 59], we instantiate our scheme with the Shamir
secret sharing scheme as it is the most commonly used scheme. For simplicity,
whenever NIZK is needed, we use the same notation (NIZK;)%, in Section 3 and
refer the reader to their corresponding description in Section 4.

5.1. The Key Generation Phase
We describe PVSS.Setup, PVSS.KeyGen, PVSS.KeyVer. They are as follows.

e PVSS.Setup(1*) : Sample A & Z,;" and the necessary public parameters
(crs;)?, for the three NIZKs in the previous sections. Return pp =
(A, p,q,u,v,a, B,r, (crs;)?_,), where a, 3,7 are parameters of the PKE.

e PVSS.KeyGen(pp): Given A, each P; proceeds as follows.

1. Sample two vectors s; <— Dzv nq, €; < Dzu o4. Repeat until |[s;|| < v/vag
and ||e;|| < v/uag. Compute b=s - A +e/ (mod q).

2. Compute the proof m; < NIZK,.Prove(crsy, (A, b;), (s;,€;)) (from the
trapdoor X-protocol in Subsection 4.1 and the compiler in Theorem 7).

3. Return ((by,s;), m;).

e PVSS.KeyVer(pp,b, ) : The verifier execute b = NIZK,.Ver(crsg, (A, b), ) in
Subsection 4.1 and any participant P; with b; = 0 is disqualified.

Note that, the value (s, e) is unique as long as ||e|| < p/O(v/vlogp) by Theorem 4.
Hence, by setting BX®* = O(py/v1logp), the PKE satisfies the requirement that there
is at most one s such that PKE.KeyVer(A,b,s) = 1 in Section 3. Also, the NIZKs in
Section 4 require that A must be generated with the trapdoor T to achieve adaptive
soundness so that we could use the security proof in Section 3 (we needs the NIZKs
to achieve adaptive soundness for the languages). Hence, we are supposed to modify
the PKE.Setup a bit by generating A from TrapGen (we see that this modification
preserves all the properties of the PKE we need in Section 3 due to the distribution
of A is statistically close to a matrix A generated by the PKE of [36]). However,

in the scheme above, we used the real setup algorithm by generating A & Z;7 " as
we do not want the third party to keep any redundant trapdoor. Fortunately, as
proved in Subsection D, since the matrix A in both cases are statistically close, all

the properties of the PVSS are preserved when we generate A & Z,; .

5.2. The Sharing Phase
This section describes PVSS.Share, PVSS.ShareVer. They are as follows.
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e PVSS.Share(pp, (b;)",s,n/,t) : The dealer indexes the participants who
passed the key verification process by {1,2...,n'} and proceeds as follows.

1. Choose a random polynomial p(X) € Z,[X] of degree ¢ such that p(0) = s
and sets the i-th share as s; = p(i) (mod p) € Z, for all 1 <i <n'.

2. Sample (r;)_, from Dgz.,, and (e;))%, from Dz, (where § is in
Subsection 2.2) and computes (cy;, ;) = (A-r; (mod q),b;-r;+e;+p-s;
(mod ¢q)). Repeat until ||r;|| < y/ur and |e;] < y/vBq for all 1 <i < n'.

3. Compute m < NIZK;.Prove(crsy, (A, n/,t, (bi,cli,cgi))?;l,(si,ri, ei)gil)
(from the trapdoor -protocol in Subsection 4.2 and the NIZK compiler
in Theorem 7).

4. Finally, return ((cy;, cg)?,, 7).

e PVSS.ShareVer(pp, (b;) |, n',t, (C1i, co)7,,m) : Compute NIZK;.Ver(crsy,
(A, n',t, (b, ciy, co)),, ) as instructed in Subsection 4.2 and disqualify the
dealer if the result is 0.

Note that, in Subsection 4.2, even for dishonest dealers who have passed verification,
it that (cy;, c9;), are still valid encryption of a share vector m in the sense that:
For some B]'?“C* < p/2, if (m;, f;) = PKE.Dec(A,b;,s;, (c14,Co;)), then |fi| < BJE”C*,
and m € £5%5. By choosing W5 to be the set of all f s.t. |f| < B]'E"C* < p/2, then
WPee C WEee which is what we need according to Subsection 3.1.

5.3. The Reconstruction Phase
This section describes PVSS.Dec, PVSS.Combine. They are as follows.

e PVSS.Dec(pp, b;, (c1;,€2;),s;) : Participant P; proceeds as follows.

1. Compute f; = cy; —s' -cy; (mod q), then computes f/ = f; (mod p) and
si = (fi = f{)/p (mod p) (we have ¢y — s - ¢y =p- s + f] (mod g)).

2. Compute m; < NIZK;.Prove(crss, (A, by, (c1i,€9), Si), (Sis €, f])) (from
the trapdoor X-protocol in Subsection 4.3 and the compiler in

Theorem 7).
3. Return (s;, m;).

e PVSS.DecVer(pp, (b;, (c14,€2;), Si), ) : Compute NIZKy.Ver(crsa, (A, by, (¢,
C2i), Si), m;) as instructed in Subsection 4.3.

e PVSS.Combine(pp, S, (s;)ics) : If |S] < ¢ return L. Otherwise return s =
ZZES’ )\LS’Si (mOd p) where Ai,S’ = H]esl’]7ﬂj/(] — Z) (mod p)

sound

| f] < BP*** as in Subsection 4.3 (in particular, BP*® < B?**), then W& C WD

sound’
which satisfies what we need in Section 3. Finally, we conclude that the PVSS is a

secure PVSS in the CRS model according to Section 3 and Theorems 4, 5, 6, 7.

By setting BF"* = B?* and choosing WSS , to be the set of all f € Z such that
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5.4. Parameters Setting

We now summarize the parameters when combining the encryption scheme and
previous NIZKs into the unified PVSS. For the encryption scheme in [36], we have the
parameters (u,v,p,q, 7, a, BX BXey BEnc BEnc) “the encryption scheme is secure if
we choose v = Q(\), ag = Q(Vv), BKY = /v-aq, B = \/u-aq, and BE" = \/u-r
with r = w(logu), and BE" = ruaq. In addition, we also choose u = O(vlogq)
for Lemma 4 to work. For the NIZK, recall that we have additional parameters
(B;(ey*’ BeKey*’ O.Key’ BE”C*, BE”C, O.Enc’ BEEC, B}Dec, B;(ey*’ BEEC*, le?ec*’ O.Dec) for key
generation, sharing and decryption.

For key generation, we use parallel repetition A times of trapdoor Y-protocol and
need oge, > \/)\((B'éey)2 + (BE)2) - /log(M(u + v)) and 2v/u + v - oK < BRey* <
O(p/+/vlogp) for the NIZK to work, as specified in Subsection 4.1. With v = vlogp
and ag = O(y/v), note that the 2y/u + v - oK is at most O(v? - (logv)%® - (logp)).
Thus, the minimal required modulus for this is p = O(v*).

Next, for correct sharing, we use parallel repetition A times of trapdoor
Y-protocol. In the worst case (some participants and dealer are dishonest), we
require that (BEne, BEner BEne gEnc) quch that of" > \/A(n - (BE©)2 + (BEnc)?) .
V1og(A(nu +n)) and 20E“° Vu+1- (BEY* +1) < BF™* < p/2 (this also satisfies
the required bound for the encryption correctness property in Subsection 2.2)
and BX¥* = O(p/+/vlogp). These bounds are specified in Subsection 4.2. We
have BE® = O(v'® - (logp)®®), BE™ = O(y/v - (logp)®®) and BK¥* = O(v* -
(logv)®3(logp)). Thus, the minimal required modulus for this is p = O(v*? - n%).

Finally, for correct decryption, we use parallel repetition A times and require
that oPe > \/)\((BE“)2 + (BP*)? + (BP=)?) - /log(A(u + v + 1)) and vu +v +1-
obec = PBDeex — BJ'?EC* = O(p/\/vlogp) according to Subsection 4.3, where
BPec = B and BP* = B®. This is because for an honest participant, when

(A, (b;, cy4, €)™ 1) € LE . then upon decryption, it receives a witness f; of norm

at most B}E”C*, thus B]'?ec = B]'?“C*. Also, the bound of e; is simply BX® for honest
participants, hence B2*¢ = BX®. For a dishonest participant, if it passes verification,
then the bound of e; and f; is equal to BP** and B]'?ec* respectively, which implies

correct decryption as long as they are smaller than p/2. Note that BPe = BXev* =
O(v?- (log v)*%log p) and B?* = BF"* = O(v*® -logv - (log p)* - n®% - \/logn). Thus,
the minimal required modulus for this is p = O(v>% - n09).

Also, note that if B¥* < O(p/+/vlogp) then the LWE function is injective,
according to Theorem 4, thus for any b, there exists a unique s such that
PKE.KeyVer(A,b,s) = 1, according to our requirement. According to the analysis
above, we can choose p = O(v%-n%%), hence ¢ = O(v'! - n) to make the PVSS work

(but one can choose ¢ to be sub-exponential in v if large secret is required).

5.5. Complexity Analysis

We analyze the communication and computation complexity of i) the trapdoor
Y-protocols and ii) the other operations of the PVSS, including computing the
shares, encrypting, decrypting, and computing recovery coefficients. We refer to the
former as the trapdoor X-protocol cost and the latter as other costs. We separate
these costs because, while we can compute the exact cost of other operations in
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terms of n,u,v,logq, we can only estimate the cost of the NIZK to be at least
the cost of trapdoor Y-protocols. This is because the actual NIZK cost depends
on the compiler, and the compiler of [35] requires many complicated components
and additional parameters that would be hard to give the concrete cost in terms
of n,u,v,logq. However, currently we can still estimate the NIZK compiler to be
at least the cost of the trapdoor Y-protocols, and the more efficient the trapdoor
Y-protocols (and the size of the instances), the more efficient the NIZKs. The
complexities are summarized in Table 2. We compare our work with the technique
using Karp reduction in Appendix A. For computation complexity, we need the
following lemmas.

Lemma 5 ([43], Section 3). Let p be a prime number and let a1, as, . .., a, be distinct
elements over Z,. Computing \i = [[,, a;/(a; — a;) (mod p) can be done withing
O(nlog®n) arithmetic operations.

Lemma 6 ([44], Theorem 4.3). For a polynomial p(X) of degree at most n,

computing (p(i)), can be done within O(nlog®n) arithmetic operations.

Communication Complexity. The detailed cost is as follows.

e In the key generation phase, each participant submits a public key of size
O(ulogq) (other costs) and a proof of size O(\ - ulogq) (trapdoor X-protocol
cost). The total cost will be multiplied by n, since there are n participants.

e In the sharing phase, the dealer has to submit n encryptions, each of size
O((v+ 1)logq) (other costs). It also needs to submit a proof of size O(\(u +
v)nlog q) (trapdoor X-protocol cost). The total cost will be multiplied by 7.

e In the reconstruction phase, each participant needs to submit the decrypted
share of size O(logq) (other costs) and a proof of size O(\ - vlogq) (trapdoor
Y-protocol cost). The total cost will be multiplied by n.

Computation Complexity. The detailed cost is as follows.

e In PVSS.KeyGen, computing the public key requires O(A\uv) operations (other
costs). The cost of the proof is dominated by computing r' A +f" in X times,
which requires O(Auv) arithmetic operations (trapdoor ¥-protocol cost). In
PVSS.KeyVer, verifying each proof requires O(Auv) cost (trapdoor :-protocol
cost). Since we verify n proofs, the cost is O(nAuv) (trapdoor X-protocol cost).

e In PVSS.Share, the cost is dominated by computing the shares (other costs)
and NIZK first messages (a;;, as)!; in A times (trapdoor Y-protocol cost).
For a polynomial p(X) of degree at most n, computing (p(7))7, requires
O(nlog®n) operations due to Lemma 6. Computing the first message requires
O(X(n*+nuv)) cost, dominated by the cost of sampling u (which also requires
O(nlog®n) operations due to Lemma 6) and computing a;; = A - r; (mod q).

e In PVSS.ShareVer, the cost is dominated by computing A - z; (mod ¢) and
t" - H! (mod p) in X times. The former requires O(An - uv) operations, while
the latter trivially requires O(An?) arithmetic operations.
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Table 2: Summary of complexities. 3-Pcls refers to trapdoor X-protocol. We measure
the computation complexity by the number of arithmetic operations (addition, multiplication,
inversion, comparison) over Z, and Z, required of a single participant. Others refer to operations
(computing shares, encryption, decryption, reconstructing shares) that are not proving and
verifying trapdoor X-protocols.

Comm. (Others) Comm. (¥-Pcls) Comp. (Others). Comp. (X-Pcls).

Key Generation — O(nulogq) O(An(u+v)logq) O(uv) O(Muw)

Key Verification ~ N/A N/A N/A O(Anuv)

Sharing O(nvlogq) O(\n(u+v)logq) O(nlog?n+nuv)  O(ANnlog®n + nuv))
Share Verification N/A N/A N/A O(A(n? + nuv))
Share Decryption O(nlog q) O(Anulogq) O(v) O(Auv)

Dec. Verification ~N/A N/A N/A O(Anuv)
Reconstruction N/A N/A O(nlog?n) N/A

Total O((nv + u)logq) O(\n(u+v)logq) O(nlog?n +nuv)  OAn?+ nuv))

e Decrypting the shares requires O(v) arithmetic operations (other costs), and
the computation cost of the proof is O(Auv) (trapdoor ¥-protocol cost). The
verification cost of in PVSS.DecVer is also O(Auv) (trapdoor ¥-protocol cost),
however we need to verify n proofs, so it will be multiplicated by n.

e Finally, reconstructing the secret s = . ¢ A; g -s; (mod p) in PVSS.Combine
costs O(nlog?n) arithmetic operations, dominated by computing Ais =
[l;cs,29/(G —1) (mod p) due to Lemma 5 (other cost only).

5.6. Final Remark on not Using Amortized Encryption

In [3], the authors provided a PKE for multi-receiver in an attempt to reduce
the communication complexity of encryption from O(nwvloggq) to O((n +v)logq) &
and computation complexity from O(nuv) to O(uv + nu) operations. The idea is
that, instead of generating n values c¢;; = A -r; (mod ¢), the authors only needs one
common value ¢; = A-r (mod ¢) and thus cy; = b;-r+e€,+p-m (mod ¢). However,
it requires a modulus ¢ = 2% and the value v also needs to be increased to O(A\!'*°)
(for some € > 0). Hence, while the number of scalars and the number of operation
are reduced as above, the value log ¢ is increased from O(log(An)) to O(X), and the
value v is increased from O()) to O(A1T€), meaning that the total (bit) complexities
are not reduced, especially the communication complexity of trapdoor >-protocols
and the computation complexity when u = ©(vlogq) and the complexity of each
arithmetic operation depends on logq . This will cause inefficiency when we only
need to share small secrets.

To allow ¢ = poly(A, n), the authors rely on strong assumptions and heuristics
(For example, their parameters are not sufficient to imply decisional LWE (and
IND-CPA) security. However, the authors make a strong assumption that it would
imply security. They also rely on inequalities based on heuristics. See Subsections
2.3, 3.2 and Appendix A.4 of their work). If we apply their techniques to get

8This does not include the cost of the trapdoor X-protoocols, only the PKE.

9The bit complexity of operations is O(log? q), see [60, Subsection 2.4.4], and best optimizations
[61] might not be lower than Q(logg). This implies that the time complexity will worsen if ¢ is
increased to 22V, For example, the bit computation complexity of the PKE alone will be increased
from O(nA?log?(n))) to O(nA**€) if we assume each operation takes O(log? ¢) bit complexity.
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an amortized scheme with polynomial modulus, we need to rely on these strong
assumptions. Hence, we choose the non-amortized scheme to ensure that the
required modulus is still polynomial and only needs to rely on the standard decisional
LWE assumption.

6. Conclusion

In this work, we proposed the first non-trivial lattice-based PVSS from standard
assumptions. The NIZKs in our PVSS are proven in the CRS model and are not
the result of merely using the generic Karp reduction technique. Hence, our scheme
is the most efficient solution for i) post-quantum security and ii) achieving security
in the standard model. Although the required modulus ¢ is polynomial in n, v,
it is still quite large (see Subsection 5.4). Hence, it would be desirable to think of
optimizations for the trapdoor »-protocols to reduce the required size of . We leave
the work of optimization for the trapdoor Y-protocols and amortized encryption
scheme with polynomial modulus to future work.
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Appendices

A. Comparison with Generic Technique using Karp Reduction

Our solution is better than the trivial trapdoor »-protocol solution of using Karp
reduction. Indeed, by using the techniques of [31, 32] for the same problem, We need
to encode the LWE statement into a CNF-SAT circuit with Q(u - v - log? ¢) clauses
and Q(v - logq) variables, and reducing to Graph Hamiltonicity language would
require a graph with size Q(u?® - logq) [35, Appendix F.2]. Finally, representing
the graph with an adjacent matrix would require Q(u® - log? q) bits. Thus, both
the communication and computation complexity for each iteration of the trapdoor
Y-protocol for LWE using Karp reduction cannot be lower than Q(u5-log? ¢), because
we need to at least encrypt the same number of bits and publish the encryption.
Ours only need O((u+v)logq) communication and O(uv) computation complexity.
Similarly, if the generic technique is used for correct sharing, this would require a
circuit of size O(n*uflog* ¢ + 2n°u*log” ¢ + n®u?log® q) (Here the number of clauses
is O((nuv +n?) -log* ¢) and the number of variables is O(nu - log ¢)), which is much
worse compared to O(n(u + v) log¢) communication and O(n? + nuv) computation
complexity of ours. Finally, the complexities of trapdoor ¥-protocols for decryption
using Karp reduction would also be Q(u® - log? q) as well. Hence, our solution would
be better than generic solutions.

B. Security Proof of the Generic PVSS

B.1. Proof of Theorem 1

Proof of Theorem 1. Indeed, recalling in Figure 2, it suffices to prove the following.

o If ((pk;,sk;),m) < PVSS.KeyGen(pp), then PVSS.KeyVer(pp, pk;, m;) = 1 with
probability 1 — negl(\).

e If (E,m) < PVSS.Share(pp, (pk;)",,s,n',t), then PVSS.ShareVer(pp,
(pk,)™.,,n', t, E,7) = 1 with probability 1 — negl(\).

o If (s;,m) < PVSS.Dec(pp, pk;, E;, sk;), PVSS.DecVer(pp, pk;, E;, si,m) = 1
with probability 1 — negl()\).

e Finally, if sy,s9,...,5, is shared by the dealer, and for a subset S of
participants that passed PVSS.DecVer, then the decrypted share must be s;
for all ¢ € S with probability 1 — negl(A). In addition, |S| >t + 1 and for any
S" C S with |S’| >t + 1, PVSS.Combine(pp, S, (s;)ics’) returns s.

For the first part, if (pk;,sk;) < PVSS.KeyGen(pp,7;), then (pp',pk;) € L5
with some witness (sk;, 7;). Since PVSS.KeyGen honestly produces the proof ; from
NIZKq.Prove and PVSS.KeyVer executes NIZK,.Ver, thus PVSS.KeyVer returns 1 with
probability 1 — negl()\) for each P; with ¢ & C.

Before the second part, we prove that (pp’, pk;) € L5 for alli € G = [n/] with

sound

probability 1 — negl(A). It is trivial for i € G\ C (honest participants) due to the
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key correctness property (E C Ei,(:zn s> due to Definition 3). It suffices to consider
i € GNC. Indeed, for a ﬁxed i € C, consider the probability that (pp’, pk;) €&
E?Oeznd and PVSS.KeyVer returns 1. Due to the adaptive soundness property, it is
negligible. Hence the probability that there is some i € C s.t. (pp, pk;) & L5
and PVSS.KeyVer returns 1 is negligible due to union bound. So, for all ¢ € C,
it must hold that PVSS.KeyVer return 0 or (pp’,pk;) € Esoeznd with probability
1 — negl(\). Since PVSS.KeyVer returns 1 for exactly those i € G NC, we conclude
that (pp’, pk;) € Esmmd for all those i with probability 1 — negl()).

For the second part, if (pp’, n/, ¢, (pki, E)7.))) € LEr with some witness (s, 7)),
and m; < NIZK;.Prove(crsy, (pp’, 7/, t, (pki,Ei)Zzl),(sl,ri);il), then it holds that
NIZK,.Ver(crs,, (pp', 1, t, (pk;, ;)™ 1,7TZ) = 1 due to the correctness of the NIZK.
Since previously we have (pp/,pk;) € L5 . for all i € [n/] and PVSS.Share
produces the encryption E; of s;, we have (pp’,n/,t, (pk;, Ei),)) € LE with
corresponding witness (sl-,'r’l-)?;l 19 Finally, the algorithm provides correct proof
7 using NIZK;.Prove and PVSS.ShareVer simply executes NIZK;.Ver, the returned
output is 1 with probability 1 — negl(\).

For the third part, since ((pp’,pk;), (ski,7:)) € R5Y and PVSS.Dec outputs
(s;,w;) = PKE.Dec(pp', Ey, pk;,sk;), we have w; € WPe C WBe  So
(pp’, pk;, By, 8:) € LOF with witness (sk;,r;, w;).  Finally, since PVSS.Dec
uses NIZKy;Prove to produce m;, while PVSS.DecVer executes NIZK,.Ver, hence
PVSS.DecVer returns 1 with probability 1 — negl(\) for each i ¢ C.

Finally, suppose (si, S2,..., s, ) are the shares of s shared by the dealer. For
honest participants, they would honestly generate (pk;,sk;) < PVSS.KeyGen(pp).
When E; is the encryption of s;, it holds that (s;,w;) = PKE.Dec(pp, pk;, sk;, F;)
for some w; € WD (Definition 4). Thus an honest participant would receive
a correct s; s.t. (pp/, pk;, Ei,s;) € L2 and makes PVSS.DecVer returns 1 like
analyzed above. Now, for each dishonest participant who publishes s, and has
passed verification, then there exists some sk; s.t. PVSS.KeyVer(pp’, pk;,sk;) = 1
and (s}, w!) = PKE.Dec(pp/, pk;, sk}, E;) for some w; € W2 . due to the soundness
of the NIZK with probability 1 — negl(A). Due to the uniqueness of sk}, we have
ski = sk; and thus s; = s;. Therefore, participants who passed verification must have
published the exact share s;. Note that the set S consists of at least n — ¢ > ¢ + 1
participants, and PVSS.Combine returns the original secret s for any set S’ C S of
size t + 1 due to the correctness property of SSS.

In conclusion, the probability that GamePYS~Cmeetness( 4 o) returns 0 is

negligible. Hence the PVSS satisfies the correctness property, as desired. O

B.2. Proof of Theorem 2

Proof of Theorem 2. First, £3° is a valid share language (Definition 13) due to
the correctness SSS: It is the union of all (£33°)%, ., where £33 is the set of all
(si)iy s.t. (s;)f, < SSS.Share(s,n,t). Thus for any set S with size at least ¢ + 1,
SSS.Combine(S, (si)ies) = s, so each £33° is a valid share set and also so is £3°°.

10 Again, recall that while we require (pp’, pk;) € Es:;in 4» it has been proved by P; already. We
design our NIZK so that the dealer only needs the witnesses (si,ri)?;l to prove the remaining

conditions. A concrete example is just in Subsection 4.2.
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Also, the fact that E:Oeznd has a unique witness is trivial due to our requirement of

the PKE. We now focus on the last property. We see that, in Figure 3, if the game
returns 1, then at least one of the following events must happen:

Key

sound and

e The adversary A could produce some (pk;,m;) s.t. (pp’,pk;) & L
PVSS.KeyVer returns 1 for some i € C.

e It holds that (pp/,pk;) € L5 for all i € G with corresponding secret
key sk; as witness, however A could produce some (E,7) s.t: If (s;,w;) =
PVSS.Dec(pp, pk;, ski, E;) for all i € Sy = [n'], then (s1 || s2 || ... || sw) & L%,
and PVSS.ShareVer(pp’, (pk;)?.,, ', t, B, m) = 1.

e The value s revealed by P; is not equal to the honestly decrypted share s; but
PVSS.DecVer(pp, pk;, E;, s5, 72) = 1 for some i € C.

27

e It could produce some (E,7) s.t. (pp, (pk;, B;)7,) € LE st. (sh,m) «

soun

PVSS.Dec(pp, pk;, sk, E;) but PVSS.DecVer(pp, pk;, E;, s, 72) = 0.

1y <9 7

It suffices to prove that the probability that each event above could happen is
negligible. Thus the probability that at least one of them happens is also negligible.
First, consider a fixed ¢ € C. Due to the adaptive soundness definition of the
NIZK, if (pp’, pk;) & E:;an then NIZK,.Ver returns 1 with negligible probability. So

by union bound over all + € C, the first event happens with negligible probability.

Second, suppose (E = (FE;)*,,7) is provided by the dealer and s; =
PVSS.Dec(pp, pk;, sk;, ;) for some sk; such that ((pp’, pk;),sk;) € RS . Due to

the definition of £E® . and the soundness property of NIZK, if (pp’, (pk;, Fi)™,) &

Sou

LEre . the probability that NIZK;.Ver(crsy, (pp',n,t, (E;,pk;)",), ) = 1 and

sound)

(sl s2 || .. || sw) & L£3% (which is equivalent to (sy || so || ... || sw) & £2°
since £3%° = UL, £37°) is negligible.

Third, suppose (s, ;) is provided by participant P; for decryption process. If
s; # s; and PVSS.DecVer returns 1, there are two possible cases:

e There does not exist sk} such that (s}, w;) = PKE.Dec(pp/, pk;, sk}, ;) and
PKE.Ver(pp’, pk;,sk;) = 1 for some w; € WPe Thus (pp’, pk;, E;, s,) &

sound*

L£Pe and the probability that NIZK,.Ver returns 1 is negligible. Hence,

sound’

in this case, PVSS.DecVer also returns 1 with negligible probability.

o There exists sk; such that (si,w;) = PKE.Dec(pp/,pk;,sk;, E;) and
PKE.Ver(pp/, pk;,sk;) = 1 for some w; € W2 . but s, # s;. Recall that

there is at most one sk that makes PKE.KeyVer returns 1, hence, sk, = sk;

and thus s, = s;. So, we reach a contradiction, and this case cannot happen.

Finally, suppose (pp/, (E;, pk;)%.,) € LE .. Then it holds that (s;,w;) =

PKE.Dec(pp’, pk;, sk;, E;) for all i & C and w; € WP Thus, (pp/, pk;, Ei, s;) € LD

with suitable witnesses (s;,7;,w;). Since 72 is provided by NIZK,.Prove, the
probability that NIZK;.Ver (and thus PVSS.DecVer) returns 0 is negligible.

Hence, all the events above happens with negligible probability, thus the

probability that A could win is negligible due to union bound, as desired. O
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B.3. Proof of Theorem 3

Proof of Theorem 3. Let C' be the set of corrupted participants that have passed
PVSS.KeyVer. Clearly |C'| < t. Also, recall that we assume G = {1,2,...,n'} be
the set of participants who have passed PVSS.KeyVer (here n’ =n—t+|C'| > t+1).
To prove the privacy property, we define the following sequence of games.

Game;, ;: The original game in Definition 16. Initially, A submits (pk;, 7;)icc, while
the challenger submits (pk;, 7;)izc. Let G be the set of participants passed key
verification, and assume G = {1,2,...,n'}. In each query, A chooses s; and executes
Opvss, a(s;) to share and reconstruct s;. The challenge phase is when A outputs
%, s!. The challenger computes ((E?)?_,,7) < PVSS.Share(pp, (pk;)},, s’ t) and
gives ((E?)™,,7) to A. Finally A outputs a bit .

Game;,, : Same as Gamey,;, except that in Opyss 4(.) and the challenge phase,
instead of creating the proofs from NIZK; in PVSS.Share, the challenger instead uses
the simulator to simulate the proofs using the instance (pp’,n’,t, (pk;, £;))*, (note
that in this game, the challenger still knows all the witnesses for both NIZK;).
Game, 3 : Same as Gamey, o, except that in Opyss 4(.), instead of creating the proofs
from NIZK, in PVSS.Share, the challenger instead uses the simulator to simulate the
proofs using the instance (pp, pk;, E;, s;).

Game; 4 : Same as Game, 3, except that in the key generation process, instead of
creating the proof m; for pk, from NIZK,, the challenger instead uses the simulator
to simulate the proofs using the instance (pp, pk;).

Game;, ; : Same as Game, 4, except that in the challenge phase, after computing
(s2)™ | « SSS.Share(s?), the challenger provides the encryption of 0 for each i ¢ C’.
In other words, it computes E? < PKE.Enc(pp, pk;,0) for all i ¢ C' and E? «
PKE.Enc(pp, pk;, s?) for all i € C’. The other steps are the same.

Game,; : Same as Game, s, except that in the challenge phase, the challenger
samples the shares (s});cer of 0 instead of s® in PVSS.Share. The challenger
then computes (E?);ecr which is encryption of (s});cer, while providing encryptions
(E?)iger of 0 for each i & C' like Gamey 4. The other steps are the same.

We need to prove that Game,, and Game, o are indistinguishable. Note that
Game(s and Game,; ¢ are identical: Initially, the challenger samples the public
keys (pk;)igc and provides the simulated proof to A. The queries of Opyss 4 are
also identical: In both games, after receiving the secret s; from A, the challenger
produces the shares of s; and the simulated proofs. In the challenge phase, in both
games, the challenger samples (s;);ccr s.t. they are valid shares of 0, and provides the
encryptions (E?)%, s.t. (E¥)zcr are encryptions of 0, while (E?);ccr are encryptions
of (5;)iecr. So the distribution of (E?)? | is identical. Finally, the challenger provides
the simulated proof 7 < Sy(crs, (pp’, 7', ¢, (pk;, E*)? ., p), so the distribution of 7 in
both games are also identical. Therefore, both games are identical.

Now it suffices to prove that Game,; and Game;,; are indistinguishable in
the sense that | Pr|Game,;(A) = 1] — Pr[Game;;1(A) = 1]| < negl()) for all
be {0,1} and 1 <14 < 5. This implies Gamey ; is indistinguishable from Gameg,
and Game; ; are also indistinguishable from Game; g, thus we are done.

We see that Game; o is indistinguishable from Game,; due to the adaptive
multi-theorem zero-knowledge property of the NIZK. Indeed, consider the adversary
who distinguish Gamey» from Game,;, we construct an adversary A’ breaking the
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multi-theorem zero-knowledge property as follows.

o A’ receives crs from the NIZK challenger, which is the CRS of NIZK;.Setup or
a simulated crs from the simulator.

e A’ then sends crs to A and honestly executes the key generation process and
receives (pk,)7; and secret keys (sk;)iccc-

e Whenever A asks for a share s;, A" computes (s;)7_;, ()7, then submits
the instance and witness to the NIZK challenger and receives 7 which is from
NIZK;.Prove or the NIZK simulator. A" then returns the (E;, 7) to A.

e A’ performs the remaining steps in Opyss 4(s;). In the challenge phase, A’
performs the same action like above and outputs whatever A outputs.

We see that if the CRS is from NIZK;.Setup and the proofs are from NIZK;.Prove,
then A’ receives the real proofs and A receives the transcript of Game;,;. If
the CRS and proofs are from the simulator, then A’ receives the simulated
proofs, and A receives the transcript of Game,s. Thus |Pr[Game;s(A) =
1] — Pr[Game;;(A) = 1]| < Adv*(A"). Thus, if A distinguishes Game;; and
Game, » with non-negligible probability €, then A’ can distinguish between the real
and simulated proofs with probability e, contradiction.

For the same reason, we see that | PrjGame, 3(A) = 1] —Pr[Game;»(A) = 1]| <
Adv?¥(A’) and | Pr[Game; 4(A) = 1] — Pr[Game; 3(A) = 1]| < Adv?K(A).

Next, Game, 5 is indistinguishable from Game, 4 due to the multi-key IND-CPA
security of the PKE. Indeed, if A could distinguish between Game; 5 and Gamey, 4,
we construct an adversary A’ breaking the multi-key IND-CPA property as follows.

o A’ receives n —t public keys (pk;)igc: from the multi-key IND-CPA challenger.
A’ then generates the simulated CRS for NIZKy, NIZK;, NIZKy and give them
to A. A" uses the simulator of NIZK, to produce the simulated proof for pk;
for each i € C'. A then pass pk; and the simulated proofs to .A.

e On each query of Opyss 4(.), A’ receives s; from A, and computes the shares
(31‘]‘)?/:17 A, A" computes the encryption (EZ])?/:1 using (pk;)”,. Then, it
sends A the encryptions and simulated proofs using the simulator of NIZKj.

e Also, in each query of Opyss 4(.), when needing to reveal (s;;);qgc/, A" uses the
NIZK simulator of NIZK; to simulate the proofs.

e In the final step, A’ receives the s, s! from the A and computes the shares
(sfj);?/zl of s*. A’ then outputs i) the vector (s!;);gc: and ii) a vector of zeroes
to the multi-key IND-CPA challenger and receives (Ef);zcr. A’ at the same
time computes the encryption (Ef)iecr of (s;)jecr. A’ then returns (E7)iefn to
A. Finally, A’ performs the remaining steps and outputs whatever A outputs.

Now, consider (E});qcr. If they are the encryptions of zeroes, then A’ interacts with

Gamege"*'ND*CF’A and A receives the transcript of Game, ;. Otherwise, they are
encryption of (s%)ige, thus A’ interacts with GameS"'NP=PA and A receives the

transcript of Gamey, 4. So we see that | PrjGame;, 4(A) = 1] — Pr[Game;5(.A) =
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1]] < AdvCeNP=CPA A’ 'n—t). Therefore, if A distinguishes Game, 4 and Game, 5
with non-negligible probability €, then A’ can break the multi-key IND-CPA security
with probability €, contradiction.

Finally, consider Game, and Game,s: The difference only lies in the final
transcript ((E?)?,, 7). In both games, A receives the transcript ((E?)™,, ) where
T < Sylcrs, (pp’,n/,t, (pk;, EV)™ ), p). The transcript (E?)?, can be split into
(EY)iger and (E?);ccr where the difference is in (E?)iecr. In Gameys, (E?)iccr =
(PKE.Enc(pp, pk;, s}))icc: where (s})iccr are the shares of s*. In Game; 5 however, the
shares (s});ccr are the shares of 0 instead. Note that the distribution of (E?);ccr are
both games is identical because the distribution of (s});cc: in both games are identical
due to the t-privacy property of Shamir secret sharing. Thus, the distribution of the
transcript ((E?)7.,,7) in Game;, s and Game, are identical.

In conclusion, | Pr[Game;,o(A) = 1] — Pr[Game,s(A) = 1]| < 3AdvZ¢(A4") +
AdveenNP=CPA AN < negl()) for all b € {0,1}. Since we have proved that
Pr[Gamey4(A) = 1] = Pr[Game; 6(.A) = 1] at the beginning, we thus conclude
that | Pr{Gameg(A) = 1] — Pr[Game; o(A) = 1]| < negl(\) as well, as desired. O

C. Security Proof of the Trapdoor Y-Protocols

C.1. Proof of Theorem /J

Proof of Theorem 5. The correctness property is trivial: It is easy to verify that if
(A,b) € L5 thenz' - A +tT =d+c-b (mod ¢). Now, according to Lemma 3,

since [|(z || t)]] < \/(BESY)Q + (B&¥)2 and with the choice of ¢*¢, the distribution of
(z || t) is statistically close to the distribution of (z || t) when sampled from Dzu+v ke
and returned with probability 1/M. In addition, due to Lemma 1, for any (z || t)
sampled from the latter distribution, it holds that ||(z || t)|| < vu + v - oK with
probability 1 — 2°(-=(“+) " Thus, by combining the two lemmas, the verifier accepts
with probability 1 — 29=+v)  Now to show zero-knowledge, given a challenge
c € {0,1} and statement (b, (cq,cy), m), the simulator proceed as follows.

e Sample (z || t) = Dzutv skey.
e Computed=2z"-A+t" —c-b (mod q).
e Return (d, z,t) with probability 1/M.

To prove that the simulated transcript is indistinguishable from the real
transcript, we consider the distribution (d, z,t). Note that, given (z,t), the value d
iss uniquely determined fromd = z"-A+t" —c-b (mod ¢). Thus, it suffices to prove
that the transcript (z,t) in both real and simulated transcripts is indistinguishable.

Indeed, the component (z || t) in the simulated transcript is sampled from
Dzu+v okey and outputted with probability 1/M, while the component (z || t) from
the real transcript is sampled from Dzu+v skey ..o and is outputted with probability
1 — K. Due to the choice of ¥ Lemma 3, note that by letting v in the lemma to
be ¢ e, the two transcripts have statistical distance at most 271% /M (Note that in
the lemma, the algorithm outputs ((z || t),c- (s || €)), but here we only outputs t.
But if we let f(z,v) = z, then note that statistical distance does not increase when
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applying any function. Thus, the transcript of f((z || t),c- (s || €)) in both cases
is statistically close as well). Hence, the transcript (z,t) of both real and simulated
cases are statistically close.

Next, to prove special soundness, we prove that, given d, there cannot be two
valid responses (z, t.) for all ¢ € {0,1}. Indeed, suppose otherwise, then it holds
that b = (z] —z4 )-A+(t{ —t7) (mod q). Since ||z; —zo|| < 2v/u + v-0K&¥ = BKev*
and ||t — to|| < 2v/u + v - 0" = BK* this implies that b € L% contradiction.
Thus, special soundness must hold.

To prove CRS indistinguishability, note that TrapX.Gen returns a uniform matrix
A in 7", while TrapX¥. TrapGen returns a matrix A which is statistically close to
uniform, thus the two CRS are statistically close, as desired.

Finally, we need to prove that the function BadChallenge provides the correct
output. First, we prove that BadChallenge must returns a bit in {0,1}. Indeed,
the BadChallenge function returns L iff the value (z, t.) satisfies and ||(z. || t.)|| <
Vu+v- ok for all c. However, similar to the proof of soundness, this will lead to
b € E?;gnd, contradiction. Now, consider ¢ such that (z.,t.) = Invert(A, T,d+c-b),
and ||(z. || tc)|] > vu + v-6%®. Suppose ¢ = 0 and values (zo, to) such that (zg, to) =
Invert(A, T,d) and ||(zo || to)|| > Vu+v-oX®¥. In this case, the BadChallenge
function returns 1, and we prove that there is no valid response if the challenge is
not equal to 1. Indeed, suppose there exists a valid response for ,c¢ = 0, then it
holds that d =z - A + t§ for some [|(zo || to)|| < vu +v-oX¥. In this case, the
algorithm Invert correctly inverts (zg, to) from (A, T, d) due to Lemma 4 and checks
[|(zo || to)||]- This means that BadChallenge returns 1 even when (zo,to) satisfies
|(zo || to)|| < vu+ v-oX®. This contradicts the earlier property that BadChallenge
only return 1if ||(zo || to)|| > vu + v - 0% when (z || to) is computed from Invert.
We can prove similarly in the case BadChallenge returns 0. Thus, the BadChallenge
function always correctly returns the correct output. O

C.2. Proof of Theorem 5

Proof of Theorem C.2. The correctness property is trivial:  Indeed, when
(bi, c15, €)%y € LEMC then m € £ and consequently, m' - H, = 0 (mod p),
thus A -z; = a;; +c-cy; (mod q), b;-z; + h; +p-t; = ag; + ¢ - ¢y (mod q) for all
1<i<n' andt'-H, =0 (mod p). Now, consider the component (z || h), where
z=(z ||z2 || ... || zn) and similarly h = (hy || h2 || ... || hy). By Lemma 3, since
the norm of (r || €) is at most y/n - (BE)2 4 (BE")2 and ot is chosen larger than
this norm, the component (z || h) is statistically close to a vector (z || h) sampled
from Dzuntu senc and is returned with probability 1/M. By using Lemma 2 on the
vector (z || h) with a set S C [nu+ n| of size u + 1, the norm of (z; || h;) is at most
ofre.v/u + 1 with probability with probability 1 —2°(=(+1) Thus by union bound,
the probability that (z; || h;) is at most oE" - y/u + 1 for some 1 < i < n is at most

n - 20-@+D)  Hence verifier accepts with probability 1 — n - 20(=(u+1),

1'We need a subtle property here: If t; = u; + ¢ - m; (mod p), then p-t; = p- (u; + ¢ - my)
(mod ¢). This works if and only if ¢ = p?, hence the scheme of [36] aligns perfectly. When ¢ is
coprime to p and the value p - m; is replaced by |g/p - m;] in several schemes, such as [62], we do
not know how to build the trapdoor X— protocol that works in this case.
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Now to show zero-knowledge, given a challenge ¢ € {0,1} and statement
(b;, 14, €2;), the simulator proceed as follows.

e Sample (z || h) < Dznutn oen and a vector t € Z, conditioning to t'-Hf, = 0.
Parse z = (z1 || z2 || ... || 2n), h=(hy || ho || ... || hn) Where z; € Z};.

e Compute aj;; = A-z;—c-cy; (mod q), as; =b;-z;+h;+p-t;—c-cy (mod q).
e Return (ay;, ay;, t;, z;, b)), to V with probability 1/M.

To prove that the simulated transcript is indistinguishable from the real
transcript, we consider the distribution (ay;,ag;, t;,z;, h;)",. Note that, given
(t;,2i, hi)lq, the value (ay;, ag)", is uniquely determined as a;; = A - z; — ¢ ¢y
(mod q), as; =b;-z;+h;+p-t;—c-cy (mod q). Thus, it suffices to prove that the
transcript (t;,2;, h;)!_; in both real and simulated transcripts are indistinguishable.

Indeed, the component (z || h) in the simulated transcript is sampled from
Dznusn senc and outputted with probability 1/M, while the component (z || h)
from the real transcript is sampled from Dznutn genc c.(r || &) and is outputted with

probability 1 — K. Recall that ||(r || €)|| < \/n - (BE™)2 + (BE)2 and due to the
choice of o™ and Lemma 3, note that by letting v in the lemma to be ¢ - (r || €/),
the two transcripts have statistical distance at most 27! /M. In addition, the
component t of both transcripts are uniformly distributed in the set of vector m
such that m" - H!, = 0 (mod p). Consequently, the transcript (¢;,z;, h;)", of both
real and simulated cases are statistically close, as desired.

To prove CRS indistinguishability, note that TrapX.Gen returns a uniform matrix
A in 7", while TrapX. TrapGen returns a matrix A which is statistically close to
uniform, thus the two CRS are statistically close, as desired.

Next, for special soundness, we prove that, given (ay;, ag;)"_,, there cannot be two
valid responses (z.;, he;, te;), for all ¢ € {0, 1}. Indeed, suppose otherwise. Because
we already have that (A, b))%, € L5 (which is implied after the key generation
process). Thus there exist s;, e; such that b; =s; - A+e; (mod ¢) and ||e;|| < BEre
for all 1 < i < n. Now it holds that cy; —s. -c1; = p-(t1;—to;) +hii—hoi+€; (z1:—20;)
(mod ¢) and (t; — tJ) - H, = 0 (mod p). Let f/ = hy; — ho + €/ (z1; — 20;)
(as integer, not mod ¢). Since |f/| < 205" - Vu+1- (B§¥* 4+ 1) = BF"* and
(t{ —tg) - H) = 0 (mod p) is equivalent to (t{ —tj) € £33, this implies that
(

A n,t, (b;, cyi,c)y) € LE . contradiction. Thus, special soundness must hold.

Finally, we need to prove that the function BadChallenge provides the correct
output. First, we prove that BadChallenge must returns a bit in {0, 1}. Indeed, the
BadChallenge function returns L iff for all ¢ € {0,1} and ¢ € [n], the obtained f,;

satisfies || fu|| < BE”C*/Z and t] -H! = 0 (mod p). Similar to the proof of soundness

Key

and recall that the function Invert correctly restores s;, e; for b; € £_ > . this implies

(A, n,t, (b;, cyi,c)y) € LE . contradiction.

Now, consider ¢ such that |fe| > BF"*/2 for some i or tT - Hj, # 0 (mod p).
Suppose ¢ = 0, thus the values (ay;, a), are such that: If we consider fy;, =
ay —s' - ay (mod p), then cast fo; as an integer in [—(p — 1)/2,(p — 1)/2] and
compute t; = (ag; —s' -ay; — fo;)/p (mod p), then there must exist some 4 such that
| foi] > BJE”C*/Z for some 7, or t' - H! # 0 (mod p). In this case, the BadChallenge
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function always returns 1, and we prove that if the verifier’s challenge is not equal
to 1, then there is no valid response for the prover. Indeed, suppose there exists
a valid response (z;,t;, h;)!_, for ¢ = 0, then it holds that A -z, = a;; (mod ¢),
b; -z +h; +p-t; = ay (mod q), ||(zi || he)|| < oF" - Vu+1foralll <i<n
and t" - H!, = 0 (mod p). In this case, recall that since b; = s/ - A + e/ (mod q)
with |[e;]] < BX®* (due to our assumption that (A,b;) € L5 in the theorem’s
statement), it holds that as; —s; - ay;; = pt; + h; + e/ z; (mod ¢) and t - H!, = 0
(mod p). Let fg; = hi + e/ - z; (as integer) then it holds that |fg,| < BF"*/2 < p/2
for all i and t"-H!, = 0 (mod p). As a result, from the description of BadChallenge,
it will extract the values f,,t; above from (aj;, as;) and still returns 1. However,
this contradicts the property that BadChallenge only returns 1 if the computed f{,, ¢;
satisfies | fg;] > BF"*/2 for some i, or t7 - Hl, # 0 (mod p). We can prove similarly
in the case BadChallenge returns 0. Thus, the BadChallenge function always correctly
returns the correct output. ]

C.3. Proof of Theorem 6

Proof of Theorem 6. The correctness property is trivial: It is easy to verify that if
(b, (c1,c2),m) € LO thenz"-A+t" =d+c'b (mod ¢) andz"-¢c;+t = h+c-(ca—
p-m) (mod ¢). In addition, according to Lemma 3, the distribution of (z || t || ) is
statistically close to the distribution of (t || ) when sampled from Dzutv+1 ,0ec and
returned with probability 1/M. In addition, due to Lemma 1, for any (z || t || ?)
sampled from the latter distribution, it holds that ||(z || t || t)|| < Vv + u + 1P
with probability 1 — 20(-(+¥) " Thus, by combining the two lemmas, the verifier
accepts with probability 1 — 20(-(+)) " To show zero-knowledge, given a challenge
c € {0,1} and statement (b, (cy,c2), m), the simulator proceed as follows.

e Sample (z || t || t) <= Dzvtu+1 goec.
e Computed =2z"A+t"—c-b (mod q), h=2z"c,+t—c-(ca—p-m) (mod q).
e Return (d, h,z,t,t) with probability 1/M.

To prove that the simulated transcript is indistinguishable from the real
transcript, we consider the distribution (d, h,z,t,t). Note that, given (z,t,t), the
values d, h are uniquely determined from d = z" - A +t' — ¢- b (mod ¢) and
h=2z"-ci+t—c-(ca—p-m) (mod q). Thus, it suffices to prove that the transcript
(z,t,t) in both real and simulated transcripts is indistinguishable.

Indeed, the component (z,t,t) in the simulated transcript is sampled from
Dzvtut+1 50 and outputted with probability 1/M, while the component (z,t,?)
from the real transcript is sampled from Dzviui1 goec (e || 5y and is outputted with

probability 1 — K. Since ||(s || e || f)|| < \/(BE@C)2 + (BD=¢)? + (B?*)? and due to
Dec

the choice of 0% and Lemma 3, by letting v in the lemma to be ¢- (s || e || f),
the two transcripts have statistical distance at most 271 /M. Consequently, the
transcript (z,t,t) of both real and simulated cases are statistically close, as desired.

Next, to prove special soundness, we prove that, given (d,h), there cannot be
two valid responses (z, t., t.) for all ¢ € {0,1}. Indeed, suppose otherwise, then it
holds that co—p-m = (z{ —2z] )-ci+t1—ty (mod ¢) and b = (z] —z] )-A+(t] —t)
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(mod ¢). Since ||t; — to]] < 2v/v+u+1-0° = BP**, ||z1 — zo|| < 2Vu+u+1-
oPe = BPeer and ||t — to|| < 2vv+u+1- 0P = BD** we easily see that
(b, (1, c2), m) € LP  contradiction. Thus, special soundness must hold.

To prove CRS indistinguishability, note that Trap>.Gen returns a uniform matrix
A in 7", while TrapX.TrapGen returns a matrix A which is statistically close to
uniform, thus the two CRS are statistically close, as desired.

Finally, we need to prove that the function BadChallenge provides the correct
output. First, we prove that BadChallenge must returns a bit in {0, 1}. Indeed, the
BadChallenge function returns L iff for all ¢ € {0,1}, the value (z.,t.,t.) satisfies
||z|] < B2**/2, ||t.|| < BE***/2 and |t.| < By***/2. In this case, similar to the proof
of soundness, it leads to (A, (b, (ci,c2),m)) € LP = contradiction. Thus, at least
one bad challenge exists. Now, consider ¢ such that (||s.|| > B2**/2) v (||t || >
BO**/2) V (|t.| > BY**/2). Suppose ¢ = 0 and values (zo, to) such that (zo, to) =
Invert(A, T,d) and t{y = h — z§ - ¢; (mod p) and (||zo|| > BP**/2) Vv |[|te|| >
BY**/2) V (|to] > BP**/2). In this case, the BadChallenge function always returns
1, and we prove that if the verifier’s challenge is not equal to 1, then there is no
valid prover’s response. Indeed, suppose there exists a valid response for ¢ = 0,
then it holds that d = z] - A +tJ and h —z] - ¢; = to +p - mo (mod q) for some
[|[(to || to)]] < Vu+1-0P* and m € Z,. In this case, note that the algorithm
Invert correctly inverts (zg, to) from (A, T, d), then correctly computes ¢y such that
(llzol] < B2**/2) A ([tol| < BY**/2) AN (Jto] < BP**/2). Thus, from the
description of the BadChallenge function, it would get the values (zo, to, o), above,
then checks their norm and still returns 1. This contradicts the earlier property that
BadChallenge only returns 1 if (||zo|| > BP**/2) Vv (||to|] > B2**/2) v (|to| >
BJ'?SC*/Z). We can prove similarly in the case BadChallenge returns 0. Thus, the
BadChallenge function always correctly returns the correct output. O

D. On Adaptive Soundness of Libert et al.’s NIZK (Asiacrypt 2020)

Recall that in Subsection 4.4, we need to prove that the NIZK of [35] provides
adaptive soundness for languages £ with trapdoor 7 to efficiently check whether an
element is in L,,,q with probability 1, and we also need to prove that, adaptive

soundness also holds when we generate A & 79w instead from TrapGen (because
when using the NIZKs for languages £X®, £LE¢ £Pe in Section 3, we need them to
satisfy the adaptive soundness property for these languages). First, we sketch the
proof that the simulation soundness of the NIZK in [35] achieves adaptive soundness
for such languages. For any A, let

Pi(A)=Pr [ T & Lsouna N NIZK Ver(crs, z,m) =1

crs < NIZK.Setup(1*, £, 1),
(z,m) « A(crs, T)

B . (CFS, p) — Scr57
PQ(A) =Pr [ X ¢ Lsound A NlZK.VeI’<CrS,~T77T> =1 ’ (SU,’YT) < A(CI’S, T) .

We need to prove that |P;(A) — Py(.A)| is negligible. Indeed, suppose the contrary,
consider the adversary A’ as follows: A’ receives crs from the ZK challenger, which
is the CRS from NIZK.Setup or S.s. A’ gives crs to A and receives (x, ) from 4 and
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then uses 7 to efficiently check if x € Lgoung and NIZKVer(crs, z, ) = 1. It outputs
1iff x & Lyouna and NIZK . Ver(crs, z,m) = 1.

First, it is known that due to the simulation soundness property (see [35,
Definition A.3]) of the NIZK in [35, Theorem 3.4 and Theorem 4.5], P»(A) is
negligible. So, in order to show that P;(A) is negligible it suffices to prove that
|P(A) — Py(A)| is negligible. Indeed, consider the adversary A" as follows: A’
receives crs from the ZK challenger, which is the CRS from NIZK.Setup or Ss.
A’ gives crs to A and receives (z,7) from A and then uses 7 to efficiently check
if © € Lsouna and NIZKVer(crs,z,m) = 1. It outputs 1 iff © & Lspuna and
NIZK.Ver(crs,z,w) = 1. We easily see that |Pi(A) — Py(A)| < AdvZ¥(A'). So it
holds that | P (A) — Py(A)| is negligible because Adv?*(A’) is negligible. Therefore,
P;(A) must be negligible.

We note that P;(A) is negligible does not immediately imply adaptive soundness
because A is additionally the trapdoor 7 of £, but in the real execution, A will not
be given 7. However, we can easily prove that it indeed implies soundness as follows:
Suppose an adversary A can break the adaptive soundness property in Definition 10,
then there exists some A’ that makes P;(A") non-negligible. A’ on input the CRS
and trapdoor (crs, 7), simply provides crs to A, and outputs whatever A outputs.
It is easy to see that the probability that A breaks the adaptive soundness property
is the same as P;(A’). So, adaptive soundness is achieved for trapdoor languages.

But we are still not done. The adaptive soundness property only holds when
we have a trapdoor 7 = T in the languages £K®, LE, £Pe 50 adaptive soundness
only holds if the matrix A from the PKE is generated from TrapGen(1*,u,v) (so we
have to modify the algorithm PKE.Setup a bit to use the NIZKs), while in the real
PVSS, A is a uniformly distributed matrix in Zp** without such T. Fortunately,
the distribution of both matrices A are statistically close (and so are the crs of
the NIZKs), so with the same argument above, we see that, the distribution of

(x, ) outputted by A when given a uniform A & Z3*? and a matrix A generated
from TrapGen are statistically close. Hence the probability that z & Lsun.q and
NIZK.Ver(crs, z,m) = 1 in two cases are negligibly close. As a result, if the probability
that = & Lgouna and NIZK.Ver(crs, z, m) = 1 is negligible when A is generated from

TrapGen, then the same also holds when A & Z;*" (thus all the properties of the
NIZKs and PVSS are preserved), as desired.
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