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Abstract: In the digital age, e-commerce has transformed the way consumers shop, offering convenience and accessibil-
ity. Nevertheless, concerns about the privacy and security of personal information shared on these platforms
have risen. In this work, we investigate user privacy violations, noting the risks of data leakage to third-
party entities. Utilizing a semi-automated data collection approach, we examine a selection of popular online
e-shops, revealing that nearly 30% of them violate user privacy by disclosing personal information to third
parties. We unveil how minimal user interaction across multiple e-commerce websites can result in a compre-
hensive privacy breach. We observe significant data-sharing patterns with platforms like Facebook, which use
personal information to build user profiles and link them to social media accounts.

1 INTRODUCTION

According to studies (Forbes, 2024), 34% of shoppers
shop online at least once a week. In general, the e-
commerce market is expected to reach a staggering $8
trillion value by 2027. Apart from the apparent com-
fort of shopping without visiting physical stores, one
of the key factors of the rapid growth of e-commerce
has been the extensive use of data and third-parties
(i.e., analytics, media buttons, advertising networks).

By integrating such third-party services, e-shops
can optimize inventory levels by analyzing histori-
cal sales data, identifying seasonal trends, and fore-
casting future demand. Additionally, and more im-
portantly, by collecting and processing a great wealth
of user and behavioral data, third-party analytics can
provide a unique understanding of customer behavior
and their purchase patterns (Group, 2024). This al-
lows e-shops to increase customer retention and per-
form targeted advertising (Fabbro, 2024).

In some cases, e-shops, may not have full control
or even awareness of what/how pervasive the track-
ing of the third-party tools they embed in their plat-
forms is. On the other hand, customers can only trust
their sensitive personal information (e.g., contact de-
tails and payment information) to e-shops and expect
that this information will be used only by them and for
the sole purpose of purchasing products or services.

Unfortunately, there are various examples where
this trust was breached. In 2025, an Austrian pri-
vacy non-profit filed complaints accusing e-shops like
AliExpress, SHEIN, Temu for violating data protec-
tion regulations in the European Union by unlawfully
transferring users’ data to China (Lakshmanan, 2025).
In 2024 the state of Arkansas sued the Chinese online
retailer Temu for illegally accessing user informa-
tion (Smith, 2024). In 2023, hundreds of online stores
were reported for accidentally leaking customer data
in public folders without any restrictions (Weigand,
2023). In 2019, a study showed that at least 80% of
shopping apps leak users’ data (Langone, 2019).

Prior research on e-commerce has highlighted
several vulnerabilities in online shopping platforms,
including weak API security (Flores et al., 2022),
third-party tracking (Rauti et al., 2024), and insuffi-
cient data protection measures (Pagey et al., 2023).
Previous works have identified that e-commerce plat-
forms share user data, but do not provide a compre-
hensive mapping of how information flows between
different third-party entities. Data leaks are often ex-
amined in isolation (i.e., individual e-shop platforms),
ignoring the aggregation of user data across multiple
platforms. A more comprehensive approach is essen-
tial to map the full lifecycle of leaked data globally.

In this work, we investigate the leakage of sensi-
tive user information from e-commerce platforms to

ar
X

iv
:2

50
4.

13
21

2v
1 

 [
cs

.C
R

] 
 1

6 
A

pr
 2

02
5



third parties and explore how these entities can aggre-
gate user data across multiple e-shops. We explore
whether the personal information that users provide
to e-commerce platforms are shared with third par-
ties, contrarily to the user’s expectations. Our findings
highlight that privacy leaks are not limited to obscure
sites, but extend to highly popular e-shops with mil-
lion of monthly visitors. Additionally, even limited
interaction with multiple platforms can lead to com-
plete exposure of a user’s personal information.

The main contributions of this work are:

1. We compare the data-leaking behaviors of e-shops
with those in other industries, emphasizing the
heightened privacy risks in the e-commerce and
shopping field.

2. We discover that 29% of the online retail stores in
our dataset share at least one piece of their users’
sensitive private information to a third-party en-
tity. We highlight that this behavior is evident
even in extremely popular platforms with millions
of monthly visitors.

3. We demonstrate that third parties are capable of
aggregating personal information from multiple e-
commerce platforms to construct comprehensive
user profiles. In fact, users engaging with as few
as five e-commerce sites may have their entire
profile exposed to third parties.

4. We reveal that Meta is the third party that receives
the largest amount of private information, allow-
ing it to use this information to match shopping
behaviors with Facebook accounts.

5. We make our tools and dataset publicly available
to foster further research on the field.

2 METHODOLOGY

In this work, we follow a two-phase methodology.
The first phase involves data collection, where we
emulate real-world scenarios to gather data from e-
commerce platforms. The second phase involves data
analysis, where we process the collected information.
For data collection, we develop a semi-automated
crawler using the Playwright framework (Microsoft,
2020), to systematically extract data from the web-
sites of selected e-shop platforms.

2.1 Data Collection

First, we compile a list of popular and representa-
tive e-commerce websites from around the world. To
that extent, we utilize SimilarWeb (Similarweb-LTD,

2025) to gather the most popular five e-shop platforms
in each country along with the top 50 worldwide, and
accumulate a list of 200 distinct e-commerce web-
sites. We make our list publicly available to foster
further research on the field (Vlachogiannakis, 2025).
Then, we visit all the e-commerce platforms with our
semi-automated crawler, located in an EU institute.

We build our tool to manage a browser instance
in a way that it collects all network traffic and cookie
jar (both first-party and third-party cookies), as the
user interacts with the browser. Specifically, for e-
shop websites, these actions involve creating a user
account, browsing products, and preparing for a pur-
chase. Our scenario simulates real user activities such
as product search, adding items to the cart, and pro-
gressing through steps leading up to payment and or-
der confirmation. We deliberately refrain from com-
pleting any purchases to avoid impacting the plat-
forms or merchants in any way. Ethical considera-
tions are further discussed in Section 6.3.

Our goal is to emulate a real-world case reflecting
a typical user with unique personal information such
as full name, mobile phone, email address, physical
address, etc. Towards that extent, we create a fake
persona of a user from the country where the crawler
is located. It is important to highlight that the per-
sona is consistent and in each platform we provide
the same personal information in the same manner as
a real user. Our persona consists of the following per-
sonal and sensitive information: (1) email, (2) name,
(3) phone number, (4) gender, (5) zip code, (6) credit
card details, (7) username, and (8) password.

2.2 Leakage Detection

We manually visit all the websites in our list during
July 2024 independently of each other, starting with a
clean browser context for each e-commerce platform.
We extensively study the network traffic generated
during our visit to each e-commerce platform. To de-
tect e-commerce websites that leak sensitive informa-
tion, we study how information flows from websites
to third parties. We group HTTP(S) requests and filter
them by destination URLs to identify all third parties,
with which the platforms communicate. Addition-
ally, we make use of the DuckDuckGo Tracker Radar
dataset (DuckDuckGo, 2020) to match each one of the
third-party domains with the company that owns or
operates them, aiming to link information leaks with
specific companies or larger legal entities.

Finally, we iterate through all HTTP(S) requests
and third-party cookies, searching for occurrences of
all sensitive personal information that we inserted
when creating each profile. We search for this in-
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https://www.facebook.com/tr/?id=1491478797738271&ev=CompleteRegistration&
dl=https%3A%2F%2Fwww.wish.com%2F&rl=&if=false&ts=1719823562092&
udff[fn]=c99604a7d9e78b1fe40024b649de9313ebcd8a6b37c9829639cfa3a02f00635e&
udff[ln]=f88647afbee104ba5224c011829bf0a0cf160ddd18454b4e3a4a5b7a8bfa3568&
udff[em]=de4a6a5bb7077bf2a4fa72c85d9fbc830ccee25196c11d42d33dba074952ebb6&
v=2.9.159&r=stable&ec=2&o=6174&fbp=fb.1.1719577715985.990330218775985120&
ler=empty&cdl=API_unavailable&it=1719823460780&coo=false

⦿ E-commerce website
⦿ SHA256(First Name)

⦿ SHA256(Last Name)
⦿ SHA256(Email)

Figure 1: Overview of methodology for detecting personal information leakage.

formation in different formats, including plaintext,
SHA256 or MD5 Hashed, URL Encoded and Base64
Encoded. We provide an overview of our methodol-
ogy in Figure 1, where we demonstrate how we cap-
ture personal information being shared with third par-
ties. We conduct an in-depth analysis of the collected
data to unveil matches in the URL parameters of GET
requests and the body of POST requests, as well as
in each cookie value. We study information flows be-
tween the client browser and third parties, acknowl-
edging that data sent directly from the store’s server
to third parties is not captured by our methodology.

Website operators might claim that sharing hashed
personal data with third parties (as shown in Fig-
ure 1) is harmless, since the original data cannot be
extracted. However, we argue that this is a mislead-
ing argument. Third parties, such as analytics services
and social networks, with access to vast amounts of
user data, can easily link hashed values to their own
databases. If a service already holds a user’s email
address, it can effortlessly identify the individual by
matching the hash to its database entry.

3 SENSITIVE INFORMATION
LEAKAGE

Inspired by anecdotal evidence that e-commerce plat-
forms collect an extensive amount of user informa-
tion (Smith, 2024; Group, 2024; Fabbro, 2024), we
perform a preliminary investigation to understand to
what extent this is happening. Our goal is to dis-
cover indications that private information leaks are
more common in e-commerce platforms since they
have access to more user information compared to
other types of websites. We develop a data collec-
tion tool designed to automatically visit websites and
capture network traffic along with the cookie jar, in-
cluding both first-party and third-party cookies. The
tool navigates to a website’s landing page and waits
for the page to fully load before collecting the rel-

evant data. We select five different categories of
websites to study, (i) “E-commerce and Shopping”,
(ii) “Business and Consumer services”, (iii) “Health”,
(iv) “Travel and Tourism”, and (v) “Finance”. For this
experiment, we process 200 websites from each cat-
egory extracted from SimilarWeb (Similarweb-LTD,
2025). We make the lists of websites per category
publicly available (Vlachogiannakis, 2025). We col-
lect all requests and cookies, extract third-party enti-
ties, and compare the number of interactions to deter-
mine which category engages with the highest num-
ber of third parties.

Table 1: Average, Median and 90th Percentile of third-
party interactions. E-commerce websites interact with more
third-party services than other categories.

Category of Websites Average Median 90th Percentile

E-commerce & Shopping 17 12 40
Business & Consumer 15 12 33
Health 15 12 34
Travel & Tourism 14 10 35
Finance 13 11 31

Our analysis reveals that websites in the “E-
commerce and Shopping” category interact with more
third-party services than those in other categories. We
present our findings in Table 1, showing the aver-
age, median and 90th percentile of third-party inter-
actions across five categories. A deeper analysis of
e-commerce platforms from our original list (see Sec-
tion 2.1) reveals that the average and median number
of third parties can rise to 21 and 14, respectively,
when users spend more time on the website, inter-
acting with its components and navigating to more
pages apart from the landing page. Previous work
has already demonstrated that landing and internal
pages can have significant differences in the number
of trackers (Aqeel et al., 2020).

Finding 1: E-commerce websites engage with
more third-party services than other categories,
with the number of interactions increasing as users
spend more time navigating the site.



Figure 2: Number of e-shops leaking sensitive personal in-
formation and number of third parties collecting this infor-
mation from different e-commerce platforms.

3.1 Sensitive Data Flows

We analyze the collected data following the method-
ology outlined in Section 2 to identify instances of
sensitive information leakage from e-commerce plat-
forms to third parties. We discover that 57 out of
200 digital shopping platforms we investigated, al-
most 30%, leak at least one piece of sensitive user
information to an external legal entity. This means
that almost one in three online stores transmits sensi-
tive user data, either encoded or in plain text, to un-
related third parties. Unlike pseudonymous tracking
methods such as third-party cookies or browser fin-
gerprinting (Papadogiannakis et al., 2021), this type
of data leakage is particularly concerning because it
involves personally identifiable information (PII), in-
cluding full names, email addresses, and physical ad-
dresses. The collection of such information from third
parties not only compromises user privacy, by en-
abling detailed profiling, but also increases the risk
of exposure in cases of data breaches, a common oc-
currence in the last few years (e.g., (Klappholz, 2024;
Firstpost, 2024)).

In Figure 2, we illustrate the number of e-
commerce platforms sharing personal information
(blue bars), as well as the third party entities collect-
ing user information from various e-commerce plat-
forms (red bars). We observe that the email address,
a piece of sensitive information that uniquely identi-
fies a user, is leaked from 47 online stores. Also, it is
worth noting that 37 distinct third parties collect this
information and can, at the very least, correlate where
and when a specific user (i.e., email address) shops
online. These third parties include popular conglom-
erates that provide analytics services (e.g., Facebook,
Google) as well as companies that can correlate shop-
ping profiles with user accounts in other platforms
(e.g., ByteDance Ltd that developed TikTok). Third-
party data brokers buy and compile information from
multiple sources, often without users’ knowledge. If

Figure 3: Distribution of monthly visits (both desktop and
mobile) of e-commerce websites.

separate e-commerce platforms leak partial user infor-
mation, data brokers can combine these fragments to
create complete profiles, including names, addresses,
purchase history, and even preferences.

Next, we study the popularity of the 57 retail on-
line platforms leaking user information. Figure 3 il-
lustrates their popularity distribution, which is based
on number of monthly visits, both from mobile and
desktop clients, obtained from SimilarWeb. Our
analysis reveals that e-commerce platforms leaking
user information range from low-visibility websites
to those with substantial monthly traffic. While it
is somewhat expected that less popular online stores
may engage in such practices due to limited regu-
latory oversight, we also observe this behavior in
highly popular platforms with millions of monthly
visitors, including AliExpress and Etsy. Altogether,
e-commerce platforms that share at least one piece
of personal information have an aggregated traffic of
3.23 Billion monthly visits, significantly increasing
the risk of user data exposure on a massive scale.

Finding 2: Our analysis reveals that 29% of the
online retail stores in our dataset, including highly
popular platforms with millions of monthly visi-
tors, leak at least one piece of their users’ sensitive
private information.

3.2 Data Aggregation

Numerous third-party tracking services, such as
Google Analytics, Meta Pixel, and various advertising
networks, aggregate data from multiple e-commerce
platforms. When a user engages with sites like AliEx-
press and Wayfair, these tracking entities can corre-
late their activity across platforms, enabling the con-
struction of comprehensive consumer profiles. We
discover that a user visiting as few as five different
e-shop platforms, can have their entire personal pro-
file (including contact information, account creden-
tials, payment details, etc.) shared with third parties,
as illustrated in Figure 4. This personal information,



which includes sensitive fields such as email address,
name, and phone number collectively forms a com-
prehensive user profile, as described in Section 2.1.
This suggests that even limited interactions with e-
shops can pose significant privacy risks, as users are
unknowingly subjected to data sharing without their
explicit consent.

Figure 4: Complete exposure of a user’s personal informa-
tion when visiting as few as 5 e-shop platforms.

We aggregate popular third-party entities that re-
ceive personal information from the e-shops we study,
and present them in Table 2, along with the informa-
tion they collect. It is evident that Web conglomer-
ates such as Facebook, Google and Microsoft not only
collect very sensitive personal information, but they
do so from multiple online stores, thus tracking users
when they shop in various platforms. We illustrate
the flow of sensitive user information towards third
parties in Figure 5. This plot illustrates the most criti-
cal fields of personal information and the third parties
that receive this data. Each flow, represented by its
width, indicates the volume of e-shops leaking a piece
of personal information to a third party. A wider flow
suggests a higher number of e-commerce platforms
sharing sensitive data. We observe that the email ad-
dress, a unique identifier, is commonly leaked by e-
shops. Moreover, it is evident that Facebook collects
the most data from e-commerce platforms.

Table 2: Third-party legal entities acquiring the most per-
sonal information from multiple e-commerce platforms.
Each cell represents the number of distinct e-shops sharing
specific personal information with each third-party entity.

Third-Party Company Email Name Phone Gender

Facebook, Inc. 37 14 9 1
Google LLC 12 3 - 3
ByteDance Ltd. (TikTok) 12 2 5 1
Microsoft Corporation 3 3 - 1
Snap Inc. (Snapchat) 6 1 - -

It is worth noting that when emulating the real
world scenario described in Section 2, we browse the
same category of products wherever possible (e.g.,

shoes) in each platform and add them to the virtual
cart. We discover that some e-shop platforms inform
third parties about the products a user is interested in.
In Listing 1, we demonstrate a case of a decoded URL
informing Facebook that the user browsed for a spe-
cific category of products.

Many e-commerce platforms share user data with
third-party trackers, which operate across multiple
websites. These trackers can link user activity from
different platforms to create detailed consumer pro-
files, including sensitive information like names, ad-
dresses, and purchase history - often without users’
awareness. This creates significant privacy risks, al-
lowing third parties to build invasive profiles of their
online activities and personal preferences

Finding 3: Users interacting with as few as five
e-commerce sites risk having their entire profile
exposed to third parties that consolidate personal
information to create detailed user profiles.

4 Effective Persistent Tracking

We observe in Figure 5 that there is a significant flow
of sensitive information from retail platforms towards
Facebook. Upon closer inspection, we find that 18.5%
of the e-shop platforms we studied leak the user’s
email address to Facebook. This information is shared
to Facebook as a hashed value, often along other fields
like username. Facebook, one of the largest social
networks, has an extensive collection of user email
addresses. Through tracking on e-shops, Facebook
can link users browsing e-shops to specific Facebook
accounts. This form of tracking is particularly effec-
tive, as email addresses (unlike pseudonymous third-
party cookies) are unique and directly identifiable.

To make matters worse, we observe that when
e-shop platforms send requests towards Facebook’s
endpoints, the product or category of products that
the user is browsing is also leaked (Listing 1). Face-
book is, therefore, capable of tracking users’ shop-
ping behavior by identifying products they have seen
or bought and build an extensive user profiles. As a
result, Facebook not only knows where and when you
are shopping, but also what you are shopping for.

We argue that this form of tracking has a less ap-
parent dimension. Facebook is able to track users
through its tracking services, that retail online stores
integrate to their platforms, even without owning a
Facebook account. Once the user decides to create an
account, Facebook can associate all previously col-
lected personal and historical data with the newly cre-
ated profile. This enables Facebook to gain insights



Figure 5: Information flow of sensitive personal information that e-commerce platforms distribute to third-party entities. A
greater flow weight indicates that a third party receives information from multiple online stores.

https://www.facebook.com/tr/?id=693212574061933&ev=PageView&dl=https://www.
thewarehouse.co.nz/c/clothing -shoes -accessories/mens-clothing-shoes/
mens-shoes/mens-sports-hiking-shoes&rl=https://www.thewarehouse.co.nz/account&
if=false&ts=1719495540857&sw=1920&sh=1200&ud[em]=de4a6a5bb7077bf2a4fa72c

85d9fbc830ccee25196c11d42d33dba074952ebb6&v=2.9.159&r=stable&a=tmSimo -GTM-
WebTemplate&ec=0&o=4126&fbp=fb.2.1719495152216.77178234915891118& ler=empty
&it=1719495540626&coo=false&eid=1719495539212 _1719496172506_1_gtm.js&tm=1

Listing 1: Destination URL captured in one of the requests in our dataset. Its destination is the tracking service of Facebook
and as a parameter is passed the exact url of the product that our virtual user visited.

into the user’s past shopping habits and preferences.
As a result, the company acquires a comprehensive
understanding of consumer behavior, allowing it to
offer personalized recommendations and advertise-
ments. To put it into perspective, when a new user cre-
ates an entirely new account with Facebook, the com-
pany may already be aware of their shopping habits.
This behavior has been similarly noted in previous re-
search involving Facebook’s Pixel tracking technol-
ogy (Bekos et al., 2023).

Finally, Facebook is part of the Meta group, which
also operates Instagram and WhatsApp, thus broaden-
ing the scope of data collection across multiple so-
cial platforms. This interconnected network grants
Meta comprehensive insights into user preferences
and shopping behaviors. By leveraging data from
Facebook, WhatsApp, and Instagram, Meta can ef-
fectively track a diverse range of users, often seg-
mented by age groups linked to each platform (Center,
2024). The cumulative traffic across the 37 e-shops,
that disclose users’ emails to Facebook, is 2.35 Bil-
lion, highlighting the substantial reach and potential
privacy impact of these data sharing practices.

Finding 4: Meta is the third party receiving the
most significant amount of private information,
enabling the company to correlate shopping be-
haviors with specific Facebook accounts.

5 RELATED WORK

In (Okeke et al., 2013), the authors highlighted pri-
vacy and trust concerns among online customers re-
garding data security and sharing personal informa-
tion with third parties. In (Gurung and Raja, 2016),
the authors suggest that privacy concerns have a
greater impact on risk assessment than security con-
cerns, influencing consumer attitudes and intentions
toward online shopping. In (Broeder, 2020), the au-
thors found that privacy notices indirectly influenced
trust and purchase behavior by assuring consumers of
personal information protection. Gaining their sat-
isfaction and trust leads customers to prioritize on-
line shopping against traditional shopping methods,
as authors in (Kurniawan and Setyawan, 2024) dis-
cuss. In (Martiskova and Svec, 2020) researchers re-
vealed that both genders are equally willing to deny a
purchase, due to extreme personal data requirements.
In (Mathur et al., 2019), the authors investigated the
prevalence of deceptive design practices in 11K pop-
ular shopping websites, discovering that about 11.1%
displayed at least one instance of dark patterns.

In (Pabian et al., 2020), authors identified key se-
curity threats related to payment methods, personal
data, and purchased goods for both customers and
sellers. Researchers in (Degutis et al., 2023) indicated
that consumers value the expected give-and-take from
e-commerce providers more than the direct benefits of



data disclosure. Authors in (Diaz et al., 2016) demon-
strated that privacy threats are present in all stages of
the e-shopping process, thus protecting only individ-
ual stages is insufficient. On top of that, in (di Vimer-
cati et al., 2020), the authors discussed the challenges
of balancing data availability for analysis with indi-
vidual control over personal data. In (Morić et al.,
2024), researchers emphasize the importance of ro-
bust data security measures in e-shops, presenting a
framework that integrates legal, technological, and
procedural elements to enhance data protection and
consumer trust, aligned with standards like GDPR.

In addition, the impact of Secure Multiparty Com-
puting (MPC) on traditional factors such as con-
trol, trust, and risk in data sharing decisions en-
hances control, reduces the need for interorganiza-
tional trust and prevents data leakage (Agahari et al.,
2022). At the same time, MPC enables a “privacy-
as-a-service” business model, enhancing security and
reducing trust dependencies on data marketers, while
providing new revenue opportunities through analyt-
ics and privacy services (Agahari et al., 2021). Re-
searchers in (Sakalauskas and Kriksciuniene, 2024)
introduced an algorithm, which uses clickstream data
for targeted advertising to high-value customers. By
measuring user activity, advertisers will improve ad
performance, while costs can be reduced.

6 CONCLUSION & DISCUSSION

6.1 Summary

In this work, we explore user privacy breaches on
e-shop platforms in a global scale. We find that e-
commerce websites interact with the most third-party
entities, suggesting that there is a potential leak of
private information towards third parties. In fact,
we study 200 distinct e-shops platforms from coun-
tries around the world and discover that nearly 30%
of these leak at least one piece of sensitive informa-
tion to a third-party entity. In addition, we find that
Web conglomerates such as Facebook collect sen-
sitive user information from multiple e-shops, and
that they can use this information to match shopping
habits with online user profiles. Finally, we high-
light that even minimal interactions with these plat-
forms can lead to substantial privacy risks, as a profile
can be compromised after engaging with just five on-
line stores. These findings highlight the need to take
protective measures, enhance privacy protection and
transparency in handling data over retail online shops.

6.2 Discussion

The findings of this work emphasize the need for im-
proved transparency, privacy, and trust regarding per-
sonal data. While platforms likely disclose the shar-
ing of sensitive information in their lengthy and ob-
scure terms and conditions, there is a mismatch with
user expectations when registering on online stores.
Users typically assume their sensitive information
will only be used for purchasing products, not shared
with unknown third parties. Consumers are increas-
ingly aware of privacy risks, which may influence
their trust and shopping behavior in online shops.

6.3 Ethical Considerations

In this study, we made deliberate efforts to study the
e-commerce ecosystem without disrupting it. The
data collection process consisted of manual actions,
minimizing the use of instrumented operations to a
minimal. In Section 3, our automated system vis-
ited only the landing page of each website to assess
third-party interactions, ensuring no impact on its per-
formance. Each website was processed once, one at
a time, simulating real user activity. Lastly, no per-
sonal data was collected or shared, adhering to re-
search ethics principles (Rivers and Lewis, 2014).
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