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Oracle E-Business Suite Sensitive Information Disclosure Vulnerability

The oracle E Business including applications like I-Recruitment etc is vulnerable to flaw which leads to
sensitive information disclosure about the deployment of oracle application and server in a production
environment. The flaw persists in the E Business suite designed code which allows malicious user to
steal sensitive information through “About Us Page” (shipped with E Business Suite) by allowing guest
access. In addition to this a straight forward access is granted to attacker to steal all the information
which provide potential attack surface for conducting stringent attacks.

The severity gets higher because the type of information is revealed. This can be structured over two
end points as:

1. If an application is hosted on internet with external interface.
2. If an application is hosted in organization production environment.
Both cases lead to high risk.
The type of information that can be extracted is:
[1] Personalization Info: Application information
[2] Page Context: Information about the instance of running page and environment.
[3] Technology Component: The technology related information.
[4] Java System Properties: The configuration of Java Virtual Machines
[5] Profiles: System Profile Specific Information
[6] Patches: The Latest Patches Applied to the System

[Check Appendix for Detail Snapshots]



This vulnerability has been noticed on all versions of Oracle E Business Suite including version
12.

Oracle Security Team View

“The investigation of the issue you originally reported indicated the problem is in code that underlies all
E-Business Suite applications in a common framework layer called Oracle Applications Framework (OAF).
Any E-Business product that uses this functionality is potentially affected by the problem you found.
Development have created a fix for this issue, and it will be tested and back port to other supported
versions before it is released in a Critical Patch Update. ”

Oracle Critical Patch updates:

http://www.oracle.com/technology/deploy/security/critical-patch-
updates/cpujan2009.html

Oracle Credited SecNiche Security for finding this vulnerability.
Refer to:
Security Administration

http://download.oracle.com/docs/cd/B40089_10/current/acrobat/120sasqg.pdf


http://www.oracle.com/technology/deploy/security/critical-patch-updates/cpujan2009.html
http://www.oracle.com/technology/deploy/security/critical-patch-updates/cpujan2009.html
http://download.oracle.com/docs/cd/B40089_10/current/acrobat/120sasg.pdf

Appendix

Critical Information Disclosed:

[1] Personalization Info: Application information

Home =
About Page: iRecruitment Visitor Home Page
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Effective Personalizations Manage Personalization Le

iRecruitment Visitor Home Page
/oracle/apps/per/iirc/candidateSelfService/webui/VisHomePG

Last Del
Level Value Customized Elements Updated Vie
function IRC_VIS_HOME_PAGE ainLinksList - FO_IRC_EXT_LINK_1 2008-01-16
responsibility 23350 - IRC_EXT_CAMDIDATE - Ssologin - ReviewBenefits - AdvancedSearch - SalesJobs - LeftFlexLayout - 2008-01-16
iRecruitment External Candidate  flexibleLayout_0_1185824636359 - ContractJobs - LeftTopFlexLayout - LeftBottomFlexLayout

- flexibleLayout_0_1185824710177 - flexibleLayout_1_1185824710175 -

JobSearchFlexContent
site 0 ReviewBenefits - lynx_cospr_hrevent - MainLinksFlexContent 2008-04-10
Shared Region: Job Search
/oracle/apps/per/irc/candidate SelfService/webui/VisHmeJohSchSCRN
Level Value Customized Elements Last Updated Default View
responsibility 23350 - IRC_EXT_CAMDIDATE - iRecruitment External Candidate visJobSeachButtonBar VisAdvancedSearchBtn 2008-01-07
site 0 ProfessionalAreaCode - DerivedLocalelocation 2008-01-07

[2] Page Context: Information about the instance of running page and environment.

About Page: iRecruitment Visitor Home Page
| Printable Page | | Generate Bug R

Page Personalization Page Context Technology Components Java System Properties Profiles Fatches

Database /d01/applmgr/prodapplifnd/11.5.0/secure/PROD_lynxrecruit_vcosxaahOa/prod.dbc
Host Mame ( 1) JOBC Port {1521) SID (PROD)
User Mame GUEST
Application 800 - PER - Human Resources
Responsibility 23350 - IRC_EXT_CANDIDATE - iRecruit t External Candidat
Organization 2 -
Language en_US
Server Timezone
Clignt Tirmezone
Jwhd Default Timezone  sun.util.calendar.Zonelnfo[id="America/New_York",offset=-18000000,dstSavings=3600000,use Daylight=true, transitions=235,lastR

Security

Item Function Rendered

pagelayout: iRecruitment Visitor Home Page IRC_¥IS_HOME_PAGE ${oa. FunctionSecurity IRC_VIS_HOME_PAGE}

link: Mew Jobs (Last 7 days) ${oa. FunctionSecurity IRC_VIS_HOME_NEW_JOBS)
link: Post ¥our Resume ${oa. FunctionSecurity. IRC_EXT_WIS_LINK_CANDHOME]}
rawText: <div clase="OralnstructionText"> If you... ${oa. FunctionSecurity IRC_EX_EMP_REGISTRATION}
Menu

@ TIP It displays respansihility menu with current selected menu / function underlined
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[3] Technology Component: The technology related information.
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Product'Component Version

OA Framework 11.5.10 5RUP
Oracle Applications Extension 9.0.3.8.13 - build 1541
Business Components 9.0.3.13.97
UL (Cabo) 2221
BiBeans Runtime

MDS 9.0.5.4.89_555
XML

AOLA

Servlet 22

Java 1.4.2_04
JDBC Driver 9.2.06.0
Database

Operating System

Birowser
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Printatle Page )

Cenerate By

Patches

3.1.0.80 nondebug Bl Beans 3.1.0.x%

Oracle XDK Java 9.0.4.0.0 Production
Applications Object Library, Core Java Roll Up Patch J

Oracle8i Enterprise Edition Relzase 9.2.0.8.0 - Production

Linux 2.6.9-65.0.2. ELsmp

Mozillas 0 (Windows; U, Windows NT 5.1; en-US; re1.8.1.16) Gecko/20080702 Firefoxs2.0.0.16
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Return to Page: iRecruitment Yisitor Home Page
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[4] Java System Properties: The configuration of java

About Page: iRecruitment Visitor Home Page

Page Personalization

System Property
APPLRGF

APPL_TOP
APPS_IDBC_DRIVER_TYPE
BNEDBCFILE
CLIENT_PROCESSID
COMMON_TOP

DBECFILE

DECLocation

DBE_HOST

DE_FPORT

Debuglevel

DebugOutput

DebugSwitch
EXTERMAL URL
FMND_SECURE

FND_TOP

HTTRClient. Modules
HZ_DWEB_CONFIG_DIR
IMT_CCIJM_F'ROPERTY_FILE
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Java System Properties

fd01/applmgr/prodcomnfrgfPROD_lynxrecruit_vcosxaahDa

A0 fapplmgr/prodappl
THIN

A0 applmgr/prodapplfnd/1 1.5 0/secure/PROD_|ynxrecruit_vcosxaahDa/prod. dbe

23472
fd01/applmgr/prodcomn

fd01/applmgr/prodapplfnd1.5.0/secure/PROD _|ynxrecruit_voosxaahOaiprod. dbe
fd01/applmgr/prodappl/fnd/11.5.0/secure/PROD_|ynxrecruit_vcosxaahOa/prod. dbe

veoskaahDa flyfrontier. com
1521
5
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| Printatle Pagej Generate Bu
| Printakle Page] Generate Bug |
Profiles Patches

fd01/applmgr/prodcomn/conffPROD_lynxrecruit_vcosxaahladiaSiApacheddpacheslogs/debug.log

OFF
https:Alynxrecruit. fiyfrontier.com

fd01/applmgr/prodappl/fnd/1.5.0/cecure/PROD_Iynxrecruit_vcosxaahOa

A0 fapplmgr/prodapplfnd/11.5.0

HTTPClient. RetryModule|HTTP Client. Redirectionhodule|HTTP Client. Authoriz ationtdodule[HTTPClient. [

A0 applmgr/prodcomndavafcomidnb/gaconfig!

fd01/applmgr/prodapplfimt/11.5.0/adminfscriptsfimtjserv. properties

Done

Iynsrecruit. fyfro



[5] Profiles: System profile specific information

About Page: iIRecruitment Visitor Home Page

Fage Fersona lization FPage Context

Technology Components

Java System Properties

Query Profile |
Expand /&l | Collapse il

S

Profiles
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L=y
Focus Name
W Profiles that affect 0. Framewaork application behawvior
<5 B Release-Specific Behaviar
& B Preferences
Rt B iieh Server
h=cs B Session
€5 B Logging £ Diagnostics
h=ca e
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L=z B Application Module Pooling
€5 B Branding
€ B Partial Page Rendering (PPR)
€5 B> Home Page
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[6] Patches: The patches applied
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Applied Patches:PROD

1-10 | Mext 10 =

Patch |ﬂ|}|}|i~:ation |AI:-st|'m:t|Type |C0mp|eti0n [I'me|
B208000 OME-OFF 16-Jan-2003
5372555 OME-OFF 28-Dec-2007
B705222 OME-OFF 28-Dec-2007
5399200 OME-OFF 28-Dec-2007
E399300 OME-OFF 28-Dec-2007
BE25355 OME-OFF 28-Dec-2007
6701332 OME-OFF 28-Dec-2007
5392100 OME-OFF 24-Mow-2007
115GLOBAL OME-OFF 28-Dec-2007
5133333 OME-OFF 24-Mow-2007
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Patch Mumber I Cluery |
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This is most critical information extracted against any oracle based deployed application.



