The Cryptoqgraphic Overhead of IPSec
Protocol Suite During The Packet
Exchange Process

[. INTRODUCTION TO IPSec

IPSec provides security to the Internet Protocol Layer. It does this by giving us
the choices to use any encryption-decryption algorithm along with the mandatory
security protocols.. IPSec uses some different important protocols such as AH
(Authentication Header), ESP (Encapsulating Security Protocol), ISAKMP (Internet
Security Association and Key Protocol) and IKE (Internet key exchange). Each has their
own responsibility and functionality. To operate all this functionality, there are two basic
modes such as: Transport Mode & Tunnel Mode.

[I. IMPLEMENTATION OF IPSEC

The introduction part shows the essential cryptographic design protocols in
IPSec. The essential main 3 protocols are as follows :

AH -> Authentical Header

ESP -> Encapsulating Security Protocol

IKEv2 -> Internet Key Exchange v2

4. ISAKMP -> Internet Security Association & Key Management Protocol

W e

Authentication Header

AH provides payload integrity protection as well as data origin authentication. The other
important which is provided by AH is anti-relay service. The AH protocol uses the
insertion of bit sequence to add the cryptographic protection. It adds AH into the IP
packets before it transmit to the end.
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Fig (a) : Authentication Architecture

Generally AH contains the MAC value and it is depended upon the particular MAC
algorithm used in it. AH must be in a multiple of 32 bits lengths which is used for IPV4
and it has to be in a multiplication of 64 bit length for IPV6. Below table shows the
mandatory MAC algorithms being be used for AH described in REC 4305

Algorithm Require Key Size Output RFC
ment (Bits) (Bits) Reference
HMAC-SHA1-96 MUST 160 96 RFC 2404
AES-XCBC-MAC-96 | o \5 LD+ 128 o6 —RFC e
HMAC-MD5-96 MAY 128 96 RFC 2403

Encapsulating Security Protocol

This protocol is cryptographic transformation. It gives integrity as well as confidentiality
in one package, but the primary purpose of this protocol is to provide confidentiality. The
ESP header is having a sequence number field and SPI. The below figure illustrates the
format of the ESP protocol mentioned in REC 4303.
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Fig (b) : ESP Header Architecture

There are some mandatory encryption algorithms which have to be used for ESP which
is specified in REC 4305, in which 3DES, AEC-CBC, DES-CBC and AES-CTR is used.

: - Key Size Block Size RFC
Algorithm Requirement : .
g i (Bits) (Bits) Reference
NULL MUST 0 N/A RFC 2410
Triple DES- MUST- 192 64 REC 2451
CBC
AES-CBC SHOULD+ 128 128 RFC 3602
AES-CTR SHOULD 128 N/A RFC 3686
DES-CBC SHOULD NOT 56 64 RFC 2405

ESP is optional, therefore there is a null encryption which has to be implemented if
required. DES CBC is used for general purpose and public demonstration where 3DES
is widely used algorithm now a days due to having its longer key length and bigger
block size. Thus all encryption algorithms are used in a different manner as per their
need.

Internet Key Exchange
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The main role of IKE is exchanging messages between the two ends. The best
way to learn IKEv2 is to compare it with IKEv1.The essential features of IKEV2 is
identity hiding, Negotiation of cryptographic function, flexibility and the variety of
securities. There are mainly 2 phases in IKEv2 the first phase is called IKE-SA. Once
this phase is initiated, it is used it is used to send the messages between 2 peers.
Below figure shows the architecture of IKE phase.
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Fig (c) : IKE Phase Architecture

Generally IKE protocol uses UDP packets on port 500. On an average it requires 4 to 6
packets in order to create SA at the both ends. After this SA creation key material will
be provided to the IPsec stack.

Internet Security Association And Key Management Protocol

It is responsible for defining all procedures at both ends. It also plays a vital role in
authenticating procedures. It generates SAs and it also manges key integration.
ISAKMP has an ability to prevent Denial of Service Attacks. It defines the packet format
for the establishment and negotiation of security. It also defines the payload for key
generation which gives a constant framework for exchanging authenticated data as well
as key. ISAKMP and key exchange protocols both are different things.
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Fig (d) : ISAKMP Architecture and Use

Generally it is implemented on a transport level protocol which uses UDP protocol on
500™ port number.

[ll. IPSEC ALGORITHM KEY LIMITATIONS

IPSEC limitation can be expressed in terms of lack of expressive power in IPSEC policy
control. Also there can be lack of application control on the different different polices.
The biggest challenge in IPSEC is the deployment. Also authorization handling is a big
challenge in the IPSEC mechanism because it needs security as well as application
information.

As we have seen that cryptographic algorithms are used in a different manner and
need, at a same time there are a couple of limitations in cryptography algorithms. Some
of the major algorithm scenario and their limitations are shown below:

Talking about DES, it uses 64 bits of key size. In this DES 8 bits of all 64 are used for
the odd parity. This is the cause of less effectiveness of this algorithm also DES have
compromised on many occasions. There are some specially crafted hardwares which
can crack DES in some few hours. Due to this researcher are motivated to invent more
secured DES. Thus the 3DES algorithm born which does the triple repetition of the DES
encryption. It can be said that 3DES is able to use a larger key length of 112 bits. It is
quite obvious that 3DES runs 3 times slower than normal DES due to a large number of
key size repetition processes.

MD5 and SHA1 are both single way hash functions. 512 blocks of bits are used to
create 128 and 160 bit hash values. The limitation of them is they cannot be used



directly as MAC algorithm due to not having a secret key. This is the reason that why
they are being used in conjunction with key hashing technique.

RSA algorithm requires modular exponentiations which lead it towards its main 2
limitations such as large memory space and the more complexity for computational
performance.

IV. IPSEC OVERHEAD ANALYSIS

To measure the IPsec overhead, firstly we need to measure the CPU cycle
processing. This analysis can be done on essential security algorithms such as DES,
3DES, AES, HMAC-MD5 and HMAC-SHAL. There is a processing overhead as we all
know in IPsec, but apart from it there is one more extra overhead which is called space
overhead. It is generated by the increased size of packets transmitted on both ends.

If the application is lighter weighted such as DES, HMAC-MD5 and HMAC-SHAL, then it
does not in decrease more system throughput, which has a null impact on the total
delay of the process. Here the MS processing rate is 100 MIPS or around it. On the
other hand 3DEC and AES are more complex which uses bigger size of key length such
as 192 and 256 bits. No doubt that it provides resistance against the targeted attacks
but the high volume of processes decrease the throughput of the system. Here the MS
processing rate is more than 300 MIPS. AES, DES and 3DES generate more strain on
the system.

Overhead is not only depended upon the encryption algorithms but it also depends
upon the size of the data which you are sending. Here in my demonstration | have
rapidly increased the packet size to send from source to destination and we can clearly
see that, as the number of packets are being increased the time taken to send each
packet is also getting increased. We can also able to determine the fluctuation in time to
send each packet.

C:\Documents and Settings\ Administrator>ping -1 16000 10.10.10.11
Pinging 10.10.10.11 with 16000 bytes of data:

Reply from 10.10.10.11: bytes=16000 time=4ms TTL=128

Reply from 10.10.10.11: bytes=16000 time=6ms TTL=128

Reply from 10.10.10.11: bytes=16000 time=7ms TTL=128
Reply from 10.10.10.11: bytes=16000 time=6ms TTL=128



Ping statistics for 10.10.10.11:
Packets: Sent = 4, Received =4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 4ms, Maximum = 7ms, Average = 5ms

C:\Documents and Settings\ Administrator>ping -1 32000 10.10.10.11
Pinging 10.10.10.11 with 32000 bytes of data:

Reply from 10.10.10.11: bytes=32000 time=10ms TTL=128
Reply from 10.10.10.11: bytes=32000 time=14ms TTL=128
Reply from 10.10.10.11: bytes=32000 time=9ms TTL=128

Reply from 10.10.10.11: bytes=32000 time=13ms TTL=128

Ping statistics for 10.10.10.11:
Packets: Sent = 4, Received =4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 9ms, Maximum = 14ms, Average = 11ms

C:\Documents and Settings\ Administrator>ping -1 64000 10.10.10.11

Pinging 10.10.10.11 with 64000 bytes of data:

Reply from 10.10.10.11: bytes=64000 time=18ms TTL=128
Reply from 10.10.10.11: bytes=64000 time=28ms TTL=128
Reply from 10.10.10.11: bytes=64000 time=27ms TTL=128
Reply from 10.10.10.11: bytes=64000 time=16ms TTL=128

Ping statistics for 10.10.10.11:
Packets: Sent = 4, Received =4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 16ms, Maximum = 28ms, Average = 22ms

Here we can clearly see that as the packet size/buffer size is increasing the time taken
to send the packet is also getting increased and there is a fluctuation in timing for each
packet to be sent and that causes large average time.

This is just a basic simple analysis of one machine to another machine with some
simple encryption and hashing techniques. Researchers of the university of Athens
have found how the delay gets increased with the use of different encryption
algorithms. The below figure illustrates the results presented by those researchers.
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Fig (e) : Total Mean Delay Analysis by Processing 100 MIPS

It is very clear from the graph that DES produces higher delay than other encryption
techniques. On the flip side of it, it does not affect the rate of data transfer on the
system. We can also see that 3DES and AES are those encryption methods which have
a stronger impact on delay taken by packets in transmission. It is very clear from this
graph that if the amount of data rate is increased then the total mean daily will be
decreased compared to one another.

V. IPSec Key Attacks

To improve the encryption and integrity standard we need to understand the previous
IPSec key attacks well in deeper. So that we can secure our IPSec standard in a more
efficient way in the future. There are some well known attacks on the IPsec key which
are as follows:

e Padding Oracle Attack = Side Channel Attacks

e Chosen Plain Text Attacks = Plain Text Injection Attacks
e Options Based Attacks

e Splicing Attacks



Padding oracle attack is also called as side channel attack. This attack performs
padding on messages. These attacks are mostly associated with CBC decryption, which
are used in the block cipher. These attacks are widely used in the world for decrypting
the cipher text without knowing the key. These attacks are broadly used to crack the
CAPTCHA systems.

In Choosing Plain Text Attack, the attacker chooses the arbitrary plain text in order to
decrypt the cipher text. This attack has also an ability to revel the secret key of the
whole cryptanalysis process. At the time of world war 2, Gardening Machine was used
to crack the codes of the Enigma Machines with the help of plain text injection attacks.

In Option Based Attacks, only cipher text is presented against the ESP. The complexity
of this attack is more than average 2'*trials. The number of trials can vary for 64 bit key
length and 128 bit key length.

Splicing attacks are done on ESP. If ESP is used without any authentication then an
attacker can intercept anyone’s packet because both the transmission will be on the
same SA. Then he might use CBC splicing in order to place a new UDP packet instead
of original one. Thus, reinjection of data can be done by using this attack.

VI. Conclusion

Thus IPSec uses a security policy to secure the communication channel as well as the
messages. It supports network level end-to-end authentication, payload authentication,
confidentiality and integrity. One can use different algorithms and encryption techniques
for their desired security.


https://media.blackhat.com/bh-eu-10/presentations/Duong_Rizzo/BlackHat-EU-2010-Duong-Rizzo-Padding-Oracle-slides.pdf
https://media.blackhat.com/bh-eu-10/presentations/Duong_Rizzo/BlackHat-EU-2010-Duong-Rizzo-Padding-Oracle-slides.pdf

Block 2 : Configure a system in which IPSec will be deployed
to support packet encryption justifying the cryptographic
functions used. You should demonstrate a clear overview of
the installation and configuration process using the
appropriate  explanation(s) and screenshots (where
applicable). You should use an isolated environment using
Virtual machines for your test bed and exhaustively comment
upon your selection and configuration criteria. There is no
word/page limitation for this block as long as it presents
accurately the whole process. To fortify your answer you
should present results from your investigation using the
appropriate diagrams and Tables. Extra marks will be given
for demonstration of understanding and synthesis of existing
work in your approach.

Block 2 : IPSec Configuration Demo

2.1 Installation Process Overview

The main machine is windows 8 in which VMware workstation software is
installed. In VMware two windows xp machines are installed which are in LAN
segments. One of the windows machine is client and another one is server. | am
going to implement IPSec between two XP machines using VMware workstation.

2.2 Server Configuration
These are the simple steps to follow the server configuration.

Step 1 : Assign manual IP address and gateway to the server machine by using TCP /
IP options. As shown in the below picture.
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Step 3 : After the console gets opened, click on file -> “add/remove snap-in“. As soon
as you add it, you will see the new dialog will come of add/remove snap-in.
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4 : As soon as you see the console you need to click on add to add “/P Security
Monitor” Snap-in & “IP Security Policy Management” Snap-in.
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Steps 5 : There will be some default policies under IP Security Management such as

Client (Respond Only)
Secure Server (Require Security)
Server (Require Security)

But we will be adding the new Security policy right clicking on the IP Security
Policy Management then click on “Create IP Security Policy -> Click on Next “as shown

in below picture. Give the name of the policy and the description for the policy.

As | am going to give names such as IPSEC TUNNEL and in the description | will
be going to write IPSEC TUNNEL TO 10.10.10.11, which clearly describes that we are
running 10.10.10.10 machine and we will be creating an IPSEC TUNNEL to 10.10.10.11

machine.
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Create an IP Security policy

Steps 6 : Now our policy has been created. Now we will be adding IP Security rules

for that. To set the IP Security rules we need to click on “Add” button as shown in figure.
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Steps 7 : Now here there are plenty of options which we need to set manually for the
security rules of the policy which we created. Options which we need to set are as

follows :

a. Authentication Methods
b. IP Filter List
c. Filter Action

Authentication Methods : There will be the default authentication method named
“Kerberos”. But we will be creating a new authentication method and for that we will put
shared key named “jpsec123”. This is an essential phase of the whole configuration.
This key has to be exactly same for the both client and the server machine. After that
you will see two authentication methods in which one will be your created and another
will be Kerberos. So you need to click on “Move up” button to call your authentication
method above than the default one such as shown in figure. In my case there is only

one authentication method so | don’t need to click on that button for setting the priority.
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IP Filter List : Then select the IP Filter List tab. Here also there will be two
default IP Filter List such as “ALL IP Traffic” and “ALL ICMP Traffic”. We will create our

own IP filter list. For that click on “add” button and then a new dialog box will come up.
You will have to give the name as | gave such as “TRAFFIC TO BE PROTECTED BY-
IPSEC”. After that click on “add” so that IP filter wizard will be open. Click on next.
Select “IP Traffic Source” select “My IP Address”.
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Now select the destination IP address and in that sekect “Any IP Address”.
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After that the last option is protocol. Select the “Any” option for protocol selection.
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Filter Action : The third and the last option is filter action. In which there will be

three by default filter actions but we will be creating our new own filter action. For that
we need to click on “Add”. By clicking on add Filter Action Wizard will come and give
the name of the filter action name for that as | have given such as ‘ipsec-filter-1”. Under
the security method we must select “Negotiate Security” option and the security method

will be the “Encryption and integrity”, if it is not selected then make it select and apply it.
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Here integrity & confidentiality are provided under ESP filter action. For ESP integrity or

authenticity SHA1 is used and for confidentiality 3DES is used.
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Now our policy rules have been created which is “TRAFFIC-TO-BE-PROTECTEDPBY-
IPSEC”. Make sure it has to be clicked after that apply it.

i nnsnl=1 - [Console Root\IP Security Policies on Local Computer]

T Fle  Action  View Favorites  Window  Help

| =Ig]x]
= D@ XFB 2 @g ¥4 |
20 Console Root [Mame # | Description | Palicy Assigned |
g 1P Security Monior Client (Rrespond Only) Communicate normally {unsecured). Use the defaultr... Mo
[P a0y e e S IPSEC-TUNNEL IPSEC - TUNNEL - TO-10.10.10.11 Yes
Secure Server (Require Security) Far all IP traffic, always require security using Kerber... Mo
Server (Request Security) Far all IP traffic, always request security using Kerber... Mo

IPSES INEL Properties
Rules | General|

H%E Sacuriy rules for communicating with other computers

1P Secuity rules:

IP* Filter List | Fiter &ction [ | Tu
TRAFFICTO-BEP... ipsec-fiter-1 PresharedKey  Ne
O <Dynamic> DefaLlt Responss Preshared Key..  Me
< il | £l

A, | Ede | Bewre | [ usepddwizan

Lpply




Now we can see that our policy is listed in IP Security Policy Management. We can right
click on the policy and we need to click on “Assign” option to assign our security policy

as shown in figure.

‘it Console1 - [Console RoothIP Security Policies on Local Computer]

%8 Fle Action View Favortes Window Help =131
2@ X 2 Bz X
21 Console Rack [ Hame | Description | Policy Assigned
+ 48, 1P Security Manitor ¢ (Respond Orly) cur
IP Security Policies on Local Computer P PSEC-TUNNEL 0.10.10.11
EA Senure Server (Require Securlt IAcHEAl s requie security using Kerber...
EA server (Request Security) Al Tasks y &l TP traffic, alvays request sscurity using Kerber,.. o

Delete
Rename

Properties

Help

Assign this policy, attempt to make it active

2.3 Client Configuration

Same steps have to be followed for the configuration for client systems. But
make sure that we need to assign the IP address before starting the actual configuration
process. As we have given 10.10.10.10 in our server system we can give 10.10.10.11 to

our this client system.

2.4 Client - Server Information

IP address of the client machine is set to 10.10.10.11 and our server machine’s
IP address is 10.10.10.10 as shown in figure.



74 start " Consolet - [Cansole ... *n Consolet - [Console ... G - & 1:438M

Now we will send the actual packets from our server machine to a client machine and
we will monitor the packet analysis using Wireshark tool. As we will ping first time
machine will negotiate security and it will give you the reply coming from the client

machine.

2.5 Packet Analysis Result

As we can clearly see here packets are being sent from 10.10.10.10 (Server) to
10.10.10.11 (client). Both the client and server are specified clearly. The protocol which
is specifically used is also mentioned here as ESP (Encapsulating Security Payload)
which shows that the transmitted packets are encrypted and they are being sent by
IPSEC protocol.



Viware Accelerated AMD Packet Scheduler
Fle Edit Yew Go Capturs Analyze Statistics Telephony Tooks Help

e BDEXEE A¢e+»aT LI BEIAQAAQAAQ WEWR B
Fiter: | | Expression... Cear fpply
Mo, Time Source Destination Protocal  Info
1 0.000000 10.10.10.10 10.10.10.11 ESP  ESP (SPI=0x37chessh)
20.000216 10.10.10.11 10.10.10.10 ESP  ESP
30.890760 10.10.10.10 10.10.10.11 Esp
41.000280 10.10.10.11 10.10.10.10 ESP (SPI=0x3a6c7cdd])
52.000317 10.10.10.10 10.10.10.11 (SPI=0x37ebei4h) ||
62.001144 10.10.10.11 10.10.10.10
72.000003  10.10.10.10 10.10.10.11 ESP (SPI-0x37ehedsh)
§3.000473 10.10.10.11 10.10.10.10 ESP (SP1=0x3a6C7c447
53.000462 10.10.10.10 10.10.10.11 Esp x37ehesdb)
103.999789  10.10.10.11 10.10.10.10 ESP (SPI=0x3a6c7cdd])
11 5.000139  10.10.10.10 10.10.10.11 ESP (SP1=0x37ehed4b) @

= Internet Protocol, Sec: 10.10.10.10 (10.10.10.10), Dst: 10.10.10.11 (10.10.10.11)
version: 4
Header Tength: 20 bytes
pifferentiated services Field: 0x00 (pscP Ox00: pefault; ECN: 0x00])
Total Length: 96
Identification: 0x0064 (100)
Flags: 0x00
Fragment offset: 0
Time to Tive: 128
protocol: EsP (500
Header checksum: 0x11le0 [correct]
source: 10.10.10.10 (10.10.10.10)
pestination: 10.10.10.11 (10.10.10.11)
= Encapsulating Security Payload
ESP SPI: 0x37eheBab
ESP Seguence: 35

3l

I3

(| Frame (frame), 110 bytes Profile: Default

While the machine is sending continuous packets from server to client, | am on

assigning the security policy and | will look at the Wireshark result that in which manner

the packet transmitting process is done.

apturing from YMware Accelerated AMD i Packet Scheduler

File Edt Wew Go Capturs Analyze Statistics Telsphony Tooks Help

EHUAN BEXZE A+¢+»aT LIBEIAQAAQAAQ WEmE
Fier: | | = Expression... Clear Apply
Mo, Time Source Destination Protocal  Info s |
11 4.990240 10.10.10.10 10.00.10.10 ESP ESP x1el/85e4d )
12 4.990511  10.10.10.11 10.10.10.10 ESP  ESP x122eefch)
13 5.990595  10.10.10.10 10.10.10.11 ESP  ESP x1e078584)
14 5.990844 10.10.10.11 10.10.10.10 ESP  ESP x122eefch)
15 §.990353  10.10.10.10 10.10.10.11 ESP  ESP x120785e4)
16 6.090817 10.10.10.11 10.10.10.10 ESP  EsP x122eefch)
17 7.991060  10.10.10.10 10.10.10.11 ESP  ESP %1e078524)
18 7.991625 10.10.10.11 10.10.10.10 ESP  ESP x122eefch)
19 8.990755  10.10.10.10 10.10.10.11 ESP  ESP x1e078584)
20 8.991228  10.10.10.11 10.10.10.10 ESP  ESP x122eefch)
21 9.590348  10.10.10.10 10.10.10.11 ESP  ESP
22 9.990821 10.10.10.11 10.10.10.10 ESP ESP Console1 - [Console RootVIP Security Policies on Local Computer]
23 10.765189 10.10.10.10 10.10.10.11 IsAkMP Informat - .
24 10.766683 10.10.10.11 10.10.10.10 ISAKMP Tnformatq G Fle Acin View Favories Windon Help =l=|x|
25 10. 788058 10.10.10.10 10.10.10.11 IsAkMP Informat x 2 g 1
26 10.788683 10.10.10.11 10.10.10.10 ISAKMP Informat —
27 10.991164 10.10.10.10 10.10.10.11 ICMP  Echo (i Censele koot [ Destription [ Policy as,
28 16.240498 10.10.10.10 10.10.10.11 IcMP  Echo Cpigl* %Ip Security Moritor Communicate normally (unsscured). Uss the default r...
20 21.740199 10.10.10.10 10.10.10.11 IcMP Echo (pi TP Security Policies on Local Computer

Secure Server (Re.., For all IP traffic, always reauire security using Kerber...
@A server (Request 5., For all P teaffic, always request security using Kerber...  No

Frame 1: 110 hytes on wire (880 bits), 110 bytes captured (880 bits)
Ethernet II, Src: wmware ec:2f:el (00:0c:29:ec:2f:el), Dst: vmware_7a
Internet Protocol, Src: 10.10.10.10 ¢10.10.10.10), Dst: 10.10.10.11 (3
Encapsulating Security Payload

|~
I3

<
ANGA =7 55 9F G An 63 sk 36 An dn dn A3 3k 90 65 -7 TS
()| vMware ccelerated AMD PChet Adapter (Micro... | Packets:

‘4 start




As we can see that it has changed from ESP to ISAKMP which is known as Internet
Security Association and Key Management Protocol. Then immediately, it will change
the protocol to ICMP which is known as Internet Control Management Protocol. So
ICMP is not secured. One can see the payload data in Wireshark as the packets are

being sent via ICMP protocol. It means packets are not encrypted.

When security policy is reassigned, It will start transmission of packets via ESP protocol
which is secured and thus encrypted transmission continues to occur which is shown as

below.

AEE
Fle Edt Wiew Go Capture Analyze Statistics Telephony Took Help
SEEAN BPEATE Q¢+ 0TL|BE QRAQAED @#E®W X O
Fiter: ~ Expressian.. Cear Apply
Mo, Time Source Destination protocol  Info ”~
44 43, 7/754% 10.10,10,1L 10.10.10.10 ESP  ESP (SPI=UxLiUbit/o)
45 44.740601 10.10.10.10 10.10.10.11 ESP  ESP (SPI=Ox2ceed23c)
46 44. 741137 10.10.10.11 10.10.10.10 ESP  ESP (SPI=0x15063F78)
47 45.740250 10.10.10.10 10.10.10.11 ESP  ESP (SPI=Ox2ceed23c)
48 45.740800 10.10.10.11 10.10.10.10 ESP  ESP (SPI-0x15063F75)
40 46. 740956 10.10.10.10 10.10.10.11 ESP  ESP (SPI-Ox2ceed23c)
50 46. 741415 10.10.10.11 10.10.10.10 ESP  ESP (SPI=0x15963f78)
51 47.754314 10.10.10.10 10.10.10.11 ESP  ESP (SPI=Ox2ceed23c)
52 47.755331 10.10.10.11 10.10.10.10 ESP  ESP (SPI
53 48.756252 10.10.10.10 10.10.10.11 ESP  ESP (SPI
54 48.756743 10.10.10.11 10.10.10.10 ESP ESP (SPI =
55 49.755851 10.10.10.10 10.10.10.11 ESP ESP (SPI 'ﬁ; ﬂﬂ@
56 49.756582 10.10.10.11 10.10.10.10 ESP  ESP (SPI
57 50.756407 10.10.10.10 10.10.10.11 ESP £op ¢sprd B Fle  Adion view Favoriies window  Help =l=x]
58 50.756797 10.10.10.11 10.10.10.10 ESP  ESP (SPI =m 2 @
59 51.756247 10.10.10.10 10.10.10.11 ESP  ESP (SPI
60 51.756742 10.10.10.11 10.10.10.10 ESF ESP (sp14|] Console Root [ Description [ Policy as

6l 52.755823 10.10.10.10 10.10.10.11 ESP EsP (sp14 % 1P Security Monitor
62 52.756055 10.10.10.11 10.10.10.10 ESP ESP (5PI &) 1P Security Policies on Local Computer

< C:\WINDOWS\system32\cmd.exe - ping 10.10.10.11 -t
[Reply from 10.18.18. 11: time<ims TTL=128

32 time<ims TTL=128
32 time<ims TTL=128

... Communicate normally {unsecured), Use the defaultr... No

IPSEC - TUNNEL - TO-10.10.10. 11 Yes
... For all I traffic, always requie securlty using Kerber...  No
EAServer (Request ... For all IP traffic, always request security using Kerber... o

- 32 time{ims TTL=128
A1 32 time<ims TIL=128
: bytes—32 timed{ims TTL=128

tlme(lmg TIL=: 128
TL=12E

32 time<ims TIL=: 128
32 time<ims TIL=128

e

We can see that in the transmission of packets we are getting “Request Timed Out”
which is a clear proof that there is a break in transmission while we were reassigning
the policy for our secure transmission. Also here overhead occurs while sending the
packets. Let us try to understand the below figure which sends different different size of

packets from source to destination.



BEE

Here 200 1000 and 3000 are
buffer size which is also called
as packet size to be send.

As per the figure we can clearly see that as soon as | increased the packet size to send
at the destination, the individual time to be taken by packet to send as well as the
average time gets increased. So it clearly shows the overhead in packet sending. With
these analyses | have sent many different sizes of packets and here is the table which

describes the scenario very clearly.

. Minimum Maximum :
Packet Size Time(ms) Time(ms) Average Time(ms)
10000 bits 4 7 6
20000 bits 6 13 11
35000 bits 9 24 17
45000 bits 12 29 22
60000 bits 19 38 32

If we are going to plot a graph of these calculations then it will become like this. X-axis
will be the packet size or the buffer size to be sent at destination host and Y-axis will be

the average time taken to send the whole packet.




Average Time Taken To Send Relevent Packet
Size
35
30
25
20
15
10
5
0
10000 bits 20000 bits 35000 bits 45000 bits 60000 bits
Average Time(ms)

As we all know that overhead and throughput are in inverse mode of each other if
overhead increases then throughput will be decreasing and if throughput will be

increasing then overhead have to decrease.

2.6 Proof of Concept — Security Associations

When we assign IPsec policy, Security Association will occur at both side client and
server.Which can be usually seen under IP Security Policy -> Main Mode/Quick Mode.

Here server’s main mode security association is shown below :



"/ Console1 - [Console RootMP Security Monitor\FROGY-CAD671CE6\Main Mode\Security Associations]

Ty Fle  Action  View Favorites Window  Help — =] x|
= &(m| 2

[ Console Rook
=8 1P Security Monitor
= [ FROGY-CADETICER
=11 Main Made:
(2 Generic Fiters
(L Specific Filkers

Inkegrity
SHAL

Diffi

=13 Quick Mode
{2 Generic Fikers
(1 Specific Fikers
(L Megotiation Policies
[ Security Assoriations
& 1P Security Poliies on Local Computer

i4 start it Console1 - [Console ...

2.7 Conclusion

It can be concluded from whole demonstration that, the IPSEC Protocol suite is clearly
explained in detail with the necessary key functionality and the certain limitations which
are mentioned in block 1 in this document. In block 2, I have shown the full configuration

process along with the necessary screenshots.
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