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PPD-21 Requirements and Scope

» Directs the Secretary of Homeland Security to provide to the
President...a successor to the National Infrastructure Protection
Plan to address the implementation of this directive [PPD-21], the
requirements of Title Il of the Homeland Security Act of 2002 as
amended, and alignment with the National Preparedness Goal and
System required by PPD-8.

= This effort will be coordinated with government and industry CI
stakeholders to include: public and private Cl owners and
operators, SLTT entities, SSAs, other relevant Federal departments
and agencies

= Must be completed within 240 days (by 10 Oct 2013)
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Objectives/Deliverables

= Objectives:

= Discuss development of a shorter, flexible, more adaptable NIPP
update

= Questions to address:
= \WWhat elements of the NIPP should remain that aren’t listed?
= \WWhat should be removed from the NIPP?

= How do we ensure the next strategy is applicable to a collective
networked, interconnected environment where there is diffuse
authority and responsibility?
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NIPP Update

The purpose of the NIPP is to guide the national
effort to strengthen the security and resilience of
the nation’s critical infrastructure.
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Required Elements for NIPP Update

From Homeland Security Legislation

Section 201(d)(5) of Homeland Security Act
Homeland Security Act, as amended

Section 201(d)(2) of the Homeland Security Act
Section 201(d)(3) of the Homeland Security Act

Information-Sharing Environment Sec. 1016 of the Intelligence Reform and Terrorism
and Model Prevention Act of 2004, as amended by Title V of
Implementing Recommendations of the 9/11
Commission Act of 2007

Research and Development Section 302 of the Homeland Security Act

Sector and National Reporting Homeland Security Act, as amended by the
Implementing Recommendations of the 9/11
Commission Act of 2007, Sec. 1002
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Required Elements for NIPP Update

Specific to PPD-21:

Functional relationships within DHS and across the Federal
Government related to critical infrastructure security and resilience

Protocols to synchronize communications and action within the
Federal Government

Risk Management Framework for strengthening the security and
resilience of critical infrastructure

Updates to the sector partnership model resulting from the
partnership evaluation deliverable

Metrics and analysis process to measure the Nation’s ability to
manage and reduce CI risks

Alignment with National Preparedness System required by PPD-8
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Key Elements for Inclusion in TOC

= Authorities

» Roles and Responsibilities

* Risk Management Framework / Risk-Based Prioritization

= Information Sharing

= Updates to the Partnership Model based on PPP Evaluation
= Accountability, Measurement, and Reporting

= Innovation — Incentives, Research and Development

» Interdependencies: Cyber-physical; PPD-8
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Process for Completion

Established a Content Development subgroup (government and industry)
focused on content development for the NIPP

Established a larger Review and Validation group to review content of the
subgroup

Participants in the process will share content broadly with their organizations,
agencies, partners, academia, etc for widest distribution, comment, idea
generation and awareness

Content developed will be shared broadly through online collaboration
community (http://eoppd.ideascale.com) for ideas and input

Notice of Update to the NIPP published to the Federal Register on 8 June.
Comments due back on 8 July. Click Here for comments.

2"d Federal Register notice early August

Enters DHS and Inter Agency clearance process in September

ART,

a7 Homeland

%w SeCllI'itY Unclassified


http://eoppd.ideascale.com/
http://www.regulations.gov/

NIPP Drafting Schedule

11 Jun
18 Jun
25 Jun

26 Jun -
5 Jul

8 Jul

10 Jul -
19 Jul

23 Jul -
30 Jul

30 Jul

6 Aug —
13 Aug

19 Aug
9 Sept
12 Oct

E&P Workgroup meeting: Present NIPP Drafting Team concept
Kick-off meeting of Content Development and Processing Subgroups
E&P Workgroup Half-day Session — Build NIPP TOC

Smaller subgroup meetings to flesh out NIPP sections

E&P Workgroup Half-day Session — Discussion and development of NIPP content

Subgroup meets to draft working sections; share for comment via email and online
mechanisms

1stworking draft - content compiled and distributed for comment and review

E&P Workgroup Half-day session - Discuss current draft and obtain recommendations
(CIPAC)

Sub-group meetings to revise NIPP content. 2"d Federal Register Notice

2"d working draft — compiled and distributed for review
DHS and Interagency Review and Clearance Process

Updated NIPP to the President
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