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Executive Summary

Introduction. The goal of this report is to achieve a common understanding and develop standard
practices for disclosing and managing vulnerabilities in networked information systems. Over the
last 20 years, businesses and governments have increased their reliance on networks,
applications, and the Internet for core government and business operations. Vulnerabilities in
technology vital to interconnected, critical infrastructure operations represent a threat to both
national and economic security. Managing these vulnerabilities has become a critical component
of customer care and protecting citizens. There are no standards or broad agreements among
stakeholders regarding how, when, and to whom to disclose vulnerabilities.

Charter. The National Infrastructure Advisory Council (NIAC) established the Vulnerability
Disclosure Working Group (VDWG) in December 2002 to develop the guidelines and
recommendations in this report. This framework covers the  notification, investigation,
disclosure, and resolution of discovered and reported network security vulnerabilities. The
guidelines that follow are applicable to all stakeholders in the global vulnerability disclosure
process. This report also includes specific recommendations for the President of the United
States to direct to the U.S. federal government as appropriate.

Vulnerabilities. Vulnerabilities can be caused by software and hardware design flaws, poor
administrative processes, lack of awareness and education, and advancements in the state of the
art or improvements to current practices. Regardless of cause, an exploitation of such
vulnerabilities may result in real threats to mission-critical information systems. The NIAC
recommends the universal use of common naming conventions, such as the example provided by
MITRE’s Common Vulnerabilities and Exposures (CVE) project, whenever possible.

Vulnerability life cycle. Every vulnerability is unique, but each evolves through a predictable life
cycle. There is a difference between the well-meaning resolution of vulnerabilities and what
happens when a malicious actor is involved. The life cycle used in this report assumes a benign
environment. The NIAC adopts the following nine-step vulnerability life cycle.

Research

Verification

Report

Evaluation

Acknowledgement

Repair

Advisory and patch evaluation
Patch release

Feedback and case closure

©CoNo~WNE

Perspectives. There are numerous schools of thought regarding the disclosure of a vulnerability.
At one end of the spectrum are those who believe that vulnerabilities should be publicly
announced to compel vendors to develop a patch promptly. Others maintain that information
about vulnerabilities should not be disclosed until developers have had a reasonable opportunity
to diagnose and offer fully tested patches, workarounds, or other corrective measures. Despite
disagreement about when to disclose vulnerabilities, these views share a common goal: reducing
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the risks to information systems and stopping related malicious activity. Fundamentally, this goal
is about protecting not only individual networks and the data that flows through them, but
society’s use and reliance upon the information highway itself as a fundamental component of
commerce and communication around the world.

Stakeholders. Stakeholders may be grouped into four major categories: discoverers, vendors,
users, and coordinators. Each major category contains several subgroups, and there are also
overlaps between major categories. For example, vendors maintain research staffs that often
perform the function of “discoverer.” The guidelines in this report have been written for the four
primary stakeholder groups.

Scoring. To protect the nation’s critical information infrastructure, the Council believes reliable,
consistent vulnerability scoring methods are essential. The Study Group evaluated alternative
procedures actively employed by several stakeholders to categorize reported vulnerabilities.
Existing vulnerability scoring methods vary widely. To protect the nation’s critical information
infrastructure, the Working Group concluded that reliable, consistent vulnerability scoring
methods are essential. Unfortunately, the existing diversity in the methods used to identify
vulnerabilities and assign scoring metrics presents a contradictory risk—disagreements provide
malicious actors increased time to exploit the vulnerability or increase the damages resulting
from existing exploitative situations. Therefore, the NIAC commissioned a research task to
develop a consistent scoring methodology. The results of the Scoring Subgroup’s work will be
published separately when complete.

Communications. Effective vulnerability disclosure depends on effective communication
between and among the stakeholders. Vulnerability disclosure has been problematic in the past
due to communication issues. E-mail related to managing vulnerabilities should be both
encrypted and electronically signed by all participating parties. This ensures the authentication
and non-repudiation of all participants, while preserving the integrity and confidentiality of
message contents. The NIAC strongly endorses the practice of encrypting and signing all E-mail
related to vulnerability management as a best practice. Maintaining a trust infrastructure so that
people can use public keys easily can be cumbersome, and most encryption products do not
interoperate well. PGP (Pretty Good Privacy) and its open-source equivalents like GPG and
OpenPGP, are the lingua franca of the international incident-response community. Various
governments, including the U.S. government, have been slow to adopt PGP or have resisted
efforts to use it. As a result, most government agencies have effectively eliminated themselves
from the exchange of encrypted communications regarding vulnerabilities. Federal organizations
protect sensitive data with Triple-DES and AES-128; both of these algorithms are widely used in
secure E-mail programs. Some federal agencies have a clear-text archive requirement for all
communication, mandating against the use of encrypted message traffic.

Information Sharing. Existing public and private information-sharing practices were reviewed
during this study. Reports of vulnerabilities in software products and services have four primary
sources: licensed, authorized users of the products, independent researchers who have been
informed by users, discoverers operating at the fringe of commerce, and the vendors themselves.
As information sharing is a key component of protecting critical infrastructures, the NIAC
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strongly endorses the establishment and use of industry Information Sharing and Analysis
Centers (ISACs) as vehicles for sharing information on vulnerabilities and their solutions.

However, reports are frequently distributed publicly without any advance verification as to their
accuracy. The software vendors and service providers that are the subject of inaccurate reports
are distracted from their primary operations and face injuries to their reputation from the reports
and related activities. Many of those issuing false reports (a) hide themselves behind anonymous
identities, (b) are located outside the United States or (c) are reporting their claims based on the
use of unauthorized or “bootleg” copies of the relevant software. As a result, traditional
disincentives to false statements, such as defamation lawsuits or criminal investigations, are not
available.

Legal Framework. Today, each stakeholder involved in vulnerability disclosure may adopt a
differing view regarding the scope and type of role they are willing take. Such decisions are
often predicated on the individual stakeholder’s assessment of the perceived risk to them of
incurring financial or other liabilities or reputational injury, or of potentially violating federal or
state law. The legal landscape is further complicated by the global nature of vulnerability
reporting against a backdrop of conflicting domestic and foreign laws and regulations. Clearly,
such variations in both domestic and foreign laws provide an inconsistent foundation from which
to manage vulnerability communications and disclosures.

Conclusions. After studying the complex issue of vulnerability disclosure, the NIAC has drawn
the following six conclusions:

e Discoverers and vendors often disagree; but not with respect to the fundamental goal to
improve the security of software used in critical processes.

e Common terms and procedures are a fundamental requirement for effective vulnerability
management.

e Compatible encryption schemes are necessary to ensure all stakeholders can participate in
vulnerability management, and to ensure protection of sensitive information.

e A common threat scoring method may help facilitate a foundation for the common
understanding among stakeholders.

e Robust information sharing of vulnerabilities, threats, countermeasures, and best practices is
key to minimizing threats to critical infrastructure networks.

e Legal and regulatory frameworks at all levels of federal, state, and local government need to
be reviewed with the goal of reforming public policy to support the secure sharing of
vulnerability information among stakeholders without fear of financial or other liability.

Guidelines. This report includes comprehensive guidelines for all stakeholders in  the
vulnerability disclosure process. The guidelines are grouped under the major headings of
discoverers, vendors, end users and organizations, and coordinators. Readers are encouraged to
read all the guidelines, since some apply to more than one major stakeholder group.

Recommendations. The following seven recommendations are made to the President to direct
appropriate Departments and Agencies involved in any aspect of managing software
vulnerabilities.
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Support development of a common vulnerability management architecture, including
common terms and universally compatible procedures to be employed in the public and
private sectors for identifying, reporting, scoring, remediating, and resolving vulnerabilities.
This includes standardized E-mail addresses for reporting and standardized Web site
locations and content for sharing information effectively.

Provide policy and funding to ensure that trusted environments are available to protect
vulnerability information and ongoing investigations.

Promote universal use of multiple compatible encryption methods to ensure the U.S. federal
government can participate effectively in the global vulnerability management process.
Conduct a regulatory framework review. The federal government should review existing
federal regulations and practices in order to identify barriers to resolving software
vulnerabilities.

Support robust voluntary information sharing through policy and funding. The federal
government should set up or support neutral clearinghouses for vulnerability management,
accessible to researchers, the private sector, and federal agencies.

Support a robust infrastructure for international coordination.

Promote and fund advanced university and industry security research and education.
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1. Introduction

Over the last 20 years, businesses and governments have increased productivity, improved
efficiency, and created new partnerships by relying on networked operating systems and
applications and the Internet. Critical infrastructure operations are now interlinked across sectors,
with customers and partners, and with governments at all levels. Governments and businesses
have fundamentally changed the way they relate to their citizens and customers—all expect
instant availability of key information needed to conduct business. This connectivity is no longer
a luxury; it is a requirement of core government and business operations.

Vulnerabilities in technology vital to interconnected, critical infrastructure operations represent a
threat to both national and economic security. Managing these vulnerabilities has become a
critical component of customer care for businesses, and of protecting citizens for governments.
Stakeholders in the process—discoverers, vendors, end users, coordinators—all have the same
goal: reduce or eliminate software vulnerabilities to ensure continued delivery of critical services
and timely, secure flow of information.

How, when, and to whom to disclose vulnerabilities are complex issues. There are no standards
or broad agreements among stakeholders regarding vulnerability disclosure. Achieving a
common understanding and developing generally standard practices is the goal of this report.
Agreement among stakeholders on disclosure practices will improve the expeditious resolution
of wvulnerabilities, build trust among stakeholders, and help assure delivery of critical
infrastructure services to citizens and customers.

Charter

The National Strategy to Secure Cyberspace, published in February 2003, analyzed the issues
relating to the disclosure of security vulnerabilities as follows:

... the Nation needs a better-defined approach to the disclosure of vulnerabilities. The
issue is complex because exposing vulnerabilities both helps speed the development of
solutions and also creates opportunities for would be attackers. In addition, the
clearinghouse for such disclosures must be a neutral body between vendors, security
companies, and the public at large. Today the government partially funds such
organizations. However, the appropriate level and form for this funding need to be
reviewed. DHS will work with the National Infrastructure Advisory Council and private
sector organizations to develop an optimal approach and mechanism for vulnerability
disclosure.

The National Infrastructure Advisory Council (NIAC) was formed by Executive Order in
October 2002. It is charged with advising the President, through the Secretary of Homeland
Security, on information system security issues important to preserving the integrity of the
nation’s critical infrastructure. The NIAC recognized that a consistent vulnerability disclosure
framework could improve vulnerability management and potentially mitigate the risks to
information systems, and, to that end, established the NIAC Vulnerability Disclosure Working
Group (VDWG), which delivered this report to the Council.
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Goal

The NIAC reached consensus that the nation’s interests are advanced by a commitment by all
stakeholders in cyberspace to responsibly manage, disclose, and resolve vulnerabilities that put
the security of the nation’s critical infrastructure at risk.

To this end, and in support of the National Strategy, the VDWG set as its goal to develop a
framework, built on existing best practices and input from industry and government experts®, for
the notification, investigation, disclosure, and resolution of discovered and reported network
security vulnerabilities. The guidelines set forth in this report serve as that framework.

Approach

The co-chairs decided that in order to ensure representation from all major stakeholder groups,
including opposing perspectives on the problem, the study group supporting the VDWG should
be composed of a cross-section of all those to be represented. During deliberation, the VDWG
significantly broadened this representation by soliciting additional input and review by selected,
internationally known leaders in each stakeholder community. The following major steps were
used in the study of the problem and production of this report:

e Conduct a literature search, including known vulnerability management best practices
and white papers on vulnerability disclosure

e Survey study group members and external reviewers to augment the literature search,
define the problem, and articulate stakeholder perspectives

o Develop key definitions: vulnerability, vulnerability life cycle, stakeholders; and scope
the project: international; guidelines, vice policy; scoring research to be conducted
separately

e Write drafts; submit for internal and external review; resolve conflicts in teleconference

See Appendix A for a list of Working Group members, study group members, external
reviewers, and resources used to produce this report.

Scope

Security begins with a security policy, which has physical and cyber aspects. Companies,
governments, and individuals must make risk decisions governing their critical business
operations, processes, relationships, and public access. This report does not cover security policy
creation, but is intended to assist readers in managing vulnerabilities that may affect risk.
Readers are encouraged to develop fundamental policies on which to make sound risk decisions
involving critical infrastructure systems.

Information systems and their hardware and software are produced and consumed all over the
world. The Internet is borderless, offering the potential for unlimited global interaction for all
connected to it, as well as an interconnected pathway for attacks and other malicious activity.
Stakeholders in the vulnerability management process include those that discover them, software
vendors, governments, critical infrastructure owners and operators, and other users. Rather than
attempt to develop a US-centric policy, the Working Group decided to produce non-binding
guidelines with global applicability. Voluntary implementation of these guidelines will help in

! See Appendix A for sources of best practices and a list of contributors.
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minimizing risk to critical infrastructure systems worldwide, including those important to the
United States.

The guidelines that follow will be applicable to all stakeholders in the global vulnerability
disclosure process. This report also includes specific recommendations for the President of the
United States to direct to the U.S. federal government as appropriate.

Vulnerability Definition

For purposes of this report, a vulnerability is defined as a set of conditions that leads or may lead
to an implicit or explicit failure of the confidentiality, integrity, or availability of an information
system. Examples of the unauthorized or unexpected effects of a vulnerability may include any
of the following:

e Executing commands as another user

e Accessing data in excess of specified or expected permission

e Posing as another user or service within a system

e Causing an abnormal denial of service

e Inadvertently or intentionally destroying data without permission

e Exploiting an encryption implementation weakness that significantly reduces the time or
computation required to recover the plaintext from an encrypted message

Common causes of vulnerabilities are design flaws in software and hardware, botched
administrative processes, lack of awareness and education in information security, and
advancements in the state of the art or improvements to current practices, any of which may
result in real threats to mission-critical information systems. Although the presence of a
programming flaw is not required, the accidental introduction of defects into software is
expected to comprise a significant portion of the vulnerabilities addressed by this framework.
The Working Group recommends universal use of common naming conventions such as the
example provided by MITRE’s Common Vulnerabilities and Exposures (CVE) project,
whenever possible.?

Vulnerability Life Cycle

Every vulnerability is unique, but each evolves through a predictable life cycle. How do
vulnerabilities come to be in the first place? Possibilities include:

e A newly introduced software flaw

e A flaw that has been present since the release of a product

e A fix that reveals a security issue in prior releases of a product, with or without the vendor’s
awareness

e The result of a complex dependency

e Vulnerabilities introduced into the repository that a vendor uses to distribute code

Figure 1 illustrates the major steps in the life cycle of the resolution of a vulnerability.® The
continuous arrows in the figure illustrate the major forward steps in the resolution of a

2 Common Vulnerabilities and Exposures, The MITRE Corporation, http://cve.mitre.org/
® Source: Tiina Havana. See full citation in Appendix A.
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vulnerability, and dotted lines depict potential paths for feedback or refinement. This life cycle
model identifies the “window of vulnerability” as the time between initial discovery to the
implementation of a patch or sufficient work-around.

Note that the three columns in the diagram represent different functional groups which may or
may not correspond to distinct individuals or organizations. For example, some vendors may
employ an internal coordinator—such as a product security response team—uwith primary duties
of coordinating the vendor’s vulnerability resolution efforts. In that case the Vendor
responsibilities column will also include the Coordinator duties for “Advisory” and “Advisory
Release” at the same states as “Repairing” and “Patch Release”, respectively. Likewise, note that
in some cases, the Discoverer may be the same entity as the Vendor or the Coordinator. Finally,
the role of Coordinator is optional.

e Research: Discovering vulnerabilities is usually accomplished by research, conducted by
security researchers, individuals, coordinators, or vendors themselves. Initial discovery
moves a vulnerability from the theoretical realm to something that could be exploited. Some
vulnerabilities are discovered by conducting research on actual attacks. All stakeholders
conducting vulnerability research should have well-defined root cause analysis processes,
with clearly assigned responsibilities for performing this analysis for every attack.

e Verification: It is recommended that whoever conducts the research validate the
vulnerability by developing a repeatable process to verify its effects and determine possible
methods of exploitation.

e Report: Communication with affected vendors is the next step in the cycle. This is
accomplished either directly or through a coordinator.

e Evaluation: Vendors evaluate the reported vulnerability, sometimes working with the
discoverer to repeat the conditions under which it was discovered and verify that the exploit
reveals a genuine, previously unknown and unpatched vulnerability.

e Acknowledgement: Vendors acknowledge receipt of the report, maintaining contact with the
discoverer to provide status reports, cooperate in further research, and discuss disclosure
plans.

e Repair: Vendors develop fixes, typically software patches, for the vulnerability. Sometimes
fixes also involve operational procedures or coordination with third-party vendors, especially
when the vulnerability affects software on which several vendors’ products depend.

e Advisory and patch evaluation: Testing validates the effectiveness of the patch, exposes
any undesired effects, and may involve subsequent and repeated patch development,
especially when the vulnerability affects more than one vendor’s product. Ideally, the vendor
also tests the patch in multiple environments representing customers’ implementations,
including testing the patch against many third-party software products normally found in
customer networks.

e Patch release: Once the vendor is satisfied that the patch is effective and not harmful to most
customer software environments, it notifies customers and the general public.
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Vulnerability Resolution Process Life Cycle

Coordinator Discoverer Vendor

Research

fl

Verfication

Evaluation Evaluation

Acknowledgement

Repair

Advisory & Patch
Evaluation

Feedback &
Case Closure

Figure 1: Vulnerability Resolution Process Life Cycle
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e Feedback and case closure: Any new collateral effects, modifications of the malicious
exploit, or new discoveries of the vulnerability or patch’s effects on customer installations
are fed back to the vendor that issued the patch. The vendor updates advisories as
appropriate, generally until further updates are no longer relevant. The reason could be that
the vendor has confirmed with a high percentage of customers that affected software is
patched; the affected software is obsolete; or the vulnerability and its solution are known for
a long time. At this point, the case is considered closed.

Perspectives

There are numerous schools of thought regarding the most appropriate way to minimize the risks
associated with the uncontrolled disclosure of a vulnerability. At one end of the spectrum are
those who believe that, once discovered, vulnerabilities should be publicly announced so that
information system security professionals can begin to mitigate the associated risks and to
compel developers to develop a patch to fix the flaw promptly. Proponents of this view contend
that those who seek to exploit the flaw are likely to already know about it and informing the
public at the earliest possible time may prevent widespread exploitation of that vulnerability.

Others maintain that information about vulnerabilities should not be disclosed to the general
public until developers of the affected product have had a reasonable opportunity to diagnose and
offer fully tested patches, workarounds, or other corrective measures. Defenders of this latter
view claim that limiting the release of information about vulnerabilities reduces the exposure to
malicious activity until a fix can be developed and deployed. Despite disagreement about when
to disclose vulnerabilities, these views share a common goal: reducing the risks to information
systems and stopping related malicious activity.

2. Vulnerability Disclosure Stakeholders

While there are many ways to organize actors in vulnerability disclosure, the study group defined
stakeholders in four major categories: discoverers, vendors, users, and coordinators. Each major
category contains several subgroups of uniquely interested stakeholders. There are also overlaps
between major categories. For example, vendors maintain research staffs that often perform the
function of “discoverer.” The guidelines in this report have been written for the four primary
stakeholder groups. Specific organizations or individuals within these groups should be able to
use the guidelines, making any necessary modifications as required by local procedures.

Discoverers

Discoverers include individuals or organizations that find vulnerabilities. Subgroups include
researchers, security companies, users, governments, and coordinators.

The vulnerability management process begins with discoverers. Vendors conduct quality
assurance testing as part of the development process. Research institutions, security
organizations, and interested individuals in both the public and private sectors employ and test
software products in creative ways, including some not envisioned by the product vendors.
“Hacker” groups are becoming more and more organized, forming clubs and sponsoring
conferences, many of which are dedicated to discovering and publishing vulnerabilities in well-
known software. Some of these take great pride in being first to publish, regardless of the
consequences to the affected vendor or its customers. Others attempt to contact affected vendors
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directly or through a coordinator, to help the vendor remediate the vulnerability and publish a fix
along with the advisory. Typically, the more responsive a vendor is to a responsible discoverer,
the less hostile the relationship between discoverer and vendor. In the best of circumstances,
discoverers work closely with vendors, sharing test cases and providing sufficient details to
enable the vendor to quickly validate the discoverer’s claim and focus on remediating the flaw.

Vendors

Vendors develop or maintain information system products or services that may be vulnerable.
Subgroups include information security teams, product security teams, incident response teams,
researchers, communications coordinators, legal officers, and operators.

In the management of security vulnerabilities, vendors are the key to developing and distributing
timely solutions. For the purposes of this document, vendors include both large vendors of
software and smaller open-source software development groups. There are primary vendors, who
develop a particular technology or product, and secondary vendors, whose products incorporate
or rely on another vendors’ product. Vendors also include open-source distribution and
development repositories, such that it may be impossible to identify a single “vendor” entity.
Sometimes a vulnerability is discovered in in-house applications (e.g., Web portals for
employees or students, business applications, or other software not intended for sale), or third-
party e-commerce infrastructure applications (e.g., Web “carts,” billing systems, etc.), which
makes identification of the vendor and impact of dependencies on the product very difficult.

Software products created by vendors are the primary targets of malicious exploitation, and
vendors are best equipped to design patches and other fixes for their products. However, there is
little similarity among software vendors regarding how vulnerabilities are reported, how they
resolve them, how they communicate results, and how they work with discoverers, coordinators,
law enforcement, and other stakeholders. Inconsistency among vendors can cause confusion
among discoverers and the public.

Patches and Workarounds

Vendors develop fixes, typically software patches, for vulnerabilities reported to them.
Sometimes fixes also involve operational procedures or coordination with third-party vendors,
especially when the vulnerability affects software on which several vendors’ products depend.
Testing validates the effectiveness of the patch, exposes any undesired effects, and may involve
subsequent and repeated patch development, especially when the vulnerability affects more than
one vendor’s product. Once the vendor(s) are satisfied that the patch is effective and any
potential side-effects to customer software environments are understood, they notify customers
and the general public.

Most vendors also develop interim workaround solutions that can prevent exploitation in
customers’ networks until patch development and testing can be completed. This can be
especially important when the vulnerability involves software on which vendor products depend,
or if patch development is complicated. Discoverers, researchers, and coordinators can assist
vendors in developing and communicating workarounds. End users and organizations should
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implement vendor-published workarounds as operationally feasible, and work with vendors to
expeditiously install fully tested patches when they become available.

End Users and Organizations

This group includes everyone using a vendor’s product that could be affected by a vulnerability.
Subgroups include governments, critical infrastructure owners and operators, and service
providers. Each of these groups may also have information security teams, incident response
teams, researchers, communications coordinators, legal officers, and operators.

The coordinated effort made by discoverers, vendors, coordinators and others can provide a
timely and thoughtful disclosure of information surrounding a vulnerability, intended to mitigate
risk to a system. However, in order for the risk represented by a particular vulnerability to be
reduced or eliminated, end users and organizations must be notified and must take action to
address the problem. Reaching the end users or organizations and their corresponding response
to that notification are key components of the disclosure and mitigation process.

Coordinators

Coordinators can manage a single vendor’s response or multiple vendors’ responses to a
vulnerability. Coordinators may also serve as unbiased, independent evaluators of severity, and
may act as a medium for communicating with the public and multiple users and vendors.
Additionally, coordinators may be able to enhance international reporting, especially in support
of organizations that are prohibited from reporting issues to non-citizens. A coordinator may be
in a good position to study relationships among vulnerabilities and recognize trends.* The most
important attribute of a coordinator is to be trusted. Additional attributes required for effective
coordination of vulnerabilities include:

e The ability to reach the correct audience quickly: One of the main goals of
vulnerability disclosure is to motivate system administrators, network managers, policy
and decision makers, and others to act in response to a new vulnerability to prevent
compromise. To achieve this, vulnerabilities must be disclosed to all affected users,
including technical and managerial professionals, as quickly as possible.

e The ability to marshal experts and decision makers: Develop solutions in response to
new vulnerabilities. Effective vulnerability response requires the ability to gain direct
access to senior management, technical officers, scientists, academicians, and policy
makers.

e The ability to communicate securely with stakeholders: Communications between and
among stakeholders must be secure. In the period when a vulnerability is not yet public,
message traffic must be strongly encrypted. Without this, the information is at risk of
being intercepted, modified, or rerouted in transit. After publication, the public needs to
be able to authenticate the veracity of the information. Otherwise, intruders could forge
legitimate-looking messages that actually cause system administrators to make their
systems less secure. Finally, the cryptographic keys used for these communications must
be verifiable and actually be verified by the parties who use them.

* See Appendix B for a description of some of these groups.
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e An infrastructure for secure electronic mail: E-mail related to managing
vulnerabilities should be both encrypted and electronically signed by all participating
parties.

e Procedures to guard against information leakage: It is easy to design secure
communication policies that nonetheless leak information about the very topics one is
trying to keep secret. Email systems, encryption tools, and communication policies
relating to vulnerability disclosure must be carefully considered to guard against
unintended information leakage. For example, tools used to encapsulate files and other
artifacts into a single unit (e.g., “tar”) may also encode information about the machine on
which the archiving was performed. Similarly, certain word processor programs may
include information in the file that is no longer readily visible and was thought to have
been removed.

e Procedures and tools to compartmentalize information: It may be appropriate to
compartmentalize information between groups. For example, vendors should not
necessarily know which of their competitors are vulnerable to a certain problem.
Therefore, E-mail messages must be individually signed, encrypted, and delivered
directly to each recipient. By contrast, most encryption systems encrypt a single message
using multiple keys—one key per recipient. Thus, a traditional system can leak
information about everyone the message was sent to, even if the E-mail headers are
appropriately constructed.

e Freedom to inform relevant parties: The nature and scope of “the next big
vulnerability” are hard to predict. An effective vulnerability disclosure process must
include the ability to securely inform relevant parties who are only known after initial
communication about the vulnerability has occurred. That is, any vulnerability disclosure
scheme must include the ability to bring people and organizations “into the loop” prior to
public disclosure.

e A well-known public interface: The ability to effectively respond to a new vulnerability
depends in part on the extent to which an organization is known in the technical circles
that discover and respond to new vulnerabilities.® Vendors are frequently criticized for
the lack of an obvious “front door” for reporting newly discovered vulnerabilities. In
some instances, vendors accept reports only if the discoverer has purchased a support
contract.

e Independence: Newly discovered vulnerabilities often affect multiple vendors, even if
the original researcher has identified only a single product during his or her initial
research. By reporting his discovery to the vendor prior to public disclosure, the
discoverer is acting with the best interests of the public in mind. But what can the vendor
do then? Of course, the vendor should fix its own product, but how can this vendor fairly
inform other vendors who may suffer from the same or similar vulnerabilities? Large
vendors are sometimes inclined to form exclusive organizations in which vulnerability
information is shared privately, but where does that leave smaller vendors? A

® For example, serious vulnerabilities in LDAP and SNMP were discovered by the OUSPG (University of Oulu
[Finland] Secure Programming Group). The OUSPG contacted the CERT/CC in part because the cert@cert.org E-
mail address is known worldwide as a vulnerability reporting center.
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membership organization may be subject to anti-trust® concerns, particularly when
information is being exchanged about vulnerabilities in open standards. Stockholders and
owners of small and large corporations alike have little interest in expending resources to
help their competitors improve their products. Use of a neutral coordinator may be
indicated in such instances.

A secure infrastructure: Security begins with physical security, and any organization
with stringent data security needs must also carefully guard its physical security.

An international reach: Citizens of one country use software that is produced all over
the world. Additionally, compromised computers outside one country present risks to that
country’s infrastructure. No effective vulnerability disclosure policy can ignore
international considerations. This capability should include a 24-hour emergency contact
availability.

Stakeholder Subgroups
More details regarding terms used to describe stakeholder subgroups follow:

Infosec team: Staff (individual or group) with the primary responsibility of maintaining
and improving information system security for an organization; the infosec team is
expected to provide primary response to a vulnerability within the organization.

Product security team: Vendor staff (individual or group) with the primary
responsibility of addressing vulnerabilities in the vendor’s products on behalf of that
vendor.

Incident response team (IRT): Staff subgroup of an infosec team or product security
team charged with handling incidents involving known or emerging vulnerabilities within
the parent organization.

Incident handler: An individual or a proxy with primary responsibility for managing an
IRT’s response to a vulnerability; the incident handler acts as the focal point for
communications and direction.

Operators: Administrators, managers, and engineering staff’ responsible for day-to-day
maintenance and improvement of information system resources.

Communications coordinators: Organizational staff responsible for developing or
refining messages for recipients at large, such as news media, the public, and internal
audiences.

Researchers: Individuals or groups (e.g., information security analysts, validators,
testers, historians, intelligence analysts, computer scientists, and paralegal assistants)
interested in the reduction of vulnerabilities through technical research leading to
countermeasures.

® Anti-trust law is known as “competition law” in some other countries.
" Commonly called sysadmins, net admins, system managers, operations staff, or ops team.
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e Legal officers: Individuals responsible for identifying, monitoring and addressing legal
issues regarding vulnerabilities. Such issues include liability (product and otherwise),
contractual obligations, regulatory requirements (tariffs, export compliance, lawful
intercept, and federal or international standards), civil suits or criminal cases (including
the serving of papers such as search warrants and subpoenas), and legislative affairs at all
levels from local to international law.

e Law enforcement: Individuals or groups (e.g., prosecutors and elected or appointed

officials at various levels of government®) responsible for discovering, appraising,
mitigating, or prosecuting violations of the law or threats to national security.

3. Vulnerability Scoring

The study group evaluated alternative procedures actively employed by several stakeholders to
categorize reported vulnerabilities. When a vulnerability is first reported, two important steps are
performed. First, to help track issues consistently and secure the confidentiality of information
relating to the vulnerability, an identification number is assigned. That number is used in all
subsequent activities and communications. Second, the vulnerability is scored. The assigned
score (also referred to as a “metric”) communicates a sense of the severity of the vulnerability
and the importance to be assigned to remediation efforts.

Vulnerability scoring methods vary. The components that are the relevant factors will also vary.
Scores assigned to a specific vulnerability may be altered during the course of investigation to
reflect the results of investigation or additional developments. For example, confirmed reports
indicating the vulnerability has been exploited by malicious actors will result in a significant
change in the score; similarly, if the existence of a vulnerability is contradicted by research or if
its impact on computer systems is demonstrated to be less significant than reported, a
vulnerability score will be lowered.

Vulnerability scores significantly influence the ongoing research, report, and remediation of
vulnerabilities. For the purposes of protecting the nation’s critical information infrastructure, the
NIAC believes reliable, consistent vulnerability scoring methods are essential. The resulting
initial, basic scores will allow resources in both the private and public sectors to better coordinate
with each other and to develop locally relevant scores to assist them to prioritize efforts to
remediate those vulnerabilities with the greatest potential impact on their own cyberspace-
connected assets.

Uniform baseline scoring methods also achieve improved cross-border management of research
efforts, particularly those where exploitations of a vulnerability originates outside the United
States. Establishing shared meanings regarding a vulnerability involving significant risk will help
organize the international assistance that is often essential to the remediation of a vulnerability.

Unfortunately, the existing diversity in the methods used to identify vulnerabilities and assign
scoring metrics presents a contradictory risk—to the extent all of the actors adopt different
scoring structures, the basis for disagreement arises, which has an impact on how the
vulnerability may be resolved. Below a certain score, some stakeholders may elect not to fix a

® This group may also include intelligence analysts and individuals such as adjudicators of violations of corporate or
organizational policy and third-party arbitrators.
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vulnerability when it might be critically important for other specific stakeholder environments.
The weaknesses or dangers associated with a vulnerability may be exacerbated by those
disagreements, and provide malicious actors increased time to exploit the vulnerability or
increase the damages resulting from existing exploitative situations.

Therefore, the NIAC commissioned a research task to develop a consistent scoring methodology.
The results of the Scoring Subgroup’s work will published separately when complete.

4. Vulnerability Disclosure Communications

Effective vulnerability disclosure depends on good communication between and among the
stakeholders. Vulnerability disclosure has been problematic in the past due to communication
issues.

Encrypting and Signing

E-mail related to managing vulnerabilities should be both encrypted and electronically signed by
all participating parties, whenever possible. This ensures the authentication and non-repudiation
of all participants, while preserving the integrity and confidentiality of message contents. Open
source message formats (such as Open PGP or S/IMIME) allow for multiple solutions that are
compatible.

However, maintaining a trust infrastructure so that people can easily use public keys can be
cumbersome, and most encryption products do not currently interoperate well. Thus, when
disparate organizations attempt to use secure electronic mail, they usually choose one of two
courses: 1) they attempt to standardize on a single product, which limits the pool of participants,
or 2) they attempt to manage the plethora of possible interactions manually. In either case, the
high operational cost of sending encrypted mail leads some participants to use other, though
more costly, methods to communicate securely or to stop using secure E-mail completely. Still,
the NIAC strongly endorses the practice of encrypting and signing all E-mail related to
vulnerability management among known stakeholders as a best practice.

Encryption. Proper use of encryption preserves the confidentiality and integrity of sensitive
information. Only those with proper keys can decrypt the encrypted “cipher-text” into plain-text
messages they can use. Encryption provides a reasonable assurance that the message has not
fallen into the wrong hands.

Signing. Digital signatures can be used for both encrypted and clear-text messages, and assure
recipients of non-repudiation, or that the message is actually from the originator stated in the
message.

PGP and Alternatives. PGP and its open-source equivalents like GPG and OpenPGP are the
lingua franca of the international incident-response community. PGP is used worldwide to
encrypt, decrypt, and digitally sign data and messages containing vulnerability information so
that it can be shared privately and authentically among response teams, discoverers, and vendors
or maintainers. Due to its feature set, ubiquity, open-source nature, and time-to-market, PGP has
dominated the field.
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Despite PGP’s wide adoption among industry, academia, and individuals, various governments,
including the U.S. government, have been slow to adopt PGP or have resisted efforts to use it.
Many companies also have corporate policies against encrypting E-mail. As a result, some
potential stakeholders in the process have effectively eliminated themselves from the exchange
of encrypted communications regarding vulnerabilities, or have inadvertently abetted the clear-
text sharing of sensitive vulnerability information. In the first case, the government eliminates
itself from secure exchange of vulnerability information. In the second case, the use of clear-text
increase the risk of compromise of sensitive information.

The actual reasons behind this gap vary greatly. Federal organizations protect sensitive data with
Triple-DES (as described in FIPS 46-3) and AES-128 (as described in FIPS 197); both of these
algorithms are widely used in secure E-mail programs. Some federal agencies have a clear-text
archive requirement for all communication, mandating against the use of encrypted message
traffic.

The NIAC does not endorse the use of a specific software application or system to provide the
essential service of encrypted, authenticated information sharing. Decreeing the use of a single
mechanism is unfair to the developers and vendors of competing, and possibly ultimately
superior, solutions, and also places dependence for a key function on a possible single point of
failure.

Information Sharing

The most controversial and difficult dimension of vulnerability disclosure is the question of how
and when the substance of vulnerability reports (and the related information regarding the
investigation, correction, and remediation of verified vulnerabilities) is disclosed and shared with
various stakeholders and constituents. The VDWG study group reviewed existing public and
private information-sharing practices. Reports of vulnerabilities in software products and
services have four primary sources:

e Licensed, authorized users of the products to the software vendor or service provider
e Authorized and unauthorized users inform independent researchers

e Some discoverers who operate at the “fringe” of commerce, acquiring bootleg or
unauthorized copies of software applications solely for the purpose of investigating them
for vulnerabilities. Not all of these latter actors do so for illegal or improper economic
gain; often they are motivated by the desire to contribute to improved security, as well as
to establish a successful reputation for identifying vulnerabilities.

e The vendors

Information sharing is a key component of protecting critical infrastructures, and the NIAC
strongly endorses the establishment and use of industry ISACs as vehicles for sharing
information on vulnerabilities and their solutions.

However, reports are frequently distributed publicly without any advance verification as to their
accuracy. Web sites are maintained at which these reports can be transmitted and displayed
around the world. Examples are included in the appendix. In some instances, these unverified
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reports of vulnerabilities are later demonstrated to be inaccurate. The inaccurate reports have
many explanations, including the inexperience of the individual publishing the report, who has
simply improperly operated the relevant application, or the fact that the vulnerability has already
been identified and corrected with a suitable patch. Reports also originate from individuals who
have grudges or other complaints regarding the vendor or product in question or from those who
seek attention associated with posting a vulnerability claim. There have also been instances of
blackmail against vendors.

Inaccurate vulnerability reports are detrimental to the American economy, its businesses, and its
citizens. The software vendors and service providers that are the subject of inaccurate reports are
often highly distracted from their primary operations and may unjustly suffer injury to their
reputation from such false or inaccurate reports and related activities (such as customer inquiries
to verify such reports). These businesses are further handicapped by the fact that many of those
issuing false reports (a) hide themselves behind anonymous identities, (b) are located outside the
United States or (c) are reporting their claims based on the use of unauthorized or “bootleg”
copies of the relevant software. As a result, traditional legal disincentives to false statements,
such as defamation lawsuits or criminal investigations, are not viable means for legal recourse.

Similarly, vendors must be careful not to deprecate or discount vulnerability reports publicly
until they are certain that the report is inaccurate. Many times, early reports of vulnerabilities are
incomplete because the reporter does not know what differences exist in the environments of the
discoverer and the vendor. A vendor denying a report, only to have it confirmed later, also
damages the vendor's reputation, as do vendors who threaten reporters of vulnerabilities with
legal action. This further undermines the American economy, its businesses, and its citizens.

Legal and Regulatory Environment

During the life cycle of a vulnerability, each participant faces a series of vital decisions regarding
alternative courses of action, which are often influenced by participants’ perceptions of their
legal environments. In many cases, a stakeholder’s participation and management of risks
associated with a vulnerability may be at least influence by the likelihood that a particular action
or inaction might result in financial or other liability or, at the least, reputational injury for which
the law may or may not provide adequate relief. In other instances, stakeholders working to
resolve a vulnerability might elect to not execute certain options, or use certain technology tools
available in the marketplace, out of their concern that doing so would violate federal or other
laws.

The impact of the law on how vulnerabilities are managed and disclosed is further complicated
by two additional significant factors:

e First, taking account of the global nature of the manner in which vulnerabilities are
reported, many stakeholders outside the United States face different legal and regulatory
concerns than those within the United States; as a consequence, their functional roles in
working collaboratively with stakeholders in the United States can be influenced by
different perspectives on their legal risk. Some stakeholders are global entities with a
requirement to comply with multiple nations’ laws.
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Second, U.S. federal agencies frequently have vital roles in the resolution of
vulnerabilities to federal systems. However, federal regulatory structures and the impact
of related federal laws on all stakeholders are inconsistent and incomplete. This
unnecessarily complicates the management of vulnerabilities affecting national security.

This report is not a suitable vehicle in which to comprehensively list the various legal and
regulatory issues identified by the Study Group; however, the following representative list
should be useful in identifying the scope of the task ahead:

Vulnerabilities are managed through sharing information among various stakeholders,
many of whom may have competing products or services in the market. Some
stakeholders report concerns that U.S. federal and/or state antitrust or foreign competition
laws may inhibit the formation of multi-party organizations through which information
can be shared (such as ISACs), or the methods used for disclosure. These concerns have
also been raised with respect to coordinators who have contractual arrangements with
stakeholders (often their customers or others operating on a subscription basis).

The Digital Millennium Copyright Act (the “DMCA”) prohibits conduct which
circumvents, or attempts to circumvent, “access control mechanisms” used to prevent the
unauthorized duplication or distribution of copyrighted materials. However, several
reporters, researchers and coordinators report that the DMCA limits the scope of research
activities that might be conducted with respect to testing and verifying the existence of
suspected vulnerabilities.

In the United States, several federal and state laws have been enacted that directly or
indirectly require the development and use of information security practices in
connection with different types of services or information assets.

o0 Federal laws include the Health Insurance Portability and Accountability Act
(“HIPAA) and the implementing regulations that govern the information security
for health and patient information; the Gramm-Leach-Bliley Act (“GLB”) and the
implementing regulations that govern the collection of nonpublic personal
information in financial services; the Uniting and Strengthening America by
Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of
2001 (“USA PATRIOT?”), and the Homeland Security Act of 2002, notably the
provisions regulating the disclosure of “critical infrastructure information”.

o0 States have also been enacting new information security laws, notably
California’s Information Practices Act (codified at California Civil Code Sections
1798-1798.1), requiring notification of unintentional disclosure of private
information, and indirectly encourages the use of encryption for certain types of
personal information relating to California residents. Other states have other
legislation, often relating to the security with which personal information is held
in computer systems. Taken as a whole, these provisions are inconsistent. This
inconsistency disrupts the ease with which consistent security protections can be
designed into software applications and systems that are victimized by
vulnerabilities.
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0 Taken as whole, these laws and their implementing regulations are complex,
broad in scope, and do not offer a framework for the establishment of a consistent
reporting process for software vulnerabilities or security protections in software
applications and systems.

Today, there is no defined “best practice” with respect to the report of vulnerabilities to vendors
across national boundaries. The laws in various countries impose different levels of restrictions
on the use of encryption in computer systems and electronic communications. Since encrypted
communications among vulnerability stakeholders are viewed as an important strategy for
assuring the integrity of information relating to reported vulnerabilities, the variation in foreign
laws does not offer a firm foundation from which to proceed in managing vulnerability
communications and disclosures. The result is often the exclusion of relevant stakeholders from
participating in the cooperative environment that is generally endorsed and encouraged by this
report. Vendors usually publish advisories in clear text, and direct communications to known
affected customers world wide. A best practice is to clear-sign advisories, but the inconsistency
among various national laws governing encryption complicates this, slowing notification to some
who need the information.

5. Conclusions

After studying the complex issue of vulnerability disclosure, the NIAC has drawn the following
six conclusions:

e Discoverers and vendors alike share the same primary goal of improving the security of
software used in critical processes. Vendors and discoverers desire to inform customers and
the public of vulnerabilities; their disagreements center on how, when, and to whom to
disclose.

e Common terms and processes are a fundamental requirement for effective vulnerability
management. Consistent processes for reporting, responding to, protecting, and
communicating about vulnerabilities will promote greater understanding among stakeholders.
As infection rates of network worms and viruses increase and time between vulnerability
announcement and first exploitation shrinks, common understanding and pre-planned
procedures become critical to successful threat mitigation.

e Compatible encryption schemes are necessary to ensure all stakeholders can participate in
vulnerability management, and to ensure protection of sensitive information.

e A common threat scoring method can provide a potential foundation for common
understanding among stakeholders. Knowing the severity or potential impact of a newly
discovered vulnerability will assist decision makers to prioritize response and remediation
actions.

e Robust information sharing of vulnerabilities, threats, countermeasures, and best practices is
key to minimizing threats to critical infrastructure networks.

e Legal and regulatory frameworks at all levels of government need to be reviewed with the
goal of reforming public policy to support the secure sharing of vulnerability information
among stakeholders without fear of financial or other liability.
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www.example.com/security/
- Incident response points of contact

o0 Information security team
O Product security response team
o Facility or physical security team
o Copyright and spam abuse contacts, etc.

- Vulnerability management section, including:
o “How to report”
O “Latest advisory” section
0 “Hot tips” section

- Links to information on security improvement
0 Recommended best practices
0 Security products

Figure 2: Suggested Content for a “Slash Security” Page

6. Guidelines

These guidelines are designed to eliminate confusion among all stakeholders and the public
regarding managing and resolving security vulnerabilities. The guidelines are not to be
considered absolute—stakeholders need the flexibility to choose whatever actions are
appropriate for their circumstances and environments.

Reporting Mechanism

All stakeholders should adopt a common process for people to report vulnerabilities to them.
Discoverers, vendors, governments, researchers, security organizations, and coordinators will all
have differing content and purposes for these mechanisms, but consistent mechanisms across
stakeholder organizations would greatly simplify and expedite vulnerability management. Each
organization should publish their procedures for handling security vulnerabilities so that
stakeholders will know in advance how to deal with each other. Probably the most recognized,
and most common reporting mechanism is a dedicated E-mail alias, such as the following
examples:

security-alert@example.com
security@example.com
secure@example.com
support@example.com
info@example.com

Stakeholders” Web pages should include consistent formats for reporting and displaying security
vulnerability information. One suggestion is that public Web sites include a section devoted to
security that is easily accessible as a primary domain off the organization’s home page. A
subsection would be dedicated to vulnerability management. See Figure 2 for an example.
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Contracts and Secure Controls

Where applicable, all stakeholders with the responsibility of potentially sharing vulnerability-
related information should adopt the use of contracts and security controls as part of their sharing
activities in order to best ensure that the information is disclosed and managed in an appropriate
manner. Contract provision would include suitable provisions regarding confidentiality, scope of
disclosure, terms regarding how and when the information may be disclosed to others and
liability for breach.

Using a universally acceptable non-disclosure agreement (NDA) could help improve the
situation, but presents additional issues to be considered. First, agreements between private
entities may run afoul of legal requirements to disclose certain vulnerabilities to governments,
thus limiting their desirability as information-sharing partners. Second, agreements between
government entities may expose information to public disclosure via the U.S. Freedom of
Information Act (FOIA) or the equivalent in the states in the United States or other countries.
Except where such disclosure is specifically exempted, the latter situation will discourage
sharing of information. Third, international cooperation may be more efficient without the
liability and legal burdens imposed by an NDA. Finally, NDAs can be problematic for some
vendors—most maintain intellectual property rights in patches, and researchers may not always
be licensed to receive the patch. NDAs are not always sufficient to ensure intellectual property
protection.

Guidelines for Discoverers

Determining the Vulnerability

Typical initial discovery is through vulnerability testing of a software product, by its vendor, a
research group, security organization, or interested individual. Some vulnerabilities are
discovered by conducting research on actual attacks. All stakeholders conducting vulnerability
research should have well-defined root cause analysis processes, with clearly assigned
responsibilities for performing this analysis for every attack. Verifying that a test result
represents a vulnerability is key to the entire process. Testing must be methodical and repeatable,
use full, current versions of the software tested, and utilize methods and tools possibly available
in existing, relevant environments. If there have been no prior disclosures of a vulnerability
found in a recently superceded software version, and the installed base is large, discoverers
should encourage vendors to promote secure upgrades of the old vulnerable version.

Protection of Information

The discoverer must act to protect the information from leaking to external parties between the
time of reporting it to the vendor and final public release. This may involve isolating the
computer systems involved, preventing access to potentially sensitive information related to the
vulnerability on their own system, and encrypting any materials that are at risk of leaking. The
discoverer should also protect information in transit when reporting it to vendors or coordinators
(encrypting it). Vendors and coordinators must have public keys available to facilitate this.

The discoverer should withhold from any outside party (e.g., the public, peers, acquaintances,
forums) any release of exploit code or detailed guide to exploiting the vulnerability when
publishing advisories.
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Who to Contact

If the vulnerability affects technologies from a single vendor, the discoverer should first attempt
to contact that vendor directly. If a large number of systems from different vendors are affected,
the discoverer should use the resources of a coordinator to ensure that all potentially affected
vendors are contacted.

Many vendors have highly visible and well-known contact points for reporting security issues;
unfortunately, many others do not. If the discoverer cannot identify the correct channel for
communicating security issues, he or she should contact a coordinator for assistance.

If it is not clear who within a vendor’s organization will be handling a vulnerability, the
discoverer should not send full technical details unless an initial response has been received.

Vendor Confirmation

Within seven business days of initial contact by the discoverer, the vendor should promptly
acknowledge, with a personal response rather than an automated message, that it has received the
report. If the vendor does not send a satisfactory acknowledgement, the discoverer should
attempt to escalate the issue with the vendor. This seven-day response guideline may need to be
accelerated for vulnerabilities exposed by actual attacks, as opposed to theoretical vulnerabilities.

If the discoverer is still unsuccessful, he or she should seek the assistance of a third-party
coordinator who may have existing credibility and open channels of communication with the
vendor. If a third party can’t help, the discoverer must proceed as he or she thinks best. As stated
previously, the discoverer should be careful not to provide complete details and should, at first,
only seek to facilitate direct contact with the vendor through the coordinator. This seven-day
timeline should be established by the vendor, not the discoverer. Some vendors operate in
different countries or cultures with different holidays and work schedules that may not be
obvious to discoverers. Some software vendors are small businesses that may not be available to
respond to all discoverer inquiries immediately. Responsible vendors care about their products
and their customers, and should attempt to respond to discoverers in a timely manner.

What Information to Provide

When reporting a security vulnerability to a vendor, the discoverer should provide, via encrypted
communication, all technical information and related materials the vendor would need to
reproduce the issue. The discoverer should also provide complete revision information, including
his or her implementation’s current patch level, and a description of the technology’s
environment (e.g. hardware, configuration, other applications installed, relevant details about the
network topology, firewall rules, and anything else that may be of use). The discoverer should
provide this information only after receiving acknowledgement from the vendor and knowing
with certainty that the information provided is going to the correct group. If the discoverer shares
exploit code, the discoverer, vendor, and any involved coordinator should use extreme care to
ensure that it is properly labeled and protected.

The discoverer should immediately notify the vendor or coordinator of any new information or
errors in the original report.
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Conflicting Results on the Validity of the Vulnerability (i.e., vendor cannot
reproduce)

If the vendor cannot verify the discoverer’s claims, it may question the credibility of the report.
If this happens, the discoverer should try to provide more information or materials for the vendor
(e.g., screenshots, stack dumps, debugger output, exploit code, their own affected binary). If this
does not suffice, the discoverer should attempt to get corroboration of the issue from a third-
party organization with established credibility.

Conflicting Perception of Risk (e.g., vendor says is not a threat)

The discoverer and vendor may disagree about the threat of the vulnerability. The discoverer
may insist that the vulnerability is a serious threat while the vendor disagrees. In this situation, a
third party (such as a coordinator) should be brought in to assess the risk posed by the issue.
Only as a last resort, when all attempts to work with a vendor directly and through a coordinator
fail, should a discoverer consider publishing information on a vulnerability for which no fix or
workaround exists.

Negotiating a Timeline for Information/Patch Release

The discoverer and the vendor must negotiate a timeline for the release of information and
patches. Many times this requires the services of a coordinator. Large vendors are often faced
with significant code-base modifications, with numerous builds and regression testing, with
several concurrent development versions in process. Some discoverers are not aware of the
reasons for these legitimate delays. When developing the timeline, the discoverer needs to
consider the vendor’s patch development and testing time, and the vendor should consider the
risks of inadvertent disclosure and independent discovery by others.

Vendors sometimes take months to correct security vulnerabilities. The flaw could be a severe
design error that requires significant effort to fix. Depending on the severity of the vulnerability
and the likelihood of its exploitation, long delays in remediation can result in a prolonged risk to
end users.

Publishing Information

When publishing advisories, the discoverer should determine the appropriate amount of technical
detail to include. Presenting detailed information about the vulnerability has benefits and risks. If
full details are released, it could be easy for fairly unskilled malicious individuals to develop
exploits, increasing the immediate risk to end users. However, full details allow system
administrators and other users to test the vulnerability for themselves. The discoverer should try
to find a balance that will provide sufficient details without unnecessarily jeopardizing users.

During the lifetime of a reported vulnerability, information about the vulnerability may be leaked
or released by another individual or group that has discovered the issue independently. If this
occurs, the discoverer should coordinate with the affected vendor(s) or a coordinator to assist in
the release of a vendor advisory (“forced mode” release), basing the amount of detail on what
has been exposed.
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Unannounced Fixes

The vendor may fix the vulnerability without issuing an advisory and notifying its users. It is
even possible that a vendor may not be aware that they have fixed a security flaw. In this case,
since the vulnerability has been fixed, it may be appropriate for the discoverer to publish his or
her own advisory on the vulnerability. Before doing so, however, the discoverer should attempt
to contact the vendor to request that it issue an advisory or to explain his or her intent regarding
publishing any related advisories.

Guidelines for Vendors

Protection of Information

Vendors should develop protection policies and practices, including both physical and
information system elements, to isolate vulnerability information, exploit code, and related
analysis. This information should be kept confidential and distributed to vendor personnel on a
limited basis to those who are tasked to work on solutions and/or develop the public advisories—
at least until the phase when the public notification process begins. This isolation includes
limiting internal distribution to only those who can bring about solutions. Vendors should also
provide for a secure environment for validating and testing vulnerabilities and developing
appropriate solutions.

Rationale: Unresolved vulnerability information can be dangerous—to customers and possibly
to vendors themselves. If a vendor does not have a firm process for internally protecting
unresolved vulnerability information, the risk is greater that such information could be
mishandled and become public before solutions are available to protect customers.

Working with Discoverers

If the initial discoverer of a vulnerability is not the vendor, and the discoverer contacts the
vendor regarding the issue, the vendor should respond to the discoverer within seven business
days from the date of initial contact to acknowledge receipt of the report and provide initial
status of response. Vendors should make weekend and holiday schedules information available —
perhaps by including it on their “slash security” page—so that a discoverer may determine
accurately on which day the initial contact period expires and a response should have been
received. In cases of vulnerabilities exposed by actual attacks, the seven-day response time may
need to be accelerated.

As resolution proceeds, the vendor should keep the discoverer informed regarding progress,
enlisting the discoverer’s help as appropriate to recreate the situation demonstrating the security
issue. Vendors should publicly acknowledge discoverers in all advisories related to the
vulnerability if the discoverer agrees to be recognized. An acknowledgement could be as simple
as, “The issue was reported to [vendor] by [discoverer].””

Handling Multiple Vulnerabilities Simultaneously

Vendors should establish an augmentation capability, resourced with appropriate skill sets and
training, to help existing response teams scale to multiple-vulnerability incidents.

° Drawn from Rain Forest Puppy, “Full Disclosure Policy (RFPolicy) v2.0,” http://www.wiretrip.net/rfp/policy.html
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Rationale: Managing a single vulnerability can be taxing for a vendor. Managing more than one
may exhaust a vendor’s then-available incident response resources.

Monitoring for Active Exploitation

Vendors should have a contingency plan for urgently disclosing vulnerabilities to customers.
Therefore, someone within the vendor’s incident response team should have the additional
responsibility of monitoring for malicious exploitation.

Rationale: Ideally, vendors are able to develop, test, validate, and distribute fixes to
vulnerabilities before their customers are attacked. However, sometimes vendors attempt to
publicly exploit vulnerabilities before vendors complete their resolution process.

Liaison with Other Vendors

When they become aware of vulnerabilities, vendors’ response teams should proactively warn
other vendors of possible hazards to their products. In some cases, especially when a
vulnerability affects the products from a great number of vendors, an independent external
coordinator may be required.

Rationale: Many vulnerabilities affect more than one vendor. Some affect a protocol that is very
widely used, such as the Simple Network Management Protocol (SNMP). Also, software from
one vendor is often dependent on software from another, which may in turn be dependent on that
of a third. This complex interdependency mandates close relationships among product security
response teams. It is in the best interest of all for response teams of vendors to maintain trusted
relationships with those of their competitors, partners, and suppliers.

Dealing with Deprecated or Obsolete Software and Hardware

Vendors need a way to retire older products without being compelled by customers who fail to
migrate to more current hardware and/or versions of software to fix vulnerabilities on such
antiquated software/hardware. However, the vendor’s notification for end of life should give
customers clear notification when the product will reach its end-of-life status and not be further
supported, and ample time during which customers can replace the subject legacy hardware or
software. During the interim time period (from announcement that a product will be subject to
end of life, and when it actually is at its end of life), the vendor should continue to support the
legacy product and fix vulnerabilities.

For any supported product, including products that have been announced for end of life but
which have not yet reached the termination date, vulnerabilities should be handled according to
the guidelines in this report. However, if a vulnerability is found in software or hardware that has
reached its announced end of life, the vendor may elect not to fix or mitigate the problem, but at
a minimum should notify customers about the vulnerability and again recommend that they
upgrade their product.

Partial vs. Full Notification

Vendors normally attempt to notify all users who may possibly be affected by significant
security issues at the same time. This includes customers currently under contract, previous
customers, customers not under contract, and customers, developers, and coordinators via an
intermediate partner, reseller, or other tertiary relationship. Vendors should provide an avenue
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for customers to proactively (opt-in) sign up to receive security advisory information from the
vendor. Vendors may need to provide additional steps to be taken if there is a perceived threat to
a critical infrastructure, although those steps are wholly dependent on the critical infrastructure at
risk and the nature of the threat.

Guidelines for End Users and Organizations

Dependencies

End users and organizations should understand the assets on which they depend. Users should
conduct surveys and assessments of critical systems to understand, in advance of dealing with a
vulnerability, which products, protocols, and technologies they have deployed and what they
depend on. No external entity can perfectly assess vulnerability for them, and this understanding
will help users react promptly and appropriately when vulnerability information is brought to
them.

Support-Level Agreements

It is important that end users or organizations conduct an assessment to determine the appropriate
internal resources that will be available in the case of notification of a vulnerability so that the
appropriate level of support from the vendor can be obtained. Organizers should designate a
point of contact to assist with the coordination and carrying out of a deployment plan with
affected internal entities.

Rationale: End users and organizations will often have support-level agreements with vendors to
assist in the notification, assessment, and deployment of a fix. The level of the agreement and the
corresponding support will vary.

Deployment Plan and Process

The end user and organizations should develop an action plan to deploy fixes for a discovered
vulnerability when they are contacted by a vendor about a vulnerability. This plan should include
an assessment of systems to verify the existence of that vulnerability, an assessment vehicle to
determine the impact of exploitation, a process to obtain the proper fixes from the vendor or
other entity, and a plan to evaluate fixes for impact on networks and information systems.

Assignment of Tasks and Workgroup Responsibilities

Once notified of a vulnerability and the corresponding fix, the end users and/or the organizations
should assign resources to carry out the deployment and mitigation plan. After notification by
vendors, if users fail to take appropriate action, they should bear the consequences.

Protection of Information

End users and organizations should develop and maintain a mechanism for protecting sensitive
information regarding vulnerabilities and exploits. If a vendor has provided a patch or other
software countermeasure, user organizations need to protect all information regarding the
vulnerability until testing proves that the software change creates no unacceptable risk in the
user’s network. If a vendor provides advance information on a vulnerability, it is even more
critical that users protect that information until the vendor-user-discoverer team can complete the
countermeasure testing and installation process.
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Disclosure to Public and Customers

The end user or organization should determine if and when it may be necessary to inform its
customers when its networks or information systems have been compromised. In some cases this
decision will need to be made in consideration of applicable law and the party’s contracts. In
other instances the organization may want to inform customers about the steps to protect systems
or to update them on corrective actions being taken in the case of an incident, such as an ATM
system being down. Regardless, a communication plan should be developed and a clear process
of communication between the corresponding internal team responsible for vulnerability
mitigation and the corporate PR team should exist.

Republishing Advisories; Maintaining Correct Information Downstream

The most authoritative source for information on product vulnerabilities and their solutions is the
vendor that maintains the product. Most vendors make every effort to publish advisories as
widely as possible, especially ensuring that known customers are made aware of changes
expeditiously. It is not possible in all cases to ensure that this “push” approach will keep all
affected users informed. If users maintain advisory lists or republish advisories for constituents,
it is highly recommended that users check with vendors (“pull”) frequently to ensure such
information is up to date. Some vendors employ a hybrid “push-pull” notification scheme,
“pushing” announcements to their World Wide Web server, but expecting customers to “pull”
the information from there.

Guidelines for Coordinators

Awareness

For vulnerability coordination to be effective, vendors and users must be aware of the existence
and legitimacy of coordinators. In most cases, this translates to the establishment of a strong
“brand” and “brand” recognition. In some cases, particularly when a coordinator has a
governance or compliance role, there may be requirements to follow the advice of the
coordinator.

Establishment of a Reporting Mechanism
Coordinators should establish a well-known reporting mechanism.

Establishment of a Constituency

Vulnerability coordinators should establish a constituency. For example the Department of
Energy’s (DOE) Computer Incident Advisory Capability (CIAC) team, whose mission includes
acting as a coordinator for the DOE, identifies a constituency in their mission statement®:

The mission of CIAC is to apply cyber security expertise to prevent, detect, react to, and
recover from cyber incidents for DOE/NNSA and other national stakeholders.

" http://www.ciac.org/ciac/CIAC_vision_mission_stmts.html
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Protection of Information

Coordinators should take great care in safeguarding the information in their possession. See other
parts of this document.

Handling Multiple Vulnerabilities

Coordinators may be called upon by their constituents and stakeholders to work on multiple
vulnerabilities simultaneously. Care must be taken to ensure that multiple streams of work are
prioritized correctly according to the goals of the coordinating body, needs of stakeholders, and
available resources. Use of the NIAC VDWG scoring methodology could aid in assessing the
severity of each vulnerability. Because no two coordinators are likely to have identical goals and
priorities, each coordinator may have to evaluate vulnerabilities independently in order to
develop a locally correct remediation plan.

Establishing Liaison with Multiple Vendors and Constituents

A coordinator must establish that the individual or organizational unit within a vendor has
authority and capacity to make statements regarding the disposition of a vendor's product with
respect to any problem report. This is usually not within *“ordinary” support channels. A
coordinator and vendor must establish a communication channel that both find mutually
acceptable.

Other problems: Vendors may have different organizational units that operate along product
lines or lines of business, without sharing a common communication infrastructure. This requires
the coordinator to be flexible in communication methods.

Negotiating Release Schedules

When coordinators are involved with vendors and discoverers, they should assist in negotiating a
release schedule among the stakeholders.

Handling Dependencies

A coordinator may be required to conduct significant research into software, hardware, and
firmware dependencies in order to provide complete and correct advice.

Rationale: Vulnerabilities are often discovered in software components on which other software
relies. For example, a shared library may be used by dozens or hundreds of products. For
instance, vulnerabilities in Microsoft’s Internet Explorer often affect other products (including
products by third-party vendors) in ways that aren’t obvious to end users. Examples of products
that are sometimes affected by Internet Explorer vulnerabilities include Lotus Notes, Eudora, and
Microsoft Outlook. Furthermore, these dependencies are not typically recorded.

Understanding Aggregate Threat
Vulnerability coordinators may be in a good position to recognize and alert the community to an
aggregate threat.

Rationale: Examined separately, the impact of a series of vulnerabilities may appear to be
relatively small. However, it is possible that vulnerabilities may “chain” together, so that they
present an aggregate threat. These “chained” vulnerabilities may come from disparate products
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and no single vendor may have control over the set of problems or their solutions. Indeed, it may
be the case that examined separately, none of the products involved can be said to be flawed.
Only independent third parties can objectively comment on the threat posed by “chained”
vulnerabilities and provide unbiased remediation advice.

“Rebroadcasting” Advisories and Maintaining Correct Downstream Content
Coordinators should:

e Validate the authenticity of any alerts considered for rebroadcasting
e Always refer to source material and provide appropriate citations and credit
e Always provide a pointer to vendor-supplied alerts when available

e Recognize their limitations. A coordinator may indeed be a security expert, but no individual
or organization can be product experts for all products

e Pay careful attention to quantifiers and modifiers like “may,” “should,” “some,” “any,” or
“every.” Failure to consider quantifiers and modifiers appropriately is a common source of
problems.

Rationale: Coordinators often repackage alerts produced by other groups into locally preferred
formats or in order to provide locally appropriate emphasis. While this can be a valuable service,
there are several significant risks when doing this:

e A gullible or inattentive coordinator may provide an inappropriate imprimatur to a bogus
alert

e An overly trusting coordinator may accept without criticism the advice of a vendor or other
coordinator, thus providing little value added service to their constituents, and allowing a
vendor or other coordinator to produce sloppy work

e A coordinator without sufficient understanding of a problem may change the meaning of
words provided by a vendor or researcher, and occlude or even change important technical
details

These problems may be particularly acute when translating an alert from one language to
another.

7. Recommendations for the U.S. President

The following recommendations are made to the President, to direct appropriate Departments
and Agencies involved in any aspect of managing software vulnerabilities. Recommendations
listed here are intended for the U.S. federal government and may not be appropriate for non-
government institutions. They are not in any particular order of precedence.

Support Development of a Common Vulnerability Management
Architecture

Direct the federal government to support the development of common terms and universally
compatible procedures that must be used in the public sector, and that may be voluntarily used in
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the private sector, for identifying, reporting, scoring, remediating, and resolving vulnerabilities.
Federal departments and agencies should establish common reporting and communications
procedures in line with the “reporting mechanism” guidelines in this report. This includes
standardized E-mail addresses and Web pages at a well-known location (per each domain name)
for reporting and sharing information. In addition:

e Assure establishment of appropriate stakeholder groups in all major federal departments and
agencies. Coordinate and assist state governments in establishing these groups and
implementing all guidelines in this report.

e Promote the universal use of naming conventions such as MITRE’s Common Vulnerability
and Exposure (CVE) project to uniquely identify vulnerabilities in a consistent manner.

e Support development and use of a universally compatible vulnerability scoring methodology.
When complete, such a scoring method should:

o Employ standardized threat scoring classification schemes structured around accepted
criteria by which to assess and evaluate vulnerabilities. The goal of standardized
threat scoring is to promote understanding by a range of private and public sector
researchers regarding reported vulnerabilities.

o Allow for local variations, depending on impact, environment, culture, and roles of
those developing scores.

0 Permit ongoing adjustment of an assigned score or set of scores in order to reflect
research results or the impact of confirmed exploitations or remediation efforts.

0 Incorporate procedures for independent validation of the suitability of any score or set
of scores assigned to a vulnerability, along with a means for improper results to be
adjusted in a neutral manner.

0 Enhance existing recognized national and international communication structures
through which reported vulnerability information is communicated to qualified
stakeholders.

Protect Vulnerability Information and Ongoing Investigations

The federal government should provide policy and funding to ensure that trusted environments
are available to:

e Ensure the continuous security and integrity of vulnerability investigations in process and
manage the disclosure of related information through secured, trusted mechanisms.

e Protect the confidentiality of vulnerabilities for which no known exploitations have been
reported, while affected vendors are working towards a solution.

e Coordinate the voluntary disclosure of information regarding exploited vulnerabilities to take
into account, among other factors, the risks of damage to the nation’s critical information
infrastructure, the need for completion of ongoing investigations, and the coordinated release
of suitable solutions or remedies for the vulnerability.
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Promote Universal Use of Compatible Encryption

To ensure the U.S. federal government can participate in the global vulnerability management
process, it should designate a specific office within each participating agency to review
appropriate federal regulations, define guidelines, and act as a clearinghouse to distribute open-
source message format standards (such as OpenPGP or S/MIME) that are compatible with
current vulnerability management community practices, choose a key validation and distribution
system, and provide a profile of which encryption and signature algorithms all federal
vulnerability management stakeholders should use. Of course, when a government organization
that only allows FIPS-certified encryption is a stakeholder, AES-128 or Triple-DES encrypted
communication should be used. An option when none of the above is available would be to use
an SSL-encrypted Web site.

Widespread use of compatible encryption would have benefits far beyond vulnerability
management. All types of incident information being exchanged within and among ISACs,
victims of computer crimes, domestic and international law enforcement, and incident response
teams would benefit. This kind of standardized infrastructure is key to improving
communications that deal with attacks on critical infrastructures as well as lesser incidents.

Conduct a Regulatory Framework Review

The federal government should review existing federal regulations and practices in order to
identify barriers to resolving software vulnerabilities. Barriers to vulnerability resolution include
possible penalties for conducting security research and transmitting results to stakeholders,
mandatory informing of individuals regarding inadvertent disclosure of their private information,
and restrictions on the use of encrypted E-mail for government agencies. This review should also
cover various federal civil and criminal laws, including, without limitation, the Digital
Millennium Copyright Act (“DMCA”), the Health Insurance Portability and Accountability Act
(“HIPAA), the Gramm-Leach Bliley Act (“GLB”), the Uniting and Strengthening America by
Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001 (“USA
PATRIOT”), the Homeland Security Act of 2002, the Computer Fraud and Abuse Act, that may
directly or indirectly affect the discovery, reporting, disclosure, or protection of sensitive
vulnerability information.

This review should also include a survey of related international and state laws. Where
applicable, the federal government should assist the States by identifying barriers to effective
vulnerability management in State statutes, and should work with other national governments to
ensure harmony of international law with the same goals.

Support Robust Voluntary Information Sharing

The federal government should set up or support a neutral clearinghouse for vulnerability
management, accessible to researchers, the private sector, and federal agencies. Reporting
vulnerabilities to the clearinghouse must be voluntary for any non-government entity. This
clearinghouse must be able to conduct secure and trusted research, analysis, remediation support,
and disclosure activities, working in close cooperation with the private sector, especially the
ISACs, research companies, security vendors, and universities. However, the clearinghouse
should not supplant direct communication between a discoverer and a vendor. The NIAC
recommends such a clearinghouse as a key node supporting information exchange among
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industry ISACs and between ISACs and the federal government. The clearinghouse should
maintain a meta-database with references to vendor-supported vulnerability databases, along
with recommendations for protection of the databases themselves and for their format and
content. Specifically, a vulnerability database content might include, for each incident:

An incident ID

Each E-mail notification related to it

Its status in the process

Methods or tools for determining whether and which systems are vulnerable
The nature of the damage that could occur

Countermeasures and instructions for how and when to apply them
References to external, related material

Support a Robust Infrastructure for International Coordination

Ensure there is a single point of reference for private sector entities and governments to share
information, coordinate efforts, and resolve security vulnerabilities. This should include
establishment of consistent, secure communications means, working with foreign governments
and non-government organizations to spread knowledge of common procedures, collaborating in
ongoing investigations, and conducting joint research to improve global vulnerability
management.

A second goal of international coordination should be a review of various national laws affecting
vulnerability management. This should include a review of laws protecting privacy, restricting
communication on vulnerabilities, affecting investigations, and enabling cross-border law
enforcement collaboration.

Promote and Fund Advanced University and Industry Security
research and Education

The federal government should expand current research funding programs to encourage
advanced University and industry research and education into the nature and causes of
vulnerabilities, vulnerability management, secure software development, and the coordination
and validation of public keys to support an infrastructure for secure electronic mail for all
vulnerability management stakeholders.
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Appendix B: Coordinators

Coordinators assist in the disclosure and response to new vulnerabilities. Established in 1988, the
CERT Coordination Center (CERT/CC) in Pittsburgh, PA was the first organization to perform
this function. In the past fifteen years, the CERT/CC has helped to establish other teams that
serve as coordinators for various constituencies, including national teams.

Coordinators serve in four primary capacities:

1. A coordinator acts as mediator and coordinator between disparate vendors affected by the

same or similar problems. The primary purpose is to ensure that customers of affected
vendors are not placed at undue risk by a competing vendor’s announcement. In this role,
coordinators serve as a clearinghouse for sharing information between affected vendors
prior to public release.

Coordinators serve as an independent voice to evaluate the claims of vendors and
discoverers. In this role, coordinators provide an unbiased judgment regarding the
severity of any particular vulnerability and the efficacy of any particular advice.

Coordinators act as a potential, additional medium through which to communicate with
the public or local organizations about vulnerabilities and workarounds. A coordinator
acting for a small constituency may be in the best position to evaluate threats to that
constituency and provide installation-specific advice and guidance. A coordinator acting
on behalf of a larger constituency often has the ability to draw a great deal of attention to
problems affecting a large number of users.

A coordinator is in a good position to study relationships among vulnerabilities and to
recognize trends or compounding changes when they occur. For this reason, coordinators
may conduct research into the nature and causes of vulnerabilities or may be collocated
with leading research groups. In the long term, it is probably this type of activity and
relationship that will yield the largest benefit.

Coordinators are typically established for several purposes:

Research institutions may establish vulnerability coordination activities to support or
promote their research agenda and findings. A common subcategory of this type is that a
research group may engage in vulnerability coordination for issues it discovers.

Government organizations may establish vulnerability coordination centers to serve the
public interest and protect the critical infrastructure and national security. Vendors and
discoverers may choose to notify coordinators, including government computer security
incident response teams.

Commercial organizations may establish vulnerability coordination centers to aid in
corporate governance and IT security. In many cases, these organizations have an
assessment and compliance role as well. These organizations typically do not provide a
coordination service between and among vendors and are usually not involved in
predisclosure activity. However, they may serve as the vehicle by which specific
corporate security concerns are addressed with software vendors.
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Security solution providers may establish a vulnerability coordination activity as an aid to
help ensure their products are up to date.

Legitimization
Coordinators generally do not act with direct authority over a product, and in most cases do not
act with legal authority to compel a vendor or discoverer toward any particular behavior.

Nonetheless, coordinators achieve their position through a process of legitimization. Like any

legitimization process, the legitimization of a coordinator may occur through a variety of means,

including demonstrated effectiveness, fiat, precedence, history, and acceptance. Most groups

acting as coordinators today have achieved their legitimacy through demonstrated effectiveness,
having established a broad audience of system administrators and end users, and by having
established productive working relationships with software vendors. In most cases, coordinators
have been supported primarily through government funding, and this relationship has aided the
legitimization process.

There have been many failed attempts by different groups to become coordinators. There are few
active practicing coordinators today. Examples of coordinators are listed at the end of this
appendix.

Benefits
Coordinators can bring a variety of benefits to the disclosure process, including:

Independent evaluation of claims

Providing comments and criticism to improve a vendor’s proposed solution to a new
vulnerability

Investigation and resolution of software dependencies

Recognizing and minimizing aggregate threat

Avoidance of allegations of anti-competitive behavior

Coordination of publication and release schedules to minimize risk

Management of complex communication issues between and among competing vendors
Notification to system operators and critical infrastructure groups

Ability to marshal attention to very serious problems

Awareness of current events and Internet threats

Providing anonymization services between vulnerability discoverers and vendors
Identification of duplicate problems

Providing information to the public about which products are confirmed not to be
affected by a particular vulnerability

Providing a single point of contact for vendors to work with other vendors

Providing a single point of contact for discoverers to work with software vendors
Providing a single point of contact for constituents to address shortcomings in patches
and workarounds
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Risks
There are two main risks that coordinators present:

1. The risk of unintended disclosure
2. The risk of disclosure adverse to an individual’s or organization’s position

The first risk is inherent in any information-sharing process. Reputable coordinators should take
great care in guarding information to minimize the risk of unintended disclosure, including all
the steps discussed elsewhere in this document. But no protections can be absolute; on balance, a
responsible coordinator provides benefits for information sharing that outweigh the potential risk
of unintended disclosure.

The second risk primarily accrues to intellectual property (IP) holders, though discoverers,
especially unscrupulous discoverers, may find risk here as well. A responsible coordinator must
have an independent voice with which to advise the community. A coordinator may choose to
publicize aspects of a vulnerability that an IP holder would prefer not to be disclosed.
Furthermore, a coordinator may choose to release information at a time not of the choosing of
the IP holder. Such a scenario is most likely to occur when a vulnerability affects more than one
vendor. If one vendor is slow to respond, the coordinator may negotiate a release schedule with
the other stakeholders that is adverse to the position of that vendor. In the case of a vendor who
shows no evidence that a solution is being pursued, a coordinator may chose to release
information about the nature of the flaw and the best-known workarounds.

In many cases, the second risk would be considered a benefit by end users and system
administrators.

Invocation

A coordinator may be invoked by any of the participants in the vulnerability disclosure process.
Typical scenarios include:

e A discoverer contacting a coordinator prior to public disclosure
e A discoverer contacting a coordinator after encountering an unresponsive vendor

e A vendor contacting a coordinator prior to public disclosure for assistance in alerting the
public

e A vendor contacting a coordinator in order to provide competitors with an opportunity to
address a vulnerability in the competitor’s product.

e An organization asking a coordinator for an evaluation after public disclosure

e A discoverer or vendor contacting a coordinator when a discoverer’s issue goes beyond a
single vendor’s product

Additionally, coordinators may conduct their own investigation in response to public reports if
the report is incomplete, inconsistent, or if affected vendors do not appear to have been
contacted.
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There is no requirement to invoke a coordinator at any stage of the process, though doing so may
be helpful.

Reputable coordinators should not act as a hindrance to the safe resolution of a problem
regardless of how they are invoked. A coordinator’s research agendas and constituent
relationships must not interfere with the safe resolution of a vulnerability.

Department of Homeland Security

Information Analysis and Infrastructure Protection Directorate

The federal government agency with primary responsibility for protecting the nation’s critical
infrastructure and for determining and tracking vulnerabilities to those infrastructures is the
Department of Homeland Security, which is comprised of four major directorates: Border and
Transportation Security, Emergency Preparedness and Response, Science and Technology, and
Information Analysis and Infrastructure Protection. The Information Analysis and Infrastructure
Protection directorate analyzes intelligence and information from other agencies (including the
CIA, FBI, DIA, and NSA) that involves threats to homeland security and evaluates
vulnerabilities in the nation’s infrastructure.

National Cyber Security Division

Within the Information Analysis and Infrastructure Protection Directorate, the National Cyber
Security Division (NCSD) will provide 24 x 7 functions, including conducting cyberspace
analysis, issuing alerts and warning, improving information sharing, responding to major
incidents, and aiding in national-level recovery efforts. This division will provide for the federal
government’s interaction and partnership with industry and other organizations in the cyber
security area.

The NCSD will identify, analyze, and reduce cyber threats and vulnerabilities; disseminate threat
warning information; coordinate incident response; and provide technical assistance in continuity
of operations and recovery planning. The division will coordinate closely with the Office of
Management and Budget and the National Institute of Standards and Technology regarding the
security of federal systems and will coordinate with federal law enforcement authorities, as
appropriate.

NCSD recently formed US-CERT to perform some of these functions. US-CERT is a partnership
between NCSD and the CERT/CC.

Information Sharing and Analysis Centers (ISACs)

At the recommendation of the federal government, private industry has organized and begun the
operation of various ISACs with the goal of analyzing sector-specific threats and improving
information sharing among industry sectors as well as with the government. While there are
many models for the structure and working relationships of individual ISACs, the ISACs
generally represent the key components of the nation’s critical infrastructures. The ISACs
generally are composed of industries and government entities that participate in the operation of
the critical infrastructures and key national assets. Information of concern to the ISACs includes
threats, vulnerabilities, countermeasures, and best practices for security.
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CERT Coordination Center

The CERT Coordination Center (CERT/CC) was established by the Defense Advance Research
Projects Agency (DARPA) in 1988 following an Internet security incident—the “Morris worm.”
One of CERT/CC’s primary objectives is to analyze the state of Internet security and convey that
information to the system administrators, network managers, and others in the Internet
community. Staff members also coordinate vendor responses to vulnerability information,
informing technology producers, facilitating and tracking their response to the problems, and
helping to disseminate solutions. The CERT/CC has proven its ability to keep organizations’
identities and other sensitive information confidential, and it is also able to be neutral, enabling
staff members to work with commercial competitors and government agencies without bias.

FIRST Teams

The Forum of Incident Response and Security Teams (FIRST) bring together a variety of
computer security incident response teams from government, commercial, and academic
organizations. FIRST aims to foster cooperation and coordination in incident prevention, to
prompt rapid reaction to incidents, and to promote information sharing among members and the
community at large. Currently FIRST has more than 100 members. Membership in FIRST
enables incident response teams to more effectively respond to security incidents by providing
access to best practices, tools, and trusted communication with member teams.

FIRST is an international confederation of trusted computer incident response teams who
cooperatively handle computer security incidents and promote incident prevention programs.

e FIRST members develop and share technical information, tools, methodologies,
processes and best practices

e FIRST encourages and promotes the development of quality security products, policies &
services

o FIRST develops and promulgates best computer security practices

o FIRST promotes the creation and expansion of Incident Response teams and membership
from organizations from around the world

o FIRST members use their combined knowledge, skills and experience to promote a safer
and more secure global electronic environment**

FIRST information is available at http://www.first.org/.

Computer Emergency Response Teams (CERTS)

Most countries, states, large government organizations, and enterprises have dedicated CERTS. It
is beyond the scope of this report to comprehensively list all existing CERTs. A few examples
are provided to show the similarity of mission and wide acceptance of the CERT concept. Many
national CERTSs are also members of FIRST.

1 From “FIRST Vision and Mission Statement,” wwuw.first.org/about/mission.html, Re-drafted by the FIRST
Steering Committee, March 2003, and approved by the FIRST Annual General Meeting, 26 June 2003. Last
modified: 7 July 2003.
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The U.S. Department of Defense CERT (DoD-CERT) has the following mission statement:
Protects, defends, and restores the integrity and availability of the essential elements and
applications of the Global Information Grid (GIG) under the full spectrum of conflict in
support of the “Warfighter”.*2

The Australian CERT (AusCERT) is the national Computer Emergency Response Team for
Australia and a leading CERT in the Asia/Pacific region. As a trusted Australian contact
within a worldwide network of computer security experts, AuUsSCERT provide computer
incident prevention, response and mitigation strategies for members, a national alerting
service and an incident reporting scheme.™

UNIRAS is the UK government CERT. On 20 December 1999 the Home Secretary
announced the creation of the National Infrastructure Security Co-ordination Centre
(NISCC), an interdepartmental organisation set up to co-ordinate and develop existing work
within government departments and agencies and organisations in the private sector to
defend the CNI against electronic attack. NISCC operates under a Director, who is a member
of a Management Board chaired by the Home Office. The other members of the Board are
drawn from the Cabinet Office, the Communications-Electronics Security Group (CESG) of
GCHQ, the Security Service, the Ministry of Defence and the Police. NISCC's small core
staff are from various parent departments contributing to the CNI protection programme. It
co-ordinates a programme of work consisting of activity carried out by its core staff, and
work carried out under the auspices of various government departments (but contributing
directly or indirectly to the overall CNI programme). UNIRAS, the UK Government CERT
(Computer Emergency Response Team), is run by NISCC and draws on technical support
from CESG, the UK national technical security authority. Its original customers were
government departments and agencies. Recently this has been expanded to include:
companies holding sensitive government contracts, and most recently CNI organisations. It:

0 Receives reports of significant electronic attack incidents, threats, new vulnerabilities
and countermeasures from its customer base and other commercial, government and
international sources. It then validates, sanitises (where appropriate) and disseminates
the information back to its customers through E-mail alerts and warnings.

o0 Provides a helpdesk for its customers, giving advice on IT security incidents,
particularly Internet-related problems;

o Co-ordinates the NISCC's Electronic Attack Response Group (EARG), which
responds to serious electronic attack incidents affecting the CNI;

0 Serves as the UK Government CERT (Computer Emergency Response Team) and is
an active member of FIRST,;

o Collates reports on IT security incidents supplied by its customers and issues regular
statistics. These reports are suitably sanitised to protect commercial or departmental
sensitivities.™

CERT POLSKA is the official name of Poland’s CERT since January 2001. It was formerly
known as CERT NASK. Since February 1997 CERT POLSKA has been a full member of the
worldwide Forum of Incident Response and Security Teams. CERT NASK was established
in March 1996 according to the disposition of the NASK (Research and Academic Network

12 www.cert.mil
13 www.auscert.org.au
1% \www.niscc.gov.uk
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in Poland) Director. Current CERT POLSKA headquarters is located at the NASK site in
Warsaw, Poland. CERT POLSKA’s goals are:

o Providing a single, trusted point of contact in Poland for the NASK customers
community and other networks in Poland to deal with network security incidents and
their prevention,

0 Responding to security incidents in networks connected to NASK and networks
connected to other Polish providers reporting of security incidents, and

o Providing security information and warnings of possible attacks cooperation with
other incident response teams all over the world.™

15 www.cert.pl
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Appendix C: Sample Notification Methods

Notification Method

Description

Management

Public mailing list

A mailing list to which any
interested individual may
subscribe. The only
information sent to this list
is advisories, notable
updates to advisories, and
list management
information.

Subscriptions are confirmed
through standard mail-back
techniques, and addresses
from which bounces are
received on multiple
occasions are pruned. The
list itself is maintained
within the organization.

Government mailing list

A mailing list composed of
other mailing lists managed
by DHS/FedCIRC, and to
which subscription is
limited to authorized
individuals.

Subscriptions are
administered by
DHS/FedCIRC through
systems managed by a
specific organization.

RSS channel

RSS is an XML-based
specification for providing a
“Really Simple
Syndication” of Web
content. RSS content is
organized into channels that
can be hosted on
cooperating Web sites. It
can be used to provide links
to the most current security
alerts.

An RSS channel can be
hosted by any Web site that
chooses to do so. Readers of
that site will see, for
example, the ten most
recent documents in the
channel.

Private notifications of
security issues

A signed, clear-text E-mail
message notifying
authorized users of the
existence of a new alert
within a restricted database.

E-mail notifications are
produced simultaneously
with the publication of a
new document. The E-mail
itself consists only of a
pointer to the new
document, without
disclosing information
about the content. The
message is signed to guard
against various cross-site
scripting attacks, and it is
delivered individually to
authorized readers.
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Notification Method

Description

Management

Synopsis of latest
vulnerabilities

A signed, clear-text E-mail
message consisting of a
synopsis of new
descriptions of vulnerability
published in the database.

The synopses are produced
twice a week, covering new
entries created during the
preceding period. These
messages consist of a short
synopsis of new
vulnerabilities followed by
a pointer to additional
information. In no case is
information sent in clear
text that is not publicly
available.

Usenet newsgroups

Usenet newsgroups are a
popular means of sharing
information.

A newsgroup is maintained
and managed, and the latest
security advisories are
posted.

Summaries of recent
activity

Quarterly documents
summarizing noteworthy
new vulnerabilities and
intruder activity, delivered
to the public mailing list.

Once per calendar quarter,
the most noteworthy new
vulnerability and incident
information is compiled and
summarized for subscribers
to the mailing list.

Wireless application
protocol (WAP) access

Advisories are made
available to WAP users,
providing mobile users with
access to the most critical
vulnerability information.

WAP access is managed by
the Webmaster or
information services team.

Mass media

Regularly conducted
interviews with mass media
on technical topics.

A media relations office
staffed with professional
public affairs and media
personnel manages
requests. Any staff member
who interacts with the
media should receive
professional training.
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