ChemLock Exercises

How do you test your facility’s response plan for a security incident involving dangerous
chemicals? Using extensive knowledge of chemical security best practices, the ChemLock
program provides no-cost services and resources to help you test your response and
security plans for a wide variety of scenarios.

Facilitated Chemical Security Exercises

P> Facilities can request CISA’s expertise under the ChemLock program in facilitating a
live tabletop exercise that is tailored to your facility and the specific response
scenario that you are looking to test.

Run Your Own Chemical Security Exercises

P CISA Tabletop Exercise Packages (CTEPs) help you to conduct your own customized,
tailored chemical security exercises. Downloadable resources include manuals,
planner handbook, templates, and more. Scenarios include:

P> Active shooter > Improvised explosive device
P> Chemical release or spills P> Insider threat

> Cyberattack P> Theft and diversion

P> Drone threats P> Vehicle as a weapon

Chemical security is national security.

The Cybersecurity and Infrastructure Security Agency’s (CISA) a

ChemLock program is a completely voluntary program that

provides facilities that possess dangerous chemicals with no- CH EM LOCK
cost services and tools to help them better understand the
risks they face and improve their chemical security posture in
a way that works for their business model.

Learn more and sign up at cisa.gov/chemlock.

Know your chemicals.

Lock in your security posture.


https://www.cisa.gov/chemlock



