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FEDERAL INFORMATION SECURITY MEMORANDUM FOR TilE [-[EADS OF 
EXECUTIVE DErARTMENTS AND AGENCI ES , 

FRO M: \...~R:ilicrt3 Slempt1ey. Acting Assistunt Secretary. Office o fCybcrsecurily and 
r Co mmunicalions. Department of Homeland Security 

SU BJECT: 	 FY 20 II Reponing Instructions fo r the Federallnfonnation Secu rity Management Act 

and Agency Privacy Managt=lIlenl 

This Federal Information Sc(.: urity Memorandum (F1SM) I provides instructions for meeting your 

agency' s FY 20 I I reporting requirements under the Fcderal lntormation Security Management Act of 
2002 (FISMA) (Title 111. I)ub. L. No. 107-347). It "Iso includes reporting instructions for your agency's 

privacy management program. 

The goa l for Federal infonnation sec urity in FY 20 II is 10 build a defensible Federal enterprise that 

enables agencies to hamess 1I..'chnological innovation. whi le protecting agency infonnation and 

infonnation systems. To maximize the timeliness and fidelity of security~relatcd int'onnalion. the 

collection of data should be a by-product of existing continu()us monitoring processes. not a bolt-on 

activity that redirects v:lluuble resources from impl)rwntlllission activities. As slUtcd in previous F!SMA 

guidance. agencies arc required to adhere to Department of Homeland Security (OI-lS) direct ion to report 

data through CyberScnJ>!;!. This shift from the once-a-year FISMA reporting process to a month ly 

reponing ofkcy mctrics through CyberScopc allows St."CuriIY practitionep.; to make decisions usi ng more 

info nnation - delivered more quickly than ever before. 

Agency Reporting Ac tivitiH 

To comp ly with this guid:mcc, agencies will carry oul the fo llowing activities: 

I. 	 Establish monthly data teeds to Cybc rScopc; 
2. 	 Respond 10 security posture questions: and 
3. 	 Participate in CyberStat accountability sessions and agency interv iews 

I. 	 \-tonth!v Data Feeds 
EITective next month. agencies must load data from their automated security management tools into 

CybcrScope on a monthly basis for a limited number of data elements. While full implementation of 

automatt=d security management tools across :tgcm:ks wi ll take lime. agencies shou ld report what they 

can using output from tht:ir automatcd security management tools. These n.' porting requ iremcnts wi ll 
mature over timc as the clTons oflhe Chief infonmllion Officer (ClO) Council's Continuous 

Monitoring Working Group (CMWG). in Co ll:lboration with the agencies. CVI)Ive and add itional 

metrics and capabilities :trc developed. 

: The Depanmenl of Homeland Security issues FedcrallnformatiOfl Security Mcmoranda to inform fede ral 
depanments and agcncies of the ir rc ~ponsibilities. required actions. and effectiVe! dates to :lchievt federa l 
information security policies. 
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DHS will provide :.dvance notice to agencies as these melfics \!\'olve. The initia l monthly reporting 

metrics and s..: hcma for FY 1011 will remain identical to the melrics and schema used for the auto­

fced portion url he FY 20 I 0 reporting cyc le. Revisions \)1' mctrics will bt! publi shed in CybcrScopc 
and on the CybcrScope page within the Oflice of Management and Budget (OMB) MAX Portal prio r 

to the reporting period in order to allow sulli eienl time for adoptioll. As associated data feed schemas 
are revised, they will ~ posted on the NIST Security Conlent Automation Protocol (SCAP) web page 

as well a'. the CyhcrScope page within the OMB MAX ronal. 

Frcqucmly asked questions related to data feeds can be found no Ihe CyberScope infonnation page 

within the OMR MAX Portal. The URL for the page is: Imth: llIa".IlIilD ~l\ 'clltnmunill-" EqQrlQ 

2. 	 Infonnatipn Se!turity Questions 
In addition 10 providing the dala feeds described above. :lgellcies arc also required to answer a set of 
infonnation security questions in CyberScope. These questions address areas of risk and are designed 
10 assess the implement.nion of security capabi lities and l1Ieasure their efrt ..'Cti"'eness. 

3. 	 CybcrSt.lt Review Sessions and Agenc\' Intcn.-iews 
Building on the TechSlat model. DHS launched CyberSlat accountability sessions in January 10 I I. 

Through C)-betStat. DHS cybcrsecurity experts engage with selected agencies 10 help them develop 
focuscd actions plans for improving their infonnation security posture. Cybt=rStat is grounded in 

(lllillysis that is based on data provided through Cybc::rScopc and other key data sources. The 
Jcvelopmefll of clear and consistent metrics for CyberScopc has improved the ability of agencies to 
have more accounlability for outcomes. As DHS works with agencies 10 improve data quality. the 
insights provillcd through CyberStat and CybcrScopc \\ ill enable Df-IS to assist agencies in quickly 
add ressing prob lems thai pose risks. 

DIIS·led CybcrStat sessions promote accounlabi li ty and assist Federal civ ilian agencies in driving 
progre~s with key strtuegic enterprise cybersecurity capabilit ies. Specifically. CybcrSlat is designed 
to: 

• 	 Highlig.ht capabil ity areas where agencies must place additional locus: 
• 	 Help agencies remo\le roadblocks 10 mceting requirement standards: and 
• 	 Recognize agenc ies in those areas where they are meeting requiremellt standards. 

CybcrSlat sessiolls IcatufC reprcsentalives from DHS. OMR.lhe Nationa l Security StatT(NSS). and 
agency learns working together to carefully examine program tlata with a focus on problem solving. 

The outcome is a prioritized action plan for the agency to impro\'C o\'Crall agency perfonnance. 
Into rmation compiled from the rev iew process wi ll also gi\<e DHS. OMIl. NSS and other relevant 

~takcho tdcrs a holi st ic ... iewpoint oflhe cybcrsr..,(urity posture of the Execulive llranch oflhe Federal 
Govern ment. infonning future policy and oversi gh t decisions. 

A learn of government security specialists wi ll interview agencies not se lecled for a (onnal CybcrStal 

review. These inte rviews will be foc used on spec ific threats that each agency faces as a consequence 
of ils unique missioll. 

EJfccli ...c Dales IIf Comeliance 

http:Highlig.ht
http:CybcrSt.lt
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• 	 Monthly Data .·et'd~: Agencies arc requ ired to submit information security data to CyberScopc 

by close of business on the fifth calendar day \If each month. Small and micro agenc ies are not 

required to submit mOllthly reports. although they arc highly encouraged to do so. 

• 	 Quarterly RCI)orling: Moving forward . <Il:;cncics will be expected to submit Illclrics data for 2nd 

and 3'd "luaners. For 2n.i quarter. agencies must submit their updates 10 Cyberscope between April 
l SI and April I S l~. Fur Jtd quarter. agenc ie s must submit their updates to CybcrScopc between 

Jul y Iii and July 151
', Agencies are not c1<.pt.'Clcd to submit mClrics data for I" or 40h quarters. 

other than what is required fo r the annual report. 

• 	 Annual Reptlr1ing: The due date for annual FISMA reporting through CybcrScope is Nowmbcr 

15. 20 1J. 

Additional Reguiremcnts 

• 	 CyberScopc is the platform for the FISMA reporting process. Agencies should note that a 
Personal Identity Verification card, comp liant with Homeland Security Presidential Directive 12. 
is required for access to CyberScopc. No FISMA submissions wi ll he accepted outside o f 
CyberScope. For in lonnation related to CybcrScope. please \'isil: 

hllIh: Ill;)\ 11mb 0\ ':t1mmlmil} \ l-gQrHl 
• 	 CIOs. Inspectors General. and Senior Agency O llicials for Privacy will all report through 


CybcrScopc. Micro agencies will also report using this automated collection tool. 


• 	 Consistent with prior years' guidance, Ihc agency hcad should submit iIIl electronic copy of an 
official lctter to CyberScope providing a comprehensive overview reflecting hi s or her assessment 

of the adequacy and clTectivcness of intonnalion security policies. procedures. and practiccs. and 
compliance with Ihe requirements of FISMA lor the agency. 

• 	 Senior Agency Officials tor Privacy are to submit the fo llowing docul1l1."nts through CyberScope: 
o 	 Ureach Illllilication policy if it has ,hanged significantly s ince last year 's report; 
o 	 Progress upd3le on eliminating unnecessary usc of Social Si,.'Curily Numbers; and 

o 	 Progress update on the review and reduction of holdings of personally identifiable 
informl1t ion. 

Please direct questions on FISMA to the Cybersecurity Perlonnance Managcment Office. Federal 
Network Security Brunch. DIIS. at I h\\.\ ,- , ... 'dh"~lI\ or 703-235-5045. 

For O~,fB policy rclated questions. please conlael Carol Uaks. 202-395-9915 or 1i'1I1.1 f( (>mh CI~~H . 

Attachment: FY 20 I I Frequently Asked Questions nn Reporting for FISMA 

cc.:: Oin.·ctor. Ollicc of Managemcnt and Uudget 


