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Homeland Security (DHS) Cybersecurity and Infrastructure Security Agency (CISA), or DOE. Capability 
Maturity Model® is a registered trademark of Carnegie Mellon University. 

Intended Scope and Use of this Publication 
The guidance provided in this publication is intended to address only the implementation and management 
of cybersecurity practices associated with information technology (IT) and operations technology (OT) 
assets and the environments in which they operate. This guidance is not intended to replace or subsume 
other cybersecurity-related activities, programs, processes, or approaches that Dams Sector organizations 
have implemented or intend to implement, including any cybersecurity activities associated with legislation, 
regulations, policies, programmatic initiatives, or mission and business requirements. Compliance 
requirements are not altered in any way by this model or implementation guide. In addition, this guidance 
is not part of any regulatory framework and is not intended for regulatory use. Rather, the guidance in this 
publication is intended to complement a comprehensive enterprise cybersecurity program. 

About the Dams-C2M2 

The Dams-C2M2, depicted in Figure 2, was developed to address the distinct operational characteristics of the 
Dams Sector. The model is a highly flexible tool that owners and operators can choose to use in one or more ways: 

• Identify a progressive, incremental approach to building strong cybersecurity capabilities, based on industry-wide 
best practices, existing standards, and cross-sector cyber expertise. 

• Effectively evaluate and benchmark cybersecurity capabilities in a clear and organized way. 

• Prioritize incremental actions and investments to improve cybersecurity. 

• Consistently measure and demonstrate progress over time toward organization-specific goals. 

The Dams-C2M2 is not designed to issue a grade or a rating to an organization’s cybersecurity program. All materials 
associated with the Dams-C2M2—including the model, Implementation Guide, and templates—can be accessed on 
the Homeland Security Information Network – Critical Infrastructure (HSIN-CI) Dams Portal. For additional 
information on the HSIN-CI Dams Portal, visit cisa.gov/hsin-dams-portal. Training, offered via webinar by CISA at no 
cost to sector organizations interested in implementing the Dams-C2M2, can be requested by emailing the Dams 
Sector Management Team at DamsSector@cisa.dhs.gov.  

 

https://www.cisa.gov/hsin-dams-portal
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Introduction 
The Dams Cybersecurity Capability Maturity Model (Dams-C2M2) was developed by owners and operators 
and government stakeholders in the Dams Sector Cybersecurity Working Group at the direction of the 
Dams Sector Joint Council. The model aims to advance the practice of cybersecurity risk management by 
providing all Dams Sector organizations, regardless of size or type, with a flexible tool to help them 
evaluate, prioritize, and improve their own cybersecurity capabilities. This Dams Sector C2M2 
Implementation Guide provides options for implementing the Dams-C2M2 in a systematic manner. Once 
implemented, the Dams-C2M2 can be used by an organization to evaluate its cybersecurity capabilities 
consistently, to communicate its capability levels in meaningful terms, and to inform the prioritization of its 
cybersecurity investments. 

How to Use the Dams-C2M2 Implementation Guide 
The recommended process for using the Dams-C2M2model involves five steps, as shown in Figure 1. This 
Implementation Guide is organized into those steps. The guide highlights approaches to implementing both 
the administrative and substantive elements of each of the five steps of the model process, considering 
the actions and perspectives of the organization, facilitator, and participants. The approaches are 
presented as considerations, ranging from simple to complex, which can be selected by the organization 
based on its structure; available personnel and financial resources; and current processes related to 
planning, gap analysis, and project management.  

Organizations implementing the Dams-C2M2 should first read the Dams-C2M2 document to become 
familiar with the model’s contents and definitions. The sequential application of the Implementation Guide 
can help owners and operators implement the model and document decisions made throughout the 
process. The templates included in the appendices are intended to aid in data collection, analysis, and 
decision documentation. They can be tailored by the organization based on its structure, resources, needs, 
and current processes (e.g., increasing column and row sizes to allow for more note-taking space; adding 
document handling markings; or modifying tables to add other content). The Dams-C2M2 is available at 
cisa.gov/dams-sector-publications and Microsoft Word versions of the templates are available for 
download from the Homeland Security Information Network – Critical Infrastructure (HSIN-CI) Dams Portal 
or upon request from the Dams Sector Management Team (DamsSector@cisa.dhs.gov).  

FIGURE 1. Recommended Process for Implementing the Dams-C2M2  

https://www.cisa.gov/dams-sector-publications
mailto:DamsSector@cisa.dhs.gov
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The following briefly summarizes the elements of the recommended five Dams-C2M2 implementation 
steps. The first two steps, Prepare to Use the Model and Perform an Evaluation, are strongly encouraged as 
critical for implementation. The latter three steps are more focused on improving cybersecurity maturity 
following an evaluation. Additional information on the various approaches and templates available to 
owners and operators is found in Chapters 1–5. Training is available via webinar for sector organizations 
interested in using the Dams-C2M2 and Implementation Guide. Templates and training can be requested 
by emailing the Dams Sector Management Team at DamsSector@cisa.dhs.gov.  

Prepare to Use the Model: The organization plans for the model’s effective and efficient implementation. 
Approaches to preparation include selecting the function and scope against which to apply the model, 
choosing the most appropriate evaluation participants related to the function being evaluated, selecting an 
evaluation facilitator knowledgeable about the C2M2 and the selected function, scheduling the evaluation, 
and informing and preparing the participants. The appendices include a list of participant types and their 
roles, a pre-evaluation reference checklist to gather documents and information needed to perform the 
evaluation, and read-ahead and homework worksheet templates for inviting participants to and preparing 
them for the evaluation. 

Perform an Evaluation: The organization conducts the evaluation to identify maturity indicator levels of 
cybersecurity practices, discuss successes and gaps related to the practices, and record decisions and 
associated discussions. Approaches to performing the evaluation include setting up the location, conducting 
the evaluation, and presenting and discussing initial results and next steps. The appendices include an 
evaluation preparation checklist to set up the location, a list of C2M2 domains and maturity indicator levels 
to be used by participants as an easy reference during the evaluation, and two templates—a maturity 
profile table and a maturity level selection worksheet—to document evaluation decisions and associated 
discussions about successes and gaps. 

Analyze Identified Gaps: The organization reviews the results of the evaluation to identify gaps between 
where the organization currently stands in cybersecurity maturity and the desired level of maturity. The 
gaps are then analyzed to determine their significance to the organization. Approaches to analyzing gaps 
include selecting an appropriate group of personnel to conduct the analysis, reviewing the evaluation 
outputs to become familiar with the maturity profile decisions and discussions about the identified gaps, 
and strategically down-selecting the gaps to a manageable grouping to be later prioritized for action. The 
appendices include a gap mitigation plan template for documenting the gaps selected during the analysis. 

Prioritize and Plan: The organization assesses the maturity gaps to determine their priority (i.e., the order in 
which gaps should be mitigated) and develops a mitigation plan. Approaches to prioritizing and planning 
include developing a prioritized list of gaps based on criteria selected by the organization and ensuring the 
mitigation plan includes distinct actions to address those gaps. The gap mitigation plan template can be 
further refined by recording mitigation action details (e.g., summary, milestones, cost estimate, person 
responsible). 

Implement Plans and Periodically Reevaluate: The organization enacts the Gap Mitigation Plan to address 
prioritized gaps and periodically reevaluates the plan to maintain C2M2 focus and relevance. Approaches 
to implementation include leveraging established strategic planning processes—or adopting suggested 
processes—to allocate resources to the mitigation actions, clearly define the scope of the actions, manage 
the implementation, and track progress based on established metrics and timelines. Reevaluating the Gap 
Mitigation Plan or maturity profiles takes place when mitigation actions are implemented, business 
objectives change, and/or the risk environment evolves. The supporting templates noted in the previous 
step (Prioritize and Plan) are leveraged again for implementation and reevaluation. 

 

mailto:DamsSector@cisa.dhs.gov
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FIGURE 2. Dams-C2M2 Overview 
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1. Prepare to Use the Model 
The Dams-C2M2 (also referred to in this document as the model or C2M2) is 
intended to enable Dams Sector owners and operators to complete a self-
evaluation of the cybersecurity maturity for a single function—the subset of 
operations performed by the organization to which the C2M2 is being applied. The 
evaluation consists of a facilitated discussion to select maturity indicator levels 
(MILs) by knowledgeable participants familiar with the function and the analysis of 
the discussion’s results. To implement the model adequately and effectively, 
organizations should undertake careful planning prior to committing to the C2M2. 
While such planning is critical to a successful evaluation, the subsequent analysis 
and prioritization steps of the C2M2 implementation process also require 
thoughtful preparation.  

Sample Approaches 
Owners and operators are likely to approach their preparation for implementing the 
C2M2 in different ways, depending on the organization’s available resources, risk 
profile, and knowledge of the model and implementation process. For some 
organizations, the entire process (including preparation, evaluation, gap analysis, 
prioritization, and mitigation planning) may occur relatively quickly, with few 
participants involved. For other organizations, implementing the model may require 
multiple planning meetings, days of evaluation, and follow-up actions, with many 
participants involved. Major steps to preparing to use the C2M2 include identifying the function and scope 
of the evaluation, identifying the appropriate participants, identifying a qualified facilitator to lead and 
guide the participants, scheduling the evaluation, and preparing the participants to effectively contribute to 
the evaluation. Owners and operators may choose from the sample approaches included in this chapter to 
execute these major steps. 

Identify Function and Scope 
Selecting the function—the subset of operations performed by the 
organization to which the C2M2 is applied—is a key early step in 
implementing the model. The function is an important process, 
system, or operation the organization intends to evaluate for 
cybersecurity maturity. The scope limits the focus of the evaluation 
to logical boundaries for defining what is and is not included in the 
evaluation of the function. Setting the evaluation scope is essential 
for an organization to effectively use the C2M2 because the scope 
defines the context in which to evaluate cybersecurity maturity and 
ensures consistency throughout the implementation process.  

 Function–Organizational Boundaries: The function 
might be defined by organizational boundaries such as a 
department, a line of business, or a facility. These are lines 
of separation familiar to the organization and that allow for 
relatively simplified scoping (e.g., physical security 
surveillance, or purchasing information and records). 

 Function–Common System or Technology: The function 
might comprise a common system or technology used 
across organizational boundaries. Examples include the 

Function and Scope 

Function: Subset of operations to be 
evaluated for cybersecurity maturity. 
May be a specific department, line of 
business, facility, common system, or 
technology. Owners and operators 
might choose to strategically focus on 
those functions relevant to higher-
profile cybersecurity risks. 

Examples: Operation of facility 
floodgates, facility control center IT 
systems, access management 
system 

Scope: Logical boundaries to limit the 
focus of the evaluation. May be limited 
to one facility, process, or system. 

Examples: Local facility and control 
center, local facility network (i.e., not 
remote networking), regulatory 
compliance-related 
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organization’s enterprise IT services, including email, Internet connectivity, and voice over Internet 
protocol (VoIP) telephony. 

 Scope: The scope may be influenced by steps already taken to ensure security of IT and 
operational technology (OT) infrastructure. Examples include an existing enterprise risk 
management strategy, an existing framework for managing risks, and provisions for identifying 
critical assets and systems (these may relate to regulatory compliance or common business 
practices). Because the C2M2 evaluation measures the maturity of cybersecurity capabilities, 
existing policies and procedures—and operations subject to these policies and procedures—are 
strong candidates for inclusion in the scope.  

Identify Participants 
Selecting the appropriate personnel to participate in the evaluation is another important early C2M2 
implementation step. Broad representation across the parts of the organization involved in the function to 
be evaluated yields the best results and enables internal information sharing about the cybersecurity 
practices. Participants should include operational personnel, management stakeholders, and any others 
who could provide useful information about the organization’s performance of cybersecurity practices. 

 Personnel: In general, pertinent personnel include those responsible for IT and OT security (e.g., 
network engineers, control operators and engineers, security engineers, compliance personnel, and 
vendors that are integrated into the business environment). Appendix B. Roles of Evaluation 
Participants provides descriptions of those involved in a typical C2M2 evaluation. 

 C2M2 Relevance: Selecting participants based on the C2M2’s structure can support effective 
implementation of the model. Reviewing the domains, objectives, and practices within the C2M2 
may help determine who should participate in the evaluation to help determine which cybersecurity 
practices are complete. For example, if an organization employs a risk management (Domain 3) 
manager or division, those personnel would be valuable participants or contributors. These 
participants may be easily identified by reviewing the Maturity Level Selection Worksheet (Appendix 
E) and determining who is most appropriate to help select which practices the organization has 
completed. 

 Business Units: Selecting a representative from each business unit related to the function to be 
evaluated (e.g., supply chain, contracting, purchasing, and senior management) can help ensure 
the sources of input to the model are comprehensive and the results are credible and broadly 
relevant. 

 Sponsor: A sponsor to support C2M2 implementation within the organization can contribute a 
broad understanding of the function’s components and status and suggest or solicit participation 
from others who would provide valuable input.  

Not all organizations employ these suggested personnel types. The organization’s personnel composition 
depends on its size, structure, and available resources. Therefore, organizations can choose the most 
appropriate participants with roles or duties similar to the suggested types.  

Identify Facilitator 
Though the C2M2 is intended to guide an organization in a self-evaluation of its cybersecurity maturity, a 
facilitator can be useful in guiding the participants through the implementation of the model. The basic 
skills of a facilitator consist of good meeting leadership practices: timekeeping, following an agreed-upon 
agenda, and keeping a clear record of the discussions. The higher-order skills involve observing the group 
and its individuals in light of group dynamics. The facilitator must have the knowledge and skill to be able 
to intervene in a way that adds to the group’s creativity rather than lessening it. In the event that a 
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consensus cannot be reached, the facilitator should assist the group in understanding the differences that 
divide it.  

The major delineation between approaches to identifying a C2M2 facilitator is the selection of a 
professional within or outside the organization. This choice might be predicated on purely economic 
reasons—an organization may not have resources available to hire an external facilitator. 

 Internal Facilitator: Current personnel familiar with the function to be evaluated could serve as 
effective facilitators if they clearly possess the qualifying skills and knowledge. However, the 
facilitator should not also serve as a participant in the evaluation, as this could slow down or 
complicate the process of implementing the C2M2. The internal facilitator should not be directly 
involved in the function being evaluated, to avoid the possibility of an internal facilitator’s instilling 
positive bias into the evaluation. 

 External Facilitator: Hiring an external facilitator with experience supporting organizations’ 
implementation of the C2M2 might be advantageous. In addition to utilizing an unbiased and 
effective approach, an external facilitator could expedite the C2M2 process by guiding the 
participants relatively quickly through implementation. Potential sources for external facilitators 
include private consulting companies, industry associations (for dams or utilities), local or regional 
dams or utilities with C2M2 experience, or CISA. Non-disclosure agreements are commonly 
employed to protect sensitive information when an external facilitator is selected. 

Schedule the Evaluation 
Scheduling the evaluation includes selecting when to run the evaluation and for what duration.  
 Strategic Considerations: The evaluation may take place prior to an upcoming budget cycle (i.e., 

to identify and justify needed investments); prior to or after implementing technology or policy 
changes; in preparation for a site visit, assessment, or inspection by a federal, state, or local 
agency; or to coincide with another event (e.g., training). 

 Date and Time Selection: A primary consideration for organizations undertaking the evaluation is 
how long participants will need to complete their review of all 40 objectives across the ten 
cybersecurity domains. While the evaluation was designed to be completed in an average of two 
days, the actual duration depends on several factors, including the number of participants and 
their knowledge of the C2M2, the complexity of the function being evaluated, the facilitator’s 
effectiveness, and whether homework was assigned and completed. The following sample 
approaches can help an organization determine whether a one- or two-day evaluation is most 
appropriate: 

- One-Day Evaluation: This approach is appropriate when the organization invited fewer than 
ten participants and/or is familiar with the C2M2 model and implementation process, a 
simple function is being evaluated, the facilitator conducting the evaluation is familiar with 
the model, and/or homework was assigned and completed. 

- Two-Day Evaluation: This approach is appropriate when the organization invited more than 
ten participants and/or is new to the C2M2 model and implementation process, a complex 
function is being evaluated, the facilitator conducting the evaluation is unfamiliar with the 
model, and/or no homework was assigned or completed. 

Inform and Prepare the Participants 
Prior to performing the evaluation, all participants should become familiar with the C2M2 model and 
implementation process, especially if the evaluation will bring together people from different parts of the 
organization and with diverse roles. Planning calls and read-ahead materials (possibly including homework) 
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are effective mechanisms to communicate with participants about the evaluation and their role, as well as 
answer questions about the model and/or implementation process.  

 Planning Calls: Two or three planning calls can facilitate administrative decisions that ensure a 
smooth evaluation and educate participants about the C2M2 model, how to prepare for the 
evaluation, the evaluation process, and identifying and mitigating gaps in cybersecurity maturity. 
The evaluation sponsor and/or facilitator can determine how many calls to schedule, when to 
conduct them, who should participate, and what topics to cover. Sample topics include: 

- Identify the function and scope to be evaluated. 
- Select participants, observers, and note taker(s). 
- Determine the duration (i.e., one or two days), date, and time of the evaluation. 
- Finalize room setup and technology needs. 
- Gather documents to reference during the evaluation (see Appendix C for a checklist). 
- Review and approve evaluation materials (e.g., agenda, read-ahead) (see below and 

Chapter 2). 
- Review the C2M2 model and terminology with participants (see C2M2 Chapters 4 and 6). 
- Assign homework to help participants to become familiar with the model and how to apply it 

to the function being evaluated (see below). 
- Develop the organization’s definition of Fully Complete, Largely Complete, Partially 

Complete, and Not Complete practices (see Chapter 2). 
- Guide participants through the model’s application by practicing selecting the actual and 

target MIL for one objective.  
- Identify criteria for determining which gaps are meaningful to the organization (see  

Chapter 3). 
- Identify criteria for prioritizing gaps identified through the evaluation (see Chapter 4). 

 Read-Ahead Materials: Documents valuable to understanding the C2M2 are disseminated to 
participants prior to the scheduled evaluation, providing adequate time for their review. Key 
documents include a save-the-date notice, evaluation agenda, Dams-C2M2 model (especially 
Chapters 4 and 6), evaluation read-ahead (Appendix D), and Maturity Level Selection Worksheet 
(Appendix E). The evaluation sponsor and/or facilitator can determine when to disseminate the 
materials and whether homework will be assigned to participants. 

 Homework: In addition to reading about the model, understanding how to apply it will yield a more 
efficient evaluation. Participants can complete homework to practice the process of reviewing 
domains and objectives, then select completed practices and MILs. The evaluation sponsor and/or 
facilitator can determine whether to ask all participants pre-select MILs for all objectives or to 
assign portions to specific participants (e.g., divide up the model by domain and ask divisions with 
responsibility or expertise in domain topics to pre-select actual and target MILs for those domains). 
The Maturity Level Selection Worksheet includes instructions for completing this homework. 
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2. Perform an Evaluation 
Following the detailed planning and preparation discussed in Chapter 1, the 
sponsor, facilitator, and participants gather to conduct the evaluation in a 
workshop setting. The evaluation entails the participants’ assessing cybersecurity 
maturity across ten cybersecurity domains (logical groupings of cybersecurity 
practices) and discussing results and next steps. 

Sample Approaches 
Important steps for performing a C2M2 evaluation include preparing the location 
where the evaluation will be conducted, facilitating the evaluation to identify and 
record cybersecurity practice maturity data, and reviewing the preliminary results 
generated by selecting MILs.  

Finalize Preparation 
Before the evaluation is conducted, the facilitator and any support staff ensure that 
the meeting space is adequately configured and provisioned for a productive 
evaluation. Appendix F provides a detailed checklist of final preparation tasks.  

  

 Prepare Location Equipment: Prior to the evaluation, 
ensure management support for use of the organization’s 
rooms, furniture, equipment, and other provisions that 
might be needed for the evaluation. These items can then 
be acquired and configured appropriately (e.g., setting up 
equipment and rearranging tables and chairs). Common 
evaluation equipment includes computers, projectors, 
screens, flip charts, and white boards. Primary 
considerations for setting up the meeting space include: 

- Sufficient seating is available for all expected 
participants and any observers. 

- The room is set up to facilitate dialogue among 
participants (i.e., boardroom, not classroom, 
format).  

- The screen is visible to the participants.  
- Lighting in the room can be dimmed to ensure that 

projected information is readable. 
- Flip chart paper and/or white boards (with markers) are visible. 
- Documents useful for the evaluation have been printed in advance (templates, checklists, 

and a glossary of terms for the Dams-C2M2 are available upon request from the Dams 
Sector Team at DamsSector@cisa.dhs.gov)    

Documents to Print for the Evaluation 

• Evaluation Agenda  

• Evaluation Attendance Sheet 

• Dams-C2M2 Chapter 7. Model 
Domains  

• Dams-C2M2 Glossary 

• Appendix E. Maturity Level 
Selection Worksheet 

• Appendix G. C2M2 Domains and 
Maturity Indicator Level Reference 
Sheet 

• Appendix H. Maturity Profile Table  

 Balance Evaluation Tools: Consider an appropriate balance of evaluation tools for the 
participants and the function to be evaluated. Depending on the function and the familiarity of 
participants, technology-based tools (e.g., computers and software, projectors and screens, and 
monitors) and manual tools (e.g., flip charts, white boards, notecards, and markers) might be 
employed. Generally, a variety of technological and manual tools should be available to encourage 
dialogue and discussion during the evaluation. To ensure the effective use of these evaluation 
aides, the tools (especially the technological tools) should be tested prior to the evaluation for 
proper operation.  

mailto:DamsSector@cisa.dhs.gov
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Facilitate the Evaluation  
Conducting the evaluation broadly involves opening with a welcoming statement and an overview of the 
C2M2 model, followed by progressing through the model to evaluate the maturity of cybersecurity practices 
for the function. The facilitator guides the participants through the model and discussion, and a member of 
the evaluation team records decisions and discussion points.  

 Welcome Remarks and Opening Discussion: The beginning 
of the evaluation is an opportune time to ensure that the 
participants are prepared for and comfortable during the 
evaluation. It is often useful to begin with comments from senior 
management to emphasize the importance of the C2M2 to the 
organization, identify the business drivers for a cybersecurity 
effort, and highlight the importance of active participation in the 
evaluation. Common topics that warrant emphasis in the opening 
discussion include: 

- C2M2 Definitions: Define key terms that will be used 
throughout the evaluation (e.g., function, domain, 
objective, MIL, levels of completeness).  

- C2M2 Process: Walk through the model, explain how the 
participants will review and select MILs, and describe the 
desired outcomes of the evaluation. Figure 2 in this 
document can be used to display and discuss the model. 

- Organization’s Vocabulary: Identify consistency and 
conflicts between terms used by the organization and the C2M2 (i.e., the Dams-C2M2 
Glossary of Terms, available upon request from DamsSector@cisa.dhs.gov). 

Sample Evaluation Agenda 

• Welcome Remarks 

• Opening Discussion 

• MIL Selection for Domains, 
Objectives, Practices 
- Actual MILs 
- Target MILs 

• Results  
- Maturity Profile 
- Successes 
- Gaps 

• Next Steps 
- After-Action Report 

Development 
- Gap Analysis  

 

    
   

 - Function and Scope: Remind participants that the evaluation is being applied to a specific 
set of operations performed by the organization. 

- Organization’s Environment: Discuss the organization’s business and operating 
environment and/or show pictures of cyber components to add context to the description of 
the function being evaluated. 

 Guide Participants through the Model: The facilitator leads the participants through each of the 
ten domains, associated objectives and practices, and MIL options. The following process is 
suggested to engage the participants in a discussion. The same process is used for identifying 
actual MILs and successes, immediately followed by identifying target MILs and gaps. The 
organization may discuss and select actual and target MILs separately, but this approach may take 
longer than one day to complete.  

- Display Materials: Displaying documents on the screen(s) in the evaluation room can help 
the facilitator effectively proceed through the evaluation. 

 Display the domain definition and domain objectives. This enables participants to 
follow the model structure throughout the duration of the discussion. 

 Display the Maturity Level Selection Worksheet (Appendix E). This enables 
participants to efficiently review the practices included in each objective, select the 
appropriate MILs, and discuss these decisions. Chapter 6 of the Dams-C2M2 includes 
summary language that can be used to display and describe the domains and 
objectives, as well as tables inclusive of resources that can help select MILs and fill 
gaps. The Dams-C2M2 Glossary of Terms can be used to answer questions about 
definitions of domains, objectives, and cyber terminology.  

mailto:DamsSector@cisa.dhs.gov
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- Initiate Evaluation: Proceed progressively through the model’s ten domains, each of which 
contains objectives that represent achievements to support the domain. Within each 
objective are up to four MILs (MIL0 through MIL3) containing a structured set of 
cybersecurity practices that represent the activities an organization can perform to 
establish and mature capability in the domain. See Figure 2 in the Introduction for a visual 
depiction of the model.  

 Display and read the objective, review the practices associated with each of the MILs, 
and ask the participants to confirm which practice(s) within the objective have been 
completed. Participants can choose from four levels of completeness: Fully Complete, 
Largely Complete, Partially Complete, and Not Complete. The organization should 
define these terms prior to the evaluation (e.g., on a planning call), highlight them 
during the opening discussion, apply the definitions consistently across all objectives, 
and include the definition of each in the after-action report (AAR) summary. A sample 
approach to writing an AAR is provided below. 

- Select Actual MIL: Document the selection of completed practices using the check boxes 
included in the Maturity Level Selection Worksheet. Only practices noted as Fully Complete 
or Largely Complete should receive a checkmark. Partially Complete and Not Complete 
remain unchecked as an indication of gaps to be filled.  

 Engage the participants in a discussion about specific actions the organization 
implemented to complete the practices and thereby achieve the actual MIL. 
Document these successes as evidence to support each completed practice selection 
in the notes column included in the Maturity Level Selection Worksheet. Examples of 
evidence include summarizing why the practice is fully or largely complete (including 
assumptions made), citing a specific document pertaining to that practice (e.g., a plan 
or strategy), summarizing the organization’s specific actions pertaining to that 
practice (e.g., cyber exercises and training), and noting who is responsible for the 
actions. 

 Ask participants to select the actual MIL that best represents the completed 
practices. To earn a MIL in a given domain, an organization must perform all the 
practices in that level and its predecessor level(s). Note that a MIL of zero is indicated 
for an objective if any of the practices for MIL1 are not complete. Document this 
decision in the Maturity Level Selection Worksheet and Maturity Profile Table. See 
Figure 3 for a visual representation of these documents and tips for selecting MILs. 

- Select Target MIL: Ask participants to select the target MIL that best represents the 
organization’s desired state for that objective, based on the organization’s priorities and/or 
which practices in higher-order MILs have been completed. Remind participants that 
striving to achieve the highest MIL in all domains may not be optimal. Practice performance 
and MIL achievement should align with the organization’s enterprise objectives and 
cybersecurity strategy. Document this decision in the Maturity Level Selection Worksheet 
and Maturity Profile Table.  

 If the organization has not achieved the target MIL, engage the participants in a 
discussion identifying gaps between the actual and target MILs and actions the 
organization should implement to complete the additional practices needed to 
achieve the target. Document these gaps in the notes column of the Maturity Level 
Selection Worksheet. Examples of gaps include summarizing why the practice is 
partially or not complete (including assumptions made), citing a specific document to 
be updated to complete the practice, summarizing the organization’s future actions to 
complete the practice, and noting who is responsible for the actions. See Figure 3 for 
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an example. In addition, see the Homeland Security Exercise and Evaluation Program 
(HSEEP) doctrine for more information on utilizing root cause analysis to determine 
why a practice is not complete. 

 Count the number of MILs and practices required to achieve the target MIL. Document 
these numbers on the Maturity Profile Table. See Figure 4 for an example. 

- Confirm Decisions: Throughout the discussion, confirm with participants that they concur 
with the MIL determinations and ask whether they have additional input on successes and 
gaps. Help participants work through disagreements about MIL selections.  

Interactive dialogue is important for the effectiveness of the C2M2, and participants are encouraged to ask 
questions; use visual aids (e.g., flip charts, white boards, and markers); and seek support from subject 
matter experts for clarification, depth, or nuance on the topics under discussion. At times the facilitator 
might remind participants to focus not on the specific phrasing of a practice, objective, or MIL but rather on 
the intent behind the term. Chapter 6 in the Dams-C2M2 and the Dams-C2M2 Glossary of Terms can be 
useful in supporting this understanding. 

FIGURE 3. Maturity Level Selection  
  

Maturity Level Selection Worksheet 

 

https://www.fema.gov/emergency-managers/national-preparedness/exercises/hseep
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FIGURE 4. Maturity Level Documentation  

Maturity Profile Table 

 

 Document Evaluation Decisions and Discussion: As shown in Figure 4, the Maturity Profile 
Table Template (Appendix H) and the Maturity Level Selection Worksheet Template (Appendix E) 
provide consistent and streamlined tools to collect evaluation data. While the facilitator is guiding 
participants through the C2M2, a member(s) of the evaluation team documents the decisions and 
discussion in the templates, as noted above in the section titled Guide Participants through the 
Model. Both templates are aligned to the C2M2’s ten domains and associated objectives.  

- The Maturity Profile Table captures decisions about the actual and target MILs and the 
number of MILs and practices needed to achieve the target. If the organization chooses to 
reevaluate the function in the future (see Chapter 5), the results of the reevaluation can be 
compared to this table to demonstrate progress. 

- The Maturity Level Selection Worksheet captures the discussion of the evaluation, including 
evidence of successes leading to the actual MILs and gaps to be mitigated to achieve the 
target MILs. Documenting these details can help ensure future reviews of the evaluation 
results are understood, especially by a reviewer who was not an evaluation participant. 

The completed Maturity Profile Table and Maturity Level Selection Worksheet become primary 
components of the gap mitigation process and an AAR as a consolidated and complete record of 
the C2M2 evaluation. A sample approach to writing an AAR is provided below. 

 Information Security: The information discussed, documented, and shared among those 
participating in the C2M2 process may include sensitive information that the organization would 
wish to protect from unauthorized access. Therefore, organizations are encouraged to use their 
own established policies, designations, and document markings for information security (e.g., For 
Official Use Only, Business Sensitive, Internal Use, Privileged, Confidential, Private, or Secret). See 
Chapter 5 Information Security Practices of the Dams Sector Security Guidelines for more detail on 
information security and designation.  

Discuss Preliminary Results and Next Steps 
Following the selection of MILs across the ten domains and their recording in the Maturity Profile Table and 
Maturity Level Selection Worksheet, the participants discuss the results of that effort and next steps 
leading from the evaluation. The facilitator summarizes the selected MILs, successes, and gaps and leads 
a discussion to confirm the organization’s cybersecurity maturity profiles. Participants review the current 
profile (i.e., actual MILs) and the capability profile (i.e., target MILs) and prepare for the examination of 
those profiles to identify, analyze, prioritize, and mitigate gaps.  
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 Summarize Results: After MILs for the tenth domain have been selected and recorded, the 
facilitator displays the Maturity Profile Table to highlight the target MIL and actual MIL for each 
objective of each domain and the number of MILs and practices needed to achieve the target MIL. 
The facilitator highlights primary successes and gaps offered during the evaluation and recorded 
on the Maturity Level Selection Worksheet. Participants are asked to reconfirm the MILs they 
selected, as well as provide any additional input on successes supporting actual MILs and gaps 
between actual and target MILs. If additional input or feedback is given, or MILs are changed, that 
information is added to the Maturity Profile Table and Maturity Level Selection Worksheet.  

 Confirm Maturity Profiles: Displaying the Maturity Profile Table can allow for a clear and concise 
visual summary of MILs selected during the evaluation. The collection of actual MILs per objective 
and domain represents the organization’s current profile. This is a snapshot in time of the maturity 
of the organization’s cybersecurity practices for the function that was evaluated. Similarly, the 
collection of target MILs represents the organization’s capability profile. The capability profile 
indicates the level of maturity the organization desires to achieve for the cybersecurity practices of 
the function. Together, these profiles, the Maturity Level Selection Worksheet, and/or the draft AAR 
form the basis for the organization to: 

- Identify and analyze gaps between actual and target MILs (see Chapter 3). 
- Prioritize the gaps and develop a plan to address them (see Chapter 4). 
- Turn the plan into action and evaluate progress toward its completion (see Chapter 5). 

The initial discussions of successes in actual MILs and gaps between actual and target MILs will 
prepare those who, post-evaluation, will work toward improving the cybersecurity maturity of the 
function. 

 Write the After-Action Report: The AAR summarizes key information related to the evaluation and 
may include gap analysis, prioritization, and mitigation planning. The organization may choose 
when to draft the AAR: after the C2M2 evaluation is concluded but prior to the gap analysis or after 
both steps are completed. The length, format, and development timeframe of the AAR depend on 
the amount of discussion (about domains, objectives, MILs, successes, and gaps), the 
organization’s preferred format, availability of the person responsible for drafting the document, 
and scheduling of the session to analyze the identified gaps. A typical AAR includes the following 
components: 

- Overview: Basic evaluation information, such as the date(s), function and scope evaluated, 
outcome(s), an overview of participants and how they were selected, and the name of the 
sponsor and point of contact. This information may be copied from the Evaluation Read-
Ahead (Appendix D). 

- Executive Summary: Summary of additional details important for the organization to 
communicate about the evaluation, as a supplement to the full results. Options include the 
business case for implementing the C2M2, process used for the evaluation, methodology 
and/or assumptions used to select complete practices, criteria selected to identify 
meaningful gaps and prioritize gaps, definitions of fully/largely/partially/not complete 
practices, overall results of the C2M2, gap prioritization and mitigation planning details, 
points of contact, and a scheduled or projected time for reevaluation. This summary could 
also be used in a stand-alone document for sharing the process, results, and next steps 
with others who are important to implementing the gap mitigation actions. 

- Results–Maturity Profile: A snapshot of the decisions made during the evaluation, 
including the target/actual MIL selections and the number of MILs and practices needed to 
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reach target MILs. This may be copied from the Maturity Profile Table (Appendix H), which is 
used to document decisions during the evaluation.  

- Results–Supporting Evidence: Full details summarizing the discussion that supported 
the decisions made during the evaluation. Two templates are available to record this 
information, depending on the organization’s preference (see Figure 5 for images of these 
options):  

 Worksheet Format: List of evidence supporting complete practices and gaps 
associated with incomplete practices, based on the Maturity Level Selection 
Worksheet (Appendix E) used during the evaluation. This format is appropriate for 
organizations that generally do not develop report-based documents, prefer a more 
direct progression from materials used during the evaluation to reporting results, 
and/or have less time and staff resources to translate the evaluation results into a 
report. 

 Report Format: Narrative-based report that highlights successes and gaps 
associated with each objective. The Microsoft Word template is available for download 
from the HSIN-CI Dams Portal or upon request from DamsSector@cisa.dhs.gov. This 
format is appropriate for organizations that regularly develop report-based 
documents, prefer a more analytical approach to summarizing the successes and 
gaps across MILs, and/or have time and staff resources available to translate the 
evaluation results into a report. 

- Gap Mitigation Plan: Result of the Prioritize and Plan step in the C2M2 model (see Chapter 
4 for more information on this step). 

- Attendance List: A list of evaluation participants and their affiliations. 

The draft AAR is provided to the evaluation sponsor, who distributes it to participants for review and 
validation that the content is complete and correct. The draft can be used to analyze gaps and prioritize 
mitigation actions, which are then entered into the Gap Mitigation Plan component of the AAR. Once 
the participants validate the content and the Gap Mitigation Plan is completed, the AAR is considered 
final as the official record of the C2M2.  

  

mailto:dams@hq.dhs.gov
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FIGURE 5. After-Action Report Results Section: Format Options 

 

  

Maturity Level Selection Worksheet 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Narrative After-Action Report 



Dams Sector Cybersecurity Capability Maturity Model Version 2.0  16 

3. Analyze Identified Gaps 
The completion of the C2M2 evaluation and the establishment of maturity profiles 
(current and capability) allow the organization to analyze its cybersecurity maturity 
for the selected function. Through analysis of the evaluation results, gaps between 
where the organization currently stands in cybersecurity maturity and the desired 
level of maturity are readily identified. Once identified, the gaps are analyzed to 
provide the basis for determining which are meaningful and, of those, which should 
be prioritized.  

Sample Approaches 
Major steps to identifying and analyzing cybersecurity maturity gaps include 
selecting the appropriate group of personnel to identify and analyze the gaps in 
cybersecurity maturity, reviewing the results of the C2M2 evaluation to determine 
the gaps in cybersecurity maturity, and selecting those gaps most meaningful to 
the organization. The end result of this analysis is a collection of gaps that is used 
to guide the organization through the next step of the C2M2: prioritize and plan. 

Identify Participants 
After the participants have completed the C2M2 evaluation, a separate group of personnel (referred to as 
the post-evaluation group) coordinates the results of the evaluation and collaborates on identifying gaps 
between the organization’s current and capability profiles. This group is generally smaller than the group of 
evaluation participants and includes key decision-makers relating to the objectives and practices of the 
function that was evaluated.  

 Participant Responsibilities and Types: Those involved in identifying and analyzing gaps will 
make decisions that direct the organization’s efforts to address cybersecurity maturity gaps. 
Generally, this group would include those personnel who are relevant to the evaluated function and 
who will be implementing the mitigation actions developed by the C2M2 process. Including both 
strategic and technical personnel is encouraged for a broad understanding of the objectives, 
practices, and gaps. Typical personnel types to consider include: 

- Senior-Level Management: Higher-level personnel (e.g., directors of divisions relating to the 
function or managers) can relate strategic issues and concepts to the identified gaps. 
Examples include top-level budget personnel or those occupying one step under top-level 
executives. 

- Operational Managers: Personnel with direct operational familiarity with the objectives and 
practices can be valuable for identifying and analyzing technically focused gaps. Examples 
include those overseeing divisions relating to the function or C2M2 domain and managers 
of the objectives and practices of the function. 

- Other Decision-Makers: Personnel with subject matter expertise and decision-making 
authority in other areas can provide deeper focus on some issues and alternative 
perspectives on others. Examples include supply chain, sourcing, or purchasing managers. 

Depending on its size, structure, and available resources, the organization may or may not employ 
all these suggested types of personnel. However, the organization can select the most appropriate 
personnel with similar attributes or duties. 

 Facilitator: A facilitator for identifying and analyzing gaps might not be needed. The smaller group 
involved in this step is likely to navigate discussions and decisions without additional guidance. An 
external facilitator could actually prove an encumbrance, as the discussions of gaps and their 
importance could involve sensitive or proprietary information that the organization would not want 
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to expose to outside parties. Requiring the facilitator to complete a non-disclosure agreement may 
alleviate this concern.  

Senior leadership in the organization might require justification for committing personnel (likely some of 
the same personnel from the evaluation) to spend additional time on the C2M2. Rationales for this work 
include the relevance of gap analysis to strategic priorities, critical business functions, or regulatory 
compliance. 

Review Results 
After selecting the post-evaluation group, the evaluation results review can take place. The group might 
prefer to convene in a workshop setting immediately following the evaluation or may wish to conduct this 
step over time through multiple meetings. The primary sources of information to review are the Maturity 
Profile Table (Appendix H) and the Maturity Level Selection Worksheet (Appendix E), already populated with 
the relevant information from the evaluation. Reviewing these documents will allow the post-evaluation 
group to become familiar with the decisions and supporting discussion from the evaluation. Other 
documents to review include the list of strategic documents and reference material relating to the C2M2 
objectives (Appendix C. Pre-Evaluation Reference Checklist). 

 Review Maturity Profiles: As described in Chapter 2, the collection of actual MILs per domain and 
objective represents the organization’s current profile, and the collection of target MILs represents 
the organization’s capability profile. These are clearly displayed in the Maturity Profile Table. The 
post-evaluation group can readily compare the profiles to identify gaps, as well as review the 
number of MILs and practices required to achieve the target MIL (for those objectives in which the 
target MIL has not been met). The group might also identify the relevant reference material per MIL 
to support the identification and analysis of gaps. 

 Review Successes and Gaps: The discussions from the evaluation on successes supporting MIL 
acheivement and the gaps in paractices required to reach unmet MILs provide valuable context to 
the group’s identification and analysis. This information will have been recorded in the Maturity 
Level Selection Worksheet. 

Identify Meaningful Gaps 
The current and capability profiles provide the fundamental basis for the identification and analysis of 
gaps. Specifically, the gaps exist where the actual MIL falls short of the target MIL. Selecting meaningful 
gaps from the full list of gaps is a practical step in narrowing the organization’s focus on those gaps to 
prioritize for mitigation. Several options, ranging from simple to complex, are available to analyze the gaps 
and determine their approximate significance. An organization may choose to apply existing processes to 
identify meaningful gaps, or they can select from the options listed below. Reviewing and choosing the 
selection criteria prior to the evaluation may save time during the analysis of the evaluation results. The 
criteria are summarized in the AAR summary to document and explain this key decision of implementing 
the C2M2.  

 Common Themes: Leveraging common themes from the evaluation discussion may be a simple 
and effective method to determine which gaps are meaningful to the organization. The facilitator or 
a supporting analyst can help to identify these themes and select gaps that cross multiple domains 
and/or objectives (e.g., training, exercises, or documenting plans). In addition, see the HSEEP 
doctrine for more information on utilizing trend analysis for identifying common themes.  

 Domain-Level Selection: The organization may focus on gaps within domains that are deemed of 
highest importance by the post-evaluation group. Considerations for selecting specific domains 
include: 

https://www.fema.gov/emergency-managers/national-preparedness/exercises/hseep
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- Domains with the greatest number of practices to complete before achieving the target 
MIL. 

- Domains with the least number of practices to complete before achieving the target MIL. 
- Domains that prompted the most discussion during the evaluation. 
- Domains that the group deems important based on their understanding of their 

organization (e.g., alignment with strategies and plans, affecting critical business or 
operational functions, regulatory requirements, known threats or vulnerabilities). 

 Practice-Level Selection: For organizations with additional time and resources to devote to gap 
analysis, reviewing the full list of practices yet to be completed (i.e., gaps) and applying more 
rigorous criteria may be an effective method to determine which gaps are meaningful to the 
organization. Considerations for selecting specific practices include:  

- Strategic Focus: A strategic analysis of gaps based on incomplete practices tied to the 
organization’s risk management or cybersecurity strategies and plans, leadership priorities, 
or initiatives. 

- Technical Focus: Technical or operational practices relevant to specific risks (including 
threats, vulnerabilities, and consequences) that are deemed important to complete. 
Operational standards and guidelines will be important references for analyzing the 
practices to prepare for gap prioritization. 

- Low Level of Effort: In some cases, the organization may need to complete one or two 
practices to achieve their target MIL. In addition, some practices may be completed with 
existing people, processes, and technologies. Completion of these practices may easily 
achieve the target MIL for that objective. 

- High Level of Effort: The identified gaps might span many incomplete practices and/or 
multiple MILs (e.g., an actual MIL of zero for an objective with a target MIL of three). Such 
gaps may be especially important to complete if they relate to the cybersecurity of high-
profile topics such as critical business operations, executive strategic priorities, or 
regulatory requirements. 

Regardless of the analysis method, the resulting list of meaningful gaps should be documented in the Gap 
Mitigation Plan (Appendix I) for use in progressing through the next steps in the C2M2. A member of the 
post-evaluation group would record this information in the first four columns in the Gap Mitigation Plan 
Template. This identification and analysis of gaps is only the first step toward addressing the gaps and 
improving on current performance. Prioritization and planning (covered in Chapter 4) and implementation 
(covered in Chapter 5) are required to mature the organization’s cybersecurity capabilities. See Figure 6 for 
an example. 

FIGURE 6. Gap Mitigation Plan Example 
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4. Prioritize and Plan 
Organizations prioritize the gaps between their current and capability profiles to 
plan targeted mitigation actions to address those gaps. Limited time and resources 
require intelligent choices about which actions to pursue first to ensure deployment 
of a mature, robust cybersecurity management strategy. Prioritization that aligns 
with business objectives and understanding of risk informs the choices about 
actions. Planning actions improves the likelihood of effective implementation of 
new practices. Documentation, rationale, and ownership of projects can help build 
consensus and support for closing priority gaps.  

Sample Approaches 
Organizations are encouraged to use existing strategic planning processes to 
prioritize gaps and plan mitigation actions if those processes are already in place. If 
not, multiple commonly used options are available, which can be tailored to fit the 
organization’s unique operations, personnel, risk environment, and business 
objectives. Whichever method for prioritization is used, a Gap Mitigation Plan 
guides the implementation of the selected priority gaps and mitigation actions. 

Prioritize Gaps 
Identifying the meaningful gaps, as outlined in the previous chapter, isolates significant issues an 
organization faces. Prioritizing these gaps helps an organization to make informed decisions about where 
and when to apply limited resources to mature cybersecurity capabilities. Organizations may choose to 
apply existing internal strategic planning processes to prioritize gaps, or they can select from the options 
below, which range from simple to complex. As with identifying meaningful gaps, reviewing and selecting 
this prioritization criteria prior to the evaluation may save time on this step. The option(s) selected is 
summarized in the AAR summary to document and explain this key decision of implementing the C2M2.  

 Importance: Gaps may be organized into the categories of high, medium, and low by their 
perceived importance. The organization might consider impact on organizational objectives, impact 
on cybersecurity objectives, risk to critical infrastructure or equipment, and/or other factors 
significant to the organization. 

 Timeframe: Gaps may be organized by implementation timeframe by considering how rapidly the 
gap needs to be and can be resolved. For example, gaps could be organized as short-, mid-, and 
long-term. 

 Quadrant: Examining both importance and timeframe might be more insightful than either 
criterion alone, as gaps can fall into one of four quadrants (i.e., high–short, high–long, low–short, 
low–long). 

Other more rigorous analyses, such as cost-benefit or weighted analyses are options for some 
organizations and are appropriate to use, however the importance and/or timeframe analyses above are 
important initial prioritization methods. 

The resulting classification of gaps for prioritization should be recorded in the “Prioritization” column of the 
Gap Mitigation Plan Template (Appendix I). These results are helpful inputs to the process of selecting gaps 
to mitigate. 

Review Results 
Reviewing the prioritization results in the Gap Mitigation Plan allows the organization to organize, sort, 
select, or highlight specific gaps or groups of gaps that are higher or lower in priority. This step may include 
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sorting or rearranging the list of gaps into ordered categories. The ultimate aim is to select those for further 
development in the C2M2. At this point in the prioritization process, it may be useful for the organization to 
also review the list or groupings of gaps and priority categories to ensure that the results are congruent 
with the organization’s expectations for the C2M2.  

 Select Prioritized Gaps: Following the review of the prioritization results, the organization can 
choose those gaps with the highest priority to mitigate. The organization’s available personnel and 
resources, as well as its strategic or executive goals, may be considered when raising or lowering 
the relative priority of gaps. Further, the judgment of senior management involved in the C2M2 
might be the major driver of which gaps are selected as the highest priority. The selection of 
highest-priority gaps should be identified in the Gap Mitigation Plan.  

Develop a Plan  
The development of a Gap Mitigation Plan can be useful for articulating and addressing the prioritized gaps 
and, ultimately, for managing the maturation of the organization’s cybersecurity capabilities. The 
organization may choose to incorporate the process of developing a Gap Mitigation Plan into its 
established strategic planning process. If one does not exist at the organization, or if the C2M2 model is 
run outside of the usual planning cycle, the process outlined in this Implementation Guide may be used. 
The primary components to consider include brainstorming and confirming mitigation actions that would 
address the selected gaps, determining key information needed to implement the actions (e.g., milestones, 
staff assignments, and resources), and designating an owner of the plan to track progress. The Gap 
Mitigation Plan Template (Appendix I) can be used to record this information. See Figure 7 for an example. 

FIGURE 7. Gap Mitigation Plan Example 
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Regardless of the process used—an established strategic planning process or this Implementation Guide 
process—key information is recorded in the AAR to document this key decision of implementing the C2M2. 

 Identify Mitigation Actions: The first step is to brainstorm at least one distinct mitigation action 
(or project) for gaps identified in the previous step as priorities. Each mitigation action ties directly 
to completing a practice/practices that enable the achievement of the target MIL. Depending on 
the prioritization categories used (e.g., high/medium/low or short-/mid-/long-term), the group can 
select which gaps will receive mitigation actions (e.g., only high-priority or short- and mid-term). 
Additional mitigation actions can be identified at a later date for lower-priority or longer-term gaps.  

 Determine Milestones: A milestone is a significant event in a mitigation action that occurs at a 
point in time. For the purposes of the Gap Mitigation Plan, a start and end date for each mitigation 
action can be used to visualize the sequencing of the actions. In addition, the group may select a 
milestone for the plan itself, which would help signal the start of the reevaluation cycle. Plans can 
span a period of weeks, months, or years, depending on the extent of improvements needed to 
close the selected gaps and achieve the target MIL.  

 Confirm Staff Assignments: Identifying the appropriate personnel required to implement each 
mitigation action contributes to the estimate of resources and facilitates gaining approval from the 
manager/managers for time allocated to the action.  

 Estimate Cost: Based on the time and staff resources needed to implement the mitigation action, 
plus any capital investments required, a rough order of magnitude (or preliminary) cost estimate 
can be generated. The plan may also note the high-priority gaps for which resources are not yet 
available. While this estimate will most likely be adjusted as the plan is implemented, the collection 
of cost estimates for all actions can be valuable in sequencing activities based on realistic 
expectations and in communicating with management about the need for funding.  

 Designate a Plan Owner: The plan owner is typically responsible for tracking progress, reporting 
to management, and initiating the reevaluation cycle (see Chapter 5). Selection of an appropriate 
staff member to fill this role is dependent on the organization’s structure and/or the mitigation 
actions included in the Gap Mitigation Plan. If the organization created the plan through an 
established strategic planning process, the program management office or other planning office 
may be selected to manage plan implementation. Alternatively, the evaluation sponsor may find it 
valuable to manage the entire C2M2 process. Finally, if all mitigation actions are assigned to one 
division of the organization, the division manager may be designated to directly tie plan progress to 
division mitigation actions. 
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5. Implement Plans and Periodically Reevaluate 
Organizations can implement the Gap Mitigation Plan developed to address the 
gaps identified and planned for in previous steps of the C2M2. Plan 
implementation improves the organization’s cybersecurity capabilities and helps 
drive the evaluated function toward achieving the capability profile (i.e., target 
MILs). Tracking implementation of the Gap Mitigation Plan is an important step to 
ensure that the desired outcomes can be met on time and on budget. Periodic 
reevaluation is useful in allocating limited remaining resources and reviewing 
overall progress to keep the organization focused and on track.  

Sample Approaches 
Organizations with established frameworks for project management can utilize 
those existing processes to implement, track, and reevaluate the mitigation actions 
listed in the Gap Mitigation Plan. All organizations have several options for 
implementing and tracking plans, but these fundamentally rely on allocating the 
necessary resources—budget, personnel, and time—to successfully carry out 
requisite actions. A defined review period for the overall plan establishes a clear 
time for reevaluation of the progress made, while other factors may trigger earlier 
reevaluation. 

Implement the Plan 
The implementation of the Gap Mitigation Plan may proceed through an established strategic planning 
process. If the organization does not have a formal process or the C2M2 evaluation occurs outside the 
usual planning cycle, the process outlined in this Implementation Guide may be used. Key factors to 
consider when implementing the plan include allocating adequate and appropriate resources, 
communicating the desired milestones and outcomes to assigned staff, and managing the implementation 
process (e.g., setting schedules, establishing reporting formats, and communicating with both 
implementing staff and interested supervisory roles such as senior management or the board of directors).  

 Allocate Resources: A detailed budget, proportioned to reach specific milestones, can clarify plan 
implementation. Human resources are equally important to successful implementation. Personnel 
with requisite skills will need sufficient time and support to complete practices. The organization 
can leverage a rough cost estimate, if one was developed along with the Gap Mitigation Plan (see 
Chapter 4 for additional information on this step). Otherwise, organizations may develop detailed 
timelines, identify staffing requirements, and identify any procurement requirements that would 
contribute to the project to better estimate overall project costs.  

 Document Mitigation Action Details: Clearly defined parameters or boundaries of the mitigation 
action can help to communicate the ultimate objective of its implementation as well as to inform 
the staff that will participate in implementation. Limiting the focus and avoiding dilution of efforts 
(e.g., objectives expanding as the project progresses) can help prevent budget and schedule 
overruns.  

 Manage Implementation: As discussed in the approach to Develop a Plan in Chapter 4, 
organizations have several options when selecting a plan owner. The primary responsibilities of the 
plan owner are to communicate with implementing staff about milestones, resources, and 
documentation and to report progress of all activities to senior management or the board of 
directors as needed. Regular communication with these supervisory roles can help to maintain buy-
in and support throughout the implementation cycle. Finally, the plan owner may establish the 
timeline for a reevaluation of the plan or trigger such a reevaluation mid-cycle if deemed necessary. 
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Track Implementation 
Tracking implementation of mitigation actions helps to ensure that progress is made towards the desired 
capability profile and allows an organization to course-correct before major issues arise. Well-defined 
milestones can be helpful in checking that implementation of mitigation actions remains on schedule and 
on budget. Frequent communication with implementing staff to gather status reports or review actions 
undertaken and regular reporting to senior management on overall progress may also be helpful in 
identifying and addressing barriers. Organizations may implement project tracking practices already in 
place, but any organization could consider the approaches outlined below. 

 Baseline: The Gap Mitigation Plan (including milestones, timelines, and other details) may act as a 
baseline against which to compare actual progress during implementation. The plan owner can 
readily compare the current status reported by implementing staff to the original plan to highlight 
deviation.  

 Metrics: In general, the plan owner may define metrics for progress, such as resources expended 
to date, milestones met, or number of practices within an objective that have been completed. 
Leveraging the organization’s existing project metrics and formats for reporting status (e.g., 
graphical displays or dashboards) can help to clearly communicate progress to interested 
stakeholders. Relating project metrics to the organization’s strategic vision, mission, or plans can 
bolster continued senior management support.  

 Documentation: As mitigation actions within the Gap Mitigation Plan are completed, 
documentation of new practices, capabilities, and tools to address gaps will be useful input during 
any reevaluation. The organization may choose where to document this information (e.g., in the 
Gap Mitigation Plan or the supporting evidence document in the AAR). Acknowledging successes in 
completing practices can keep the team focused and engaged in further improving the 
organization’s cybersecurity capabilities. 

Reevaluate 
Defining and conducting routine reviews to reevaluate gap mitigation implementation status is a common 
project management practice for maintaining effectiveness of the mitigation actions and helping to keep 
the organization’s efforts on track, on schedule, and on budget. The reevaluation of the Gap Mitigation 
Plan or the current and capability profiles allows the organization to adjust its gap mitigation priorities, 
resource allocations, and metrics to align with current conditions. Such flexibility through reevaluation is a 
valuable aspect of the C2M2 process. Accordingly, reevaluations should also be considered in response to 
major changes in the organization or risk environments to continue on the path of matching the 
organization’s current profile to its desired state of cybersecurity maturity. 

 Reevaluation Focus: Common options for reevaluation focus include reviewing progress the 
organization has made to address priority gaps or reviewing the current and capability profiles for 
changes in gaps previously identified and prioritized. Gap Mitigation Plan progress can be 
reevaluated based on the metrics defined by the plan owner, as well as merely by assessing which 
mitigation actions have or have not been completed. The current and capability profiles may be 
reevaluated to adjust actual or target MILs (which might affect the priority levels of gaps). 

 Reevaluation Timing: After determining the focus of the reevaluation, the organization can review 
gap mitigation implementation or current and capability profile changes within or outside of 
planned review cycles.  

- In-Cycle Reviews: Periodic reviews based on established milestones, deadlines, or 
timeframes would be considered in-cycle reviews. For example, the organization might 
decide to review the implementation status of a particular gap mitigation action monthly, 
quarterly, or annually; or the organization might choose to review the status of the entire 
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Gap Mitigation Plan implementation or the current and capability profiles annually, 
biannually, or at another interval deemed appropriate.  

- Out-of-Cycle Reviews: Changes in the organization or its operating environment may 
necessitate a review of the Gap Mitigation Plan outside of a planned review interval. 
Factors that would encourage such out-of-cycle reviews include changes in: 

 Status (i.e., availability, functionality, or viability) of assets or systems relating to the 
function of the C2M2 evaluation 

 Risk (including threats or vulnerabilities) to the organization or function 

 Technology or industry developments that affect operations relating to the function 

 Organization, such as new executive leadership, new or updated strategic plans, or 
personnel changes 

 Scope, schedule, or budget of the Gap Mitigation Plan 

The C2M2 process described in this document is intended to be iterative and flexible. As the organization 
implements and completes the actions it set out to accomplish in the Gap Mitigation Plan, it can choose to 
return to previous steps of the model to identify new gaps, assign new priorities, adjust the current or 
capability profile, or conduct a new C2M2 evaluation. Because the C2M2 is focused on the maturity of the 
organization’s cybersecurity capabilities, a static end state to the process is not indicated. Rather, the 
model is a tool to support the continual improvement of the organization’s cybersecurity program in 
response to changing risk, organization, and technology environments.  

 

 

 

 
 

  



Dams Sector Cybersecurity Capability Maturity Model Version 2.0  25 

Appendix A. Acronyms  
AAR After-Action Report ICS  Industrial Control Systems 

ACM  Asset Identification, Change, and 
Configuration Management IT  Information Technology 

APT  Advanced Persistent Threat MIL  Maturity Indicator Level 

ARC  Cybersecurity Architecture NAC  Network Access Control 

C2M2  Cybersecurity Capability Maturity 
Model NIST  National Institute of Standards and 

Technology 

CISA  Cybersecurity and Infrastructure 
Security Agency OT  Operational Technology 

COP  Common Operating Picture RM  Risk Management 

CPM  Cybersecurity Program Management RPO  Recovery Point Objectives 

Dams-C2M2  Dams Sector Cybersecurity Capability 
Maturity Model RTO  Recovery Time Objectives 

DHS  U.S. Department of Homeland 
Security SA  Situational Awareness 

DOE  U.S. Department of Energy SCADA  Supervisory Control and Data 
Acquisition 

EIR  
Event and Incident Response, 
Continuity of Operations, and Service 
Restoration 

TVM  Threat and Vulnerability Management 

ISAC  Information Sharing & Analysis 
Center VoIP  Voice Over Internet Protocol 

FERC  Federal Energy Regulatory 
Commission TPM  Third-Party Risk Management 

HSIN-CI  Homeland Security Information 
Network – Critical Infrastructure WM  Workforce Management 

IAM Identity and Access Management   
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Appendix B. Roles of Evaluation Participants 
This list of roles and descriptions of evaluation participants is modified from the U.S. Department of Energy 
Cybersecurity Capability Maturity Model (C2M2) Facilitator Guide (Version 1.1a, February 2017). 

Sponsor: The sponsor should have a broad understanding of the status and components of the function 
for which the evaluation is being completed. A sponsor is commonly part of the senior management team, 
a respected executive, and acknowledged by the staff members as being in charge of their efforts and 
responsible for results. General responsibilities include: 
 Deciding whether the organization should participate in the C2M2 evaluation process 
 Selecting an individual to serve as the facilitator 
 Ensuring that the necessary resources for the C2M2 evaluation process are available 
 Ensuring that the output from the project will receive the attention it deserves across the 

organization 
 Participating in resolving issues and problems 
 Committing resources and access to those resources 

Participants: All individuals whose presence and active participation is critical during the evaluation (e.g., 
sponsor, facilitator, SMEs) are referred to as participants. The facilitator should ensure all participants are 
available for the duration of the evaluation. 

Subject Matter Experts (SMEs): SMEs provide input to the evaluation that best represents the 
organization’s current cybersecurity capabilities in relation to the function being evaluated. SMEs are 
commonly: 
 Closely involved in the planning, implementation, or management of the function being evaluated 
 Able to understand or speak about one or more of these areas: cyber and physical security, 

business continuity and disaster recovery, security architectures, critical infrastructure protection, 
operation of the functions 

 Able to represent organizational functions being evaluated 

Observers: All individuals whose presence and active participation are optional during the evaluation are 
referred to as observers. Attendance of observers should be approved by the sponsor. 

Facilitator: The facilitator is identified and assigned by the sponsor to have overall responsibility for 
preparing the organization for and conducting the C2M2 evaluation. General responsibilities include: 
 Completing the activities of a typical C2M2 evaluation process 
 Ensuring that all activities in the evaluation process are executed efficiently and effectively 
 Working with the organization to ensure the evaluation produces high-quality results 
 Facilitating the C2M2 evaluation  
 Recording responses and comments during the C2M2 evaluation  
 Reviewing the detailed outcomes with the sponsor and designees 
 Assisting in the planning of follow-up activities 

Support Staff: In collaboration with the sponsor, the facilitator should identify all other individuals whose 
support is necessary during the C2M2 evaluation process. Those individuals can include: 
 Administrative assistants (to send meeting invitations, coordinate calendars, copy and assemble 

materials) 
 Scribes (to take notes during preparatory meetings and/or during the evaluation as necessary) 
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 Technology support staff (to provide and set up all necessary IT and non-IT hardware and software 
required for the evaluation) 

 Site security staff (to issue visitor badges and enable proper physical access by the visitors) 

Evaluation Team: All individuals responsible for planning and conducting the C2M2 evaluation comprise 
the team. At a minimum, this includes the sponsor, facilitator, and support staff. 
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Appendix C. Pre-Evaluation Reference Checklist 
The Dams-C2M2 identifies specific practices across ten domains to be evaluated for an organization’s 
cybersecurity maturity. Many of these practices have associated reference material—plans, strategies, 
requirements, standards, or guidelines—that might currently exist at facilities or within organizations. 
Gathering and reviewing available documents in advance of conducting the C2M2 evaluation can help 
owners and operators progress through the C2M2 evaluation in a timely and efficient manner. During the 
planning stage, the evaluation team can use this checklist of C2M2 evaluation reference materials. The 
checklist is organized by C2M2 domain.  

Domain 1: Asset Identification, Change, and Configuration Management 
� Inventory of OT and IT assets (including asset criticality) 
� Configuration baselines 
� Stakeholders list for asset identification, change, and configuration management activities 
� Documented practices, standards, and guidelines for asset identification, change, and configuration 

management activities 

Domain 2: Threat and Vulnerability Management 
� Information sources for threats and vulnerabilities, communications methods for current 

cybersecurity state (e.g., from E-ISAC, CISA Central, InfraGard, industry associations, other public–
private partnerships, vendors, Federal briefings, internal assessments) 

� Threat profile for the function 
� Results of risk and vulnerability assessments 
� Stakeholders list for threat and vulnerability management activities 
� Documented practices, standards, and guidelines for threat and vulnerability management activities 

Domain 3: Risk Management 
� Cybersecurity risk management strategy 
� Organizational risk criteria (objective criteria that the organization uses for evaluating, categorizing, 

and prioritizing operational risks based on impact, tolerance for risk, and risk response approaches) 
� Risk taxonomy 
� Risk register (a structured repository of identified risks) 
� Stakeholders list for risk management activities 
� Documented practices, standards, and guidelines for risk management activities 

Domain 4: Identity and Access Management 
� Identity and credential type repository 
� Requirements (e.g., access, logging, monitoring, and analysis) 
� Stakeholders list for identity and access management activities 
� Documented practices, standards, and guidelines for identity and access management activities 

Domain 5: Situational Awareness 
� Logging requirements for all assets important to the function (e.g., scope of activity and coverage of 

assets, cybersecurity requirements [confidentiality, integrity, availability]) 
� Aggregated log data 
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� Monitoring and analysis requirements (e.g., alarms, alerts, anomalous activity indicators) 
� Common operating picture (monitoring data aggregated to provide an understanding of the 

operational state of the function) 
� Predefined states (manual or automated process) based on the common operating picture 
� Stakeholders list for situational awareness activities 
� Documented practices, standards, and guidelines for situational awareness activities 

Domain 6: Event and Incident Response, Continuity of Operations, and Service Restoration 
� Point(s) of contact for event reporting 
� Cybersecurity event detection criteria (e.g., what constitutes an event, where to look for events) 
� Cybersecurity event logs and repository 
� Cybersecurity event escalation criteria 
� Cybersecurity event and incident response plans and associated exercises (e.g., table top, 

simulated incidents) 
� Cybersecurity event and incident lessons learned and associated repository 
� Continuity plans (including minimum requirements for the function, recovery time objectives, and 

recovery point objectives) 
� Business impact analyses 
� Stakeholders list for event/incident response, continuity of operations, and service restoration 

activities 
� Documented practices, standards, and guidelines for event/incident response, continuity of 

operations, and service restoration activities 

Domain 7: Third-Party Risk Management 
� Important IT and OT supplier dependencies (external parties, including operating partners, on which 

the delivery of the function depends) 
� Important customer dependencies (external parties, including operating partners, on which the 

delivery of the function depends) 
� Single-source and other essential dependencies 
� Significant cybersecurity risks due to suppliers and other dependencies 
� Supplier cybersecurity requirements 
� Information sources to identify and avoid supply chain threats (e.g., counterfeit parts, software, and 

services) 
� Stakeholders list for vendor security management activities 
� Documented practices, standards, and guidelines for vendor security management activities 

Domain 8: Workforce Management 
� Cybersecurity responsibilities for the function (assigned to personnel types, or roles, including 

external service providers) 
� Cybersecurity training and awareness programs and objectives  
� Personnel vetting, transferring, and termination procedures 
� Formal accountability process (disciplinary actions for personnel who fail to comply with established 

security policies and procedures) 
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� Stakeholders list for workforce management activities 
� Documented practices, standards, and guidelines for workforce management activities 

Domain 9: Cybersecurity Architecture 
� Cybersecurity architecture strategy (including IT and OT systems and networks and aligning with 

system and asset categorization and prioritization) 
� Cybersecurity architecture requirements (controls, least-privilege, software/data security) 
� Separation of IT and OT systems (segmentation, logical/physical separation) 
� Stakeholders list for cybersecurity architecture activities 
� Documented practices, standards, and guidelines for cybersecurity architecture activities 

Domain 10: Cybersecurity Program Management 
� Cybersecurity program strategy (including priorities, objectives, governance, policies, and standards) 
� Program resources (people, tools, funding, senior management sponsorship) 
� Secure software development 
� Stakeholders list for cybersecurity program management activities 
� Documented practices, standards, and guidelines for cybersecurity program management activities 
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Appendix D. Evaluation Read-Ahead Template 
Prior to performing the C2M2 evaluation, all participants should become familiar with the C2M2 
components and process. This template is provided to help communicate with participants in advance of 
the evaluation. The template can be modified to include information specific to the organization conducting 
the evaluation.  

Cybersecurity Capability Maturity Model Evaluation 

Evaluation Logistics Insert date, time (start and end), and location of the evaluation 

Agenda 

 Welcome (Sponsor)
 Evaluation Overview (Facilitator or Evaluation Team Lead)
 C2M2 Evaluation
 Review Results: Identify Gaps

Function to be Evaluated Insert name of department, line of business, facility, common system, or 
technology to be evaluated for cybersecurity maturity 

Participants Insert titles of personnel expected to participate (personnel names may not be 
necessary) 

Points of Contact 
Sponsor – Insert name and contact information 
Evaluation Team Lead – Insert name and contact information 
Facilitator – Insert name and contact information 

What is the Dams Sector Cybersecurity Capability Maturity Model (Dams-C2M2)? 
Cyber threats continue to grow and represent some of the most serious operational risks facing modern 
organizations. Strong cybersecurity is particularly essential for organizations that use cyber systems to 
manage or control critical physical processes. The Dams Sector Cybersecurity Capability Maturity Model 
(Dams-C2M2) helps Dams Sector organizations self-evaluate their cybersecurity capabilities consistently, 
communicate capability levels in meaningful terms, and prioritize cybersecurity investments. The 
evaluation includes: 
 Evaluate Maturity: The model is organized into ten domains, each containing a logical grouping of

structured objectives and cybersecurity practices. During the evaluation, participants will measure
the organization’s progression using a scale of maturity indicator levels (MILs) 0–3, with a set of
attributes defining each level. This allows the organization to define its current/actual state,
determine its future/target state, and identify the gaps that must be filled to attain the
future/target state.

 Review Results: Upon completion of the evaluation, a summary table is generated that shows MIL
results for each domain and identifies gaps in the performance of model practices. Participants will
briefly discuss the successes that led to attaining the current/actual state and gaps that must be
filled to attain the future/target state.

Post-evaluation, the organization will develop a plan to address the selected gaps and track 
implementation of the plan. 

 Analyze Gaps: Participants will determine whether the gaps identified are meaningful and
important for the organization to address. This will be based on a target MIL rating for each
objective that best enables the organization to meet its business objectives and cybersecurity
strategy.
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 Prioritize Gaps: Participants will prioritize the most meaningful gaps and brainstorm 
activities/actions to fully implement the practices needed to achieve the desired capability in 
specific domains. This will be based on relative importance and the time needed to fill the gap.  

Why is [ORGANIZATION NAME] Implementing the Dams-C2M2? 
Insert the reason the organization is implementing the C2M2, including why the specific function was 
selected for evaluation, the intended value to the organization, and expected outcome(s). 

How Should Participants Prepare for the Dams-C2M2 Evaluation? 
1. Read Chapters 4 and 6 of the Dams-C2M2 to understand the model’s structure, terminology, and 

process.  

2. Utilize the tables in Appendix E. Maturity Level Selection Worksheet to practice using the model by 
pre-selecting MILs to assess cybersecurity maturity of the evaluated function. Instructions for using 
the worksheet are included in Appendix E. 
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Appendix E. Maturity Level Selection Worksheet 
The selection of actual and target maturity indicator levels (MILs) for the function being evaluated forms the 
primary results of the C2M2. This worksheet template (which is based on Chapter 6 of the Dams-C2M2) may 
be used in multiple ways to support the organization’s implementation of the model.  
 Homework: Prior to the evaluation, participants will become familiar with the C2M2 by practicing the 

process of reviewing domains and objectives, then selecting completed practices and MILs. 
 Evaluation Guidance: During the evaluation, participants follow along with the facilitator as the 

C2M2 domains, objectives, and practices are discussed. 
 Evaluation Documentation: While the facilitator is guiding participants through the C2M2, a 

member(s) of the evaluation team documents the decisions about MILs and discussions supporting 
MIL selection. 

 After-Action Report Development: The evaluation results (including MIL selection and supporting 
information) recorded in the worksheet can be used in the development of an after-action report.  

Worksheet Instructions 
1. Review the objective (rows shaded blue) and practices associated with each MIL. 

2. For each practice, identify whether the practice is:  
- Fully complete – Insert the organization’s definition of fully complete 
- Largely complete – Insert the organization’s definition of largely complete 
- Partially complete – Insert the organization’s definition of partially complete 
- Not complete – Insert the organization’s definition of not complete 

3. Document the selection of completed practices by using the check boxes. Only practices noted as 
fully complete or largely complete should receive a checkmark. Partially complete and not complete 
remain unchecked as an indication of gaps to be filled. 

4. Document the evidence to support each completed practice selection in the notes column. Examples 
of evidence include summarizing why the practice is fully or largely complete (including assumptions 
made), citing a specific document pertaining to that practice, summarizing the organization’s specific 
actions pertaining to that practice, and noting who is responsible for the actions. 

5. Select the actual MIL associated with the number of practices your organization has completed (and 
check marked) for that domain/objective. MILs are cumulative within each objective. 

- MIL0 (or MIL1 if the objective shows that there are no practices for MIL1): No practices are 
completed for that objective. 

- MIL1: All practices listed for MIL1 are completed. 
- MIL2: All practices listed for MIL1 and MIL2 are completed. 
- MIL3: All practices listed for MIL1, MIL2, and MIL3 are completed. 
- If all practices for MIL 1 and some of the practices for MIL2 are completed, select MIL1 as 

the actual MIL. 

6. Select the target MIL associated with the desired level of maturity for that objective. Striving to 
achieve the highest MIL in all objectives may not be the optimal course of action for all organizations. 

7. Document the actions the organization should implement to complete the additional practices 
needed to achieve the target MIL in the notes column. Examples of these gaps include summarizing 
why the practice is partially or not complete (including assumptions made), citing a specific 
document to be updated to complete the practice, summarizing the organization’s future actions to 
complete the practice, and noting who is responsible for the actions. 



Dams Sector Cybersecurity Capability Maturity Model: Implementation Guide Version 2.0                       34 

Dams-C2M2 Maturity Level Selection Documentation  
Evaluation Date:             

Organization:             

Note-Taker Name and Contact Info:           

Domain 1: Asset Identification, Change, and Configuration Management (ACM) 

Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

1. Establish Cybersecurity Risk-Management Strategy     

MIL1 

☐ 
a) There is an inventory of IT and OT assets that are 

important to the delivery of the function; management 
of the inventory may be ad hoc. 

   

☐ 

b) The inventory includes communication infrastructure 
assets that are important to the delivery of the 
function (e.g., SCADA set points, customer 
information, financial data). 

MIL2 

☐ 

c) Inventory attributes include information to support the 
cybersecurity strategy (e.g., location, asset owner, 
applicable security requirements, operating system 
and firmware versions, criticality of the asset,  service 
dependencies, service level agreements, and 
conformance of assets to relevant industry 
standards).    

☐ 
d) The information asset inventory includes attributes 

that support cybersecurity activities (e.g., backup 
locations and frequencies, storage locations, 
cybersecurity requirements). 

☐ e) Inventoried IT and OT assets are prioritized based 
on their importance to the delivery of the function. 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

MIL3 

☐ 
f) There is an inventory for all connected  IT and OT 

assets related to the delivery of the function. 

   

☐ 
g) The asset inventory is current (as defined by the 

organization). 

☐ 
h) The asset inventory is used to identify cyber risks, 

such as asset end of life or end of support and single 
points of failure. 

☐ 
i) Data is destroyed or securely removed from IT and 

OT assets prior to redeployment and at end of life. 

2. Manage IT and OT Asset Inventory    

MIL1 
☐ 

a) Configuration baselines are established for 
inventoried assets where it is desirable to ensure that 
multiple assets are configured similarly.    

☐ 
b) Configuration baselines are used to configure assets 

at deployment. 

MIL2 

☐ 
c) The design of configuration baselines includes 

cybersecurity objectives 
   

☐ 
d) Configuration baselines incorporate applicable 

requirements from the cybersecurity architecture 
(ARC-1e). 

MIL3 

☐ 
e) Configuration of assets is monitored for consistency 

with baselines throughout the assets’ life cycle. 

   
☐ 

f) Configuration baselines are reviewed and updated 
at an organizationally defined frequency, such as 
system changes and changes to the cybersecurity 
architecture. 

3. Manage Changes to Assets    

MIL1 
☐ a) Changes to inventoried assets are evaluated and 

approved before being implemented.    
☐ b) Changes to inventoried assets are logged. 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

MIL2 

☐ 
c) Changes to assets are tested prior to being deployed, 

whenever possible. 
   

☐ 
d) Change management practices address the full life 

cycle of assets (i.e., acquisition, deployment, 
operation, retirement). 

MIL3 

☐ 
e) Changes to assets are tested for cybersecurity effect 

prior to being deployed. 
   

☐ 
f) Change logs include information about modifications 

that affect the cybersecurity requirements of assets 
(availability, integrity, confidentiality). 

4. Management Activities    

MIL1  No practices.    

MIL2 
☐ 

a) Documented procedures are established, followed, 
and maintained for ACM activities. 

   

☐ 
b) Adequate resources (e.g., people, funding, and tools) 

are provided to support ACM activities.  

MIL3 

☐ 
c) Up-to-date policies or other organizational directives 

define requirements for ACM activities. 

   

☐ 
d) Personnel performing ACM activities have the skills 

and knowledge needed to perform their assigned 
responsibilities 

☐ 
e) Responsibility, accountability, and authority for the 

performance of ACM activities are assigned to 
personnel. 

☐ 
f) The effectiveness of ACM activities is evaluated and 

tracked. 
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Domain 2: Threat and Vulnerability Management (TVM) 

Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

1. Reduce Cybersecurity Vulnerabilities    

MIL1 

☐ 

a) Information sources to support cybersecurity 
vulnerability discovery are identified (e.g., ISACs, 
CISA’s Known Exploited Vulnerabilities Catalog, 
CISA’s alerts and advisories websites, InfraGard, 
industry associations, vendors, federal briefings, 
internal assessments)). 

   ☐ 
b) Cybersecurity vulnerability information is gathered 

and interpreted for the function. 

☐ 
c) Cybersecurity vulnerability assessments are 

performed. 

☐ 

d) Cybersecurity vulnerabilities that are considered 
important to the function are addressed (e.g., 
implement mitigating controls, apply cybersecurity 
patches). 

MIL2 

☐ 
e) Cybersecurity vulnerability information sources that 

address all assets important to the function are 
monitored (ACM-1f). 

   

☐ 

f) Cybersecurity vulnerability assessments are 
performed (e.g., architectural reviews, penetration 
testing, cybersecurity exercises, vulnerability 
identification tools). 

☐ 

g) Identified cybersecurity vulnerabilities are analyzed 
and prioritized (e.g., NIST Common Vulnerability 
Scoring System could be used for patches, internal 
guidelines could be used to prioritize other types of 
vulnerabilities). 

☐ 
h) Cybersecurity vulnerabilities are addressed 

according to the assigned priority. 

☐ 
i) Operational impact to the function is evaluated prior 

to deploying patches. 

☐ 
j) Information on any discovered cybersecurity 

vulnerabilities is shared with organization-defined 
stakeholders. 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

MIL3 

☐ 
k) Cybersecurity vulnerability assessments are 

performed for all assets important to the delivery of 
the function, at an organization-defined frequency. 

   

☐ 
l) Cybersecurity vulnerability assessments are 

informed by the function’s (or organization’s) risk 
criteria (RM-1g). 

☐ 
m) Cybersecurity vulnerability assessments are 

performed by parties that are independent of the 
operations of the function. 

☐ 
n) Identified vulnerabilities that pose ongoing risk to the 

function are referred to the risk management program 
(RM-2) for response. 

☐ 
o) Vulnerability monitoring activities include review and 

confirmation of actions taken in response to 
cybersecurity vulnerabilities where appropriate. 

2. Respond to Threats and Share Threat Information    

MIL1 

☐ 

a) Information sources to support threat management 
activities are identified (e.g., ISACs, CISA’s Known 
Exploited Vulnerabilities Catalog, CISA’s alerts and 
advisories websites, InfraGard, industry associations, 
vendors, federal briefings, internal assessments). 

   
☐ 

b) Cybersecurity threat information is gathered and 
interpreted for the function. 

☐ 
c) Threats considered important to the function are 

addressed (e.g., implement mitigating controls, 
monitor threat status). 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

MIL2 

☐ 
d) A threat profile for the function is established that 

includes characterization of likely intent, capability, 
and target of threats to the function. 

   

☐ 
e) Threat information sources that address all 

components of the threat profile are prioritized and 
monitored. 

☐ f) Identified threats are analyzed and prioritized. 

☐ 

g) Threat information is exchanged with stakeholders 
(e.g., government, connected organizations, vendors, 
sector organizations, regulators, ISACs, internal 
entities) based on risk to critical infrastructure. 

☐ 
h) Threats are addressed according to the assigned 

priority. 

MIL3 

☐ 
i) The threat profile for the function is validated at an 

organization-defined frequency. 

   

☐ 
j) Analysis and prioritization of threats are informed by 

the function’s (or organization’s) risk criteria (RM-1g). 

☐ 
k) Threat monitoring and response activities leverage 

and trigger predefined states of operation (SA-3g) 

☐ 
l) Threat information is added to the risk register  

(RM-2m). 

☐ 
m) Threats that pose ongoing risk to the function are 

referred to the risk management program for action 
(RM-2). 
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3. Management Activities    

MIL1  No practices.    

MIL2 
☐ 

a) Documented procedures are established, followed, 
and maintained for TVM activities. 

   

☐ 
b) Adequate resources (e.g., people, funding, and tools) 

are provided to support TVM activities.  

MIL3 

☐ 
c) Up-to-date policies or other organizational directives 

define requirements for TVM activities. 

   

☐ 
d) Personnel performing TVM activities have the skills 

and knowledge needed to perform their assigned 
responsibilities. 

☐ 
e) Responsibility, accountability, and authority for the 

performance of TVM activities are assigned to 
personnel. 

☐ 
f) The effectiveness of TVM activities is evaluated and 

tracked. 
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Domain 3: Risk Management (RM) 

Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

1. Establish Cybersecurity Risk Management Strategy and Program    

MIL1 ☐ 
a) The organization has a strategy for cybersecurity risk 

management, which may be developed and managed 
in an ad hoc manner. 

   

MIL2 

☐ 
b) There is a documented cybersecurity risk 

management strategy. 

   

☐ 
c) The cybersecurity risk management strategy is 

maintained to support the cybersecurity program 
strategy (CPM-1b) and enterprise architecture. 

☐ 
d) The strategy provides an approach for risk 

prioritization, including consideration of effect. 

☐ 
e) Information from RM activities is communicated to 

relevant stakeholders. 

☐ 
f) Governance for the cyber risk management program is 

established and maintained. 

MIL3 

☐ 

g) Organizational cybersecurity risk criteria (objective 
criteria that the organization uses for evaluating, 
categorizing, and prioritizing operational risks based on 
effect, tolerance for risk, and risk response 
approaches) are defined and available. 

   

☐ 
h) The cybersecurity risk management strategy is 

periodically updated to reflect the current threat 
environment. 

☐ 
i) An organization-specific risk taxonomy is documented 

and is used in risk management activities. 

☐ 

j) A cyber risk management program is established and 
maintained to implement and perform risk 
management activities in alignment with the 
organization’s mission and objectives. 

☐ 
k) The cyber risk strategy and program activities are 

coordinated with the organization’s enterprise-wide 
risk management strategy and program. 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

2. Manage Cybersecurity Risk    

MIL1 
☐ a) Cybersecurity risks are identified. 

   
☐ 

b) Identified risks are mitigated, accepted, tolerated, or 
transferred. 

MIL2 

☐ 
c) Risk assessments are performed to identify risks in 

accordance with the cybersecurity risk management 
strategy. 

   

☐ d) Identified risks are documented. 

☐ 
e) Identified risks are analyzed to prioritize response 

activities in accordance with the risk management 
strategy. 

☐ 
f) Identified risks are monitored in accordance with the 

cybersecurity risk management strategy. 

☐ 
g) Risk analysis is informed by network (IT and/or OT) 

architecture. 

☐ 
h) Stakeholders from appropriate operations and 

business areas participate in the identification, 
analysis, and mitigation of cyber risks. 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

MIL3 

☐ 
i) The risk management program defines and operates 

risk management policies and procedures that 
implement the risk-management strategy. 

   

☐ 
j) A current cybersecurity architecture is used to inform 

risk analysis. 

☐ 
k) Cybersecurity risk identification considers risks that 

may arise from or affect critical infrastructure or other 
interconnected organizations. 

☐ 
l) Information from ACM, TVM, TPM, and ARC activities 

is used to update cybersecurity risks and identify new 
risks  

☐ 
m) A risk register (a structured repository of identified 

risks) is used to support risk-management activities. 

☐ 
n) Cybersecurity risks and risk categories are retired 

when they no longer require tracking or response 

3. Management Activities 

MIL1  No practices.    

MIL2 
☐ 

g) Documented procedures are established, followed, 
and maintained for RM activities. 

   

☐ 
h) Adequate resources (e.g., people, funding, and tools) 

are provided to support RM activities.  

MIL3 

☐ 
i) Up-to-date policies or other organizational directives 

define requirements for RM activities. 

   

☐ 
j) Personnel performing RM activities have the skills 

and knowledge needed to perform their assigned 
responsibilities. 

☐ 
k) Responsibility, accountability, and authority for the 

performance of RM activities are assigned to 
personnel. 

☐ 
l) The effectiveness of RM activities is evaluated and 

tracked. 
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Domain 4: Identity and Access Management (IAM) 

Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

1. Establish and Maintain Identities    

MIL1 

☐ 

a) Identities are provisioned for personnel and other 
entities (e.g., services, devices) who require access to 
assets (note that this does not preclude shared 
identities). 

   

☐ 
b) Credentials are issued for personnel and other entities 

that require access to assets (e.g., passwords, smart 
cards, certificates, keys). 

☐ c) Identities are deprovisioned when no longer required. 

MIL2 

☐ 
d) Identity repositories are periodically reviewed and 

updated to ensure validity (i.e., to ensure that the 
identities still need access). 

   
☐ 

e) Credentials are periodically reviewed to ensure they 
are associated with the correct person or entity. 

☐ 
f) Identities are deprovisioned within organizationally 

defined time thresholds when no longer required. 

 

g) Stronger or multifactor credentials are required for 
access that poses higher risk to the function (e.g., 
privileged accounts, service accounts, shared 
accounts, and remote access). 

MIL3 ☐ 
h) Requirements for credentials are informed by the 

organization’s risk criteria (e.g., multifactor credentials 
for higher risk access) (RM-1g). 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

2. Control Access    

MIL1 

☐ 

a) Access requirements, including those for remote 
access, are determined (access requirements are 
associated with assets and provide guidance for which 
types of entities are allowed to access the asset, the 
limits of allowed access, and authentication 
parameters). 

   

☐ b) Access is granted to identities based on requirements. 

☐ c) Access is revoked when no longer required. 

MIL2 

☐ 
d) Access requirements incorporate least privilege and 

separation of duties principles. 

   ☐ 
e) Access requests are reviewed and approved by the 

asset owner. 

☐ 
f) Root privileges, administrative access, emergency 

access, and shared accounts receive additional 
scrutiny and monitoring. 

MIL3 

☐ 
g) Access privileges are reviewed and updated to 

ensure validity, at an organizationally defined 
frequency. 

   
☐ 

h) Access to assets is granted by the asset owner based 
on risk to the function. 

☐ 
i) Anomalous access attempts are monitored as 

indicators of cybersecurity events. 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

3. Management Activities 

MIL1  No practices.    

MIL2 
☐ 

a) Documented procedures are established, followed, 
and maintained for IAM activities. 

   

☐ 
b) Adequate resources (e.g., people, funding, and tools) 

are provided to support IAM activities.  

MIL3 

☐ 
c) Up-to-date policies or other organizational directives 

define requirements for IAM activities. 

   

☐ 
d) Personnel performing IAM activities have the skills 

and knowledge needed to perform their assigned 
responsibilities. 

☐ 
e) Responsibility, accountability, and authority for the 

performance of IAM activities are assigned to 
personnel. 

☐ 
f) The effectiveness of IAM activities is evaluated and 

tracked. 
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Domain 5: Situational Awareness (SA) 

Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

1. Perform Logging    

MIL1 ☐ 
a) Logging is occurring for assets important to the 

function where possible. 
   

MIL2 
☐ 

b) Logging requirements have been defined for all assets 
important to the function (e.g., scope of activity and 
coverage of assets, cybersecurity requirements 
[confidentiality, integrity, availability]). 

   

☐ c) Log data are being aggregated within the function. 

MIL3 

☐ 
d) Logging requirements are based on the risk to the 

function.  
   

☐ 
e) Log data support other business and security 

processes (e.g., incident response, asset 
management). 

2. Perform Monitoring    

MIL1 
☐ 

a) Cybersecurity monitoring activities are performed 
(e.g., regular/daily reviews of log data). 

   
☐ 

b) IT and OT environments are monitored for anomalous 
behavior that may indicate a cybersecurity event. 

MIL2 

☐ 
c) Monitoring and analysis requirements have been 

defined for the function and address timely review of 
event data. 

   
☐ 

d) Alarms and alerts are configured to aid in the 
identification of cybersecurity events (EIR-1d). 

☐ 
e) Indicators of anomalous activity have been defined 

and are monitored across the IT and OT 
environments. 

☐ 
f) Monitoring activities are aligned with the function’s 

threat profile (TVM-2d). 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

MIL3 

☐ 
g) Monitoring requirements are based on the risk to the 

function. 

   

☐ 
h) Monitoring is integrated with other business and 

security processes (e.g., incident response, asset 
management). 

☐ 
i) Continuous monitoring is performed across IT and OT 

environments to identify anomalous activity. 

☐ 
j) Risk register (RM-2m) content is used to identify 

indicators of anomalous activity. 

☐ 
k) Alarms and alerts are evaluated and updated 

periodically, at an organization-defined frequency. 

3. Establish and Maintain a Common Operating Picture (COP)   

MIL1  No practices.    

MIL2 

☐ 
a) Methods of communicating the current state of 

cybersecurity for the function are established and 
maintained. 

   
☐ 

b) Monitoring data are aggregated to provide an 
understanding of the cybersecurity state of the function 
(e.g., a COP, which may or may not include 
visualization or be presented graphically). 

☐ 
c) Information from across the organization is available to 

enhance the COP. 

MIL3 
☐ 

d) Situational awareness reporting requirements have 
been defined and address timely dissemination of 
cybersecurity information to organization-defined 
stakeholders.    

☐ 
e) Monitoring data are aggregated to provide near-real-

time understanding of the cybersecurity state for the 
function to enhance the COP. 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

☐ 
f) Relevant information from outside the organization is 

collected to enhance the COP. 

 ☐ 
g) Predefined states of operation are defined and 

invoked (e.g., with manual or automated process) 
based on the COP. 

   

4. Management Activities 

MIL1  No practices.    

MIL2 
☐ 

g) Documented procedures are established, followed, 
and maintained for SA activities. 

   

☐ 
h) Adequate resources (e.g., people, funding, and tools) 

are provided to support SA activities.  

MIL3 

☐ 
i) Up-to-date policies or other organizational directives 

define requirements for SA activities. 

   

☐ 
j) Personnel performing SA activities have the skills 

and knowledge needed to perform their assigned 
responsibilities. 

☐ 
k) Responsibility, accountability, and authority for the 

performance of SA activities are assigned to 
personnel. 

☐ 
l) The effectiveness of SA activities is evaluated and 

tracked. 
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Domain 6: Event and Incident Response, Continuity of Operations, and Service Restoration (EIR) 

Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

1. Detect Cybersecurity Events    

MIL1 

☐ a) There is a point of contact (e.g., person or role) to 
whom cybersecurity events are reported. 

   ☐ b) Detected cybersecurity events are reported. 

☐ c) Cybersecurity events are logged and tracked (SA-1c). 

MIL2 
☐ 

d) Criteria are established for cybersecurity event 
detection (e.g., what constitutes an event, where to 
look for events).    

☐ 
e) There is a repository where cybersecurity events are 

logged based on the established criteria. 

MIL3 

☐ 
f) Event information is correlated to support incident 

analysis by identifying patterns, trends, and other 
common features. 

   
☐ 

g) Cybersecurity event detection activities are adjusted 
based on information from the organization’s risk 
register (RM-2m) and function’s threat profile (TVM-2d) 
to help detect known threats and monitor for identified 
risks. 

☐ 
h) The COP for the function is monitored to support the 

identification of cybersecurity events (SA-3b). 

2. Escalate Cybersecurity Events and Declare Incidents    

MIL1 

☐ 
a) Criteria for cybersecurity event escalation are 

established, including cybersecurity incident 
declaration criteria. 

   
☐ 

b) Cybersecurity events are analyzed to support 
escalation and the declaration of cybersecurity 
incidents. 

☐ 
c) Escalated cybersecurity events and incidents are 

logged and tracked. 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

MIL2 

☐ 
d) Criteria for cybersecurity event escalation, including 

cybersecurity incident criteria, are established based 
on the potential effect to the function. 

   

☐ 
e) Criteria for cybersecurity event escalation, including 

cybersecurity incident declaration criteria, are updated 
at an organization-defined frequency. 

☐ 
f) Escalated cybersecurity events and incidents are 

declared based on the appropriate criteria. 

☐ 
g) There is a repository where escalated cybersecurity 

events and cybersecurity incidents are logged and 
tracked to closure. 

☐ 

h) Cybersecurity stakeholders (e.g., government, 
connected organizations, vendors, sector 
organizations, regulators, and internal entities) are 
identified and notified of escalated events and 
incidents based on situational awareness reporting 
requirements (SA-3d). 

MIL3 

☐ 

i) Criteria for cybersecurity event escalation, including 
cybersecurity incident declaration criteria, are adjusted 
according to information from the organization’s risk 
register (RM-2m) and function’s threat profile (TVM-2d). 

   
☐ 

j) Escalated cybersecurity events and declared 
cybersecurity incidents inform the COP (SA-3b) for the 
function. 

☐ 
k) Escalated cybersecurity events and declared incidents 

are correlated to support the discovery of patterns, 
trends, and other common features. 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

3. Respond to Cybersecurity Events and Incidents    

MIL1 

☐ 
a) Cybersecurity event and incident response personnel 

are identified, and roles are assigned. 

   ☐ 
b) Responses to escalated cybersecurity events and 

incidents are implemented to limit effects to the 
function and to restore normal operations. 

☐ 

c) Reporting of escalated cybersecurity events and 
incidents is performed (e.g., internal reporting, DOE 
Form OE-417, ISACs, FBI’s CyWatch, CISA Incident 
Reporting). 

MIL2 

☐ 

d) Cybersecurity event and incident response is 
performed according to defined procedures that 
address all phases of the incident life cycle (e.g., triage, 
handling, communication, coordination, and closure). 

   ☐ 
e) Cybersecurity event and incident response plans are 

exercised at an organization-defined frequency. 

☐ 
f) Cybersecurity event and incident response plans 

address OT and IT assets important to the delivery of 
the function 

☐ 
g) Training is conducted for cybersecurity event and 

incident response teams. 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

MIL3 

☐ 
h) Cybersecurity event and incident root-cause analysis 

and lessons-learned activities are performed, and 
corrective actions are taken. 

   

☐ 
i) Cybersecurity event and incident response personnel 

participate in joint cybersecurity exercises with other 
organizations (e.g., tabletop, simulated incidents). 

☐ 
j) Cybersecurity event and incident response plans are 

reviewed and updated at an organization-defined 
frequency. 

☐ 

k) Cybersecurity event and incident response activities 
are coordinated with relevant external entities, as 
appropriate (e.g., vendors, law enforcement, and other 
government or external entities). 

☐ 
l) Cybersecurity event and incident response plans are 

aligned with the organization’s risk criteria (RM-1g) 
and function’s threat profile (TVM-2d). 

☐ 

m) Policy and procedures for reporting cybersecurity event 
and incident information to designated authorities 
conform to applicable laws, regulations, and 
contractual agreements. 

☐ 
n) Restored assets are configured appropriately and 

inventory information is updated following execution of 
response plans. 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

4. Plan for Continuity of Operations   

MIL1 

☐ 
a) The activities necessary to sustain minimum operations 

of the function are identified. 

   

☐ 
b) The sequence of activities necessary to return the 

function to normal operation is identified. 

☐ c) Data backups are available and tested. 

☐ d) IT and OT assets requiring spares are identified  

☐ 
e) Continuity plans are developed to sustain and restore 

operation of the function. 

MIL2 

☐ 
f) Business impact analyses inform the development of 

continuity plans. 

   

☐ 
g) Data backups are logically or physically separated 

from source data. 

☐ h) Spares for selected IT and OT assets are available. 

☐ 
i) Recovery time objectives (RTO) and recovery point 

objectives (RPO) for the function are incorporated into 
continuity plans. 

☐ 

j) Continuity plans address IT, OT, and communication 
infrastructure assets  important to the delivery of the 
function, including the availability of backup data and 
replacement, redundant, and spare IT and OT assets. 

☐ k) Continuity plans are evaluated and exercised. 

☐ 

l) Cybersecurity incident criteria that trigger the execution 
of continuity plans are established and 
communicated to incident response and continuity 
management personnel. 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

MIL3 

☐ 
m) Business impact analyses are periodically reviewed 

and updated. 

   

☐ 
n) RTO and RPO are aligned with the organization’s risk 

criteria (RM-1g). 

☐ 
o) The results of continuity plan testing and/or activation 

are compared to recovery objectives, and plans are 
improved accordingly. 

☐ 
p) Continuity plans are periodically reviewed and 

updated. 

☐ 
q) Restored assets are configured appropriately and 

inventory information is updated following execution of 
continuity plans. 

5. Management Activities 

MIL1  No practices.    

MIL2 
☐ 

a) Documented procedures are established, followed, 
and maintained for EIR activities. 

   

☐ 
b) Adequate resources (e.g., people, funding, and tools) 

are provided to support EIR activities.  

MIL3 

☐ 
c) Up-to-date policies or other organizational directives 

define requirements for EIR activities. 

   

☐ 
d) Personnel performing EIR activities have the skills 

and knowledge needed to perform their assigned 
responsibilities. 

☐ 
e) Responsibility, accountability, and authority for the 

performance of EIR activities are assigned to 
personnel. 

☐ 
f) The effectiveness of EIR activities is evaluated and 

tracked. 
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Domain 7: Third-Party Risk Management (TPM) 

Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

1. Identify and Prioritize Dependencies    

MIL1 

☐ 
a) Important IT and OT supplier dependencies are 

identified (i.e., external parties on which the delivery of 
the function depend, including operating partners). 

   ☐ 
b) Important customer dependencies are identified (i.e., 

external parties that are dependent on the delivery of 
the function, including operating partners). 

☐ 

c) Other third-parties that have access to, control of, or 
custody of any IT, OT, or communication infrastructure 
assets important to the delivery of the function are 
identified. 

MIL2 

☐ 
d) Supplier dependencies are identified according to 

established criteria. 

   

☐ 
e) Customer dependencies are identified according to 

established criteria. 

☐ 
f) Single-source and other essential dependencies are 

identified. 

☐ 

g) Dependencies are prioritized according to established 
criteria (e.g., importance to the delivery of the function, 
effect of a compromise or disruption, ability to negotiate 
cybersecurity requirements within contracts). 

MIL3 
☐ 

h) Dependency identification and prioritization are based 
on the function’s or organization's risk criteria (RM-1g). 

   
☐ 

i) Prioritization of dependencies is periodically reviewed 
and updated. 

2. Manage Dependency Risk    

MIL1 ☐ 
a) Significant cybersecurity risks due to suppliers and 

other dependencies are identified and addressed.    
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

 
☐ 

b) Cybersecurity requirements are considered when 
establishing relationships with suppliers and other third 
parties. 

MIL2 

☐ 
c) Identified cybersecurity dependency risks are entered 

into the risk register (RM-2m). 

   

☐ 
d) Contracts and agreements with third parties 

incorporate sharing of cybersecurity threat 
information. 

☐ 

e) Cybersecurity requirements are established for 
suppliers according to a defined practice, including 
requirements for secure software development 
practices where appropriate. 

☐ 
f) Agreements with suppliers and other external entities 

include cybersecurity requirements. 

☐ 
g) Evaluation and selection of suppliers and other 

external entities includes consideration of their ability 
to meet cybersecurity requirements. 

☐ 
h) Agreements with suppliers require notification of 

cybersecurity incidents related to the delivery of the 
product or service. 

☐ 
i) Suppliers and other external entities are periodically 

reviewed for their ability to continually meet the 
cybersecurity requirements. 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

MIL3 

☐ 
j) Cybersecurity risks due to external dependencies are 

managed according to the organization’s risk-
management criteria and process. 

   

☐ 
k) Cybersecurity requirements are established for 

supplier dependencies based on the organization’s risk 
criteria (RM-1g). 

☐ 
l) Agreements with suppliers require notification of 

vulnerability-inducing product defects throughout the 
intended life cycle of delivered products. 

☐ 
m) Acceptance testing of procured assets includes testing 

for cybersecurity requirements. 

☐ 
n) Information sources are monitored to identify and 

avoid supply chain threats (e.g., counterfeit parts, 
software, and services). 

3. Management Activities 

MIL1  No practices.    

MIL2 
☐ 

g) Documented procedures are established, followed, 
and maintained for TPM activities. 

   

☐ 
h) Adequate resources (e.g., people, funding, and tools) 

are provided to support TPM activities.  

MIL3 

☐ 
i) Up-to-date policies or other organizational directives 

define requirements for TPM activities. 

   

☐ 
j) Personnel performing TPM activities have the skills 

and knowledge needed to perform their assigned 
responsibilities. 

☐ 
k) Responsibility, accountability, and authority for the 

performance of TPM activities are assigned to 
personnel. 

☐ 
l) The effectiveness of TPM activities is evaluated and 

tracked. 
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Domain 8: Workforce Management (WM) 

Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

1. Assign Cybersecurity Responsibilities    

MIL1 
☐ 

a) Cybersecurity responsibilities for the function are 
identified.    

☐ 
b) Cybersecurity responsibilities are assigned to specific 

people. 

MIL2 
☐ 

c) Cybersecurity responsibilities are assigned to specific 
roles, including external service providers. 

   
☐ 

d) Cybersecurity responsibilities are documented (e.g., in 
position descriptions). 

MIL3 

☐ 
e) Cybersecurity responsibilities and job requirements are 

reviewed and updated as appropriate. 

   ☐ 
f) Cybersecurity responsibilities are included in job 

performance evaluation criteria. 

☐ 
g) Assigned cybersecurity responsibilities are managed 

to ensure adequacy and redundancy of coverage. 

2. Develop Cybersecurity Workforce    

MIL1 
☐ 

a) Cybersecurity training is made available to personnel 
with assigned cybersecurity responsibilities. 

   
☐ 

b) Cybersecurity knowledge, skill, and ability gaps are 
identified. 

MIL2 

☐ 
c) Identified gaps are addressed through recruiting 

and/or training. 

   
☐ 

d) Cybersecurity training is provided as a prerequisite to 
granting access to assets that support the delivery of 
the function (e.g., new personnel training, personnel 
transfer training). 
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MIL3 

☐ 
e) Cybersecurity workforce management objectives that 

support current and future operational needs are 
established and maintained. 

   

☐ 
f) Recruiting and retention are aligned to support 

cybersecurity workforce management objectives. 

☐ 
g) Training programs are aligned to support cybersecurity 

workforce management objectives. 

☐ 
h) The effectiveness of training programs is evaluated at 

an organization-defined frequency and improvements 
are made as appropriate. 

☐ 
i) Training programs include continuing education and 

professional development opportunities for personnel 
with significant cybersecurity responsibilities. 

3. Implement Workforce Controls    

MIL1 
☐ 

a) Personnel vetting (e.g., background checks, drug tests) 
is performed at hire for positions that have access to 
the assets required for delivery of the function. 

   

☐ 
b) Personnel termination procedures address 

cybersecurity. 
   

MIL2 

☐ 
c) Personnel vetting is performed at an organization-

defined frequency for positions that have access to the 
assets required for delivery of the function. 

   
☐ d) Personnel transfer procedures address cybersecurity. 

☐ 
e) Personnel are informed of their responsibilities for 

protection and acceptable use of IT, OT, and 
communication infrastructure assets. 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

MIL3 

☐ 
f) Risk designations are assigned to all positions that 

have access to the assets required for delivery of the 
function. 

   
☐ 

g) Vetting is performed for all positions (including 
employees, vendors, and contractors) at a level 
commensurate with position risk designation. 

☐ 
h) Succession planning is performed for personnel based 

on risk designation. 

☐ 

i) A formal accountability process that includes 
disciplinary actions is implemented for personnel who 
fail to comply with established security policies and 
procedures. 

4. Increase Cybersecurity Awareness    

MIL1 ☐ a) Cybersecurity awareness activities are conducted.    

MIL2 
☐ 

b) Objectives for cybersecurity awareness activities are 
established and maintained.    

☐ 
c) Cybersecurity awareness content is based on the 

organization’s threat profile (TVM-2d). 

MIL3 

☐ 
d) Cybersecurity awareness activities are aligned with the 

predefined states of operation (SA-3g). 
   

☐ 
e) The effectiveness of cybersecurity awareness activities 

is evaluated at an organization-defined frequency and 
improvements are made as appropriate. 
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5. Management Activities 

MIL1  No practices.    

MIL2 
☐ 

a) Documented procedures are established, followed, 
and maintained for WM activities. 

   

☐ 
b) Adequate resources (e.g., people, funding, and tools) 

are provided to support WM activities.  

MIL3 

☐ 
c) Up-to-date policies or other organizational directives 

define requirements for WM activities. 

   

☐ 
d) Personnel performing WM activities have the skills 

and knowledge needed to perform their assigned 
responsibilities. 

☐ 
e) Responsibility, accountability, and authority for the 

performance of WM activities are assigned to 
personnel. 

☐ 
f) The effectiveness of WM activities is evaluated and 

tracked. 
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Domain 9: Cybersecurity Architecture (ARC) 

Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

1. Establish and Maintain Cybersecurity Architecture Strategy and Program  

MIL1 ☐ 
a) The organization has a strategy for cybersecurity 

architecture. 
   

MIL2 

☐ 

b) A strategy for cybersecurity architecture is established 
and maintained to support the organization’s 
cybersecurity program strategy (CPM-1b) and 
enterprise architecture. 

   

☐ 
c) A documented cybersecurity architecture strategy 

includes IT and OT systems and networks and aligns 
with system and asset categorization and prioritization. 

☐ 

d) Governance for cybersecurity architecture (e.g., an 
architecture review board) is established and 
maintained, including provisions for periodic 
architectural reviews and an exceptions process 

☐ 
e) The cybersecurity architecture establishes and 

maintains cybersecurity requirements for the 
organization’s assets. 

☐ 
f) Cybersecurity controls are selected and implemented 

to meet cybersecurity requirements. 

MIL3 

☐ 
g) The cybersecurity architecture strategy and program 

are aligned with the organization’s enterprise 
architecture strategy and program. 

   
☐ 

h) Conformance of the organization’s systems and 
networks to the cybersecurity architecture is evaluated 
at an organization-defined frequency. 

☐ 
i) The cybersecurity architecture is guided by the 

organization’s risk analysis information (RM-2e) and 
function’s threat profile (TVM-2d). 

☐ 
j) The cybersecurity architecture addresses predefined 

states of operation (SA-3g). 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

2. Establish and Maintain Cybersecurity Architecture Strategy and Program  

MIL1 ☐ 
a) The organization’s IT systems are separated from OT 

systems through segmentation, either through physical 
or logical means. 

   

MIL2 

☐ 

b) Assets that are important to the delivery of the function 
are logically or physically segmented into distinct 
security zones based on asset cybersecurity 
requirements (ACM-1a, ACM-2a). 

   

☐ 
c) Network protections incorporate the principles of least 

privilege and least functionality. 

☐ 

d) Network protections are defined and enforced for 
selected asset types according to asset risk and priority 
(e.g., internal assets, perimeter assets, assets 
connected to the organization’s Wi-Fi, cloud assets, 
remote access, and externally owned devices). 

☐ 

e) Network protections include monitoring, analysis, and 
control of network traffic for selected security zones 
(e.g., firewalls, whitelisting, intrusion detection and 
prevention systems). 

☐ 

f) Web traffic and email are monitored, analyzed, and 
controlled (e.g., malicious link blocking, suspicious 
download blocking, email authentication techniques, IP 
address blocking). 

  



Dams Sector Cybersecurity Capability Maturity Model: Implementation Guide Version 2.0                       65 

Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

MIL3 

☐ 
g) All assets are segmented into distinct security zones 

based on cybersecurity requirements. 

   

☐ 
h) Isolated networks are implemented such that assets 

are logically or physically segmented into security 
zones with independent authentication, as appropriate. 

☐ 
i) OT systems are operationally independent from IT 

systems so that OT operations are unimpeded by an 
outage of IT systems. 

☐ 
j) Network connections are protected commensurate 

with risk to the organization (e.g., secure connections 
for remote administration). 

☐ 
k) Device connections to the network are controlled to 

ensure that only authorized devices can connect (e.g., 
network access control [NAC]). 

   

☐ 
l) The cybersecurity architecture enables the isolation of 

compromised assets.    

3. Implement IT and OT Asset Security as an Element of the Cybersecurity Architecture  

MIL1 ☐ 
a) Cybersecurity controls are implemented for assets 

important to the delivery of the function. 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

MIL2 

☐ 
b) More rigorous cybersecurity controls are implemented 

for higher priority assets (ACM-1e). 

   

☐ 
c) The principle of least privilege (e.g., limiting 

administrative access for users and service accounts) 
is enforced. 

☐ 
d) The principle of least functionality (e.g., limiting 

services, limiting applications, limiting ports, limiting 
connected devices) is enforced. 

☐ 
e) Secure configurations are implemented as part of the 

asset deployment process where feasible. 

☐ 
f) Security applications are required as an element of 

device configuration where feasible (e.g., endpoint 
detection and response, host-based firewalls). 

☐ 
g) The use of removeable media is controlled (e.g., 

limiting the use of USB devices, managing external 
hard drives). 

   

☐ 

h) Cybersecurity controls, including physical access 
controls, are implemented for all assets used for the 
delivery of the function (ACM-1f) either at the asset 
level or as compensating controls where asset-level 
controls are not feasible. 

   

MIL3 
☐ 

i) Configuration of and changes to firmware are 
controlled throughout the asset lifecycle. 

   
☐ 

j) Controls are implemented to prevent the execution of 
unauthorized code. 

4. Implement Software Security as an Element of the Cybersecurity Architecture  

MIL1  No practices.    
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

MIL2 

☐ 
a) Software developed in-house for deployment on higher 

priority assets (ACM-1e) is developed using secure 
software development practices.    

☐ 
b) The selection of procured software for deployment on 

higher priority assets (ACM-1e) includes consideration 
of the vendor’s secure software development practices. 

☐ 
c) Secure software configurations are required as part of 

the software deployment process. 
   

MIL3 

☐ 
d) All software developed in-house is developed using 

secure software development practices. 

   

☐ 
e) The selection of all procured software includes 

consideration of the vendor’s secure software 
development practices. 

☐ 
f) The architecture review process evaluates the security 

of new and revised applications prior to deployment. 

☐ 
g) The authenticity of all software and firmware is 

validated prior to deployment. 

☐ 

h) Security testing (e.g., static testing, dynamic testing, 
fuzz testing, penetration testing) is performed for in-
house-developed and in-house-tailored applications at 
an organization-defined frequency. 

5. Implement Data Security as an Element of the Cybersecurity Architecture  

MIL1 ☐ 
a) Sensitive data is protected at rest (normal state of 

operation). 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

MIL2 

☐ 
b) All data at rest is protected for selected data 

categories (ACM-1d). 

   

☐ 
c) All data in transit is protected for selected data 

categories (ACM-1d). 

☐ 
d) Cryptographic controls are implemented for data at 

rest and data in transit for selected data categories 
(ACM-1d). 

☐ 

e) Key management infrastructure (i.e., key generation, 
key storage, key destruction, key update, and key 
revocation) is implemented to support cryptographic 
controls. 

☐ 
f) Controls to restrict the exfiltration of data (e.g., data 

loss prevention tools) are implemented. 

MIL3 

☐ 
g) The cybersecurity architecture includes protections 

(e.g., full disk encryption) for data that is stored on 
assets that may be lost or stolen 

   

☐ 
h) The cybersecurity architecture includes protections 

against unauthorized changes to software, firmware, 
and data.. 

6. Management Activities 

MIL1  No practices.    

MIL2 
☐ 

a) Documented procedures are established, followed, 
and maintained for ARC activities. 

   

☐ 
b) Adequate resources (e.g., people, funding, and tools) 

are provided to support ARC activities.  
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

MIL3 

☐ 
c) Up-to-date policies or other organizational directives 

define requirements for ARC activities. 

   

☐ 
d) Personnel performing ARC activities have the skills 

and knowledge needed to perform their assigned 
responsibilities. 

☐ 
e) Responsibility, accountability, and authority for the 

performance of ARC activities are assigned to 
personnel. 

☐ 
f) The effectiveness of ARC activities is evaluated and 

tracked. 
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Domain 10: Cybersecurity Program Management (CPM) 

Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

1. Establish Cybersecurity Program Strategy    

MIL1 ☐ 
a) The organization has a cybersecurity program 

strategy. 
   

MIL2 

☐ 
b) The cybersecurity program strategy defines objectives 

for the organization’s cybersecurity activities. 

   

☐ 
c) The cybersecurity program strategy and priorities are 

documented and aligned with the organization’s 
strategic objectives and risk to critical infrastructure. 

☐ 

d) The cybersecurity program strategy defines the 
organization’s approach to provide program oversight 
and governance for cybersecurity activities, including 
policies and standards. 

☐ 
e) The cybersecurity program strategy defines the 

structure and organization of the cybersecurity 
program. 

☐ 
f) The cybersecurity program strategy identifies 

standards and guidelines intended to be followed by 
the program 

☐ 

g) The cybersecurity program strategy identifies any 
applicable compliance requirements that must be 
satisfied by the program (e.g., NERC CIP, NIST 
guidelines, ISO, CMMC Framework) 

   

☐ 
h) The cybersecurity program strategy is approved by 

senior management.    

MIL3 ☐ 

i) The cybersecurity program strategy—including policies 
and standards—is updated to reflect business 
changes, changes in the operating environment and 
changes in the function’s threat profile (TVM-2d). 
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

2. Sponsor Cybersecurity Program    

MIL1 
☐ 

a) Resources (e.g., people, tools, and funding) are 
provided to support the cybersecurity program. 

   
☐ 

b) Senior management provides sponsorship for the 
cybersecurity program. 

MIL2 

☐ 
c) The cybersecurity program is established according to 

the cybersecurity program strategy. 

   

☐ 

d) Adequate funding and other resources (e.g., people 
and tools) are provided to establish and operate a 
cybersecurity program aligned with the program 
strategy. 

☐ 

e) Senior management sponsorship for the cybersecurity 
program is visible and active (e.g., the importance 
and value of cybersecurity activities is regularly 
communicated by senior management). 

☐ 
f) If the organization develops or procures software, 

secure software development practices are sponsored 
as an element of the cybersecurity program. 

☐ 
g) The development and maintenance of cybersecurity 

policies is sponsored. 

☐ 
h) Responsibility for the cybersecurity program is 

assigned to a role with requisite authority. 

☐ 
i) Stakeholders for cybersecurity program management 

activities are identified and involved.    
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Objective and Practices Actual 
MIL 

Target 
MIL Notes (Evidence Supporting MIL Selection) 

MIL3 

☐ 
j) The performance of the cybersecurity program is 

monitored to ensure it aligns with the cybersecurity 
program strategy. 

   

☐ 

k) The cybersecurity program is independently reviewed 
(i.e., by reviewers who are not in the program) to 
ensure conformance with cybersecurity policies and 
procedures. 

☐ 
l) The cybersecurity program addresses and enables 

the achievement of regulatory compliance, as 
appropriate. 

☐ 

m) The cybersecurity program monitors and/or 
participates in the development and implementation of 
select cybersecurity standards, guidelines, leading 
practices, lessons learned, and emerging technologies. 

3. Management Activities 

MIL1  No practices.    

MIL2 
☐ 

a) Documented procedures are established, followed, 
and maintained for CPM activities. 

   

☐ 
b) Adequate resources (e.g., people, funding, and tools) 

are provided to support CPM activities.  

MIL3 

☐ 
c) Up-to-date policies or other organizational directives 

define requirements for CPM activities. 

   

☐ 
d) Personnel performing CPM activities have the skills 

and knowledge needed to perform their assigned 
responsibilities. 

☐ 
e) Responsibility, accountability, and authority for the 

performance of CPM activities are assigned to 
personnel. 

☐ 
f) The effectiveness of CPM activities is evaluated and 

tracked. 
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Appendix F. Evaluation Preparation Checklist 
This checklist highlights the tasks for the facilitator and support staff to perform in preparation for the 
C2M2 evaluation. 

Four Weeks Prior to Evaluation  
� Obtain the latest version of the Dams-C2M2 and Implementation Guide (this document) 
� Become familiar with the Dams-C2M2 and Implementation Guide 
� Meet with the sponsor and other stakeholders  
� Determine function and scope of the evaluation 
� Identify participants and support personnel 
� Identify date for the evaluation 
� Send invitations to participants (such as through a calendar appointment) 
� Determine the need to request that participants complete homework prior to the evaluation 
� Draft the C2M2 Evaluation Read-Ahead (Appendix D) 
� Identify and reserve appropriate meeting space for the evaluation 
� Make travel arrangements (if necessary) 
� Establish non-disclosure agreements (if necessary) 
� Meet with local point of contact 

Two Weeks Prior to Evaluation  
� Send the C2M2 Evaluation Read-Ahead to participants as homework to prepare for the evaluation 
� Ensure there are sufficient confirmed participants to conduct the evaluation  
� Communicate IT system requirements to IT support staff 
� Communicate non-IT system requirements to support staff 
� Identify staff to scribe/take notes 
� Arrange for catering (if necessary) 
� Arrange for building access for those visiting 
� Touch base with local point of contact 

One Week Prior to Evaluation  
� Test all the tools (hardware and software) ahead of time  
� Touch base with local point of contact  
� Ensure support staff will provide supplies for the room 

The Day Before Evaluation  
� Ensure the meeting room has been set up properly 
� Ensure the required technology (e.g., computers, projectors) is present and functioning 
� Load the necessary files onto the designated computers and test 
� Confirm catering (if necessary) 
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The Day of Evaluation  
� Arrive at the meeting room at least 30 minutes prior to the start of the evaluation 
� After completion of the evaluation, collect all printed sensitive material 
� Copy necessary files from the room computer onto two other locations/media; delete all evaluation 

files from the room computers 

Within One Week After Evaluation  
� Collect notes from the scribe/note-taker 
� Organize all other inputs needed to draft the After-Action Report (e.g., Evaluation Read-Ahead, 

Maturity Profile, Gap Mitigation Plan)  
� Determine who will draft the After-Action Report and milestones for drafting, reviewing, and 

finalizing 
� Meet with the sponsor to assist the organization with planning follow-up actions 
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Appendix G. C2M2 Domains and Maturity Indicator Level 
Reference Sheet 
The lists below consolidate descriptions of C2M2 domains and maturity indication levels (MILs) for easy 
reference for those involved in the C2M2 evaluation.  

Domains  
Asset Identification, Change, and Configuration Management 
Manage the organization’s OT and IT assets, including both hardware and software, commensurate with the risk to critical 
infrastructure and organizational objectives. 
Threat and Vulnerability Management 
Establish and maintain plans, procedures, and technologies to detect, identify, analyze, manage, and respond to 
cybersecurity threats and vulnerabilities commensurate with the risk to critical infrastructure and organizational objectives. 
Risk Management 
Establish, operate, and maintain an enterprise cybersecurity risk-management program to identify, analyze, and mitigate 
cybersecurity risk to the organization, including its business units, subsidiaries, related infrastructure, and stakeholders. 
Identity and Access Management 
Create and manage identities for entities that may be granted logical or physical access to the organization’s assets. Control 
access to the organization’s assets commensurate with the risk to critical infrastructure and organizational objectives. 
Situational Awareness 
Establish and maintain activities and technologies to collect, analyze, alarm, report, and use operational and cybersecurity 
information, including status and summary information from the other model domains, to establish situational awareness 
for the organization’s operational state and cybersecurity state. 
Event and Incident Response, Continuity of Operations, and Service Restoration 
Establish and maintain plans, procedures, and technologies to detect, analyze, respond to, and recover from cybersecurity 
events and to sustain operations throughout a cybersecurity event commensurate with the risk to critical infrastructure and 
organizational objectives. 
Third-Party Risk Management 
Establish and maintain controls to manage the cybersecurity risks associated with services and assets that are dependent 
on external entities commensurate with the risk to critical infrastructure and organizational objectives. 
Workforce Management 
Establish and maintain plans, procedures, technologies, and controls to create a culture of cybersecurity and to ensure the 
ongoing suitability and competence of personnel commensurate with the risk to critical infrastructure and organizational 
objectives. 
Cybersecurity Architecture  
Establish and maintain the structure and behavior of the organization’s cybersecurity architecture, including controls, 
processes, technologies, and other elements, commensurate with the risk to critical infrastructure and organizational 
objectives. 
Cybersecurity Program Management 
Establish and maintain an enterprise cybersecurity program that provides governance, strategic planning, and sponsorship 
for the organization’s cybersecurity activities in a manner that aligns cybersecurity objectives with the organization’s 
strategic objectives and risk to critical infrastructure. 

Maturity Indicator Level Definitions 
MIL 0: No Practices 
 Practices are not performed. 

MIL 1: Initiated 
 Initial practices are performed but may be ad hoc.  

MIL 2: Performed 
 Practices are documented.  
 Stakeholders are identified and involved.  
 Adequate resources are provided to support the 

process. 
 Standards or guidelines are used to guide practice 

implementation.  
 

MIL 3: Managed 
 Activities are guided by policy (or other directives) 

and governance. 
 Policies include compliance requirements for 

specified standards or guidelines.   
 Activities are periodically reviewed for conformance 

to policy. 
 Responsibility and authority for practices are 

assigned to personnel.  
 Personnel performing the practice have adequate 

skills and knowledge.



Dams Sector Cybersecurity Capability Maturity Model: Implementation Guide Version 2.0                          76 

Appendix H. Maturity Profile Table Template 
 

Domain Objective Actual 
MIL 

Target 
MIL 

# of MILs to 
Meet Target 

# of Practices 
to Meet Target 

1. Asset 
Identification, 
Change, and 
Configuration 
Management 

Manage Asset Inventory     

Manage Asset Configuration     

Manage Changes to Assets     

Management Activities     

2. Threat and 
Vulnerability 
Management 

Reduce Cybersecurity Vulnerabilities      

Respond to Threats and Share Information     

Management Activities     

3. Risk 
Management 

Establish Cybersecurity Risk Management Strategy     

Manage Cybersecurity Risk     

Management Activities     

4. Identity and 
Access 
Management 

Establish and Maintain Identities     

Control Access     

Management Activities     

5. Situational 
Awareness 

Perform Logging     

Perform Monitoring     

Establish and Maintain a Common Operating Picture     

Management Activities     

6. Event and 
Incident 
Response, 
Continuity of 
Government, 
and Service 
Restoration 

Detect Cybersecurity Events     

Escalate Cybersecurity Events and Declare Incidents     

Respond to Cybersecurity Events and Incidents      

Plan for Continuity of Operations     

Management Activities     

7. Third-Party 
Risk 
Management 

Identify and Prioritize Dependencies     

Manage Dependency Risk     

Management Activities     

8. Workforce 
Management 

Assign Cybersecurity Responsibilities     

Develop Cybersecurity Workforce      

Implement Workforce Controls     

Increase Cybersecurity Awareness     

Management Activities     

9. Cybersecurity 
Architecture 

Establish and Maintain Cybersecurity Architecture Strategy      

Implement Network Protections      

Implement IT and OT Asset Security      

Implement Software Security      

Implement Data Security      

Management Activities     

10. Cybersecurity 
Program 
Management 

Establish Cybersecurity Program Strategy     

Sponsor Cybersecurity Program     

Perform Secure Software Development     

Management Activities     
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Appendix I. Gap Mitigation Plan Template 
Gap Mitigation Plan 
This gap mitigation plan has been developed specifically for [Organization] as a result of the Cybersecurity Capability Maturity Model evaluation 
conducted on [date of evaluation]. For questions regarding the gap mitigation plan, please contact the owner of the plan, [Person responsible for 
the plan]. 

Domain Objective Practice Gap Summary Prioritization Mitigation 
Action Milestones Responsible 

Party Cost Estimate 

[From Dams- 
C2M2] 

[From Dams-
C2M2] 

[From Dams- 
C2M2] 

[Organization-
specific details 
or needs to 
complete the 
practice] 

[High/low, 
short-/mid-/
long-term] 

[Project or 
activity to 
address the 
gap] 

[Significant 
event for the 
action 
(deadlines or 
timeframe)]  

[Person 
responsible for 
implementing 
the mitigation 
action] 

[Approximate 
cost of the 
mitigation 
action] 
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Appendix J. Source Documents  
Sector Documents  
Dams Sector Cybersecurity Capability Maturity Model (C2M2), Version 2.0, Washington, D.C.: Cybersecurity 
and Infrastructure Security Agency, 2022. cisa.gov/dams-sector-publications (accessed July 2022). 

Dams Sector Cybersecurity Framework Implementation Guidance, Washington, D.C.: Cybersecurity and 
Infrastructure Security Agency, 2020. cisa.gov/dams-sector-publications (accessed June 2022).  

Dams Sector Cybersecurity Program Guidance, Washington, D.C.: Cybersecurity and Infrastructure Security 
Agency, 2016. Please contact DamsSector@cisa.dhs.gov to access the document.  

Dams Sector Roadmap to Secure Control Systems, Washington, D.C.: Cybersecurity and Infrastructure 
Security Agency, 2015. Please contact DamsSector@cisa.dhs.gov to access the document.  

Dams Sector-Specific Plan: An Annex to the NIPP 2013, Washington, D.C.: Cybersecurity and Infrastructure 
Security Agency, 2015, cisa.gov/dams-sector-publications (accessed June 2022).  

Dams Sector Security Awareness Handbook, Washington, D.C.: Cybersecurity and Infrastructure Security 
Agency, 2022. Please contact DamsSector@cisa.dhs.gov to access the document. 

Dams Sector Security Guidelines, Washington, D.C.: Cybersecurity and Infrastructure Security Agency, 
2015. Please contact DamsSector@cisa.dhs.gov to access the document.  

Dams Sector Surveillance and Suspicious Activities Indicators Guide, Washington, D.C.: Cybersecurity and 
Infrastructure Security Agency, 2021. Please contact DamsSector@cisa.dhs.gov to access the document. 

Federal Agency Guidelines  
Critical Infrastructure Protection Reliability Standards, Washington, D.C.: North American Electric Reliability 
Corporation, 2016, nerc.com/pa/Stand/Pages/CIPStandards.aspx (accessed June 2022).  

Cybersecurity Capability Maturity Model (C2M2), Version 2.1, Washington, D.C.: U.S. Department of Energy, 
2022, energy.gov/sites/default/files/2022-06/C2M2%20Version%202.1%20June%202022.pdf 
(accessed July 2022).  

Electricity Subsector Cybersecurity Risk Management Process, Washington, D.C.: U.S. Department of 
Energy, 2012, energy.gov/oe/articles/doe-releases-electricity-subsector-cybersecurity-risk-management-
process-rmp-guideline (accessed June 2022).  

FERC Security Program for Hydropower Projects: Revision 3A, Washington, D.C.: Federal Energy Regulatory 
Commission, Division of Dam Safety and Inspections, 2016, ferc.gov/dam-safety-and-inspections/security-
program-hydropower-projects-revision-3 (accessed June 2022). 

FERC Security Program for Hydropower Projects FAQ, Washington, D.C.: Federal Energy Regulatory 
Commission, Division of Dam Safety and Inspections, 2020, ferc.gov/sites/default/files/2020-04/faq.pdf 
(accessed June 2022).  

Framework for Improving Critical Infrastructure Cybersecurity: Version 1.1, Gaithersburg, MD: National 
Institute of Standards and Technology, 2018, nist.gov/cyberframework/framework (accessed June 2022).  

National Security Memorandum on Improving Cybersecurity for Critical Infrastructure Control Systems, 
Washington, D.C.: The White House, 2021. whitehouse.gov/briefing-room/statements-
releases/2021/07/28/national-security-memorandum-on-improving-cybersecurity-for-critical-
infrastructure-control-systems/ (accessed June 2022). 

https://www.cisa.gov/dams-sector-publications
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mailto:DamsSector@cisa.dhs.gov
mailto:DamsSector@cisa.dhs.gov
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http://www.nerc.com/pa/Stand/Pages/CIPStandards.aspx
https://www.energy.gov/sites/default/files/2022-06/C2M2%20Version%202.1%20June%202022.pdf
https://www.energy.gov/oe/articles/doe-releases-electricity-subsector-cybersecurity-risk-management-process-rmp-guideline
https://www.energy.gov/oe/articles/doe-releases-electricity-subsector-cybersecurity-risk-management-process-rmp-guideline
https://www.ferc.gov/dam-safety-and-inspections/security-program-hydropower-projects-revision-3
https://www.ferc.gov/dam-safety-and-inspections/security-program-hydropower-projects-revision-3
https://www.ferc.gov/sites/default/files/2020-04/faq.pdf
https://www.nist.gov/cyberframework/framework
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/28/national-security-memorandum-on-improving-cybersecurity-for-critical-infrastructure-control-systems/
https://www.whitehouse.gov/briefing-room/statements-releases/2021/07/28/national-security-memorandum-on-improving-cybersecurity-for-critical-infrastructure-control-systems/
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