Critical Infrastructure Partnership Advisory Council

(CIPAC)

Water Sector Joint Quarterly Meeting

8:30 a.m. - 9:00 a.m.

9:00 a.m. - 10:00 a.m.

10:00 a.m. - 10:15 a.m.

10:15a.m. - 11:15 a.m.

11:15a.m. - 12:00 p.m.

12:00 p.m. - 12:30 p.m.

12:30 p.m. -2:00 p.m.

2:00 p.m. -2:15 p.m.

2:15 p.m. -3:15 p.m.

3:15 p.m. -3:45 p.m.

3:45 p.m. -4:00 p.m.

March 5, 2014

Welcome and Introductions
CIPAC Open

Unclassified Briefing on Cybersecurity Threats
Break

Critical Infrastructure Cyber Community Voluntary
Program Briefing

American Water Works Association Process Control
System Security Guidance for the Water Sector

Lunch

Overview/Discussion of the National Infrastructure
Protection Plan (NIPP) Cross Sector Measures and
National Critical Infrastructure Priorities

Break

Discussion on Potential Water Sector Specific Strategy to

Promote Use of the Cybersecurity Framework
Other Business

Summary and Closing Remarks
CIPAC Close



Critical Infrastructure Partnership Advisory Council
(CIPAC)

8:30 a.m. - 9:00 a.m.
Welcome and Introductions
e Charles Hilton, WSCC Chair
e David Travers, WGCC Chair
9:00 a.m. - 10:00 a.m.
Unclassified Briefing on Cybersecurity Threats
10:00 a.m. - 10:15 a.m.
Break
10:15a.m. - 11:15 a.m.
Critical Infrastructure Cyber Community (C%) Voluntary Program Briefing
e Thad Odderstol, Director, Industry Engagement & Resilience, DHS
11:15 a.m. - noon
AWWA Process Control System Security Guidance for the Water Sector
o Kevin Morley, AWWA
12:00 p.m. - 12:30 p.m.
Lunch (provided by Rural Water)
12:30 p.m. -2:00 p.m.
Overview/Discussion of the National Infrastructure Protection Plan (NIPP) Cross Sector Measures and
National Critical Infrastructure Priorities
e James Anderson, DHS
2:00 p.m. -2:15p.m.
Break
2:15p.m. -3:15 p.m.
Discussion on Potential Water Sector Specific Strategy to Promote Use of the Cybersecurity Framework
3:15 p.m. -3:45 p.m.
Other Business
3:45 p.m. -4:00 p.m.
Summary and Closing Remarks
e Charles Hilton, WSCC Chair
e David Travers, WGCC Chair



