Critica O/I{rastru@ Partnership

Adviséry Council (CIPAC]

CIPAC Plenary General Session Agenda

October 18, 2016
Crystal Gateway Marriott
Arlington Ballroom, Salon 111
1700 Jefferson Davis Highway Arlington, VA
Dial In: 800-857-5148 / PIN: 2372194
Webinar Link: https://share.dhs.gov/plenary 20161018/

10:00 a.m. Registration
10:30 a.m. Call to Order
Linda Solheim

Director, Sector Outreach and Programs Division, Office of Infrastructure Protection
Department of Homeland Security

CIPAC Open / Roll Call

Renee Murphy
CIPAC Designated Federal Officer, Office of Infrastructure Protection, DHS

10:35 a.m. Welcome

Caitlin Durkovich
Assistant Secretary, Office of Infrastructure Protection, DHS

Tom Farmer
Chair, Critical Infrastructure Cross-Sector Council

10:45 a.m. Remarks

Suzanne Spaulding
Under Secretary, National Protection and Programs Directorate, DHS

Keynote

Secretary Jeh C. Johnson
Department of Homeland Security

11:15a.m. Council Remarks / Updates

Information Sharing and Analysis Centers (ISACs)
Denise Anderson

Chair, National Council of ISACs

President, National Health ISAC

Regional Partners

Chris Terzich

Chair, Regional Consortium Coordinating Council
Executive Board Member, InfraGard Minnesota
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State, Local, Tribal, and Territorial Partners

Jory Maes

Chair, State, Local, Tribal, and Territorial Government Coordinating Council
Critical Infrastructure Program Director, State of Colorado

Critical Infrastructure Sector Partners

Tom Farmer

Chair, Critical Infrastructure Cross-Sector Council

Assistant Vice President, Association of American Railroads

Federal Interagency Partners

Caitlin Durkovich

Assistant Secretary, Office of Infrastructure Protection, DHS
Chair, Federal Senior Leadership Council

12:00 p.m. - 1:15p.m. Lunch (On Your Own)

1:15p.m.-1:20 p.m.  Call to Order / CIPAC Open

Renee Murphy
CIPAC Designated Federal Officer, Office of Infrastructure Protection, DHS

1:20 p.m. Panel Discussion Introduction

Robert Kolasky
Deputy Assistant Secretary, Office of Infrastructure Protection, DHS

Moderated Panel Discussions

1:30 p.m.—2:10 p.m.  Strengthen the Management of Cyber and Physical Risks to Critical
Infrastructure

Moderator: Robert Kolasky
Deputy Assistant Secretary, Office of Infrastructure Protection, DHS

Panelists:
e Chris Krebs, Director of Cybersecurity Policy, Microsoft
o Kathleen Judge, Director, Risk & Compliance, National Grid
e Thomas Kuczynski, Chief Information Officer, DC Water and Sewer Authority

2:10 p.m. —2:50 p.m.  Build Capabilities and Coordination for Enhanced Incident Response and
Recovery

Moderator: Michele Guido
Business Assurance Principal, Southern Company

Panelists:

e Kathryn Condello, Director of National Security, CenturyLink
Vice Chair, Communication Sector Coordinating Council

Brian Tishuk, Director, Financial Services Sector Coordinating Council

Neil Jenkins, Director of Policy and Planning,
National Cybersecurity Communications Integration Center, DHS
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2:50 p.m. —3:00 p.m.

3:00 p.m. — 3:40 p.m.

3:40 p.m. —4:25 p.m.

4:25 p.m. —4:40 p.m.

4:40 p.m. —5:00 p.m.

5:00 p.m.
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Break

Share Information to Improve Prevention, Protection, Mitigation,
Response and Recovery Activities

Moderator: Shawn Graff
Regional Director, Region VIII, Office of Infrastructure Protection, DHS

Panelists:
e Bryan Paarmann, Deputy Assistant Director, International Operations
Federal Bureau of Investigations

e Jory Maes, Critical Infrastructure Program Director, State of Colorado
Chair, State, Local, Tribal, and Territorial Government Coordinating Council

e Fred Hintermister, Manager, Cross Sector NERC Electric Information Sharing and
Analysis Center (E-ISAC)
Vice Chair, National Council of ISACs

Future Opportunities and Challenges in Critical Infrastructure
Security and Resilience

Moderator: David Kaufman
Vice President and Director Safety and Security, CNA

Panelists:

e Kirstjen Nielsen, Founder and President, Sunesis Consulting
Chair, World Economic Forum Global Agenda Council on Risk and Resilience

e Pat Murphy, Senior Director, Global Safety & Security Services Risk Management
Chair, Commercial Facilities Sector Coordinating Council

e Stephen Flynn, Founding Director, Center for Resilience Studies, Northeastern
University; Co-Director, George J. Kostas Research Institute for Homeland Security

Public Comment Period

The Way Forward

Tom Farmer
Chair, Critical Infrastructure Cross-Sector Council

Caitlin Durkovich
Assistant Secretary, Office of Infrastructure Protection, DHS

Adjournment / CIPAC Close
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