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Call To Order

Caitlin Durkovich
» Assistant Secretary, Office of Infrastructure Protection, Department of
Homeland Security

Robert Dix

 Chair, Partnership for Critical Infrastructure Security / Vice President,
Government Affairs & Critical Infrastructure Protection, Juniper

Networks
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Roll Call

Larry May
* Designated Federal Officer, Critical Infrastructure Protection Advisory
Council, Department of Homeland Security
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Nitin Natarajan
 Director Critical Infrastructure Policy, National Security Staff
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Opening Remarks

Federal Interagency Partners

Caitlin Durkovich
* Chair, Federal Senior Leadership Council (FSLC)




Critical Infrastructure Security and Resilience Month

* President Obama has proclaimed November 2013 Critical Infrastructure
Security and Resilience Month

= Underscores importance of strengthening our Nation’s infrastructure

= Recognizes the strong public-private partnerships, coordination and
collaboration taking place to enhance our national security and resilience

 What you can do:

= Learn about resources and trainings to strengthen resilience in your
organization

« Work across networks to foster collaboration

=  Communicate to customers and stakeholders your role in ensuring our
Nation’s critical infrastructure is secure and resilient

 For more information, visit: www.dhs.qgov/critical-infrastructure
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Stay connected on social media with #infrastructure = ——


http://www.dhs.gov/critical-infrastructure
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Opening Remarks

Federal Interagency Partners

Michael McAllister
* Chair, State, Local, Tribal, and Territorial Government Coordinating
Council (SLTTGCC)



Critical Infrastructure Partnership
Advisory Council Plenary 2013

Opening Remarks

Critical Infrastructure Sector Partners

Robert Dix
 Chair, Partnership for Critical Infrastructure Security (PCIS)
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Opening Remarks

Regional Partners

Chris Terzich
e Chair, Regional Consortium Coordinating Council (RC3)




Regional Consortium
Coordinating Council

Christopher Terzich, Chair
Tom Moran, Vice Chair



Presenter
Presentation Notes
24 organizations/30 individuals


Regional Consortium Coordinating Council
(RC3) Goal

Understand, connect, enable and
build partnerships for the
protection of the critical
infrastructure of the United States
and the resilience of our
communities




RC3 Objectives

Promoting resilience efforts

Providing the foundation for regional
cross-sector collaboration

Fostering security and resilience that
is risk-based

Enhancing the education and
awareness of critical mfrastructure
interdependencies




Webinar Series

September and October webinars successful

Model after successful Joint Critical Infrastructure
Partnership (JCIP) Workshops

Work with InfraGard chapters and regional
partnerships

Use HSIN Connect to reduce cost, enable audience
reach and provide polling and engagement tools
Include small business owners who would nc <=fe,
otherwise engage DA




Landscape Study

* Objectives:
— 11 interviews conducted to date

— Detail commonalities and differences across
partnerships

— Focus on demographics; mission areas, priorities,
and strategies; and outreach and communication
strategies

— Identify opportunities for DHS IP to meet | =&




Questions?

e www.rC3us.org

e Chris.Terzich@gmail.com
e Christopher Terzich on LinkedIn



http://www.rc3us.org/
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Opening Remarks

Information Sharing and Analysis Centers

Denise Anderson
 Chair, National Council of Information Sharing & Analysis
Center (NCI)




National Council of ISACs
Update

Denise Anderson
Chair-National Council of ISACs

<>

National Council of ISACs



ISACS ES-ISAC

e Communications ISAC
 Defense Industrial Base ISAC
e Electricity ISAC

* Emergency Management & Response ISAC

e Financial Services ISAC

* Information Technology ISAC
* Maritime ISAC
 Multi-State ISAC <
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* National Health ISAC
e Over the Road & Motor Coach ISAC
e Public Transit ISAC
e Real Estate ISAC
e Research and Education ISAC
e Supply Chain ISAC
e Surface Transportation ISAC
e Water ISAC
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Other Operational Entities and
Upcoming ISACs

Nuclear
Food & Ag
Oil & Gas

Automotive

L

Chemical

Aviation



2013 National Council of ISACs

N LR WhRE

Increase involvement of sectors without ISACs
Updated Charter

Cross Sector Information Sharing Portal
Private Sector Liaison with the NICC
Drills/Exercises

Sharing over listserv

Real-Time sector Threat Level Reporting

Directorate @
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Morning Sessions

Critical Infrastructure Security and Resilience and
Cybersecurity

» The DHS Integrated Task Force has made significant progress in
completing the deliverables required by Presidential Policy Directive 21
(PPD-21), Critical Infrastructure Security and Resilience, and EO 13636,
Improving Critical Infrastructure Cybersecurity. This progress is reflected
most recently in the near completion and pending transmittal to the White
House of the NIPP 2013: Partnering for Critical Infrastructure Security
and Resilience. With almost all the deliverables required by these two
policy directives completed, the critical infrastructure partnership must
now transition into the implementation phase. These panels will discuss
issues and challenges that should be considered in implementing PPD-21
and EO 13636 in a manner that complements national preparedness.
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Critical Infrastructure Security & Resilience

Moderator

> Kirstjen Nielsen
* President, Sunesis Consulting, LLC

Panelists
> Robert Kolasky

* Director, Integrated Task Force, Department of Homeland Security
» Larry Clinton
*  Chair, Information Technology Sector Coordinating Council / President & CEO,
Internet Security Alliance
> Michael McAllister
*  Chair, SLTTGCC / Deputy Secretary of Veterans Affairs & Homeland Security,
Office of Governor Robert McDonnell
» Tom Moran
o Vice Chair, RC3 / Executive Director, All Hazards Consortium




EO-PPD Deliverables

120 days — June 12, 2013

e Publish instructions: unclassified threat information
e Report on cybersecurity incentives
e Publish procedures: expand the Enhanced Cybersecurity Services

<]

150 Days - July 12, 2013

e |dentify cyber-dependent critical infrastructure
¢ Evaluate public-private partnership models
e Expedite security clearances for private sector

<

240 Days —

¢ Develop a situational awareness capability
¢ Publish a successor to the National Infrastructure Protection Plan
e Publish draft voluntary Cybersecurity Framework

365 days — February 12, 2014

e Report on privacy and civil rights and civil liberties cybersecurity enhancement risks
e Stand up voluntary program based on finalized Cybersecurity Framework

Beyond 365 - TBD

e Critical Infrastructure Security and Resilience R&D Plan



Presenter
Presentation Notes
Note:  Date modified due to funding hiatus. 
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Remarks

Suzanne Spaulding
e Acting Under Secretary, National Protection and Programs
Directorate, Department of Homeland Security
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Cybersecurity

Moderator
> Matthew Fleming

* Fellow, Homeland Security Studies and Analysis Institute

Panelists

> Jeanette Manfra
*  Deputy Director, Enterprise Performance Management, Office of Cybersecurity &
Communications, Department of Homeland Security
> Rosemary Leffler
*  Chair, Communications Sector Coordinating Council / Director, National Security
Policy, AT&T
» Mitch Herckis
* Director of Government Affairs, National Association of State Chief Information
Officers
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Afternoon Sessions

Improving Situational Awareness

Build enhanced situational awareness so that decision makers have the best
available knowledge with which to make decisions. Explore current
activities to enhance situational awareness during steady state and as part
of incident response and propose ideas on how these efforts could be further
improved with industry-government collaboration.
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Detection, Prevention, and Mitigation

Moderator

» Tom Farmer
»  Vice Chair, PCIS / Assistant Vice President of Security, Association of American Railroads

Panelists

> Scott Gorton

* Branch Manager, Freight Rail, Transportation Security Administration
> Charles Stanley

» Senior Analyst, Office of Intelligence, Transportation Security Administration
> William Flynn

* Deputy Assistant Secretary, Office of Infrastructure Protection, Department of
Homeland Security

> Jim Rosenbluth
»  Commercial Facilities SCC Representative, Managing Director, Cushman & Wakefield
> Jody Wormet

»  Special Operations Bureau, Division of Criminal Investigation, DOJ, State of Wisconsin
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Response & Recovery

Moderator

» Denise Anderson
e  Chair, National Council of ISACs / Vice President, Financial Services Information
Sharing and Analysis Center

Panelists

Alexander Joves
* Director, National Infrastructure Coordinating Center
Larry Zelvin
* Director, National Cybersecurity & Communications Integration Center
Mark Evetts
* Deputy Director, National Operations Center
Robert Farmer
 Director of Operations, National Response Coordination Center
Andy Jabbour
*  Real Estate Information Sharing and Analysis Center
Joe Viens
Communication Information and Analysis Cente
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National Priorities

Moderator
» Tonya Schreiber
» Director, Sector Outreach and Programs Division, Department of Homeland
Security

***Open Dialogue with council leadership***
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Critical Infrastructure Security and Resilience Priorities O A0
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M Provide Timely and Relevant Threat / Intelligence
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Information Preparedness  Advance ® Improve Cross-Sector Collaboration/ Situational
Sharing  and Resiliency Cybersecurity Awareness

Resources M Product Development
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Public Comment
Period
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Caitlin Durkovich
» Assistant Secretary, Office of Infrastructure Protection, Department of
Homeland Security
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Adjournment
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Thank You
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