
Critical Infrastructure Partnership Advisory Council 

(CIPAC) 

Energy Sector  

Oil and Natural Gas Subsector 

Oil and Natural Gas Subsector and Energy Government 

Coordinating Councils 

Agenda 

Thursday, October 29, 2020  

10:00 a.m. – 1:00 p.m.   

10:00 a.m. Welcome and Opening Remarks 

• Meeting Ground Rules 

• CIPAC Open – Compliance Liaison Official  

• U.S. Department of Energy, Oil and Natural Gas Subsector 

Coordinating Council, & U.S. Department of Homeland 

Security Remarks 

Cybersecurity and Infrastructure Security Agency (CISA) Update 

• National Critical Functions 

• National Infrastructure Protection Plan Refresh 

• Pipeline Validated Architecture Design Reviews (VADR) 

Initial Findings 

• Cyber Threat Information Sharing Working Group 

• Chemical Facility Anti-Terrorism Standards (CFATS) 2020 

Update and Next Steps 

• Question & Answer 

U.S. Coast Guard 

• Cyber Updates 

Transportation Security Administration (TSA) 

• Pipeline Cybersecurity Assessments 

• Pipeline Facility Criticality Criteria 

• Fiscal Year 2020 Assessments Review 

• Question & Answer 

Federal Bureau of Investigation (FBI) 

• FBI Cybersecurity Strategy 

• Question & Answer 



Critical Infrastructure Partnership Advisory Council 

(CIPAC) 

 Natural Resources Canada 

• Energy Security and Cybersecurity Updates 

• Question & Answer 

American Petroleum Institute (API) Updates 

• API 1164 

U.S. Department of Energy (DOE) 

• Office of Cybersecurity, Energy Security, and Emergency 

Response (CESER) Reorganization 

• Cybersecurity Capability Maturity Model (C2M2) 

Engagement  

• Question & Answer  

Action Items 

1:00 p.m. Closing Remarks 

• U.S. Department of Homeland Security, U.S. Department of 

Energy, & Oil and Natural Gas Subsector Coordinating 

Council Remarks 

• CIPAC Close – Compliance Liaison Official 




