Critical Infrastructure Partnership Advisory Council
(CIPAC)

Energy Sector
Oil and Natural Gas Subsector
Oil and Natural Gas Subsector Coordinating Council &
Energy Government Coordinating Council Joint Meeting

Agenda
Thursday, March 5, 2020
10:45 AM - 4:00 PM

10:45 AM Welcome and Opening Remarks
CIPAC Open — Compliance Liaison Official

Department of Homeland Security Cybersecurity and Infrastructure
Security Agency Updates
e Update on Coronavirus (COVID-19)
e National Critical Functions Update
e Chemical Facility Anti-Terrorism Standards (CFATS) 2020
Update
e Global Congress on Chemical Security
e Executive Order on Positioning, Navigation, and Timing (PNT)
Services

Iran Debrief and Discussion

United States Coast Guard Updates
e Transportation Worker Identification Credential (TWIC) Rule
Update
e Coast Guard Cyber Security Activities

Department of Energy Updates
e Pathfinder Overview and Discussion
e Progress Report on Automated Threat Information Sharing
e Defense Critical Electric Infrastructure Update
e Cybersecurity Capability Maturity Model (C2M2)
Engagement and Research & Development Education
Discussion



Critical Infrastructure Partnership Advisory Council
(CIPAC)

National Petroleum Council Studies — Overview and Discussion
e 2019 Oil & Natural Gas Transportation Infrastructure Report
e 2014 Report and 2016 Addendum Progress Report,

Pipeline and Cybersecurity Updates
e CISA and Industry Updates
o Pipeline Cybersecurity Initiative Update
o Harmonizing Federally-Led Cyber Assessments
o Cyber Security Evaluation Tool (CSET) Feedback
e Transportation Security Administration Updates
o Pipeline Security Assessment Teams
o Validated Architecture Design Review (VADR)
Assessments
o Transportation Security Administration Cybersecurity
Assessment Request
o Government Accountability Office Report — Facility
Criticality Criteria
e Pipeline and Hazardous Materials Safety Administration
(PHMSA) Updates
o Safeguarding Discussions — Physical and Cyber
¢ Natural Resources Canada (NRCan) Updates
o Recent Developments Related to Pipelines in Canada

Action Items

Closing Remarks

4:00 PM CIPAC Close — Compliance Liaison Official





