11:30 AM

12:30 PM

Critical Infrastructure Partnership Advisory Council
(CIPAC)

Critical Manufacturing Sector
Cybersecurity Working Group Meeting

Agenda
Friday, September 11, 2020
11:30 AM - 12:30 PM

CIPAC Open — Compliance Liaison Official, Introduction/Roll Call

Recent Updates and Announcements

e Cybersecurity and Infrastructure Security Agency Cyber
Essentials Toolkit Chapter 3: Your Systems, What Makes You
Operational

e Cybersecurity and Infrastructure Security Agency
Cybersecurity Framework

e Other Cybersecurity and Infrastructure Security Agency
Updates

e Recap of Key Black Hat 26 and DEF CON 28 Presentations
Related to Critical Manufacturing

e Federal Acquisition Circular (FAC) 2020-08

U.S. Department of Homeland Security Industrial Control Systems
Strategy

Industry Partner Presentation: Supply Chain Cybersecurity Risk
Management

Round the Room / Action Status
e Information and Communication Technology Supply Chain
Risk Management Rask Force
e Call for Next Industry Partner Presentations
Next Steps and Call for Future Topics

Closing Administration & CIPAC Close — Compliance Liaison Official

Adjourn



