OMB Office of the Federal Chief Information Officer

FY?22 Core IG Metrics Implementation Analysis and Guidelines

This document outlines the Office of Management and Budget’s (OMB) guidance for implementing the
requirements outlined in M-22-05, accompanying the Core Inspector General (IG) Metrics for FY22
provided in Appendix A. The guidance below and related metrics are based on coordinated discussions
between (and the consensus opinion of) representatives from OMB, the Council of the Inspectors General
on Integrity and Efficiency (CIGIE), Federal Civilian Executive Branch (FCEB) Chief Information
Security Officers (CISOs) and their staff, and the Intelligence Community (I1C). Research, interviews and
IG survey data provided quantitative and qualitative information to formulate these guidelines.

Overview and Background

The Federal Information Security Modernization Act of 2014 (FISMA) requires each agency IG, or an
independent external auditor, to conduct an annual independent evaluation to determine the effectiveness
of the information security program and practices of its respective agency. Accordingly, the fiscal year
(FY) 2022 1G FISMA Reporting Metrics focus on key areas to ensure successful independent evaluations
of agencies’ information security programs.

The FY 2022 Core I1G Metrics represent a continuation of work begun in FY 2016, when the 1G metrics
were aligned to the five function areas in the National Institute of Standards and Technology (NIST)
Framework for Improving Critical Infrastructure Cybersecurity (Cybersecurity Framework): Identify,
Protect, Detect, Respond, and Recover. The Cybersecurity Framework provides agencies with a common
structure for assessing cybersecurity capabilities and associated risks implemented across the enterprise
and enables the 1Gs to have a framework for the communication of capabilities and the maturity of
controls that support them.

The FY22 Core IG Metrics were chosen based on alignment with Executive Order (EO) 14028,
“Improving the Nation's Cybersecurity,” as well as recent OMB guidance to agencies in furtherance of
the modernization of federal cybersecurity, including:

e Moving the U.S. Government Toward Zero Trust Cybersecurity Principles (M-22-09) — OMB
and CISA solicited public feedback on strategic and technical guidance documents meant to
move the U.S. government towards a zero trust architecture. The goal of OMB’s Federal Zero
Trust Strategy is to accelerate agencies towards a baseline of early zero trust maturity.

e Multifactor Authentication (MFA) and Encryption (EO 14028) — Per the EO, agencies were
required to fully adopt MFA and encryption for data at rest and in transit by November 8, 2021.
For agencies that were unable to meet these requirements within 180 days of the date of the order,
the agency head was directed to provide a written rationale to the Secretary of Homeland Security
through the Director of CISA, the Director of OMB, and the APNSA.

e Improving the Federal Government’s Investigative and Remediation Capabilities Related to
Cybersecurity Incidents (M-21-31) — This memorandum provides specific requirements for log
management. It includes a maturation model, prioritizing the most critical log types and
requirements, to build a roadmap to success.

e Improving Detection of Cybersecurity Vulnerabilities and Incidents on Federal Government
Systems through Endpoint Detection and Response (M-22-01) — On October 8, 2021, this
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memorandum was issued for agencies to focus on improving early detection capabilities, creating
“enterprise-level visibility” across components and sub-agencies, and requires agencies to deploy
an EDR solution.

e Software Supply Chain Security & Critical Software — Section 4 of EO 14028 tasks OMB, NIST,
and other federal entities with developing new guidelines and frameworks to improve the security
and integrity of the technology supply chain. In collaboration with industry and other partners,
this effort is providing frameworks and guidelines on how to assess and build secure technology,
including open source software.

Additionally, OMB Memorandum M-22-05 adjusts the timeline for the Inspectors General evaluation of
agency effectiveness to align the results of the evaluation with the budget submission cycle. Historically,
the evaluation of agency effectiveness by Inspectors General finished in October. This timing limited
agency leadership’s ability to request resources in the next Budget Year submissions to provide for
remediations. The expectation is this change will reduce the time between issue identification, resource
request and allocation. Outlined below is implementation guidance to support I1Gs as they manage this
adjustment.

Determining Effectiveness with Core Metrics

IGs are required to assess the effectiveness of information security programs on a maturity model
spectrum. Aligning with the Carnegie Mellon Cybersecurity Maturity Model Certification (CMMI), the
foundational levels require agencies to develop sound policies and procedures, while advanced levels
capture the extent to which agencies institutionalize those policies and procedures.

Representatives from OMB, FCEB CISO teams, CIGIE, and IC Community agreed that these 20 Core IG
Metrics should provide sufficient data to determine the effectiveness of an Agency’s information security
program with a high level of confidence.

As with previous guidance on the use of the five-level maturity model, a Level 4, Managed and
Measurable, information security program is still considered operating at an effective level of security.
While the determination of effectiveness can be established based on the results of the 1G metrics, 1Gs
should continue to consider their own assessment of the unique missions, resources, and challenges faced
by their agency when assessing the maturity of information security programs.

To that end, IGs are encouraged to leverage supplemental reports (including past evaluations where
results have had little variance year over year), and any additional evidence of information security
program effectiveness to provide context within this evaluation period (or past periods, as applicable).
OMB requests that I1Gs consider results that deterministically demonstrate outcomes of security processes
through ground truth testing® as supportive supplemental information when evaluating for effectiveness.
Finally, consideration of agency mission, resources, and challenges should also be considered in the
assessment, and be documented in the agency’s assessment of risk as discussed in OMB Circular A-123,
the U.S. Government Accountability Office’s (GAO) Green Book, and NIST SP 800-37/800-39.
Collectively, this data can provide 1Gs alternative methods to determine agencies' overall effectiveness
ratings when their offices find contextual data to support an adjustment.

1 Methods that empirically validate security and find weaknesses, such as manual and automated penetration
testing and red team exercises. (Source: M-22-05 FISMA Guidance)
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Execution of the FY22 IG Evaluation

OMB is requesting Agency IG teams submit Core IG Metrics data from agency evaluations via
Cyberscope no later than July 30, 2022. Understanding the unique challenges of this transition year,
gualitative data and other supplemental reports can be submitted before the end of FY22.

We understand that this transition may impact both existing resources and resource planning. IG teams
that utilize contract resources should prioritize their assessment for submission on July 30, 2022. For the
remaining period of performance, it is recommended that resources focus on contract modifications for
FY23, followed by remediation efforts and closeout activities (prioritizing areas covered by Core
Metrics).

IGs should utilize Cyberscope to submit the results of the Core IG Metrics evaluation. Cyberscope will be
updated to accommodate the submission of the results, and will support the data entry for Core Metrics in
July. Additionally, Cyberscope will provide supplementary fields to allow the IG to provide additional
comments to the Core Metrics submission. IGs may use these fields to provide additional data supporting
the Core Metrics evaluation results, and will ultimately provide their determination of effectiveness
within the platform.

Extension requests can be submitted to the OFCIO Mailbox (ofcio@omb.eop.gov). Extension requests
will be evaluated based on unigue requirements presented by the agency IG.

Core IG Metrics Working Group

A working group will be chartered by June 30, 2022 to support the future of the Core IG Metrics process.
The working group will be co-led by designees identified by OMB and CIGIE respectively. Working
group membership will be comprised of representatives from CIGIE, FCEB, OMB, the IC, and others
deemed appropriate by OMB and CIGIE. The group will focus on evaluating the Core and supplemental
metrics, providing recommendations to the IG Community that align and harmonize evaluation practices,
improve reporting processes, and reduce burden where practicable and mutually beneficial. By
establishing this working group, we hope to ensure that evolving cybersecurity needs and practices are
reflected in future metrics. This includes evaluation of the effectiveness rating methodology, and areas of
potential enhancement.? Additional details will be shared with the IG Community about the working
group proposal as it is developed.

Summary

OMB and the IG have a unique, parallel relationship in providing oversight of agencies’ cybersecurity
practices—ultimately improving the efficacy of our government services. It is our strong belief that
building a foundation for greater information sharing and common evaluative toolsets among our offices
will have exponential benefits.

Determining effectiveness is a complex activity that involves both common data points paired with
environment-specific context. Focusing on these Core Metrics, 1Gs will be able to coalesce the most
important data points and focus on outcomes that best posture agencies for successful security programs.
IG-led supplemental data and analysis helps stakeholders obtain an essential perspective on the landscape

2 This action aligns with Recommendation 2 in GAO-22-104364, “OMB Should Update Inspector General Reporting
Guidance to Increase Rating Consistency and Precision.”
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of security and provide context to these core metrics. These guidelines for the FY22 Core IG Metrics will
help facilitate the transition to the vision outlined in M-22-05.

Appendix A: Core IG Metrics

The table below shows the Core IG metrics for use in the FY22 IG evaluation period. These metrics were
selected from the FY 21 IG metrics for their applicability to critical efforts emanating from EO 14028 and
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