TOP CYBERSECURITY
BEST PRACTICES

‘ BACK UP
DATA

& Protecting Sensitive and
Personal Information

USE STRONG
PASSWORDS

& Use Strong Passwords

IMPLEMENT ENGAGE IN
MULTIFACTOR COLLABORATION &
AUTHENTICATION (MFA) INFORMATION SHARING
& Turn on MFA ¢ Joint Cyber Defense Collaborative
I
|
REGULARLY UPDATE SEGMENT THE
FIRMWARE & NETWORK
SOFTWARE

_ & Layering Network Security Through
@ Use CISA Free Cybersecurity &gmentation |nfographic
Services & Tools |

USER EDUCATION ‘ INSTITUTE ROLE-BASED
AND TRAINING ACCESS CONTROL

& Recognize and Report & Information Sharing Architecture (ISA)

Phishing Access Control Specification (ACS)
| v3.0
I
IMPLEMENT TRAFFIC
UTILIZE m FILTERING & RATE
ENCRYPTION d LIMITING

& Encryption & Understanding Distributed Denial-Of-
Service Attacks
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https://www.cisa.gov/
mailto:NRMC@hq.dhs.gov
https://www.cisa.gov/secure-our-world/use-strong-passwords
https://www.cisa.gov/secure-our-world/turn-mfa
https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools
https://www.cisa.gov/resources-tools/resources/free-cybersecurity-services-and-tools
https://www.cisa.gov/secure-our-world/recognize-and-report-phishing
https://www.cisa.gov/secure-our-world/recognize-and-report-phishing
https://www.cisa.gov/resources-tools/resources/encryption
https://www.cisa.gov/resources-tools/resources/protecting-sensitive-and-personal-information
https://www.cisa.gov/resources-tools/resources/protecting-sensitive-and-personal-information
https://www.cisa.gov/topics/partnerships-and-collaboration/joint-cyber-defense-collaborative
https://www.cisa.gov/resources-tools/resources/layering-network-security-through-segmentation-infographic
https://www.cisa.gov/resources-tools/resources/layering-network-security-through-segmentation-infographic
https://www.cisa.gov/resources-tools/resources/information-sharing-architecture-isa-access-control-specification-acs-v30a
https://www.cisa.gov/resources-tools/resources/information-sharing-architecture-isa-access-control-specification-acs-v30a
https://www.cisa.gov/resources-tools/resources/information-sharing-architecture-isa-access-control-specification-acs-v30a
https://www.cisa.gov/resources-tools/resources/understanding-and-responding-distributed-denial-service-attacks
https://www.cisa.gov/resources-tools/resources/understanding-and-responding-distributed-denial-service-attacks
https://x.com/CISAgov
https://x.com/cisacyber
https://www.linkedin.com/company/cisagov
https://www.facebook.com/CISA/
https://www.instagram.com/cisagov
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