State, Local, Tribal, and Territorial Government Coordinating Council (SLTTGCC)

Cyber Resource Compendium

This Compendium lists some of the major references that can help build or strengthen an organization's cybersecurity program. There are many other important resources that may
not be listed herein. Additionally, each State in the Nation has security reference material and support services that are not listed in this Compendium but will have valuable

information that can support a cybersecurity program.
This Compendium will be updated as necessary and republished on a six month cycle. For additional information, contact SLTTGCC@hgq.dhs.qov or visit www.dhs.qov/sltt-gcc .

Organization

Multi-State Information Sharing &
Analysis Center MS-ISAC (Center for
Internet Security)

Free Services

24x7 Incident Response

Cyber Hygiene Kit

Nationwide Cyber Sec Review

Daily/Weekly Threat Advisories

Training

Webcasts

Patch Advisories

Monthly Newsletters

Security Primers

Daily Tips Feeds

Intel and White Papers

Malicious Code Analysis

Discounted purchasing via Trusted Purchasing Alliance
National Cybersecurity Awareness Month Support
Stop, Think and Connect Campaign

Situational Awareness Reports

At Cost Services
Vulnerability Mgmt.

Pen Testing

Log Analysis

Vulnerability Assessments
Netflow Monitoring
"Albert"

Rapid Sensor Deployment
Computer Forensics
Network Forensics
On-site Incident Response
Network Monitoring Services
Research and Analysis

Critical Infrastructure Cyber Community

Voluntary Program, a.k.a. "C3VP," "C-
Cubed"

Voluntary Program

NIST Cybersecurity Framework
Outreach Programs

SLTT Toolkit

Vulnerability Management

Infragard

FBI Support
Sharing information
Sharing intelligence

Carnegie Mellon University

Emergency Response Support
Podcasts

Training

Center for Internet Security

CIS Critical Security Controls

Cyber Task Force

Info Sharing with FBI
Internet Crime Reports
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https://www.us-cert.gov/ccubedvp/getting-started-sltt
http://www.cert.org/podcasts/index.cfm
https://www.cisecurity.org/
https://www.cisecurity.org/critical-controls.cfm
http://www.cert.org/
http://msisac.cisecurity.org/
http://msisac.cisecurity.org/
http://msisac.cisecurity.org/
https://www.fbi.gov/about-us/investigate/cyber
http://www.dhs.gov/ccubedvp
http://www.dhs.gov/ccubedvp
http://www.dhs.gov/ccubedvp
https://www.infragard.org/
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Organization Free Services At Cost Services
All Gov Legal Organization
Electronic Crimes Task Force (ECTF) All Gov Law Enforcement

Aggressive Attack Invest

National Data Privacy Day/Cyber
Security Alliance

Cyber Law Enforcement Organization
(CLEQ)

Awareness Support

Cybercrime Reference Support

Various Resources
(Included in this listing)

Department of Homeland Security (DHS) ) )
(multitude of Support Services)

Protective Security Advisors

DHS Critical Infrastructure Sector
Partnerships

Various Sectors

Cyber Crimes Most Wanted
Scam Information
Federal Bureau of Investigation (FBI) Cyber Shield

Malware Investigator
iGuardian

Federal Trade Commission (FTC) Scams and Fraud Filings

. . N ; Members Only
High Tech Crime Investigative Associates

Cyber crime investigations

(HTCIA) .
Training
International Association of Computer  |IACIS
Investigation Spec. Volunteer Comp Forensics
Idaho National Lab (INL) Free Online SCADA Training
Information Systems Security Association Fee Driven

Association (ISSA)

FBI & White Collar Crime units
Citizen Complaint Process
Scam/Fraud Info

Info Collector

Internet Crime Complaint Center (IC3)
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https://www.staysafeonline.org/data-privacy-day/
https://www.staysafeonline.org/data-privacy-day/
http://www.wiredcops.org/
http://www.wiredcops.org/
http://www.dhs.gov/protective-security-advisors
http://www.dhs.gov/critical-infrastructure-sector-partnerships
http://www.dhs.gov/critical-infrastructure-sector-partnerships
https://www.ftc.gov/
http://www.issa.org/
http://www.issa.org/
http://www.htcia.org/
http://www.htcia.org/
http://www.iacis.com/
http://www.iacis.com/
http://www.ic3.gov/
http://www.secretservice.gov/ectf.shtml
http://www.dhs.gov/
http://www.fbi.gov/

Organization
Identity Theft/Fed Trade Commission

Support

SLTTGCC Cyber Resource Compendium

Free Services

ID Theft Support

At Cost Services

International Association of Chiefs of
Police (IACP)

Online Enforcement Info

ISACA

Benchmarks
Other support and info

LooksTooGoodToBeTrue.Com

Run be Law Enforcement
Cyber Frauds and Scams

McAfee Institute

Training and Development

National Association of State Chief
Information Officers (NASCIO)

Cybersecurity Awareness Resource Guide
CISO Toolkit

Collaboration

Information Exchange

Support

Cybersecurity Awareness

Publications

National Computer Forensics Institute

Secret Service Run

(NFCI) Free for Law Enforcement
National Criminal Justice Training Center |Training
(NCITC) Technical Assistance

National Cyber Security Alliance

Safe Online

National Fusion Center Alliance

Members only
Cyber threat intel

National Governors Association

Resource Center for State Cybersecurity
Federal Cybersecurity Programs: A Resource Guide

National Regional Computer Forensics

Lab (RCFL)

Full Services Lab
Training

National White Collar Crime Center

Membership
Collaboration

Training

OnGuard Online Safe Online
Open Web Application Security Project |References
OWASP Training
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http://www.identitytheft.gov/
http://www.identitytheft.gov/
http://www.theiacp.org/
http://www.theiacp.org/
http://www.mcafeeinstitute.com/
http://www.nascio.org/Publications/ArtMID/485/ArticleID/271/NASCIO-2015-Cybersecurity-Awareness-Resource-Guide
http://www.secretservice.gov/investigation/
http://www.staysafeonline.org/
http://www.nga.org/files/live/sites/NGA/files/pdf/2014/1410FederalCybersecurityPrograms.pdf
http://www.onguardonline.gov/
http://www.owasp.org/
http://www.owasp.org/
http://www.nw3c.org/training/computer-­‐
http://www.rcfl.gov/
http://www.rcfl.gov/
http://www.isaca.org/
http://www.nga.org/cms/statecyber
http://www.nascio.org/cybersecurity
http://www.nascio.org/cybersecurity
http://www.lookstoogoodtobetrue.com/
http://www.ncjtc.org/
http://www.ncjtc.org/
http://www.ncfi.usss.gov/ncfi/
http://www.ncfi.usss.gov/ncfi/
http://www.nfcausa.org/

Organization

SLTTGCC Cyber Resource Compendium

Free Services

At Cost Services

Research and Education Network (REN-

ISAC)

Weekly Training Lists

SANS Institute

Research
Training

Training

Texas Engineering Extension Service

(TEEX)

Supported by DHS
Various Courses

US-CERT (Computer Emergency
Readiness Team)

Support

Reference Material

Training

ICS-CERT

Seven Steps to Effectively Defend Industrial Control

Systems
Labs

Support

Global Cyber Alliance

National Security Agency

Director of National Intelligence

Additional Tools,Training and

DMARC-E-mail Authentication

DNS Protection Infrastructure

Various Resources and Support

Coalition of 17 agencies and organizations- Resource

Type/Level Of Effort

Awareness
FEMA Training (Various)

Continuity (Multi) /LOW (S0)

https://training.fema.gov/EMIWeb/COOP/

MS-ISAC (msisac.org)

General Awareness /LOW

http://msisac.cisecurity.org/

Center for Internet Security
cisecurity.org

General Awareness /LOW

http://alliance.cisecurity.org/

MS-ISAC Cyber Security Advisories

Privacy/Security Staff /LOW

https://msisac.cisecurity.org/advisories/

MS-ISAC Cyber Security Tips Newsletter

General Awareness /LOW

https://msisac.cisecurity.org/newsletters/

MS-ISAC National Webcasts

Privacy/Security Staff /LOW

https://msisac.cisecurity.org/webcast/

IAPP Web Site-Training/White Papers

Privacy/Security Staff LOW/MED

https://www.privacyassociation.org/publications/
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http://www.ren-isac.net/
http://www.ren-isac.net/
https://ics-cert.us-cert.gov/
https://ics-cert.us-cert.gov/Seven-Steps-Effectively-Defend-Industrial-Control-Systems
https://ics-cert.us-cert.gov/Seven-Steps-Effectively-Defend-Industrial-Control-Systems
https://www.globalcyberalliance.org/
https://www.nsa.gov/
https://www.dni.gov/index.php
https://training.fema.gov/EMIWeb/COOP/
http://msisac.cisecurity.org/
http://alliance.cisecurity.org/
https://msisac.cisecurity.org/advisories/
https://msisac.cisecurity.org/newsletters/
https://www.privacyassociation.org/publications/ten_steps_to_a_quality_privacy_program_part_10_monitoring_and_trending
https://www.privacyassociation.org/publications/
http://www.sans.org/
http://www.teex.com/
http://www.teex.com/
http://us-cert.gov/
http://us-cert.gov/
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No-charge Training and Webcasts- MS-

ISAC

ALL /LOW

https://msisac.cisecurity.org/resources/videos/free-training.cfm

Privacy and Security Podcasts Carnegie
Mellon

Additional Tools,Training and
Awareness

Type/Level Of Effort

http://www.cert.org/podcasts/

Privacy and Security- Online Training
DHS

http://teex.com/teex.cfm?pageid=NERRTCprog&area=NERRTC&templateid=1856

DHS Awareness Training On-line

http://teex.org/teex.cfm?pageid=training&area=teex&Division=KE&Course=AWR1
36&templateid=14&navdiv=KE

On-line Training Cyber Security Exercise

Training

http://teex.org/teex.cfm?pageid=training&area=teex&Division=KE&Course=MGT3
85&templateid=14&navdiv=KE

Privacy & Security Podcasts (various) US

http://www.cert.org/podcasts/

CERT

Privacy & Security Podcasts (various) _
https://www.sans.org/webcasts/archive/2014

SANS (no charge)

NYU School of Law: Center on Law and http://www.lawandsecurity.org/Portals/0/Documents/Cybersecurity.Partnerships.

Security pdf

CIS Trusted Purchasing Alliance

Various

http://alliance.cisecurity.org

SANS Securing The Human

User oriented training /MED

http://alliance.cisecurity.org/opportunity/sans-securing-the-human-purchasing-
opportunity.cfm

SANS Technical Training

Privacy/Security Staff /MED

http://alliance.cisecurity.org/opportunity/sans-training.cfm

SANS Securing the Human for
Developers

Privacy/Security Staff /MED

http://alliance.cisecurity.org/opportunity/sans-securing-the-human-purchasing-
opportunity.cfm

SANS Securing the Human for Utilities

Special/Privacy and Security Staff /MED

http://alliance.cisecurity.org/opportunity/sans-securing-the-human-for-
utilities.cfm

SANS Securing the Human Phishing

User oriented training /MED

http://alliance.cisecurity.org/opportunity/sans-securing-the-human-phishing-
opportunity.cfm

Software Engineering Institute

Privacy and Security Staff /MED

http://alliance.cisecurity.org/opportunity/sei-cert-stepfwd-opportunity.cfm

(ISC)2 Security Professional Training

Privacy and Security Staff /MED

http://alliance.cisecurity.org/opportunity/isc2-purchasing-opportunity.cfm

Inspired eLearning -- Security and
Privacy Awareness Training

General Awareness /MED

http://alliance.cisecurity.org/opportunity/inspired-elearning.cfm

NYU Polytechnic School of Engineering
Online Courses

Privacy/Security Staff /MED

http://alliance.cisecurity.org/opportunity/nyu-poly-purchasing-opportunity.cfm
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https://msisac.cisecurity.org/resources/videos/free-training.cfm
http://www.cert.org/podcasts/
http://teex.com/teex.cfm?pageid=NERRTCprog&area=NERRTC&templateid=1856
http://teex.org/teex.cfm?pageid=training&area=teex&Division=KE&Course=AWR136&templateid=14&navdiv=KE
http://teex.org/teex.cfm?pageid=training&area=teex&Division=KE&Course=AWR136&templateid=14&navdiv=KE
http://teex.org/teex.cfm?pageid=training&area=teex&Division=KE&Course=MGT385&templateid=14&navdiv=KE
http://teex.org/teex.cfm?pageid=training&area=teex&Division=KE&Course=MGT385&templateid=14&navdiv=KE
http://www.cert.org/podcasts/
https://www.sans.org/webcasts/archive/2014
http://www.lawandsecurity.org/Portals/0/Documents/Cybersecurity.Partnerships.pdf
http://www.lawandsecurity.org/Portals/0/Documents/Cybersecurity.Partnerships.pdf
http://alliance.cisecurity.org/
http://alliance.cisecurity.org/opportunity/sans-securing-the-human-purchasing-opportunity.cfm
http://alliance.cisecurity.org/opportunity/sans-securing-the-human-purchasing-opportunity.cfm
http://alliance.cisecurity.org/opportunity/sans-training.cfm
http://alliance.cisecurity.org/opportunity/sans-securing-the-human-purchasing-opportunity.cfm
http://alliance.cisecurity.org/opportunity/sans-securing-the-human-purchasing-opportunity.cfm
http://alliance.cisecurity.org/opportunity/sans-securing-the-human-for-utilities.cfm
http://alliance.cisecurity.org/opportunity/sans-securing-the-human-for-utilities.cfm
http://alliance.cisecurity.org/opportunity/sans-securing-the-human-phishing-opportunity.cfm
http://alliance.cisecurity.org/opportunity/sans-securing-the-human-phishing-opportunity.cfm
http://alliance.cisecurity.org/opportunity/sei-cert-stepfwd-opportunity.cfm
http://alliance.cisecurity.org/opportunity/isc2-purchasing-opportunity.cfm
http://alliance.cisecurity.org/opportunity/inspired-elearning.cfm
http://alliance.cisecurity.org/opportunity/nyu-poly-purchasing-opportunity.cfm
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Michigan Cyber Range - Cybersecurity
Training and Secure Sandbox

Privacy/Security Staff /MED

http://alliance.cisecurity.org/opportunity/michigan-cyber-range2.cfm

NICCS US-CERT
All State Web Sites

Formal Security Training
Offer security help and training
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https://niccs.us-cert.gov/formal-education
Please link to your specific state website



http://alliance.cisecurity.org/opportunity/michigan-cyber-range2.cfm
https://niccs.us-cert.gov/formal-education

