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SBOM IS HERE (FOR REAL)

“The future is already here —
it’s just not very evenly
distributed.”

— William Gibson
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Opinion| Software transparency is key to
effective government risk management

By Jamie Scott
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Expert Steps To Take
Before Signing With A
Software Vendor
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#SUPPLYCHAINSECURITY REGULATORY REQUIREMENTS SBOM LEGISLATION

Evolving Threats and Regulations in Software Supply Chain
Security

By Eric Byres on February, 13 2024

SCIENCE POLICY DAY ONE PROJECT

Survey: Cyberattacks Aimed at Software Supply Chains are Support Scientific Software

Pervasive
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Infrastructure By Requiring
SBOMs For Federally Funded
Research
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Updated SBOM guidance: A —
new era for software
transparency? 5




PODCASTS & ACADEMIC PAPERS

® © 06 06 0 & 0 0 06 0 06 0 0 0 0 0 0 O O 0 O 0 O 0 0 O O O 0 O O O O O O O 0 O O O 0 O O O O O O O O O O O 0 O 0 O O 0 O O O 0 O O O O 0 O 0 O O O 0O 0 O 0 O O 0 O 0 O 0 O 0 O O O O O O O O O 0 O 0 0 O O O O 0 0 O 0 0 O 0 O 0 O O 0O 0O 0 O 0 0 O 0 O 0 0O 0 O 0 0 0O O O 0 O O 0 0O 0 0O 0 0 O 0 0O 0 O 0 O O 0 O 0 0 0 0 0 0 0 0 o o

Visualizing Comparisons of Bills of Materials

Rebecca Jones* Lucas Tate'

Pacilic Northwest! National Laboratory

ABSTRACT

The complexity of distributed manufactuning and software develop-
ment coupled with the increasing prevalence of cyber and supply
chain attacks necessiates a greater understanding of the hardware
and software components that comprise equipment in critical in-
frastructure. When a vulnerability in a single software hibrary can
have disastrous consequences, being able to identify where that li-
brary may exist in equipment or software becomes a prerequisite for

the author/manufacturer with complete knowledge or by a third-
party with incomplete knowledge. A cumrent lack of mature tooling
also increases the difficulty of reliably reproducing BOMs, particu-
larly when looking at hardware BOMs which are often constructed
manually, Recorded names or strings can vary widely due to con-
vention, transcription, or spelling errors, Other differences can arise
based on varying levels of completeness or depth (was every inte-
grated carcuit and stop accounted for, or every resistor soldered 10
the board recorded?). Beyond hardware or software components, the
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Episode Description
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Taylor Lehmann (Director, Google Cloud Office of the CISQO) and Bill Reid (Security
Architect, Google Cloud Office of the CISO) join host Luke McNamara to discuss their
takeaways from the last year of threat activity witnessed by enterprises within

C

healthcare and life sciences. They discuss applying threat intelligence to third-party
risk management, threat modeling, and more.

match my historical information? In this work, we demonstrate how
BOMs can be represented by graph structures. We then describe
how these structures can be fed into a graph comparison algorithm
to produce a novel interactive visualization that allows us 1o not only
identify differences in BOMs but show exactly where they are in the
product.

Index Terms: Security and Privacy—Formal Methods and Theory
of Secunty—Security Requirements; Human-centered computing—
Visualization—Visualization Techniques—Graph Drawings

1 INTRODUCTION

Protecting critical infrastructure from cyber attacks, natural disasters,
and other disruptions is a priority of the U.S, Government. Critical
infrastructure includes providing electricity 1o homes and businesses,
supplying natural gas for heating, and producing renewable energy
sources, A loss of these services, as seen in the Solarwinds supply
chain attack in 2020 [40], Texas snowstorm of 2021 [28], and the
Colomial Pipeline cyber incident of 2021 [29]. In May 2021, the
President of the United States issued an executive order to improve
the country’s cyber security [42]. As part of that order, every piece
of software sold to the U.S, government must be accompanied by
a software bill of materials (SBOM). A BOM is a detailed list of
the components in the system and can describe hardware, software,
operations, and Software as a Service (SAAS). The information
in the BOM can be used 1o identify obsolete software as well as
highlight potential susceptibility to publicly reported vulnerabilitics
[12]. Due to the mandate, industry has been exploring the generation
of BOMs for their products.

The construction of BOMs today remains an inexact science for
numerous reasons [45). Some of that variation results from a lack
of standardization. A primary reason for this is that there are cur-
rently competing formats and standards. BOMs also vary greatly
depending on whether they were produced by a first-party such as

‘e-mail: rebeccad jones@paal. gov
'e-mail: lucas.tate @ pnnl gov
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—~ (BOM) into security, asset management, and procurement practices of ways. Relatioaships can be be impiied by a nesting structuse,
L to aid in mitigating, and responding to future attacks. While much dcs‘":fdl "-‘F::.;\“l)‘ represented by a diagram, or possibly even

il N of the current research is devoted to creating BOMs, it is equally CEISIOG Sngume.

" I h D f d ' Ad t P d t - important to develop methods for comparing them to answer ques- Vanation can also describe actual differences in composition,
s e e en er s va n age o cas = tions, such as: How has my software changed? Are two pieces of and that is exactly what BOMs arc designed to capture. These dif-
| equipment equivalent? Does this piece of equipment that just arrived ferences could be alternative components that were used because

they were cheaper, or even a component that had 1o be replaced
because it’s been operational for 15 years. Other differences might
describe variations across a family of products or even the presence
of counterfeiting. While companing the competing standards is out
of the scope of this paper, the inherent variability in BOMs necessi-
tates tools that allow us 1o perform comparisons. The focus of our
research is to provide an interactive visual comparison that effec-
tively communicates how two BOMs may be similar or dissimilar to
provide valuable insight and help 10 narrow subsequent analysis.

Current BOM comparison methods include using Excel or propri-
etary software such as Oracle Apps', Unisoft®, ERPNext®, These
tools are limited in the types of BOMs they accept and the data
displayed, which does not necessarily include visualizations, Often,
set companisons are used, which lose the information of how the
hardware or software is connected. They also focus on evaluating
the differences between BOM versions and not necessanly distinctly
different BOMs.

To account for the relationships between objects, we convert a
BOM into a graph, which we can then easily compare and visualize
Traditional graph comparisons focus primarily on the structure of
the graph but fail to take advantage of other information available
within a BOM, To compare BOMs accurately, we need a method
that allows us to incorporate imporant component information such
as names, hashes, or versions, as well as structural information
describing how those components fit together. We create a mapping
that describes how the objects/components in one graph map 1o
the components/objects in the other graph based on a depth-first
scarch algorithm. When constructing the mapping, we can choose
which information we want to consider (¢.g. name, hash, name and
hash) as well as whether the mapping should utilize exact or fuzzy
matches, Fuzzy matching can be useful in instances where names or
strings might have spelling or transcription errors, and can suggest
where nodes in the graphs might have intended to reference the same
component. Once constructred, the mapping is then used to combine
the BOM graphs into a single merged graph.

‘https://docs.oracle. com/cd/A68725_05/htnl /comnls/us/
bon/bomtasi2 . htm
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Executive Order on Improving tl
Nation’s Cybersecurity

!” » BRIEFING ROTM » PRESDENTIAL ACTIONS

v By the anthority vested inme as President by the Constitution and the

laws of the United States of America, it is hereby ordered as follows: S E C URIN G T H E

Scetion 1. Policy. The United States faces persistent and increasingly

sophisticated malicious cyber campaigns that threaten the public sector, OP I I: E ; O | l ( : I I:
1 . . a . " . -

the private sector, and ultimately the American people’s security and

privacy. The Federal Government must improve its effarts to identity,

'!”“ deter, protect against, detect, and respond to these actions and actors, The S O F I \’s/ A RE

Federal Government must also carefully examine what occurred during

any major cyber incident and apply lessans learned. But eybersecurity
requires more than government action. Protecting our Nation from
malicicus cyber actors reguires the Federal Government to partner with
- . - o wwop ' Feb 6, )0)4095830AM

-C . the private sector. The private sector must adapt to the continuously END OF YEAR REPORT: OPEN-SOURCE SOFTWARE ! At v v
. | SECURITY INITIATIVE (0S31) AR ,; )

changing threat environment, ensure its products are built and operate {7
- 3 A
securely, and partmer with the Federal Government to foster a more secure ! : :lh |
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Securing Operational Technology: A Deep Dive into the Water Sector
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EVENTS & CFPS

e Upcoming Events & CFPs SBOM Events
o Link to SBOM Calendar: odsy| I B Feoruary 2024 ~ PNt Week Month Agenda ¥/
alerdar.google. = = S Bngjgv0490Gi ‘ Sun Vien Tus Vind Thu re Sat
28 29 20 Ch Fels 1 z 3
10am VEX subgroup weekly mee 12pm Driramps & Adupl on ‘Week 3pm SBOM Touling Weekly Mesli 10:20am Clo.d Slace Transpare: [l olo 0 - SPEST R T RSy

12am SEOM Sharine Weekly Mee 12pm SBOM Classic “ur Modern ¢
m February 27. Building the Foundalion of Your ESBOM and VEX Progrars

WEBINAR @1pm EST (60 minutes) Casse Crossley (VP of Supply

Chain Security, Schneider Flectrc) | Cortez Frazier Ur (Senicr Product

Manager FOSSA)
s February 28: ly Chain Risk Management 5 Lm In Arirgton,

VA. Hested by the Cyber Risk & Resiience directorate in SEI CERT 0 10

‘ OM-H‘
- Fobruary29, Vitual SB ity FOSDEM  Druasels, Jelglum DOE Summit on Cybersecurity Regulations - Arlington, VA, UZA 10:30am Clo.d 5tac< Iransparen

° S30MaRamaWvinter 2024 | CISA 10 VX subgrop weekly men CEPR T T L A A '+~ SPOM ral-hcare Zranf of ( 12w SROM Classic “or Modern 4

s March4-7 84.' Miami, FL 12am SEOM Sharinc VWeekly Me¢ 12pm Onramps & Acopt on Weetk 3pm SBOM Cloud Biweekly Mze: spm SBOM Tooling Weekly Mectl
¢ hitps:/isdxevents.com/s4x24/
+ Caesie - Main Stage Talk on Supply Chain Security: “An Irside
Look At A Large Sugply Chain Securty Program®
¢ Two other SBOM :alks!
o A SBOM's Substaticn, Matt Wyckhouse, Sinite State &

Alex Waitkus, Southern Company " 12 L L 1€ 16 17
o The European Way [0 Resiienca: CRA(cK), SBOM(D) & 10am V=X subgroup woekly mec 12pm Orramps & Acopton ‘Week 3pm SBUM lochkng Weckly Mecti 10:30am Clo.d Stac< lransparen
. , ) ! ;20M Sharing Weockly Moc 12pm SBOM Uass/c “ar Modarn ¢
AdviSorir)y, Dina Truxius, BS!, Germany e
=  March 26-27, 2024: CVE/FIRST VaInCon 2024, Ralegh, NC (Virtual
Admission is availablke)

¢ Cassie presenting on SBOM
m April 11-12 - Cybersecurity Automation Village
¢ Hybrid, virtual, and in Resten, VA

¢ NIPSLgItnuUD.Com, opencyberse 18 19 <0 21 % 25 29
10am VX subgroup weekly mee 12pm Orramps & Acopt on Week 3pm SBOM Cloud Biweekly Mee: 1gm SDOM llealthcare Froof of ( 10:20am Clo.d 5Stac Transparen:
Py 120m SCOM Sharing Weekly Mec 3pm SDOM Toching Weekly Mesti 12pm SBOM Classic “or Modern ¢
= May6i{ .
) J/igith mfopenc..
. & httpsigithubcemiopenc.. @ 2 R o inegin
late January 2024, 25 2 27 20 % \trr 1 2
o May 6th from 6-8pm: Sacial 303, 203 2nc Street. San 10am VEX subgroup weekly mee 12pm Onramps & Adopt on Weel- 12pm Virtual S3CM-A-Rara  10:30am Clo_d Stace Transparen.
Francisco, CA 94107, USA 12pm SEOM Sharing Weekly Me« 1pm Building Lhe Fo_ndationo”* spm SBOM Tookng Weekly Mesti 12pm SBOM Class ¢ “or Modern ¢

a June 914, 2024 - FIRSTCO"24
¢ Fukuoxa, Japar
o hitps:/iwww first org/conference/2024/
= August 3-8, 2024: Black Hal USA
m  Augusl! 6-7, 2023: BSidesLV
s August 8-11, 2024 CEF CON 32
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SBOM EVENTS CALENDAR

» View SBOM Events Calendar: https://bit.ly/sbom-calendar-public

» Subscribe to SBOM Events Calendar: https://bit.ly/sbom-calendar-subscribe

» To submit SBOM-related events or talks for inclusion, email details and/or forward an
existing calendar invitation to:

» sbom.calendar@gmail.com

» Include:
» Event Title, Time, & Time Zone
» Location & Cost, if applicable
» Description
» Link to registration or more information

10
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Known Exploitable
Vulnerabilities Vulnerabilities

Ingredients

e Inventory

e Parts

o |ists

e 1..n Suppliers

e BoM (Bill of
Materials)

e CVEs ++ e Attack Surface

e Potentially e Code Flow
exploitable e Other mitigations

e Not “Attack Surface”

e Direct Exploitation
e Chained attacks
e Deserialization

IMG SRC: Josh Corman NTIA.gov 2018

Excerpt from “The Opposite of Transparency” https://youtu.be/qk2vo7irlcl



https://youtu.be/qk2vo7ir1cI

SBOM FAQ

» Frequently asked questions about:

SBOM FAQ
» SBOMs

Table of Contents

» Benefits & Roles ranle of Genterts

OVERVIEW
Q: What is an SBOM?
Q: Who should have an SBOM?

» Common Misconceptions & Concerns 1 uses o SO arg or vt

BENEFITS
Q: What are the benefils of an SBOM?
Q: How does an SBOWN helg in the evert of & cyberatteck?

) C r e at i O n Q: 'n &ddition to vulnerabilty management, how can SBOMS help me?

Q: How have bills of material and supply chan transgarency been helpful elsewhere?
COMMON MISCONCEPTIONS & CONCERNS
. R . R Q: Won't SBOMs be a ‘roadmap tc the attacker'?

) Dl S trlbuthn & Sharlng Q: Does an SECM require source ccde disclosure?
Q: Does a ISt of the software components | Include expose my Irtellectugl property?
(J: Does an SEUM incraase my exposure to icense violations™?
Q: Does an SECM enable patent or license “trol's™?

) Rel ate d E HO I‘t S Q: Will SROMs increasa my licensing nosts or licensing commitments?

CREATION
Q: Who creates and maintains an SBOM?
Q: What should be included ir an SEOM?

» Updated draft available for review and G: Wt Gl formars xis: o convey g SBOM ata?
Q: When is an SBOM created, changed, or maintained?

f e e db aCk Q- Some software components ae made up of other software components themse ves Ca
an SBOM show that hierarchy?

Q: How deep in the d2pendency graph should an SBOM enumerate?

DISTRIBUTION & SHARING
Q: 71 make an SECM, do | have t¢ make it pudlic?
Q: How will SBOM dzta be shared?

ROLE SPECIFIC
Q: How car SBOMs be leveraged as a Purchaser?

S W NN NN NOODO OO OO P EReE W WwWWwW -

0o W Yww ww

—

» Published on ntia.gov/sbom
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SBOM MYTHS VS. FACTS

» Intended to help the reader to understand
and dispel common, often sincere myths SBOM Myths vs. Facts

The NTIA Multistakeholder Process on Software Component Transparency' seeks to provide industry-agnostic guidance

and misconceptions about SBOM. T Mkt s s Corvrs Ty e e o

As the practice of SBOM expands beyond trailblazing industries (e.g., Financial Services and Healthcare) and becomes
more widely adopted, the resulting network effect will amplify the initial and inherent benefits that SBOMs provide. With
increased awareness comes increased opportunity for misunderstanding. This document is intended to help the reader to
understand and dispel common, often sincere myths and misconceptions about SBOM. This list is not intended to be
comprehensive. For more common questions and concems, see the SBOM FAQ.*

The Myths The Facts

Myth: SBOMs are a Attackers can leverage the information contained in SBOMs. However, the defensive benefits

» Published on ntia.gov/sbom e, [t s e e

All information is dual-edged, but insufficient software transparency affords attackers
asymmetrical advantages.
e Attackers don't need SBOMs. Mass, indiscriminate attacks like WannaCry serve to
remind us that foreknowledge is not a prerequisite to cause harm,

e Attackers and their tools can more easily identify software components. Conversely, itis
often quite challenging, disruptive, inefficient, and even unlawful for defenders to
determine the same.

e Attackers of any single product can already find human-readable target components —
licensing requirements have been increasingly requiring disclosure for decades.

SBOMSs seek to level the playing field for defenders by providing additional transparency — at
enterprise scale — with standard, machine-readable decision support.

Myth: An SBOM alone | The baseline component information supports a number of use cases for those who produce,
provides no useful or choose, and operate software, as outlined in NTIA's “Roles and Benefits™ document.*

- For example, during an active attack, an SBOM allows an enterprise to answer, “"Am |
affected?” and *Where am | affected?” in minutes or hours, instead of days or weeks.
Additionally, the baseline component information enables vital transparency and auditability,
allowing for further expansion and enrichment in additional use cases. The Executive Order
on Improving the Nation's Cybersecurity (No. 14028)° also expects significant value for federal
agencies.

Myth: An SBOM needs | An SBOM does not need to be made public. The act of making an SBOM is separate from
to be made public sharing it with those who can use this data constructively. The author may advertise and
share the SBOM at their discretion. In other cases, sector-specific regulations or legal
mmmmmmmabumbmsaom

r h arsecurity (No. 14028) is also clear that
maklmanSBOMptﬂdyavallablelsadiolce notarequremml Section 4 (e) (vii) states
pmvldingapwdnwaSoﬂmemo(MaW(SBOM)fwuchproducldirowyocby
publishing it on a public website.™

13
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» Intro to SBOMs, supporting literature, and
the pivotal role of SBOMs for supply chain
transparency

>

What is an SBOM?
Benefits & Use Cases

Baseline Component Information

Machine-Readable Formats & Tools

Sharing & Exchanging

[.earn More

» Published on ntia.gov/sbom

—

NTIA Multistakzhclder Process on Software Comgonent Transparency | ntia.gov/sbcm

SBOM at a Glance

Purpose

This document is an introduction to the practice of Software Bill of Malterials (SBOM), supporting
literature, and the pivotal role SEOMs play in providing much-needed transparency enabling
stakehclders to answer quastions like “Arr | attected /" and “Whare am | attected ?” when taced with a
supply chain concern.

What is an SBOM?

An SBOM is a tormal, machine-readable invertory of sottware components and degendencies,
informztion about those comoonents, and thzir nierarchical relationships. These inventories should be
comprehensive - or should explicitly state where they could not be. SBOMs may include open source or
progrietary scftware ard can be widely available or access-restricted.”

SBOMs should also include baseline attributes with the ability to uniquzly identify individual
components in a standard data format. The most efficient generation of SBOMs is as a bypraduct of a
moderr development process. For older software, less-automated methads axist.

included n

-----------

Carols
Compression ' includad in
Engne /3.1

| Root |

Figure: Conceptual SBCM tree with upstream relationship assertions

Benefits and Use Cases

The benefits and use cases for SEOMs? are numerous; vary across stakeholders who produce, choose,
and operate software; and are amplified when combined. Benefits include reducing cost, security risk,
license risk, and compliance risk. Use cases indude improved software development, supply chein
management, vu nerabllity manzgement, asset management, procurement, and high assurance
processes. Ar orgoing SBOM Healthcare Proot ot Concep:*® has exercised many ot these Lse cases and
demonstratec the value of producing, sharing, and consuming SBOMs, prompting similar proofs of
concept in the Automotive and Energy indust-ies.

e ——
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USE CASES, ROLES & BENEFITS

» Captures use cases for SBOM throughout the
software supply chain

» Describes SBOM Personas and related benefits
for those who:

» Produce Software
» Choose Software

» Operate Software

> Also details Ecosystem, Network Effects, and
Public Health Benefits of SBOMs

» Details Related Efforts (Updated and published
separately on ntia.gov/sbom)

» SBOM Depth vs. Effectiveness

» High Assurance Use Cases

Roles and Benefits for SBOM Across the Supply Chain

NTIA Multistakeholder Process on Software Component Transparency
Use Cases and State of Practice Working Group

Introduction 2
The Software Supply Chain 4
Aboult this decument: Goals and Methadology <

Perspective: Produce Software 5
Reduce unplanned, unscheduled work 6
Reduce code bloat 7
Adequately understand dependencies within broader complex projects 7
Know and comply with the license obligations 7
Monitor components for vulnerabilities 7
End-of-life (EOL) 8
Make code easier to review 8
A blacklist of banned components 8
Provide an SBOM to a customer 8

Perspective: Choose Software 9
Identify potentially vulnerable components 9
A more targeted security analysis 10
Verify the sourcing 10
Compliance with policies 10
Aware of end-of-life components 10
Verify some claims 10
Understand the software’s integration 10
Pre-purchase and pre-installation planning 11
Market signal 11

Perspective: Operate Software 12
Organization can quickly evaluate whether it is using the component 12
Drive independent mitigations 13
Make more informed risk-based decisions 13
Alerts about potential end-of-life 13
Better support compliance and reporting requirements 13
Reduce costs through a more streamlined and efficient administration 13

Ecosystem, Network Effects, and Public Health Benefits of SBOM 14
Accelerated Vulnerability Management 15

— ——
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o Produce

@, The person or organization that
creates a software component or
- software for use by others

O [write/create/assemble/package]

\J



o Produce Choose

U The person or organization that The person or organization that decides
creates a software component or the software, products, and/or suppliers
\/ software for use by others for use
O [write/create/assemble/package] [purchase/acquire/source/select/approve]

\J



)
o Produce Choose Operate
@, The person or organization that The person or organization that decides The person or organization that operates ®
creates a software component or the software, products, and/or suppliers the software component or
O software for use by others for use E
O [write/create/assemble/package] [purchase/acquire/source/select/approve] [uses/monitor/maintain/defen‘ |

\J
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Benefits

Security Risk

License Risk

Compliance Risk

N |
=

High Assurance

Produce

Choose

Operate

Less unplanned, unscheduled work

A more accurate total cost of
ownership

More efficient administration

Avoid known vulnerabilities

Easier due diligence

Faster identification and resolution.
Know if and where specific
software is affected.

Quantify and manage licenses and
associated risk

Easier due diligence

More efficient, accurate response to
license claims

Easier risk evaluation. ldentify
compliance requirements earlier In
lifecycle

More accurate due diligence, catch
iIssues earlier in lifecycle

Streamlined process

Make assertions about artifacts,
sources, and processes used

Make informed, attack-resistant
choices about components

Validate claims under changing and
adversarial conditions




O

Walk

Run

Produce

NTIA A&A Participants

Choose

NTIA A&A
Participants

)

Operate

NTIA A&A
Participants




Produce Choose Operate @)

NTIA A&A

| Participants Particip”

CISA Participants CISA Participants

CISA

Crawl| Participants

CISA Participants CISA Participants

Walk

CISA

CISA

Participants Participants

Run




SBOM OPTIONS & DECISION POINTS

» Purpose

practices

» To frame the dimensions for what is possible with modern development

» To support more consistent and effective articulation of needs between
requesters and suppliers of SBOMs

» Published on ntia.gov/sbom

Contare cors subest”™ of Dazseline
Baseline Component Information - AT e

- SEOM n any machne-raadatie
Format & Machine Readability primi i
All primary compansnts with diract
Depth depsndanciss sand known -
unknawns cecleresd
Generation qumc, Al tme of prevpurchese andior

prescisd upon recuaest withn x tme

Frrailes and/or hosted/srohived by
Delivery & Interoperability T
Suneaier rrokes aifestatons for
AW‘ Enhancement: pofenhally sxploiatis vulreratiifes
Vulnerability Claims LCCN rEqUBst

* Core subset of Baseline Component Information: Companert Narre, Suppler Kane, Verzicn
Etarg, Uniqua ldantber

T Basalina Componant Information: Auther Nama, Suapar Name, Somoanars Name, Varsian Strirg
Componem: Hash, Unque [dent fer, Relstivret p

1 SBOM Formats: SPDX, CycloreDx, SWVID

Initial Consensus

Includes all Baseline Component
Infarmationt attributes

SBOM in a baseline-supporting, machine-
readable formats

All primary components with all ransitive
dependencies and known-unknowns
daclared

With every update or change to code
(major/minor release or patch)

Bundled with every praduct version and
archived by the supplier

Supplier makes attestations for potentially
axploitable vulnerabilities within x time of a
new vulnerabiiity

+

Containe camzonet infoeematon
bayond base ne supportive cf ﬂg’l
B33Urance use Ccases

S20M In all machina-reacabla,
nteroperable formats!, malntairing
cumancy as standards svolve or
Armarg

All primany companants vith all
trarsitive dependanzies wih no
unknovins

Agdtionally hested In an archive for
RNy VErSIon

Supparts maching intadfaces (2.9
AP arc adjacent internperabiily
(e.g. DGOM, MUD, OpenC2|

Stanayraved AP auesy far cares!
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Baseline Component Information

Format & Machine Readability

Depth

Generation Frequency

Delivery & Interoperability

Adjacent Enhancement:
Vulnerability Claims

String, Unique Identifier

Component Hash, Unique Identifier, Relationship
1 SBOM Formats: SPDX, CycloneDx, SWID

Contains core subset* of Baseline
Component Information attributes
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SBOM in any machine-readable
format (e.g. csv)

All primary components with direct
dependencies and known-
unknowns declared

At time of pre/purchase and/or
provided upon request within x time

Emailed and/or hosted/archived by
the supplier

Supplier makes attestations for
potentially exploitable vulnerabilities
upon request

* Core subset of Baseline Component Information: Component Name, Supplier Name, Version

1 Baseline Component Information: Author Name, Supplier Name, Component Name, Version String,

Initial Consensus

Includes all Baseline Component
Informationt attributes

SBOM in a baseline-supporting, machine-
readable format?

All primary components with all transitive
dependencies and known-unknowns
declared

With every update or change to code
(major/minor release or patch)

Bundled with every product version and
archived by the supplier

Supplier makes attestations for potentially
exploitable vulnerabilities within x time of a
new vulnerability

-

Contains component information
beyond baseline supportive of high
assurance use cases

SBOM in all machine-readable,
interoperable formats*t, maintaining
currency as standards evolve or
emerge

All primary components with all
transitive dependencies with no
unknowns

Additionally hosted in an archive for
every version

Supports machine interfaces (e.g.
API) and adjacent interoperability
(e.g. DBOM, MUD, OpenC2)

Standardized API query for current
attestation of product-specific risks
to SBOM components
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Includes all Baseline Component

el eorE SUEE of Beaslfe Informationt attributes Contains component information

Component Information attributes seye EEEling Slgeenie @il
assurance use cases

-

Baseline Component Information

- - . . SBOM in all machine-readable,
SBOM in any machine-readable SBOM in a baseline-supporting, machine- interoperable formatst, maintaining

format (e.g. csv) readable format# currency as standards evolve or
emerge

Format & Machine Readability

All primary components with direct All primary components with all

All primary components with all transitive

Depth dependencies and known- : transitive dependencies with no
unknowns declared dependencies and known-unknowns unknowns
declared
. At time of pre/purchase and/or Additionally hosted in an archive for
Generation Frequency provided upon request within x time every version

With every update or change to code
(major/minor release or patch)

Supports machine interfaces (e.g.

Emailed and/or hosted/archived by API) and adjacent interoperability

Delivery & Interoperability

_ vl S 2Ioil (e.g. DBOM, MUD, OpenC2)
"W-‘:. “..' Q.,' -,"‘. : . .
T R Bundled with every product version and
., s | Adjacent Enhancement: Supplier makes attestations for archived by the supplier Standardized API query for current
35 - . i ) potentially exploitable vulnerabilities attestation of product-specific risks
Vulnerability Claims upon request to SBOM components
Supplier makes attestations for potentially
* Core subset of Baseline Component Information: Component Name, Supplier Name, Version exploitable vulnerabilities within x time of a
String, Unique Identifier new Vulnerability
1 Baseline Component Information: Author Name, Supplier Name, Component Name, Version String,
Component Hash, Unique Identifier, Relationship 25
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Includes all Baseline Component
Contains core subset* of Baseline Informationt attributes , Contains component information

Component Information attributes seye EEEling Slgeenie @il
assurance use cases

-

Baseline Component Information

SBOM in all machine-readable,

SBOM in a baseline-supporting, machine- interoperable formats*, maintaining

SBOM in any machine-readable

Format & Machine Readability format (e.g. csv) readable format+ currency as standards evolve or
emerge
All primary components with direct . . s All primary components with all
Depth dependencies and known- All primary cqmponents with all transitive transitive dependencies with no
unknowns declared dependencies and known-unknowns unknowns
declared
. At time of pre/purchase and/or Additionally hosted in an archive for
Generation Frequency provided upon request within x time every version

With every update or change to code
(major/minor release or patch)

Supports machine interfaces (e.g.

Emailed and/or hosted/archived by API) and adjacent interoperability

Delivery & Interoperability

e sLpeier (e.g. DBOM, MUD, OpenC2)
Bundled with every product version and
Adjacent Enhancement: Supplier makes attestations for archived by the supplier Standardized API query for current
. i ) potentially exploitable vulnerabilities attestation of product-specific risks
Vulnerability Claims upon request to SBOM components
Supplier makes attestations for potentially
* Core subset of Baseline Component Information: Component Name, Supplier Name, Version exploitable vulnerabilities within x time of a
String, Unique Identifier new Vulnerability
1 Baseline Component Information: Author Name, Supplier Name, Component Name, Version String,
Component Hash, Unique Identifier, Relationship 26
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Includes all Baseline Component
Contains core subset* of Baseline Informationt attributes , Contains component information

Component Information attributes seye EEEling Slgeenie @il
assurance use cases

-

Baseline Component Information

SBOM in all machine-readable,

SBOM in a baseline-supporting, machine- interoperable formats*, maintaining

SBOM in any machine-readable

Format & Machine Readability format (e.g. csv) readable format+ currency as standards evolve or
emerge
All primary components with direct . . s All primary components with all
Depth dependencies and known- All primary cqmponents with all transitive transitive dependencies with no
unknowns declared dependencies and known-unknowns unknowns
declared
. At time of pre/purchase and/or Additionally hosted in an archive for
Generation Frequency provided upon request within x time every version

With every update or change to code
(major/minor release or patch)

Supports machine interfaces (e.g.

Emailed and/or hosted/archived by API) and adjacent interoperability

Delivery & Interoperability

_ vl S 2Ioil (e.g. DBOM, MUD, OpenC2)
"W-‘:. “..' Q.,' -,"‘. : . .
T R Bundled with every product version and
., s | Adjacent Enhancement: Supplier makes attestations for archived by the supplier Standardized API query for current
35 - . i ) potentially exploitable vulnerabilities attestation of product-specific risks
Vulnerability Claims upon request to SBOM components
Supplier makes attestations for potentially
* Core subset of Baseline Component Information: Component Name, Supplier Name, Version exploitable vulnerabilities within x time of a
String, Unique Identifier new Vulnerability
1 Baseline Component Information: Author Name, Supplier Name, Component Name, Version String,
Component Hash, Unique Identifier, Relationship 27

1 SBOM Formats: SPDX, CycloneDx, SWID
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Includes all Baseline Component
Contains core subset* of Baseline Informationt attributes , Contains component information

Component Information attributes seyeie 9EeEline Slgeenive @il
assurance use cases

-

Baseline Component Information

SBOM in all machine-readable,

SBOM in a baseline-supporting, machine- interoperable formats*, maintaining

SBOM in any machine-readable

Format & Machine Readability format (e.g. csv) readable format# currency as standards evolve or
emerge
‘ 'g'-;;{ TR AL All primary components with direct All primary components with all
R i, % ot TRy K i i i+
A 8. g oy Mabia - o R ‘ Depth dependencies and known- All primary cqmponents with all transitive transitive dependencies with no
"'l “\fr" '_-.". o Ty ~l: [ & unknowns declared dependenCIeS and known'unknowns unknowns
e R '.T ‘.'..\4' A .'.’i & ' ;V.- j_“ 1 f 3"'.‘;" ¥ declared
o
= S U ?5,;",-;._;,_ : A \fvi..‘ g
RO E S SRR ¢ g i At time of pre/purchase and/or Additionally hosted in an archive for
; Y l ) 5 : LN w Generation Frequency provided upon request within x time With S update or change to code every version

(major/minor release or patch)

Supports machine interfaces (e.g.

Emailed and/or hosted/archived by API) and adjacent interoperability

Delivery & Interoperability

e sblgatier (e.g. DBOM, MUD, OpenC2)
Bundled with every product version and
Adjacent Enhancement: Supplier makes attestations for archived by the supplier Standardized API query for current
. i ) potentially exploitable vulnerabilities attestation of product-specific risks
Vulnerability Claims upon request to SBOM components
Supplier makes attestations for potentially
* Core subset of Baseline Component Information: Component Name, Supplier Name, Version exploitable vulnerabilities within x time of a
String, Unique Identifier new Vulnerability
1 Baseline Component Information: Author Name, Supplier Name, Component Name, Version String,
Component Hash, Unique Identifier, Relationship 28
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Includes all Baseline Component

Contains core subset* of Baseline Informationt attributes
Component Information attributes

-

Contains component information
beyond baseline supportive of high
assurance use cases

Baseline Component Information

- - . . SBOM in all machine-readable,
SBOM in any machine-readable SBOM in a baseline-supporting, machine- interoperable formatst, maintaining

format (e.g. csv) readable format# currency as standards evolve or
emerge

Format & Machine Readability

All primary components with direct
Depth dependencies and known-

All primary components with all

All primary components with all transitive transitive dependencies with no

unknowns declared dependencies and known-unknowns unknowns
declared
- At time of pre/purchase and/or Additionally hosted in an archive for
Generation Frequency provided upon request within x time every version

With every update or change to code
(major/minor release or patch)

Supports machine interfaces (e.g.

Emailed and/or hosted/archived by API) and adjacent interoperability

Delivery & Interoperability

e sLpeier (e.g. DBOM, MUD, OpenC2)
Bundled with every product version and
Adjacent Enhancement: Supplier makes attestations for archived by the supplier Standardized API query for current
. i ) potentially exploitable vulnerabilities attestation of product-specific risks
Vulnerability Claims upon request to SBOM components
Supplier makes attestations for potentially
* Core subset of Baseline Component Information: Component Name, Supplier Name, Version exploitable vulnerabilities within x time of a
String, Unique Identifier new Vulnerability
1 Baseline Component Information: Author Name, Supplier Name, Component Name, Version String,
Component Hash, Unique Identifier, Relationship 29
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Includes all Baseline Component
Contains core subset* of Baseline Informationt attributes , Contains component information

Component Information attributes seyeie 9EeEline Slgeenive @il
assurance use cases

-

Baseline Component Information

SBOM in all machine-readable,

SBOM in a baseline-supporting, machine- interoperable formats*, maintaining

SBOM in any machine-readable

Format & Machine Readability format (e.g. csv) readable format# currency as standards evolve or
emerge
All primary components with direct : : o All primary components with all
Depth dependencies and known- All primary co_mponents with all transitive transitive dependencies with no
unknowns declared dependencies and known-unknowns unknowns
declared
. At time of pre/purchase and/or Additionally hosted in an archive for
Generation Frequency provided upon request within x time every version

With every update or change to code
(major/minor release or patch)

Supports machine interfaces (e.g.

Emailed and/or hosted/archived by API) and adjacent interoperability

Delivery & Interoperability

e sLpeier (e.g. DBOM, MUD, OpenC2)
Bundled with every product version and
Adjacent Enhancement: Supplier makes attestations for archived by the supplier Standardized API query for current
. i ) potentially exploitable vulnerabilities attestation of product-specific risks
Vulnerability Claims upon request to SBOM components
Supplier makes attestations for potentially
* Core subset of Baseline Component Information: Component Name, Supplier Name, Version exploitable vulnerabilities within x time of a
String, Unique Identifier new Vulnerability
1 Baseline Component Information: Author Name, Supplier Name, Component Name, Version String,
Component Hash, Unique Identifier, Relationship 30
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Baseline Component Information

Format & Machine Readability

Depth

Generation Frequency

Delivery & Interoperability

Adjacent Enhancement:
Vulnerability Claims

* Core subset of Baseline Component Information: Component Name, Supplier Name, Version

String, Unique Identifier

1 Baseline Component Information: Author Name, Supplier Name, Component Name, Version String,

Component Hash, Unique Identifier, Relationship
1 SBOM Formats: SPDX, CycloneDx, SWID

Contains core subset* of Baseline
Component Information attributes

SBOM in any machine-readable
format (e.g. csv)

All primary components with direct
dependencies and known-
unknowns declared

At time of pre/purchase and/or
provided upon request within x time

Emailed and/or hosted/archived by
the supplier

Supplier makes attestations for
potentially exploitable vulnerabilities
upon request

Initial Consensus

Includes all Baseline Component
Informationt attributes

SBOM in a baseline-supporting, machine-
readable format#

All primary components with all transitive
dependencies and known-unknowns
declared

With every update or change to code
(major/minor release or patch)

Bundled with every product version and
archived by the supplier

Supplier makes attestations for potentially
exploitable vulnerabilities within x time of a
new vulnerability

-

Contains component information
beyond baseline supportive of high
assurance use cases

SBOM in all machine-readable,
interoperable formats*t, maintaining
currency as standards evolve or
emerge

All primary components with all
transitive dependencies with no
unknowns

Additionally hosted in an archive for
every version

Supports machine interfaces (e.g.
API) and adjacent interoperability
(e.g. DBOM, MUD, OpenC2)

Standardized API query for current
attestation of product-specific risks
to SBOM components
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FRAMING SOFTWARE COMPONENT TRANSPARENCY

» NTIA Framing Working Group

» Identifies SBOM Elements, Baseline

Attributes, Component
Relationships, Existing Formats,
Creation and Exchange Processes,
and Terminology

» Published on ntia.gov/sbom

Framing Software Component
Transparency: Establishing a Common
Software Bill of Materials (SBOM)

Second Edition

NTIA Multistakeholder Process on Software Compaonent Transparency
Framing Working Group
2021-10-21

Paote by Bruno van der Kraan on Unsplash

15—
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CISA RESOURCES

» Working Group Drafted: P @B wvemcsscmomeneicmer -

SECURITY AGENCY

» Guidance on Assembling a Group of Products

» Vulnerability Exploitability eXchange (VEX) Use Case
Document

Software Bill of Materials (SBOM)
» Vulnerability Exploitability eXchange (VEX) Status

Justification Document |

» Minimum Requirements for Vulnerability Exploitability | o s susosonim s

eXCh an g e (VEX) CISA will @des cu Ure SBCM nork Ly ‘acibaig oorwrly engagane . develpmenl, amd pogoess wilh

a focus on socdng and odoraticnalization, as w2l as tacls. now cohndoges, anc Now use Cases. Thia
WEDATA WAL 127 DA A NACUR 10 TTa Drana” 851 & SROM R mas A038 Ta i acnsy/sram and srrand

> Types of Software Bill of Materials (SBOM) Y b

L -

» CISA & Partener Drafted: 450 et s e i

| SOOM.-A-RAMA RECISTRATION [

Wow he 5gert: SEOM.a-Rama 212

» Software Identification Ecosystem Option Analysis

» Software Bill of Materials (SBOM) Sharing Lifecycle P I VI

Rog‘smo-'\ Is open ficr e SBOM.g-Rama, #hich wil 1240 place or Wooresday, June

19U This by k) evemd will bes e virlzlly 53 el

1 7 -
" — \
Report Leam maome o~ register at: SDOM-3-1

»yancod’viow the Agonda

» Published on cisa.gov/sbom Featured Gontent

Fox i musdon st the “NTA Cor semous™ dufi dog s ncanen iy SBOM, dodial Ly sake vddie s son e nocuces sl gla gov'sles
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FDA - PAICH ACT

- FEDERAL REGISTER

NATIONAI The Daily Journal of the United States Government
ARCHIVES

— (™ Notice

Cybersecurity in Medical Devices: Refuse To Accept Policy for
Cyber Devices and Related Systems Under Section 524B of
the FD&C Act; Guidance for Industry and Food and Drug
Administration Staff; Availability

A Notice by the Food and Drug Administration on 03/30/2023

FDA Refuse to Accept Policy
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Ministry of Economy., Trade and Industry

Home » News Releases » Back Issues » July FY2023 » “Guide of Introduction of Software Bill
of Materials (SBOM) for Software Management” Formulated

“Guide of Introduction of Software Bill of
Materials (SBOM) for Software Management”
Formulated

METI SBOM Publication
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EU - CYBER RESILIENCE ACT

1l

:- Council of the
— European Union

Council of the

European Union

Brussels, 13 July 2023
(OR. en)

Brussels, 20 December 2023
(OR. en)

Interinstitutional File: 'mgg;zs"‘l)tzt';;ogg;im
2022/0272(COD) LIMITE (COD)

CYBER 182 CYBER 325
JAI 1003 JAI 1703
DATAPROTECT 197 DATAPROTECT 383
TELECOM 230 TELECOM 402
MI 614 MI 1153
CSC 363 CSC 575
CSCI131 CsSCl 214
CODEC 1367 CODEC 2560

NOTE NOTE

From: General Secretariat of the Council From: General Secretariat of the Council

To: Permanent Representatives Committee To: Delegations

Subject: Proposal for a Regulation of the European Parliament and of the Council No. prev. doc.: 16753/23

on horizontal cybersecurity requirements for products with digital elements No. Cion doc.: 12429/22 + ADD 1 - ADD 6

and amending Regulation (EU) 2019/102

- Mandate for negofiatione with the European Parliament Subject: Regulation of the European Parliament and of the Council on horizontal

cybersecurity requirements for products with digital elements and
amending Regulation (EU) 2019/1020

- Letter sent to the European Parliament

EU CRA - Mandate for Negotiations with Parliament & Agreement Letter
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CISA - SOFTWARE ATTESTATION FORM

CYBERSECURITY &
INFRASTRUCTURE
SECURITY AGENCY

Search

AMERICA’S CYBER DEFENSE AGENCY

Topics v Spotlight  Resources & Tools v News & Events v  Careers v About v REPORT A CYBER ISSUE

Home | Resources&Tools [/ Resources SHARE: 0 X in

OTHER

Secure Software Self-Attestation Common Form

Revision Date: November 16, 2023

CISA Secure Software Self-Attestation & Comment Period
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NSA - SBOM RECOMMENDATIONS

Ya\V7 1 0T= N o QA 14y Q al e -" O
Icy/Central Security Service Search NSA

About  Press Room  Careers  History

HOME » PRESS ROOM PRESS RELEASES & STATEMENTS » PRESS RELEASE VIEW

NSA is releasing:

RECOMMENDATIONS FOR

SOFTWARE BILL OF MATERIALS
L (SBOM) MANAGEMENT N\

'
" n_J 't
VYA S ,'.
CYBERSECURITY INFORMATION SHEET\/ AX ’/
| v T ) \
ST I\ \

NSA - Recommendations for Software Bill of Materials
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DOD - HARDWARE BILL OF MATERIALS

A Hardware Bill of Materials
(HBOM) Framework for
Supply Chain Risk
Management

Publication: September 2023
Crbersecurity and Infrastructure Security Agency

DOD - HBOM
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Army looking at the possibility of Al BOMs’

Similar to SBOMs, the Army is looking at potentially adopting AI bill of materials.

BY MARK POMERLEAU « MAY 25, 2023

CYBER SECURITY = INSIGHTS - 5 MIN READ

Why a Hardware Bill of Materials'ls a

Critical Component for Securing
Electronic Products

(%) ANDREAS KUEHLMANN - OCTOBER28, 2022

Events

Why You Need an XBOM: An
eXtended Software Bill of Materials

[2SPDX (©) CycloneDX
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FAR - PROPOSED RULE & COMMENTS

(¢ . FEDERAL REGISTER

|

NATIONAL The Daily Journal of the United States GCovernment
ARCHIVES

N7 NNNN/77 7 BN 777/ NN (- ) Proposod Fule W

Federal Acquisition Regulation: Cyber Threat and Incident
Reporting and Information Sharing

A Propased Rule by the Defense Depariment, the General Services Administration, and the National Aeronautics \‘ v
and Space Administration on 10/03/2023

FAR Proposed Rule & Comment Period
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FAR - PROPOSED RULE & COMMENTS

NTIA Multistakeholder Process on Software Component Transparency | ntia.gov/sbom
SBOM Mpyths vs. Facts

The NTIA Multistakeholder Process on Software Component Transparency' seeks to provide industry-agnostic guidance

k Lrv-{) and resources to support adoption and implementation of Software Bill of Materials (SBOM).?
\ W _ As the practice of SBOM expands beyond trailblazing industries (e.g., Financial Services and Healthcare) and becomes
\\ %:,_;A._g--ﬂ; more widely adopted, the resulting network effect will amplify the initial and inherent benefits that SBOMs provide. With

increased awareness comes increased opportunity for misunderstanding. This document is intended to help the reader to
NATIONAL The Daily Journal of the United STates COVET e Fomore oo aecton s cocame sou te S5oM paGE T tetis notintended obe

ARCHIVES
N B ey preep——————— e mreprm——re—n
roadmap to the er mWMouwmm as asa map for the

Al information is dual-edged, but insufficient software transparency affords attackers
asymmetrical advantages.

e Attackers don’t need SBOMs. Mass, indiscriminate attacks like WannaCry serve to

Federal Acquisition Regulation: C . sttt syl ks, ot

often quite challenging, disruptive, inefficient, and even unlawful for defenders to
determine the same.

Reporting and Information Sharin ¢ i o e oy o -

SBOMs seek to level the playing field for defenders by providing additional transparency — at
enterprise scale — with standard, machine-readable decision support.

A Propased Rule by the Defense Depariment, the General SErvICES | | mdesnousshior | choose, and persis scware, s outined n NTI's Tises and Benetie- document:
S alals e For example, during an active attack, an SBOM allows an enterprise to answer, "Am |
and Soace Administration on 10/03/2023 affected?” and “Where am | affected?” in minutes or hours, instead of days or weeks.

Additionally, the baseline component information enables vital transparency and auditability,
{ allowing for further expansion and enrichment in additional use cases. The

Executive Order
on Improving the Nation's Cybersecurity (No. 14028)° also expects significant value for federal

agencies.
FAR Proposed Rule & { s [ e e o e

share the SBOM at their discretion. In other cases, sector-specific regulations or legal
mmmmmynqmmomorloammmosaom

di h arsecurity (No. 14028) is also clear that
maldmanSBOMpwﬂdyavdlauebadtoloe nolanqnlmmwl Section 4 (e) (vii) states
pmvldlngapudusoraSoMoBmdMaW(SBOM)fotuehproduddinwyofby
publishing it on a public website.™
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CURRENT FOCUS




CURRENT PUBLICATION PIPELINE

» Updated FAQ
» Equipping the Buyer - Procurement/Acquisition

» Equipping the Board of Directors on increasing obligations
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FAQ

» Awaiting Publication SBOM FAQ

v20231031

Table of Contents

» Nine new questions

Table of Contents
OVERVIEW
Q: What is an SBOM?
Q: Who should have an SBOM?
Q: Who uses an SBOM and for what?
Q: Can SBOMs be generated at different points in developing and using software?
wmwmmwmsaom. Is it necessary 1o try to produce all the SBOM
BENEFITS
Q: What are the benefits of an SBOM?

M M M Q: How does an SBOM help in the event of a cyberattack?

» Additional updates planned post-publication @ S Eimrr e wm
Q: How have bills of material and supply chain transparency been helpful elsewhere?

COMMON MISCONCEPTIONS & CONCERNS
Q: Won't SBOMs be a “roadmap to the attacker™?
Q: Does an SBOM require source code disclosure?
Q: Does a list of the software components | include expose my intellectual property?
Q: Does an SBOM increase my exposure 1o license violations?
Q: Does an SBOM enable patent or license “trolis™?
Q: Will SBOMs increase my licensing costs or icensing commitments?
CREATION
Q: Who creates and maintains an SBOM?
Q: What should be included in an SBOM?
Q: What data formats exist for conveying SBOM data?
Q: Are there tools that translate between SBOM formats?
Q: When is an SBOM created, changed, or maintained?
Q: Some software components are made up of other software components themselves, Can

SWWWwWw -

e NSNSNNNTOOOOODOOO OO S AL

an SBOM show that hierarchy? 9
Q: How deep in the dependency graph should an SBOM enumerate? 9
DISTRIBUTION & SHARING 9
Q: If | make an SBOM, do | have to make it public? 9
Q: How will SBOM data be shared? 10
ROLE SPECIFIC 10
Q: How can SBOMs be leveraged as a Purchaser? 10
Q: How can SBOMs help an engineer provide surveillance for deployed technology in the
field for emerging vulnerabilities? "
RELATED EFFORTS / “How does SBOM relate to..." 1"
Q: What is VEX? 1"
Q: What are some uses for VEX? 1"
Q: Does SBOM require VEX? 1"
Q: What do | need to include when | create a VEX document? 12
Q: What formats exist for a VEX? 12
Q: For a VEX statement that says a component is “not_affected™, how can a VEX provide
additional information on why it is not affected? 12
Q: How does SBOM relate to VEX? 12
Q: How does SBOM relate to the Manufacturer Disclosure Statement for Medical Device
Security (MDS2)? 13
Q: How does SBOM relate to OpenC2? 13
Q: How does SBOM relate to Manufacturer Usage Descriptions (MUD)? 13
Q: How does SBOM relate to DBOM? 13
GET INVOLVED 14
Q: Where can | find more information about the CISA SBOM process? How do | get
involved? 14
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PROCUREMENT/ACQUISITION PRIMER

PERSONAS AND BENEFITS

Chooser Benefits

Supply Chain Personas Downstream Operator Benefits

- Three gupp|y chain personas [2): . SimpllﬂEd way to SUppOl’t plural current and future

. Producers needs of the business with less effort and less - Enables operators to perform ongoing

« Choosers * complexity assessment and quantification of risks inherent

- Operators « Streamlined, consistent artifacts UEin B N
- Procurement and Acquisition tend to fall under . More protections via attestations and/or updates to * Manage mitigations for vulnerabilities

"Choosers" i - Lower operating costs due to improved
) contractual commitments N

+ Itis common to represent maore than one efficiencies

- When SBOM is missing, new negotiation and

. - Reduce unplanned, unscheduled wark
leverage points for overall procurement processes

persona

BUSINESS GOALS & THE ROLE OF PROCUREMENT

Choaosers play a brief but important role. At the intersection of business goals and business operations, procurement is advantageously
positioned to obtain SBOMs for an organization. Requesting SBOMs at time of purchase and/or contract renewals yields outsized benefits:
one SBOM request benefits plural stakeholders, and SBOMSs enable the business to answer questions both now and in the future. Examples
of business and operational use cases are provided below.

Business Goals Operational Uses

Understand & Avoid Vulnerability Risk Incident Response/Impact Assessment Questions

[ You Are Here ]

Ongoing High Risk Yulnerability Governance
Understand & Avoid Legal/License Risk ;

Procurement / Acquisition

Vulnerability Lifecycle Management

Understand Support Lifecycle & Suppart Horizon
Patch & Product Support

Reduce / Offset Cost of Ownership Budget & Change Management Planning

49
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PROCUREMENT/ACQUISITION PRIMER

| A
: Caompensation for increased risk and cost of ownership
2ncor Dela > sndior —
y Delayed procurement due to extended review process
‘ | |
Enable Self- Alter Terms and Conditions or Master Service Agreements
Assessment »  to explicitly allow the right to perform self assessment(s), —1
Capabilities including Reverse Engineering.
v I :
E Absence of Attestation product is free of Known Exploited
X Knmfvn » Vulnerabilities [6] OR Declaration of those present. 4
A Exploited To be provided at Time of Sale plus an ongoing Service Level
M Vulnerabilities Agreement for future notification within X days.
P v ’ ~
L Absence of Non- Declaration product is free of non-permitted licenses (e.g.
E Permitted - GPL, copyleft). If errors/omissions cause legal exposure,
S Licenses agreement to take full legal responsibility.
v ,- :
Attestation product is free of known End-of-Life
Absence of EOL » components OR Declaration of those present. J
Components To be provided at Time of Sale plus an ongoing Service
Level Agreement for EOL notice X year(s) in advance.
v . 3
Access to All > Attestation producer has access to all source code.
Source Code Optionally, obtain source code escrow where appropriate.
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SBOM FOR BOARD OF DIRECTORS

DRAFT

Why SBOM/ Software Transparency and why now? Board ReqUQStEd

+ Increasing supply chain cybersecurity threats

+ New SEC Rules, Government Regulations

+ Increasing thirc-party and supply chain, 8k filings, etc. Highly Seeking

+ EOQ 14028 (for Federal Business. .. or everyone) ** Informed Informaticn

+ Increased cirector risk
+ Increased cyber physical risk increases salety risk

For $STUFF we Buy For $STUFF we Sell
Cost Risk/Opportunity Revenue Risk/Opportunity
- Maximizing CAPEX/OPEX + Federal Gov Direct Sales
+ Shifting/sharing burden with suppliers* « Sales to Federal Gov Suppliers
/ rebalancing cyber risk | - Healthcare, Energy, Transportation
- Resilience Sector Sales

- Sales to Regulated Industries
- Brand Reputation

+ Reduce elective risks:
- brand/reputation

- regulatory + Direct/Indirect Impact of Compromise
. legal « Marketshare
- revenue « Shifting/sharing burden with suppliers*

/ rebalancing cyber risk

Decisions and Recommendations
= Request for Direction and/or Next Steps

« Identified follow ups Seeking
Support/
Board should ask, end C-Suite should be prepared o answer: Guidance
- What are the top prioritized actions for procurement, product {7773, marketing, legal, etc.?
« Whet are the revenue opportunities ang threats created by our current supply chain policies? What changes weould optimize this? ————
« What are the cost opportunities and threals created by cur current supply chain policies? What changes would optimize this? .
« How does the changing supply chain cybersecurity landscape affect our risk register? PUt on B 04 I’d S Ra d ar
e s
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» Workgroup Welcome Guide » Graduated Expectation Management
» History/Timeline of SBOM » What SBOM Can/Can’t Do
» SBOM Journeys & Testimonials » What to Expect of SBOM Now and

with Future, Iterative Improvements
» Explainer Videos

» Ensuring SBOMs meet consensus
» Stakeholder-Specific Resources for Under-

Resourced » Related/Adjacent Effort Tracking and
Improvement
» SBOM Toy Examples/Starter Kit for Tool
Testing » SBOMs for Firmware & Embedded
Systems

» “] have an SBOM. What’s next?” Materials
» Industry/Supply-Chain Specifics
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ACCEPTANCE

BARGAINING

Ly c\. | LS

Excerpt from “The Opposite of Transparency” https://youtu.be/qk2vo7irlcl



https://youtu.be/qk2vo7ir1cI

I AM THE

Cavalry

Excerpt from “The Opposite of Transparency” https://youtu.be/qk2vo7irlcl
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I AM THE

Cavalry

Excerpt from “The Opposite of Transparency” https://youtu.be/qk2vo7irlcl
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#RSAC

Heart of the Hydra ==

1) License violations

3) Ongoing scrutiny /
accountability

Excerpt from “The Opposite of Transparency” https://youtu.be/gk2vo7irlcl



https://youtu.be/qk2vo7ir1cI

A journey? Graduated expectations over time?

Industry Landscape

WhO calnte Who (.:an Who will share Who will
g but is to one degree " h
pro Uuce il t or another but share them
unwilling to |
SBOMs? o under NDA? publicly?

. T

Excerpt from “The Opposite of Transparency” https://youtu.be/qk2vo7irlcl
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How much
OPACITY....

do we add to our
TRANSPARENCY?

Cavalry



https://youtu.be/qk2vo7ir1cI

FLINAL

GOODS OPERATOR
ASSEMBLED

$\
Ei?
3

Excerpt from “The Opposite of Transparency” https://youtu.be/qk2vo7irlcl
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FINAL

PARTS COMPOUND GOODS OPERATOR
PARTS ASSEMBLED
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Excerpt from “The Opposite of Transparency” https://youtu.be/qk2vo7irlcl
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Rings of Expanding Value for SBOM

I
How much
opacity do we

Sharing Complete SBOM with Customer add to our
transparency?

Sharing multi-hop SBOM with Customer with Redactions

| made it. It is as complete as possible.

| made it. | redacted some components.

Sharing SBOM with customer

under NDA | made it. It's imperfect. | will share it.

| reserve the right to redact components.
I made it. It's imperfect. | will share it under NDA.

| made it. | attest | have it. | will not share it.

Excerpt from “The Opposite of Transparency” https://youtu.be/gk2vo7irlcl
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PROPORTIONAL OPACITY & CONCESSIONS

Concessions

0 1 2 3 4 5 6 / 3 9 10
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PROPORTIONAL OPACITY & CONCESSIONS

| A
'1 O 1% Discount Compensation for increased risk and cost of ownership ]
and/or Dela 0 and/or
y Delayed procurement due to extended review process J
9 v ) §
8 Enable Self- Alter Terms and Conditions or Master Service Agreements
Assessment P  to explicitly allow the right to perform self assessment(s),
U) Capabilities including Reverse Engineering.
c [ v |
O E Absence of Attestation product is free of Known Exploited |
= — 6 X Known —_— Vulnerabilities [6] OR Declaration of those present.
U) A Exploit‘e.d_ To be provided at Time of Sale plus an ongoing Service Level
U) M Vulnerabilities Agreement for future notification within X days.
O ° P ‘ ' |
O L Absence of Non- Declaration product is free of non-permitted licenses (e.g.
4 E Permitted . GPL, copyleft). If errors/omissions cause legal exposure,
C S Licenses agreement to take full legal responsibility.
@) 3 v ) )
( ) Attestation product is free of known End-of-Life
Absenceof EOL components OR Declaration of those present.
2 Components To be provided at Time of Sale plus an ongoing Service
Level Agreement for EOL notice X year(s) in advance.
1 v < ~
Access to All ) Attestation producer has access to all source code.
O Source Code Optionally, obtain source code escrow where appropriate.

Opacity
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W. EDWARDS DEMING

“It is not necessary to change.
Survival is not mandatory.”

— W. Edwards Deming
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Later :
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BARGAINING
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Excerpt from “The Opposite of Transparency” https://youtu.be/qk2vo7irlcl



https://youtu.be/qk2vo7ir1cI

COMMUNITY ASK

» How you can help Onramps & Adoption:

» We are seeking new participants and project leads for ongoing efforts

» Testimonials

» Incident Response

» Board of Directors

> Creative Colleagues (e.g. marketing, design, developer relations)

» Submit upcoming events to the SBOM Calendar

» How can Onramps & Adoption help you?
» What other resources do you need?
» How can we improve existing resources?

» Do our future initiatives and priorities align with yours? .




| COMMUNITY ASK

% Ask for an SBOM

| from all your suppliers




RESOURCES

» NTIA Publications
www.ntia.gov/sbom

» CISA Publications
WWW.cCisa.gov/sbom

» Join our call and/or See Meeting Notes
for News, Events, and Presentations
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http://www.ntia.gov/sbom
http://www.cisa.gov/sbom

JOIN US

» Onramps & Adoption Meeting
» Tuesdays at 12:00 PM ET
» Join the working group:

» Email: SBOM @cisa.dhs.gov

» Running Meeting Notes:

» bit.ly/sbom-onramps-meeting-notes
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THANK YOU!
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