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SBOM (AND BEYOND)

Ingredients Known Exploitable
e Inventory Vulnerabilities Vulnerabilities

e Parts e CVEs ++ e Attack Surface
® Lists e Potentially e Code Flow

e 1..nSuppliers exploitable e Other mitigations
e BoM (Bill of e Not “Attack Surface”

Materials) e Direct Exploitation

e Chained attacks
e Deserialization
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SBOM IS HERE

“The future is already here —
it’s just not very evenly
distributed.”

— William Gibson




BOMBS & VISIBILITY
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WE'RE ALL IN A SUPPLY CHAIN — MOST OF US ARE IN THE MIDDLE

FINAL

GOODS OPERATOR
ASSEMBLED







o Produce

@, The person or organization that
creates a software component or
- software for use by others

O [write/create/assemble/package]

\J



o Produce Choose

U The person or organization that The person or organization that decides
creates a software component or the software, products, and/or suppliers
\/ software for use by others for use
O [write/create/assemble/package] [purchase/acquire/source/select/approve]

\J
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o Produce Choose Operate
@, The person or organization that The person or organization that decides The person or organization that operates ®
creates a software component or the software, products, and/or suppliers the software component or
O software for use by others for use E
O [write/create/assemble/package] [purchase/acquire/source/select/approve] [uses/monitor/maintain/defen‘ |

\J
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Benefits

Security Risk

License Risk

Compliance Risk

N |
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High Assurance

Produce

Choose

Operate

Less unplanned, unscheduled work

A more accurate total cost of
ownership

More efficient administration

Avoid known vulnerabilities

Easier due diligence

Faster identification and resolution.
Know if and where specific
software is affected.

Quantify and manage licenses and
associated risk

Easier due diligence

More efficient, accurate response to
license claims

Easier risk evaluation. ldentify
compliance requirements earlier In
lifecycle

More accurate due diligence, catch
iIssues earlier in lifecycle

Streamlined process

Make assertions about artifacts,
sources, and processes used

Make informed, attack-resistant
choices about components

Validate claims under changing and
adversarial conditions




USE CASES, ROLES & BENEFITS

» Captures use cases for SBOM throughout the
software supply chain

» Describes SBOM Personas and related benefits
for those who:

» Produce Software
» Choose Software

» Operate Software

> Also details Ecosystem, Network Effects, and
Public Health Benefits of SBOMs

» Details Related Efforts (Updated and published
separately on ntia.gov/sbom)

» SBOM Depth vs. Effectiveness

» High Assurance Use Cases

Roles and Benefits for SBOM Across the Supply Chain

NTIA Multistakeholder Process on Software Component Transparency
Use Cases and State of Practice Working Group

Introduction 2
The Software Supply Chain 4
Aboult this decument: Goals and Methadology <

Perspective: Produce Software 5
Reduce unplanned, unscheduled work 6
Reduce code bloat 7
Adequately understand dependencies within broader complex projects 7
Know and comply with the license obligations 7
Monitor components for vulnerabilities 7
End-of-life (EOL) 8
Make code easier to review 8
A blacklist of banned components 8
Provide an SBOM to a customer 8

Perspective: Choose Software 9
Identify potentially vulnerable components 9
A more targeted security analysis 10
Verify the sourcing 10
Compliance with policies 10
Aware of end-of-life components 10
Verify some claims 10
Understand the software’s integration 10
Pre-purchase and pre-installation planning 11
Market signal 11

Perspective: Operate Software 12
Organization can quickly evaluate whether it is using the component 12
Drive independent mitigations 13
Make more informed risk-based decisions 13
Alerts about potential end-of-life 13
Better support compliance and reporting requirements 13
Reduce costs through a more streamlined and efficient administration 13

Ecosystem, Network Effects, and Public Health Benefits of SBOM 14
Accelerated Vulnerability Management 15

— ——
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http://ntia.gov/sbom
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Final Goods
Assembled

more complete awareness of risk
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Final Goods
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Limited visibility enables less awareness of risk
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» Intro to SBOMs, supporting literature, and
the pivotal role of SBOMs for supply chain
transparency

>

What is an SBOM?
Benefits & Use Cases

Baseline Component Information

Machine-Readable Formats & Tools

Sharing & Exchanging

[.earn More

» Published on ntia.gov/sbom

—

NTIA Multistakzhclder Process on Software Comgonent Transparency | ntia.gov/sbcm

SBOM at a Glance

Purpose

This document is an introduction to the practice of Software Bill of Malterials (SBOM), supporting
literature, and the pivotal role SEOMs play in providing much-needed transparency enabling
stakehclders to answer quastions like “Arr | attected /" and “Whare am | attected ?” when taced with a
supply chain concern.

What is an SBOM?

An SBOM is a tormal, machine-readable invertory of sottware components and degendencies,
informztion about those comoonents, and thzir nierarchical relationships. These inventories should be
comprehensive - or should explicitly state where they could not be. SBOMs may include open source or
progrietary scftware ard can be widely available or access-restricted.”

SBOMs should also include baseline attributes with the ability to uniquzly identify individual
components in a standard data format. The most efficient generation of SBOMs is as a bypraduct of a
moderr development process. For older software, less-automated methads axist.

included n

-----------

Carols
Compression ' includad in
Engne /3.1

| Root |

Figure: Conceptual SBCM tree with upstream relationship assertions

Benefits and Use Cases

The benefits and use cases for SEOMs? are numerous; vary across stakeholders who produce, choose,
and operate software; and are amplified when combined. Benefits include reducing cost, security risk,
license risk, and compliance risk. Use cases indude improved software development, supply chein
management, vu nerabllity manzgement, asset management, procurement, and high assurance
processes. Ar orgoing SBOM Healthcare Proot ot Concep:*® has exercised many ot these Lse cases and
demonstratec the value of producing, sharing, and consuming SBOMs, prompting similar proofs of
concept in the Automotive and Energy indust-ies.

e ——
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SBOM FAQ

» Frequently asked questions about:

SBOM FAQ
» SBOMs

Table of Contents

» Benefits & Roles ranle of Genterts

OVERVIEW
Q: What is an SBOM?
Q: Who should have an SBOM?

» Common Misconceptions & Concerns 1 uses o SO arg or vt

BENEFITS
Q: What are the benefils of an SBOM?
Q: How does an SBOWN helg in the evert of & cyberatteck?

) C r e at i O n Q: 'n &ddition to vulnerabilty management, how can SBOMS help me?

Q: How have bills of material and supply chan transgarency been helpful elsewhere?
COMMON MISCONCEPTIONS & CONCERNS
. R . R Q: Won't SBOMs be a ‘roadmap tc the attacker'?

) Dl S trlbuthn & Sharlng Q: Does an SECM require source ccde disclosure?
Q: Does a ISt of the software components | Include expose my Irtellectugl property?
(J: Does an SEUM incraase my exposure to icense violations™?
Q: Does an SECM enable patent or license “trol's™?

) Rel ate d E HO I‘t S Q: Will SROMs increasa my licensing nosts or licensing commitments?

CREATION
Q: Who creates and maintains an SBOM?
Q: What should be included ir an SEOM?

» Updated draft available for review and G: Wt Gl formars xis: o convey g SBOM ata?
Q: When is an SBOM created, changed, or maintained?

f e e db aCk Q- Some software components ae made up of other software components themse ves Ca
an SBOM show that hierarchy?

Q: How deep in the d2pendency graph should an SBOM enumerate?

DISTRIBUTION & SHARING
Q: 71 make an SECM, do | have t¢ make it pudlic?
Q: How will SBOM dzta be shared?

ROLE SPECIFIC
Q: How car SBOMs be leveraged as a Purchaser?

S W NN NN NOODO OO OO P EReE W WwWWwW -

0o W Yww ww

—

» Published on ntia.gov/sbom
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SBOM MYTHS VS. FACTS

» Intended to help the reader to understand

and dispel common, often sincere myths e et e s
SBOM Myths vs. Facts

and misconceptions abOUt SBOM. Tre NTIA Multistasehokler I*rocess on Software Comzonent Transoarency' secks 10 provide Ind.siry-agncsiic guizance

and resources to sucport adoption and imalementation of Scfiware Bill of Materials (SBOM) ¢

Ag the practce of SECQM expands beyond trailbiazing irdustries (.3., Financial Sarvices ang Healthcare) and becomes
maors wide'y adozted, tha resuking network effect wil amplify the initial and inherent berefits that SBOMs provide. With
Inc eased awareness comes Increasad ooporunity for misundersiand ng. Ths document IS interded to nelp the reacer 1o
understand and dispel commen, oflen sincere myths and misconceptions about SBOML This Iist is not intenced to be
comprahensive. For mare common questions and concens. sec the SECM FAQ.?

The Myths The Facts

[ ] [ ]
» Published on ntia.gov/sbom B0y M by kb et 2, o b S

defender”.

Al information is duakedped, tut insufficient software sransparency 2ffoeds attackers
asymmeatrical advariages
e Aftackers don't nesd SBOMs Mase, indiscriminate attsccs | ke WannaCry sanve to
reminc us thal farekrow edge is rot a prerequ sie to cause harm.
e Attackers and thair foola zan more eaaily izentify acftware componenta. Converse'y itia
o‘ten cuite challenging. disruptive, nefficient, and even unlawful ‘or defenders to
determine the same.

e Altackers of any singla prosiuct can already ind h.oman-readable 1asget companants —
licansing requrements have been increasingly requir ng disdosure for Jecades.

EBCMs seex to level tre playing fie'd for defendars by providing addiianal transparercy — af
enterprise scale — with standarc, machine-rasadaale decision supgort.

Myt~ An SEOM alone | Tha baseine component information supporis a number of (se cases for those who ’)mdum,
provdes no useiul or chouss, and cperale soflware, as oulline: in NTIA's “Rales 2ol Beoeils" dooumenl

wchaneble nformation For example, during an active attack, a= S30M allows 2n erte-prise to answer, *Am |
affected?” and *Where am | affected?” in minutes ar nours, instead of days or weeks.
Additionaly, the basel n2 component information enables vitzl transparency and auditability,
allowing for further expansion and enrichment in acditionzl use ceses. The Executive Order
Mw_._q_ﬂy_zmm! (Nw. 12023 also expects sgnilicanl value fur fedgral
agenclee

Myt~: An SBOM neecs | An SBCM does rot nced to be mede public. Tre act of ma<ing a~ SBOM is scparate ‘rom
10 be made publc gharnng it with thoea wo can uee thic data congtructively. The authcr may advertice and
share the SBON a: ther discration. In cther c2323. sector-specic requleticn3 or ‘egal
requirements May requEte More or 1ess acoess 1o the SEOM.

The Execulise Crdor on Improving the Nabor's Cyborsecu-ty (No. 14028 15 also clear that
mzkng &n SBUM publicly available 13 & choice, nol a requremant, Seclicn 4 (€) (Vi) states
“previding a purchaser a Softwere Bill of Maleria s (SBON) for aach praduct directly or by
publishing it on a public websits.™

19
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NTIA Multistakeholder Process NTIA for Executive Order

Author Name Author of SBOM Data
Timestamp Timestamp
Supplier Name Supplier Name
Component Name Component Name
Version String Version of the Component

Component Hash -
Unique Identifier Other Unique Identifier(s)

Relationship Dependency Relationship

20




SBOM OPTIONS & DECISION POINTS

» Purpose

practices

» To frame the dimensions for what is possible with modern development

» To support more consistent and effective articulation of needs between
requesters and suppliers of SBOMs

» Published on ntia.gov/sbom

Contare cors subest”™ of Dazseline
Baseline Component Information - AT e

- SEOM n any machne-raadatie
Format & Machine Readability primi i
All primary compansnts with diract
Depth depsndanciss sand known -
unknawns cecleresd
Generation qumc, Al tme of prevpurchese andior

prescisd upon recuaest withn x tme

Frrailes and/or hosted/srohived by
Delivery & Interoperability T
Suneaier rrokes aifestatons for
AW‘ Enhancement: pofenhally sxploiatis vulreratiifes
Vulnerability Claims LCCN rEqUBst

* Core subset of Baseline Component Information: Companert Narre, Suppler Kane, Verzicn
Etarg, Uniqua ldantber

T Basalina Componant Information: Auther Nama, Suapar Name, Somoanars Name, Varsian Strirg
Componem: Hash, Unque [dent fer, Relstivret p

1 SBOM Formats: SPDX, CycloreDx, SWVID

Initial Consensus

Includes all Baseline Component
Infarmationt attributes

SBOM in a baseline-supporting, machine-
readable formats

All primary components with all ransitive
dependencies and known-unknowns
daclared

With every update or change to code
(major/minor release or patch)

Bundled with every praduct version and
archived by the supplier

Supplier makes attestations for potentially
axploitable vulnerabilities within x time of a
new vulnerabiiity

+

Containe camzonet infoeematon
bayond base ne supportive cf ﬂg’l
B33Urance use Ccases

S20M In all machina-reacabla,
nteroperable formats!, malntairing
cumancy as standards svolve or
Armarg

All primany companants vith all
trarsitive dependanzies wih no
unknovins

Agdtionally hested In an archive for
RNy VErSIon

Supparts maching intadfaces (2.9
AP arc adjacent internperabiily
(e.g. DGOM, MUD, OpenC2|

Stanayraved AP auesy far cares!
zilestubion of praduct-speciic nsks
o SEOW components

migoszoom
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SBOM OPTIONS & DECISION POINTS

Baseline Component Information

Format & Machine Readability

Depth

Generation Frequency

Delivery & Interoperability

Adjacent Enhancement:
Vulnerability Claims

* Core subset of Baseline Component Information: Component Name, Supplier Name, Version

String, Unique Identifier

1 Baseline Component Information: Author Name, Supplier Name, Component Name, Version String,

Component Hash, Unique ldentifier, Relationship
1 SBOM Formats: SPDX, CycloneDx, SWID

Contains core subset* of Baseline
Component Information attributes

SBOM in any machine-readable
format (e.g. csv)

All primary components with direct
dependencies and known-
unknowns declared

At time of pre/purchase and/or
provided upon request within x time

Emailed and/or hosted/archived by
the supplier

Supplier makes attestations for
potentially exploitable vulnerabilities
upon request

Initial Consensus

Includes all Baseline Component
Informationt attributes

SBOM in a baseline-supporting, machine-
readable format?

All primary components with all transitive
dependencies and known-unknowns
declared

With every update or change to code
(major/minor release or patch)

Bundled with every product version and
archived by the supplier

Supplier makes attestations for potentially
exploitable vulnerabilities within x time of a
new vulnerability

-

Contains component information
beyond baseline supportive of high
assurance use cases

SBOM in all machine-readable,
interoperable formatst, maintaining
currency as standards evolve or
emerge

All primary components with all
transitive dependencies with no
unknowns

Additionally hosted in an archive for
every version

Supports machine interfaces (e.g.
API) and adjacent interoperability
(e.g. DBOM, MUD, OpenC2)

Standardized API query for current
attestation of product-specific risks
to SBOM components

22



SBOM OPTIONS & DECISION POINTS

Baseline Component Information

Format & Machine Readability

Depth

Generation Frequency

Delivery & Interoperability

Adjacent Enhancement:
Vulnerability Claims

* Core subset of Baseline Component Information: Component Name, Supplier Name, Version

String, Unique Identifier

1 Baseline Component Information: Author Name, Supplier Name, Component Name, Version String,

Component Hash, Unique ldentifier, Relationship
1 SBOM Formats: SPDX, CycloneDx, SWID

Contains core subset* of Baseline
Component Information attributes

SBOM in any machine-readable
format (e.g. csv)

All primary components with direct
dependencies and known-
unknowns declared

At time of pre/purchase and/or
provided upon request within x time

Emailed and/or hosted/archived by
the supplier

Supplier makes attestations for
potentially exploitable vulnerabilities
upon request

Initial Consensus

Includes all Baseline Component
Informationt attributes

SBOM in a baseline-supporting, machine-
readable format#

All primary components with all transitive
dependencies and known-unknowns
declared

With every update or change to code
(major/minor release or patch)

Bundled with every product version and
archived by the supplier

Supplier makes attestations for potentially
exploitable vulnerabilities within x time of a
new vulnerability

-

Contains component information
beyond baseline supportive of high
assurance use cases

SBOM in all machine-readable,
interoperable formatst, maintaining
currency as standards evolve or
emerge

All primary components with all
transitive dependencies with no
unknowns

Additionally hosted in an archive for
every version

Supports machine interfaces (e.g.
API) and adjacent interoperability
(e.g. DBOM, MUD, OpenC2)

Standardized API query for current
attestation of product-specific risks
to SBOM components

23



SBOM OPTIONS & DECISION POINTS
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Includes all Baseline Component
Contains core subset* of Baseline Informationt attributes , Contains component information

Component Information attributes seye EEEling Slgeenie @il
assurance use cases

-

Baseline Component Information

SBOM in all machine-readable,

SBOM in a baseline-supporting, machine- interoperable formats*, maintaining

SBOM in any machine-readable

Format & Machine Readability format (e.g. csv) readable format* currency as standards evolve or
emerge
All primary components with direct : - oy All primary components with all
Depth dependencies and known- All primary cqmponents with all transitive transitive dependencies with no
unknowns declared dependenmes and known-unknowns unknowns
declared
- At time of pre/purchase and/or Additionally hosted in an archive for
Generation Frequency provided upon request within x time every version

With every update or change to code
(major/minor release or patch)

Supports machine interfaces (e.g.

Emailed and/or hosted/archived by API) and adjacent interoperability

Delivery & Interoperability

e sLpeier (e.g. DBOM, MUD, OpenC2)
Bundled with every product version and
Adjacent Enhancement: Supplier makes attestations for archived by the supplier Standardized API query for current
. i ) potentially exploitable vulnerabilities attestation of product-specific risks
Vulnerability Claims upon request to SBOM components
Supplier makes attestations for potentially
* Core subset of Baseline Component Information: Component Name, Supplier Name, Version exploitable vulnerabilities within x time of a
String, Unique Identifier new Vulnerability
1 Baseline Component Information: Author Name, Supplier Name, Component Name, Version String,
Component Hash, Unique Identifier, Relationship 24

1 SBOM Formats: SPDX, CycloneDx, SWID




SBOM OPTIONS & DECISION POINTS

m-‘ —

Includes all Baseline Component
Contains core subset* of Baseline Informationt attributes , Contains component information

Component Information attributes seye EEEling Slgeenie @il
assurance use cases

-

Baseline Component Information

SBOM in all machine-readable,

SBOM in a baseline-supporting, machine- interoperable formats*, maintaining

SBOM in any machine-readable

Format & Machine Readability format (e.g. csv) readable format* currency as standards evolve or
emerge
All primary components with direct : - oy All primary components with all
Depth dependencies and known- All primary cqmponents with all transitive transitive dependencies with no
unknowns declared dependenmes and known-unknowns unknowns
declared
- At time of pre/purchase and/or Additionally hosted in an archive for
Generation Frequency provided upon request within x time every version

With every update or change to code
(major/minor release or patch)

Supports machine interfaces (e.g.

Emailed and/or hosted/archived by API) and adjacent interoperability

Delivery & Interoperability

e sblgatier (e.g. DBOM, MUD, OpenC2)
Bundled with every product version and
Adjacent Enhancement: Supplier makes attestations for archived by the supplier Standardized API query for current
. i ) potentially exploitable vulnerabilities attestation of product-specific risks
Vulnerability Claims upon request to SBOM components
Supplier makes attestations for potentially
* Core subset of Baseline Component Information: Component Name, Supplier Name, Version exploitable vulnerabilities within x time of a
String, Unique Identifier new Vulnerability
1 Baseline Component Information: Author Name, Supplier Name, Component Name, Version String,
Component Hash, Unique Identifier, Relationship 25

1 SBOM Formats: SPDX, CycloneDx, SWID




SBOM OPTIONS & DECISION POINTS

m-‘ —

Includes all Baseline Component
Contains core subset* of Baseline Informationt attributes , Contains component information

Component Information attributes seyeie 9EeEline Slgeenive @il
assurance use cases

-

Baseline Component Information

SBOM in all machine-readable,

SBOM in a baseline-supporting, machine- interoperable formats*, maintaining

SBOM in any machine-readable

Format & Machine Readability format (e.g. csv) readable format* currency as standards evolve or
emerge
All primary components with direct All brimarv components with all transitive All primary components with all
Depth dependencies and known- P ry : P transitive dependencies with no
unknowns declared dependencies and known-unknowns unknowns
declared
- At time of pre/purchase and/or Additionally hosted in an archive for
Generation Frequency provided upon request within x time every version

With every update or change to code
(major/minor release or patch)

Supports machine interfaces (e.g.

Emailed and/or hosted/archived by API) and adjacent interoperability

Delivery & Interoperability

e sblgatier (e.g. DBOM, MUD, OpenC2)
Bundled with every product version and
Adjacent Enhancement: Supplier makes attestations for archived by the supplier Standardized API query for current
. i ) potentially exploitable vulnerabilities attestation of product-specific risks
Vulnerability Claims upon request to SBOM components
Supplier makes attestations for potentially
* Core subset of Baseline Component Information: Component Name, Supplier Name, Version exploitable vulnerabilities within x time of a
String, Unique Identifier new Vulnerability
1 Baseline Component Information: Author Name, Supplier Name, Component Name, Version String,
Component Hash, Unique Identifier, Relationship 26

1 SBOM Formats: SPDX, CycloneDx, SWID




SBOM OPTIONS & DECISION POINTS

m-‘ —

Includes all Baseline Component

Contains core subset* of Baseline Informationt attributes
Component Information attributes

-

Contains component information
beyond baseline supportive of high
assurance use cases

Baseline Component Information

- - . . SBOM in all machine-readable,
SBOM in any machine-readable SBOM in a baseline-supporting, machine- interoperable formatst, maintaining

format (e.g. csv) readable format# currency as standards evolve or
emerge

Format & Machine Readability

All primary components with direct
Depth dependencies and known-

All primary components with all

All primary components with all transitive transitive dependencies with no

unknowns declared dependencies and known-unknowns unknowns
declared
- At time of pre/purchase and/or Additionally hosted in an archive for
Generation Frequency provided upon request within x time every version

With every update or change to code
(major/minor release or patch)

Supports machine interfaces (e.g.

Emailed and/or hosted/archived by API) and adjacent interoperability

Delivery & Interoperability

e sLpeier (e.g. DBOM, MUD, OpenC2)
Bundled with every product version and
Adjacent Enhancement: Supplier makes attestations for archived by the supplier Standardized API query for current
. i ) potentially exploitable vulnerabilities attestation of product-specific risks
Vulnerability Claims upon request to SBOM components
Supplier makes attestations for potentially
* Core subset of Baseline Component Information: Component Name, Supplier Name, Version exploitable vulnerabilities within x time of a
String, Unique Identifier new Vulnerability
1 Baseline Component Information: Author Name, Supplier Name, Component Name, Version String,
Component Hash, Unique Identifier, Relationship 27

1 SBOM Formats: SPDX, CycloneDx, SWID




SBOM OPTIONS & DECISION POINTS
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Includes all Baseline Component
Contains core subset* of Baseline Informationt attributes , Contains component information

Component Information attributes seyeie 9EeEline Slgeenive @il
assurance use cases

-

Baseline Component Information

SBOM in all machine-readable,

SBOM in a baseline-supporting, machine- interoperable formats*, maintaining

SBOM in any machine-readable

Format & Machine Readability format (e.g. csv) readable format* currency as standards evolve or
emerge
All primary components with direct : . o All primary components with all
Depth dependencies and known- All primary co_mponents with all transitive transitive dependencies with no
unknowns declared dependencies and known-unknowns unknowns
declared
- At time of pre/purchase and/or Additionally hosted in an archive for
Generation Frequency provided upon request within x time every version

With every update or change to code
(major/minor release or patch)

Supports machine interfaces (e.g.

Emailed and/or hosted/archived by API) and adjacent interoperability

Delivery & Interoperability

e sLpeier (e.g. DBOM, MUD, OpenC2)
Bundled with every product version and
Adjacent Enhancement: Supplier makes attestations for archived by the supplier Standardized API query for current
. i ) potentially exploitable vulnerabilities attestation of product-specific risks
Vulnerability Claims upon request to SBOM components
Supplier makes attestations for potentially
* Core subset of Baseline Component Information: Component Name, Supplier Name, Version exploitable vulnerabilities within x time of a
String, Unique Identifier new Vulnerability
1 Baseline Component Information: Author Name, Supplier Name, Component Name, Version String,
Component Hash, Unique Identifier, Relationship 28

1 SBOM Formats: SPDX, CycloneDx, SWID




SBOM OPTIONS & DECISION POINTS

Baseline Component Information

Format & Machine Readability

Depth

Generation Frequency

Delivery & Interoperability

Adjacent Enhancement:
Vulnerability Claims

* Core subset of Baseline Component Information: Component Name, Supplier Name, Version

String, Unique Identifier

1 Baseline Component Information: Author Name, Supplier Name, Component Name, Version String,

Component Hash, Unique ldentifier, Relationship
1 SBOM Formats: SPDX, CycloneDx, SWID

Contains core subset* of Baseline
Component Information attributes

SBOM in any machine-readable
format (e.g. csv)

All primary components with direct
dependencies and known-
unknowns declared

At time of pre/purchase and/or
provided upon request within x time

Emailed and/or hosted/archived by
the supplier

Supplier makes attestations for
potentially exploitable vulnerabilities
upon request

Initial Consensus

Includes all Baseline Component
Informationt attributes

SBOM in a baseline-supporting, machine-
readable format#

All primary components with all transitive
dependencies and known-unknowns
declared

With every update or change to code
(major/minor release or patch)

Bundled with every product version and
archived by the supplier

Supplier makes attestations for potentially
exploitable vulnerabilities within x time of a
new vulnerability

-

Contains component information
beyond baseline supportive of high
assurance use cases

SBOM in all machine-readable,
interoperable formatst, maintaining
currency as standards evolve or
emerge

All primary components with all
transitive dependencies with no
unknowns

Additionally hosted in an archive for
every version

Supports machine interfaces (e.g.
API) and adjacent interoperability
(e.g. DBOM, MUD, OpenC2)

Standardized API query for current
attestation of product-specific risks
to SBOM components
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SBOM-ADJACENT TOPICS

» Anomalous Software Detection » Joint Security Plan (JSP) » Runtime monitoring

» BSA Framework > License Management » SAFE Code 3rd Party Guidance
» BSIMM > MDS2 » SBOM Integrity Monitoring

» CISQ » MITRE’s Deliver Uncompromised » SCAP

» CVE » MUD » SCRM

» CycloneDx » NERC CIP 13 » Software Dependencies

> DBOM » NIST SSDF » Software Heritage

» DevSecOps > OpenC2 » SPDX

» End of Life Management » OpenChain » Supply Chain Attack Detection
» FDA Premarket Guidance » OWASP Component Analysis » SWID

» FS-ISAC Controls » OWASP SCVS » Vulnerability Management

» Hardware BOMs » Package URL » Vulnerability Prioritization

» [SO Security Standards » Procurement > WP29
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NTIA RESOURCES

» Additional NTIA Publications, including: P T ————
Information Administration m Sw—

asted States N LA ol of Comme e

» Explainer Videos

Data Certral Pudlcations

» Framing SBOMs SOFTWARE BILL OF MATERIALS

» Use Cases, Roles & Benefits

4 "Software B Wl of Materials® ISBOM) is & nasted invantcry for scftware, a list of ngradients that make up software
corponents. The fcllowing documents were drzfted by stakeholcers in an open ard transparent crocess to address
ransparercy aroond softwere components, and were approsed Ly a consensus of participating stakeholcers. More

> TOOI Clas S i ﬁ Cation Taxonomy information about the NTIA multistzkzholder pracess on software corponent trznsparency (s available here,
Introduction to SBOM

> Survey Of EXiSting FOrmatS & Standards SBOM 3tz Glanze (2021)

This resaurce provides an introduction to the practice of SROM, support ng literatise, and the pivatal me SBOMS alay in
providing much-needed transpzarency for tha software sucply chair, {Japanesa translation)

» Software Supplier & Consumer Playbooks SI0V £A0 2320

This document outlines detailed inforr aticn, benefits, and commanly asked quastions.

SBOM Myths vs, Facts [2021]

) H Ow_to Gu i de for S B OM Gen erati On This dorurrentisintended to help the readsr tn understand and dis=el carmmnn, often s ncers rmyths and

misconceptions sbout SBOM,

200N Cxplainer Videos on YouTube (2020-2021 )+

) Sh ari n g & EXCh an gi n g S B OM S This collection of videcs provides a wide renge of information zbout SBOM including itroductory concepts, technical

webinars, and proo’ of concept presentations.

Understanding SBOM

) S O ftwar e Identl ty Framing Software Componant Transpzrency: Establizhing a Cemron Software Eill of Matcrials (SECM] - (2021)

This rasauires se~ses as the detailes faundation of SROM. It defines SEOM concepts end related terms nfers an updated
baselinz of how software compone~ts are 1o be representec, and d scusses the processes zround SBOM creation. (prior

» Overview of Vulnerability and Exploitability Exchange (VEX) 212 et

SBOM Options and Decision Points (2021)
This resource framas the dimensions of SBOM creation ard delivery, to Suppot mere consistent anc effective

> Healthcare PrOOf Of Concept Reports articulation of needs between recuesters and supzlizrs of S50Ms.

Use Cases: Roles and Benefits for SBOM Across the Supply Chain (2019]

This rasoures summarizes the use cazes ard herefits of heving an SROM from the perspective of thasa who meks
software, those who choose or buy software, and those who operate it. It charactzrizes the security, quality, efficiency,
ond other organ zational benefits, a5 well as the petertial for the Broader ccosystem across the suzply chair,

SBOM Tool Classification Taxonemy (2021)

) Publ i Shed O n nti a. gOV / SbO m This resource offess a cateporization of Zifferent types of SBOM tools. 17 can hzlp 100! creators and vendors to easily

classify the r work, and can help thase who need SBOM tosls understand what is aveileble.

Survey of Existing SBOM Formats and Standards (2021)
Thic e ariaee fctire chandarde fermmate amed initistivoee se thew aroh b idaetifoing tha aulernal
1 "
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CISA RESOURCES

SECURITY AGENCY

> Working Group Drafted: RIS (@) awencsommorreceicmer -

» Vulnerability Exploitability eXchange (VEX)
Use Case Document

» Vulnerability Exploitability eXchange (VEX) Software Bill of Materials (SBOM)
Status Justification Document | '

» Minimum Requirements for Vulnerability el e

Exploitability eXchange (VEX) oot et bt e ke e

a 1ocus on socdng and odaraticnakzation, as w21 as tacks, now cohnoges, aC Now use 0ases. Thia
WERATA WAl 2197 DA A NACIR IF T8 DINANa” 551 & SROIM MU MNas AT038 T NIJIS| Acnsy/aam and saranc
Lhe wixkl.

> Types of Software Bill of Materials (SBOM) T e e e

KW vuresbiy or 4nomabites

RAegister to attend SOON-a-Aama in-perzon or virtually, taking clace on Wadnesday, Jare 14:
CISA S

» CISA & Partener Drafted:

» Software Bill of Materials (SBOM) Sharing —
Lifecycle Report e M T I T

» Published on cisa.gov/sbom Featured Gontent

Fox i musdon st the “NTA Cor semous™ dufi dog s ncanen iy SBOM, dodial Ly sake vddie s son e nocuces sl gla gov'sles
T ——— W
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WHAT WE'RE WORKING ON

» Today’s Highlights: » Ongoing Efforts:

» News, Events, » Working Group Socratic Reviews

Presentations, &
Resources > FAQ

> Vertical-Specific > News

Primers
» SBOM Calendar & Events

» SBOM Calendar
» Industry-Specific Primers

» FAQ Draft for Revi
Q Draft for Review » Capturing SBOM

Wants / Needs /Fears
» Crawl / Walk / Run

» Related Efforts Update
» Procurement /

Acquisition Primer for > Presentations & Overviews
SBOM

» Virtual Engagement Opportunities 34




NEWS, EVENTS, PRESENTATIONS, & RESOURCES

Presentations

() SBOM-a-rama

@ Overview of SBOM Types Publication

@ Overview of CISA/DOE Sharing Landscape Publicaton

@ Overview of VEX Minimum Elements Publication

@ Auto ISAC POC Update

@ Logdj - Topo Presentation

@ GUAC Presentation | Q&A

@ United Nations: “Stronger Together: Collaboration for a Cyber-Safe World"
& ESF Supply Chain

@ Sounil Presentation and Discussion

Q Auto-ISAC POC Update (Presentation from 2021 Auto-ISAC Cybersecurity Sumn

() Overview of CISA Secure by Design Secure by Default Publication
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NEWS, EVENTS, PRESENTATIONS, & RESOURCES

Resources

() CISA Self Attestation Form - Request for Comments
@ SLSA v1.0 Release

° FDA Refuse to Accept (RTA) Policy

European: Cyber Resilience Act

Secure Open Source SW Act of 2022

FDA Pre-Market Guidance

BOD 23-01 Asset Management & Vulnerabhility Mat.
White House OMB Memo

NSA ODNI CISA Supply Chain Document (Sept 1)

NDAA Language, House and Senate

() SPDX Announces 3.0 Release Candidate with New Use Cases

() Software Bill of Materials (SBOM) Sharing Lifecycle Report

() Minimum Requirements for Vulnerability Exploitability eXchange (VEX)

() Types of Software Bill of Materials (SBOM)

() Security-by-Design and -Default

(v) Japanese SBOM Guidance - Request for Comments

() IMDRF Principles and Practices for Software Bill of Materials for Medical Device
() IMDRF Principles and Practices for the Cybersecurity of Legacy Medical Devices

() PATCH Act via Appropriations Bill 36




SBOM EVENTS CALENDAR

SBOM Events
Today I June 2023 ~ SPrint Week Month Agenda v
Sun Mon Tue Wed Thu Fri Sat |
28 29 30 K} Jun 1 2 3
ISA OT Summit 10:30am Cloud Stack Transparency
1¢am VEX subgroup weekly meeti 12pm Onramps & Adoption Weekhy BEi i CETESRETI0 B 111575 R o R CSHTE TR TN SV 12pimm SBOM Classic “or Modern Ap
12pm SBOM Sharing Weekly Meeti 3pm SBOM Cloud Biweekly Meetin 1pm SBOM Healthcare Proof of Co
3pm SROM Ton ing Weekly Meetin
4 5 3 7 R’ q 10
10am VEX subgrcup weekly meeti 12pm Onramps & Adoption Weexly 3pm SBOM Too ing Weekly Meetin 10:30am Cloud Stack Transparency
12pm SBOM Sharing Weekly Meeti 12pm SBEOM Clzssic “or Modern Ap
1" 12 13 14 15 16 17
10am VEX subgroup weekly meeti {ofsT=l RalVA FITYaW o [\ [ET N (e of B2 1ol & BETET  F 1pm SBOM Healthcare Proof of Co 10:30am Cloud Stack Transparency
12pm SBOM Sharing Weekly Meeti 12pm Onramps & Adoption Waecly 3pm SBOM Cloud Biweekly Meetin 3pm SBOM Too ing Weeakly Meetin: 12pm SBOM Classic “or Modern Ap
18 19 20 21 22 23 24
10am VEX subarcug weekly meeti 12pm Onramps & Adoption Weex«ly 3pm SBOM Too ing Weekly Meetin 10:30am Cloud Stack Transparency
12pm SBOM Sharing Weakly Meeti 12pm SBOM Classic “or Modern Ap
25 26 27 28 29 30 Jul 1
10am VEX subgrocup weekly meeti 12pm Onramps & Adoption Waexly 3pm SBOM Cloud Biweekly Meetin 1pm SBOM Healthcare Proof of Co 10:30am Cloud Stack Transparency
1zpm SBOM Sharing Weekly Meet| 3pm SBOM Too Ing Weekly Meetin 12pm SBOM Clgss/c “or Modern Ap
_Events shown in time zone Easterr Time - New York EdGoogle Calendar D

| 37




SBOM EVENTS CALENDAR

» View SBOM Events Calendar: https://bit.ly/sbom-calendar-public

» Subscribe to SBOM Events Calendar: https://bit.ly/sbom-calendar-subscribe

» To submit SBOM-related events or talks for inclusion, email details and/or forward an
existing calendar invitation to:

» sbom.calendar@gmail.com

» Include:
» Event Title, Time, & Time Zone
» Location & Cost, if applicable
» Description
» Link to registration or more information
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SBOM FAQ UPDATE - DRAFT FOR REVIEW

» Contains:

, SBOM FAQ - Draft for Review
» FAQs previously vetted and approved v

The current request for feedback is aimed toward new or modified questions, which are labelea as such.

as part of the NTIA SBOM eflorts Fstacon sy T s, ol st an b o rsron

Table of Contents

» Nine new questions drafted as part of ek

Q: What is an SBOM?
M Q: Who should have an SBOM?
the CISA working groups W e n S50 o
Q: Can SBOMSs be generated at different points in the software lifecycle? NEW
Q: I'm still learning how to make SBOMSs. s it necessary to try to produce all the SBOM

tyoes? NEW
BENEFITS

» Current request for feedback is aimed e
toward new or modified questions _ ounave ittt g vt b ks St
» Feedback on any errors, omissions, or G oS gt s
confusion can be shared at any time for S
Q: What should be included in an SBOM?

f 1 . Q: What data formats exist for conveying SBOM data?
Uture COHSlderathn Q: Are there tools that translate between SBOM formats?
Q: When is an SBOM created, changed, or maintained?

Q: Some software components are made up of other software components themselves. Ca
an SBOM show that hierarchy?

Q: How deep in the dependency graph should an SBOM enumerate?
DISTRIBUTION & SHARING
Q: If | make an SBOM, do | have to make it public?

WW W W2 OO NSNSN~NSNNOODOODOODOGD OO O, B &S B W WWW -

.

Last Revised: 2023-06-07

—

l
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SBOM FAQ UPDATE - DRAFT FOR REVIEW

» SBOM FAQ for feedback:
bit.ly/sbom-onramps-fag-june2023

» Feedback Due: June 28, 2023

» Please provide feedback via “Add a comment” on Google Document:

—

> Please also nominate new FAQs for future iterations.
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PROCUREMENT/ACQUISITION PRIMER FOR SBOM

PERSONAS AND BENEFITS

Chooser Benefits

Supply Chain Personas Downstream Operator Benefits
- Three supply chain personas [2]: - Simplified way to support plural current and future
- Producers needs of the business with less effort and less + Enables operators to perform ongoing
. Choosers* complexity assessment and quantification of risks inherent
- Operators - Streamlined, consistent artifacts ngdie o
. Procurement and Acquisition tend to fall under - More protections via attestations and/or updates to + Manage mitigations for vulnerabilities
"Choosers" « Lower operating costs due to improved

contractual commitments
« When SBOM is missing, new negotiation and
leverage points for overall procurement processes

efficiencies
« Reduce unplanned, unscheduled wor«

« Itis common to represent more than one
persona

BUSINESS GOALS & THE ROLE OF PROCUREMENT

Choosers play a brief but important role. At the intersection of business goals and business operations, procurement is advantageously
positioned to obtain SBOMs for an organization. Requesting SBOMs at time of purchase and/or contract renewals yields outsized benefits:
one SBOM request benefits plural stakeholders, and SBOMs enable the business to answer questions both now and in the future. Examples
of business and operational use cases are provided below.

Business Goals Operational Uses
Understand & Avoid Vulnerability Risk Incident Response/Impact Assessment Questions
[ You Are Here ]

Ongoing High Risk Vulnerability Governance

Understand & Avoid Legal/License Risk i

Procurement / Acquisition Vulnerability Lifecycle Management
Understand Support Lifecycle & Support Horizon
Patch & Product Support
Reduce / Offset Cost of Ownership Budget & Change Management Panning




PROCUREMENT/ACQUISITION PRIMER FOR SBOM

v , \
X% Discount Compensation for increased risk and cost of ownership
> and/or —_—
and/or Delay .
Delayed procurement due to extended review process
4
v
Enable Self- Alter Terms and Conditions or Master Service Agreements
Assessment P»  to explicitly allow the right to perform self assessment(s), F——
Capabilities including Reverse Engineering,
\ 4 ) )
E Absence of Attestation product is free of Known Exploited
X Known > Vulnerabilities [6] OR Declaration of those present. I
A Exploited To be provided at Time of Sale plus an ongoing Service Level
¥ Vulnerabilities Agreement for future notification within X days.
. 7/
v
P ’ 3
L Absence of Non- Declaration product is free of non-permitted licenses (e.g.
E Permitted » GPL, copyleft). If errors/omissions cause legal exposure, = ——
S Licenses agreement to take full legal responsibility.
v ‘ .
Attestation product is free of known End-of-Life
Absence of EOL > components OR Declaration of those present. )
Components To be provided at Time of Sale plus an ongoing Service
Level Agreement for EOL notice X year(s) in advance.
* hY
Access to All > Attestation producer has access to all source code.
Source Code Optionally, obtain source code escrow where appropriate.
- 7




ONGOING EFFORTS

» SBOM Calendar & Events

» Industry-Specific Primers

» Working Group Socratic Reviews

» Capturing SBOM Wants / Needs /Fears
> Related Efforts Update

> Presentations & Overviews

» SBOM-related Resources

» Virtual Engagement Opportunities
» Webinars, Podcasts, Conferences, Recordings, Other

» Conference and Event Talks with Links

» e.g. List of RSAC 2023 talks about and related to SBOM & Software Supply Chain
45




FUTURE




» Workgroup Welcome Guide » Graduated Expectation Management
» History/Timeline of SBOM » What SBOM Can/Can’t Do
» SBOM Journeys & Testimonials » What to Expect of SBOM Now and

with Future, Iterative Improvements
» Explainer Videos

» Ensuring SBOMs meet consensus
» Stakeholder-Specific Resources for Under-

Resourced » Related/Adjacent Effort Tracking and
Improvement
» SBOM Toy Examples/Starter Kit for Tool
Testing » SBOMs for Firmware & Embedded
Systems

» “] have an SBOM. What’s next?” Materials
» Industry/Supply-Chain Specifics

47




BOMBS & VISIBILITY
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rpt from “The Opposite of Transparency” https://youtu.be vo7irlc
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https://youtu.be/qk2vo7ir1cI

Known Exploitable
Vulnerabilities Vulnerabilities

Ingredients

e Inventory

e Parts

o |ists

e 1..n Suppliers

e BoM (Bill of
Materials)

e CVEs ++ e Attack Surface

e Potentially e Code Flow
exploitable e Other mitigations

e Not “Attack Surface”

e Direct Exploitation
e Chained attacks
e Deserialization

IMG SRC: Josh Corman NTIA.gov 2018

Excerpt from “The Opposite of Transparency” https://youtu.be/qk2vo7irlcl
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DevOps Enterprise Journal - log4)

Attribution
... 1NIS talk Is based on an IT Revolution Forum paper

srnal

Responding to
Novel Security
Vulnerabilities

IT Revolution - DevOps Enterprise Forum - 2022

“Responding to Novel Security Vulnerabilities - Learning from
Log4Shell”

By

Randy Shoup, Topo Pal, Michael Nygard, Chris Hill, Dominica DeGrandis

?2id=

¢Revownon

@TopoPal

Link to Topo’s Talk: https://www.linkedin.com/posts/tapabratapal log4shell-response-patterns-learnings-from-activity-7072789564397916161-5_Fu

Excerpt from “The Opposite of Transparency” https://youtu.be/gk2vo7irlcl
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#RSAC

Heart of the Hydra ==

1) License violations

3) Ongoing scrutiny /
accountability

Excerpt from “The Opposite of Transparency” https://youtu.be/gk2vo7irlcl
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Your favorite “First Principle” for Cybersecurity?

N

A S
.

‘AN EEER"

i S | | | | |
RS

: .. . T nnn

FORTUNE Security through obscurity is...

Excerpt from “The Opposite of Transparency” https://youtu.be/gk2vo7irlcl
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PATCH Act... ++
Law of the Land

Cybersecurity in Medical Devices:

Refuse to Accept Policy for Cyber

Devices Under Section 524B of the
FD&C Act

Guidance for Industry and
Food and Drug Administration Staff

This guidance represents the current thinking of the Food and Drug Administration (FDA or
Agency) on this ropic. It does not extablisk any rights for any person and is not binding on
FDA or the public. Yo can use an alternative approach if it satisfies the vequirements of the
applicable statu

wr Off

I. Introduction

On December 29, 2022, the Consolidated Appropriations Act, 2023 (“Ommibus™) was signed
o law. Sectioa 3305 of the Omnbus — “Ensuring Cyvbersecurity of Medical Devices" —
amended Lhe Federal Food, Drug, and Cosmetic Act (FD&C Act) by adding section 5248,
Ensuring Cybersccurity of Deviess, The Omuoibus states that the amendments to the FD&C Act
shall take effect Y0 days after the coactment of this Act o March 29, 2023, As provided by the
Onunsbas, the cybersecurity requurements do not apply 1o an application o subrussion submitied
to the Food and Drug Administration (FDA) before March 29, 2023

This gridance is bring implemented withaut prior public comment because FDDA has determined
thar prior public participation for this guidance is not feasible ar appropriate (see section
TOUMICNC) of the FD&C Act (21 US.C. 3THHCHIC) and 21 CFR 10,1 1S(g¥2)). This
guidance document is being implemented immediately, but it remains subject to comment in
accordunce with the Agency’s gond guidance practices.

In general, FDA"s guidance documents do not establish legally enforceable responsibilities. I AM T H E

Instexd, guidances describe the Agency’s current thinking on a tapic and should be viewed only
as recoanmendations, undess specilic regulatory or statutory requirements are cited. The use off
the word should 1 Agency guidsnces means that something 15 suggested or recommended, but

not required.

Excerpt from “The Opposite of Transparency” https://youtu.be/qk2vo7irlcl
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ACCEPTANCE

BARGAINING

Ly c\. | LS

Excerpt from “The Opposite of Transparency” https://youtu.be/qk2vo7irlcl
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How much
OPACITY....

do we add to our
TRANSPARENCY?

Cavalry



https://youtu.be/qk2vo7ir1cI

A journey? Graduated expectations over time?

Industry Landscape

WhO calnte Who (.:an Who will share Who will
g but is to one degree " h
pro Uuce il t or another but share them
unwilling to |
SBOMs? o under NDA? publicly?

. T

Excerpt from “The Opposite of Transparency” https://youtu.be/qk2vo7irlcl
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FLINAL

GOODS OPERATOR
ASSEMBLED

$\
Ei?
3

Excerpt from “The Opposite of Transparency” https://youtu.be/qk2vo7irlcl
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FINAL

PARTS COMPOUND GOODS OPERATOR
PARTS ASSEMBLED

.
L0
EXZ

[ L

b0

-------
.h

Nt L ———————e i —— J,r_,---_
JALT [ s )

Excerpt from “The Opposite of Transparency” https://youtu.be/qk2vo7irlcl
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Rings of Expanding Value for SBOM

I
How much
opacity do we

Sharing Complete SBOM with Customer add to our
transparency?

Sharing multi-hop SBOM with Customer with Redactions

| made it. It is as complete as possible.

| made it. | redacted some components.

Sharing SBOM with customer

under NDA | made it. It's imperfect. | will share it.

| reserve the right to redact components.
I made it. It's imperfect. | will share it under NDA.

| made it. | attest | have it. | will not share it.

Excerpt from “The Opposite of Transparency” https://youtu.be/gk2vo7irlcl
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The end of CVSS?!

KEV

EPSS
SSVC

Cavalry

ncy” https://voutu.be/gk2vo7irlcl
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FDA USE CASE / UNIFIED FIELD THEQRY

Feom = ™ sharing
: Snating I | e St. Transparency Hospital
Atomic ; I I I
Part A
o | produce) T X
! ' ACME Medical Device Co. ' I
I

loT Middleware

Produce

I St. Elsewhere Hospital

Atomic
Part B

(Produce| [ET7T) X

Produce

| Operate

St. Elmo Hospital

T Choose B4

Atomic
Part C

FDA Requirements
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FDA USE CASE / UNIFIED FIELD THEQRY

- Fem ==
| I sharing | St. Transparency Hospital
Atomic | | I I
Part A
| o [Produce (X779 X
: ! ' ACME Medical Device Co. :
|

loT Middleware

Apache

I St. Elsewhere Hospital
I

T Choose B4

Atomic
Part B

Produce
Operate

.....................

-
-
............

St. ElImo Hospital

| 1

| I T U S

: | | Produce

| . |

! | !

| | |

! P

5 anm——) @
OFF FDA Requirements
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FDA USE CASE / UNIFIED FIELD THEQRY

Later

Next

Atomic
Part A

Atomic
PartB

Produce

Atomic
Part C

Apache

r.- ==

5 r i Sharing

I : Sharing | | |

I | [ | '

I | | [ '

: : : ACME Medical Device Co. ' 2l gl

loT Middleware

T choose I 4

:..l.-v Y

Produce

St. Elsewhere Hospital

St. ElImo Hospital

AT choose B gl operate

........

.....

FDA Requirements
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FDA USE CASE / UNIFIED FIELD THEQRY

Later :
~ Sharing WG Efforts ~
Next : .......................................................................... R e e I Mmoo ;....
~ Cloud WG Efforts ~ :

. ~Tooling WG Efforts ~ i
: ....~Tooling WG Efforts ~ RTTTITT T T LT TLL T
fecersecesssnnensentenansessessessasessssnsssannssassnssannasassnsssquenasasaqesssidecss CIENNNNNNNEEG.

™ sharing e o Adeption

I : :

Atomic , | [ ' 4 (Sprint 1) :

Part A I | | I . -

: : ACME Medical Device Co. ' - Sl gyl 2

loT Middleware

| ICTT ) choose I 4

?:?rr;niec Pro S I : St. Elsewhere Hospit?l
Produce] [[TTTY K
...................................... : . ]

.....

Atomic
Part C

oFF FDA Requirements
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» How you can help Onramps & Adoption:

» We are seeking new participants and project leads for ongoing efforts
» Especially Procurement/Acquisition
» Testimonials

» Provide feedback on the SBOM FAQ Draft for Review

» Submit upcoming events to the SBOM Calendar

» Introductions to creative colleagues and contributors (e.g. marketing, design,
developer relations, etc.) + new industry participants

» How can Onramps & Adoption help you?
» What other resources do you need?
» How can we improve existing resources?

» Do our future initiatives and priorities align with yours? 45




RESOURCES

» NTIA Publications
www.ntia.gov/sbom

» CISA Publications
WWW.cCisa.gov/sbom

» FAQ
» Published

» Draft for Review

» SBOM Calendar

» Join our call and/or See Meeting Notes
for News, Events, and Presentations

66



http://www.ntia.gov/sbom
http://www.cisa.gov/sbom
https://ntia.gov/sites/default/files/publications/sbom_faq_-_20201116_0.pdf
https://docs.google.com/document/d/10FcE9panW4f4hYw2HdhnzLxqpIE5FvlMG3dwAX1TQdE/edit#heading=h.a1lea1fq3vhd

JOIN US

» Onramps & Adoption Meeting
» Tuesdays at 12:00 PM ET
» Join the working group:

» Email: SBOM @cisa.dhs.gov

» Running Meeting Notes:

» bit.ly/sbom-onramps-meeting-notes
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THANK YOU!
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