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Message from the Interagency Security Committee 

The Interagency Security Committee provides leadership and guidance for security 

programs to the nonmilitary federal community. The ISC developed this guide to 

ensure the safety and security of the hundreds of thousands of people who work in 

and visit Federally owned or leased facilities. This guide necessitates coordinated 

prevention, protection, response, and recovery operations along the preparation 

spectrum. Whether in a stand-alone building or as part of an installation or campus context, 

occupants must grasp the nature of potential emergencies and how to respond if they arise. 

This guide contains critical information to assist department and agency security planners in 

developing and reviewing Occupant Emergency Programs for the safety and security of employees 

and visitors at non-military Federal locations. In addition, this guide covers the components of an 

efficient Occupant Emergency Program, including those that make up an effective occupant 

emergency plan. 

This guide helps organizations establish basic procedures for safeguarding lives and property in and 

around the facility during emergencies. Consistent with Executive Order 14111 of 2023, this guide 

assists security planners for all buildings and facilities in the United States occupied by Federal 

employees or Federal contractor workers for non-military activities. I am pleased to present the 

Occupant Emergency Programs: An Interagency Security Committee Guide 2024 Edition. 
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1.0 Introduction 

The protection of federal employees and private citizens who work within and visit U.S. government-

owned or leased facilities is one of our top national priorities. In response to occupant emergency 

planning concerns raised by its members, the Interagency Security Committee (ISC) reconvened a 

working group to update the Occupant Emergency Programs: An Interagency Security Committee 

Guide 2013 Edition. Since that initial publication, security threats have continued to evolve and 

natural events such as severe weather continue to prove a necessity for emergency preparedness at 

federal facilities. These continuing threats combined with lessons learned from the Coronavirus 

(COVID-19) pandemic created a need for the ISC to initiate a new working group to update and 

enhance the original guidance. 

The purpose of this document is to provide updated guidance to federal agencies in formulating and 

ultimately implementing an operable and effective Occupant Emergency Program. This guide 

provides valuable information to assist security planners as they develop and review Occupant 

Emergency Programs for the safety and security of employees and visitors at non-military federal 

facilities. To further support organizations in this effort, this guide outlines the components of an 

effective Occupant Emergency Program, including those items that comprise an Occupant 

Emergency Plan. 

2.0 Background 

On April 19, 1995, at 9:02 a.m., a major explosion occurred in Oklahoma City. The source of the blast 

was a truck packed with explosives parked outside of the Alfred P. Murrah Federal Building. The blast 

destroyed the facility, which housed 14 federal agencies and The America’s Kids Daycare Center. This 

tragedy remains the worst domestic-based terrorist attack against the United States government in 

our history. As a result, on October 19, 1995, the president signed Executive Order (EO) 12977 

creating the “Interagency Security Committee”.  

EO 12977 required the ISC to enhance the quality and effectiveness of security in and protection of 

buildings and facilities in the United States occupied by federal employees for nonmilitary activities, 

and to provide a permanent body to address continuing government-wide security for federal 

facilities. On Nov 27, 2023, the President signed EO 14111, Interagency Security Committee 

superseding EO 12977. EO 14111 reinforces the importance of the security of federal facilities in the 

face of persistent and emerging threats. It defines duties and responsibilities to establish the ISC’s 

authority with the central responsibility departments and agencies have for federal facility security. It 

also reduces ambiguity as to applicability and raises visibility of federal facility security to the highest 

levels of the government.  

Today the ISC, chaired by the Cybersecurity and Infrastructure Security Agency (CISA) Executive 

Assistant Director for Infrastructure Security, consists of a permanent body of 66 departments and 

agencies.

https://www.federalregister.gov/documents/2023/12/01/2023-26569/interagency-security-committee
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The Federal Property and Administrative Services Act of 1949 0F

1 vests the Administrator of General 

Services Administration (GSA) with the responsibility for protecting public buildings, property, and 

grounds under their charge and control. Executive Order (E.O.) 12656 assigns emergency 

preparedness responsibilities to GSA. GSA initially carried out these responsibilities through the 

Federal Property Management Regulation (FPMR). GSA has since streamlined and clarified the FPMRs 

and then transferred the contents to the Federal Management Regulation (FMR), established on July 

21st, 1999, as Chapter 102 of Title 41 of the Code of Federal Regulations (CFR). 

3.0 Applicability and Scope 

This document is issued pursuant to E.O. 14111, Sec. 5(c),1F

2 which states the ISC shall “take such 

actions as may be necessary to enhance the quality and effectiveness of security in and protection of 

federal facilities.” This document should be used in conjunction with all other ISC standards, policies, 

best practices, and applicable federal, state, local, tribal, and territorial laws. 

41 CFR 102-74.230 through 102-74.260 describes the requirements for an Occupant Emergency 

Program, and 41 CFR 102-71.20 includes the definition of a Designated Official (DO). These 

regulations “apply to federal agencies, including the GSA’s Public Buildings Service (PBS), operating 

under, or subject to, the authorities of the Administrator of General Services.” 2F

3 In addition to the CFR, 

federal agencies must also comply with Occupational Safety and Health Administration (OSHA) 

regulations, 3F

4 local fire codes (leased facilities only), and the Rehabilitation Act of 1973. 4F

5
 

Title 41, Code of Federal Regulations (CFR), Part 102-81, Physical Security is applicable to “federally 

owned and leased facilities and grounds under the jurisdiction, custody, or control of General 

Services Administration (GSA), including those facilities and grounds that have been delegated by 

the Administrator of General Services.” In 2022, the GSA amended 41 CFR § 102-81.25 "to clarify that 

federal agencies are responsible for meeting physical security standards at nonmilitary facilities in 

accordance with ISC standards, policies, and recommendations."6 Additionally, per DoD Instruction, 

2000.12, all DoD leased facility space or space in buildings owned or operated by the GSA not 

located on DoD property must comply with this standard. 

The Risk Management Process for Federal Facilities (RMP): An ISC Standard Appendix B: 

Countermeasures (FOUO) requires federal facilities to develop, publish, and maintain an Occupant 

Emergency Plan and conduct annual training/exercises.  

 
1 40 U.S.C. 486(c), as amended (2000) 
2 E.O. 14111, Sect 5(c) 
3 41 CFR 102-71.5 
4 29 CFR 1910 
5 29 U.S.C. 794d (1973), as amended by the Vocational Rehabilitation Act (1973) and the Workforce 

Investment Act (1998) 
6 87 FR 51915 

https://www.cisa.gov/publication/isc-risk-management-process
https://uscode.house.gov/view.xhtml?req=granuleid:USC-2000-title40-section486&num=0&edition=2000
https://www.federalregister.gov/d/2023-26569/p-33
https://www.ecfr.gov/current/title-41/subtitle-C/chapter-102/subchapter-C/part-102-71/section-102-71.5
https://www.ecfr.gov/current/title-29/subtitle-B/chapter-XVII/part-1910
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title29-section794d-1&num=0&edition=prelim
https://uscode.house.gov/view.xhtml?req=granuleid:USC-prelim-title29-section794d-1&num=0&edition=prelim
https://www.federalregister.gov/documents/2022/08/24/2022-17950/federal-management-regulation-physical-security
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4.0 Key Definitions 

ANNOTATED SOURCES:  

1) 41 CFR 102-74.230 – Occupant Emergency Program 

2) The Risk Management Process for Federal Facilities: An Interagency Security Committee 

Standard (RMP), 2024 Edition 

Table 1: Key Definitions 

TERM DEFINITION 

Designated Official1 The highest ranking official of the primary occupant agency of a federal 

facility, or, alternatively, a designee selected by mutual agreement of 

occupant agency officials. 

Occupant Emergency 

Coordinator 

An agency representative of the Occupant Emergency Organization 

(OEO) that provides updates to the Designated Official (DO), and assists 

the DO in developing, implementing and maintaining an Occupant 

Emergency Plan. In doing so, the OEC provides emergency program 

guidance, assists in training personnel, and coordinates with the lessor in 

the establishment and implementation of plans in leased space, among 

other duties and responsibilities. 

Occupant Emergency 

Organization1 

The emergency response organization comprised of employees of federal 

agencies designated to perform the requirements established by the 

Occupant Emergency Plan. 

Occupant Emergency 

Plan1 

Procedures developed to protect life and property in a specific federally 

occupied space under stipulated emergency conditions. 

Occupant Emergency 

Program1 

A short-term emergency response program. It establishes procedures for 

safeguarding lives and property during emergencies in a federally 

occupied space. 

Occupant2 Any person regularly assigned to federally occupied space who has been 

issued and presents the required identification badge or pass for access. 

In multi-tenant facilities, the Facility Security Committee (FSC) establishes 

the thresholds for determining who qualifies for “occupant” status. Based 

on varying mission assignments, departments and agencies have the 

flexibility to determine what constitutes a “regularly assigned” person. 

https://www.ecfr.gov/current/title-41/subtitle-C/chapter-102/subchapter-C/part-102-74/subpart-B/subject-group-ECFRc2a3ad55df9199c
https://www.cisa.gov/resources-tools/resources/isc-standard-risk-management-process
https://www.cisa.gov/resources-tools/resources/isc-standard-risk-management-process
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5.0 Occupant Emergency Program 

The Occupant Emergency Program (OEP) is a short-term emergency response program comprised of 

two key components.  

1) Occupant Emergency Organization (see Section 6.3) 

2) Occupant Emergency Plan (see Section 8.0)  

An effective program will include: 

• Policy, guidance, and standards 

• Clearly defined roles and responsibilities 

• Communications strategy/plan 

• Personnel accountability plan 

• Training and exercises 

• Preparation for special populations 

• Threat and all-hazard assessment 

• Mobile workforce and alternate workplace considerations 

Best Practice: One GSA Facility’s OEP Approach 

In 2022, as the Designated Official (DO) for a large, multi-tenant facility in the Midwest, GSA led 

an effort to completely re-create their facility’s OEP. Their “old” OEP approach emphasized the 

tenant agencies coordinating with each other for emergency response, and the facility DO 

oversaw/coordinated the entire process down to identifying each floor’s Emergency Response 

Team (ERT) roster. In the old plan, when there were multiple tenant agencies on a floor, it called 

for the agencies on that floor to have a coordinated ERT with a Floor Warden and additional roles 

identified. After returning from the COVID-19 pandemic, GSA realized that approach was not 

going to be realistic with tenant agencies having such different onsite work patterns. Most 

agencies could not guarantee having staff onsite on any specific day to fulfill these roles, and they 

could not expect one agency to take on the responsibility for another agency’s staffing plan. 

Furthermore, GSA realized that the facility DO could not realistically be responsible for 

coordinating every detail of identifying and training every ERT member for 30 agencies across 40 

floors. Therefore, in the new approach, the DO emphasizes that each individual tenant agency 

needs to be responsible for their own space/staff in the building rather than trying to get multiple 

agencies to try to directly coordinate with each other (which was not working). To implement this 

new approach, each tenant agency assigned an Occupant Emergency Coordinator (OEC) 

responsible for having their staffs trained to fulfill emergency response functions (rather than 

named roles) for their agency/space. These OECs report status up to the DO in order for the DO 

to maintain facility-wide situational awareness. This all-hands approach has proven successful in 

filling the daily gaps in the new hybrid work environment. 
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6.0 Roles and Responsibilities 

6.1 Designated Official 

41 CFR 102.74 requires establishment of an Occupant Emergency Organization (OEO) led by a 

Designated Official. The DO is the highest ranking official of the primary 5F

7 occupant agency of a 

federal facility, or, alternatively, a designee selected by mutual agreement of occupant agency 

officials. The DO has overall responsibility for managing emergencies at a federally occupied space. 

Table 2 lists specific responsibilities for DO’s. 

Table 2: Designated Official Responsibilities 

41 CFR 102-74.230 – 102.74.260 Responsibilities Additional DO Responsibilities 

• Develop, implement, and maintain an 

Occupant Emergency Plan. 

• Establish, staff, and train an Occupant 

Emergency Organization (OEO). 

• Activate the OEO (may delegate to the 

Designated Alternate Official) based upon 

the best available information, including: 

o An understanding of local tensions. 

o The sensitivity of target agency(ies). 

o Previous experience with similar 

situations. 

o Advice from the federal agency 

buildings manager. 

o Advice from the appropriate Federal 

law enforcement official. 

o Advice from federal, state, and local 

law enforcement agencies. 

• Initiate action to evacuate or relocate 

occupants in accordance with the plan by 

sounding the fire alarm system or by other 

appropriate means when there is immediate 

danger. 

• Initiate appropriate action according to the 

plan when there is advance notice of an 

emergency. 

• Perform or delegate the duties of the 

Incident Commander during emergency 

incidents per the National Incident 

Management System (NIMS). 6F

8 

• Assign Designated Alternate Official(s) to 

ensure 24/7 coverage. 

• Represent the government’s interests to 

public safety/response agencies in 

conjunction with GSA and other key 

stakeholders. 

• Coordinate with first responders during an 

incident as appropriate. 

• Report relevant information to the OEO. 

• Determine when occupants may re-enter 

federally occupied spaces. 

• Complete applicable Federal Emergency 

Management Agency (FEMA) Independent 

Study (IS) NIMS courses and ensure 

members of the OEO also complete. 

7 The federal tenant identified by Bureau Code in Office of Management and Budget Circular No. A-11, 

Appendix C, which occupies the largest amount of rentable space in a federal facility. 
8 https://www.fema.gov/emergency-managers/nims 

https://www.whitehouse.gov/wp-content/uploads/2018/06/a11.pdf#C
https://www.whitehouse.gov/wp-content/uploads/2018/06/a11.pdf#C
https://www.fema.gov/emergency-managers/nims
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Best Practice: USCIS Designated Official of the Day (DOD) Approach 

The United States Citizenship and Immigration Services created the Designated Official of the Day 

program for a large, multi-tenant facility in the National Capital Region. The official DO of record 

is the USCIS Chief Security Officer. As part of the DO of the day program, the DO has delegated 

responsibilities for purposes of the OEP to the daily Field Security Mangers onsite Monday thru 

Friday. Between the hours of 8:00am and 4:00pm, they serve as the DO of the day for their 

respective in-office days. The DO of the day holds a daily morning OEP rally with the Program 

Floor Wardens and ensures each program office with personnel in the building have the 

necessary OEP positions assigned. In an OEP event, he/she would serve as the DO, responding to 

and directing on behalf of leadership. 

6.2 Occupant Emergency Coordinator 

The OEO should be comprised of Occupant Emergency Coordinators (OEC) representing each 

agency. Once selected, each agency informs the DO who their OEC is and provides updates/changes 

as appropriate. Per 41 CFR 102-74.230, “Federal agencies, upon approval from GSA, must assist in the 

establishment and maintenance of such plans and organizations.” Table 3 lists responsibilities of the 

OEC. 

Table 3: Occupant Emergency Coordinators 

41 CFR 102-74.230 – 102.74.260 

Requirements 

Additional Responsibilities 

• Provide emergency program policy 

guidance. 

• Review plans and organizations annually. 

• Assist in training of personnel. 

• Otherwise provide for the proper 

administration of Occupant Emergency 

Programs. 

• Solicit the assistance of the lessor in the 

establishment and implementation of plans 

in leased space. 

• Assist the Occupant Emergency 

Organization by providing technical 

personnel qualified in the operation of 

utility systems and protective equipment. 

• Represent their agency as part of the OEO. 

• Assist the DO in developing, implementing, 

and maintaining an Occupant Emergency 

Plan. 

• Maintain a roster of agency-specific 

personnel and review it at least annually for 

accuracy. 

• Conduct accountability for agency-specific 

employees during an incident. 

• Provide “all clear” to Occupant Agency 

Leadership/Supervisors after command 

received from OEO during an incident. 

• Serve as a reference for facility emergency 

protocols. 

• Train and equip agency-specific employees.  

• Conduct periodic agency-specific exercises. 

• Complete applicable FEMA IS NIMS courses. 

• Review plans and organizations annually. 
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6.3 Occupant Emergency Organization 

Led by the DO, this organization should be comprised of an OEC representing each occupant 

agency. The OEO coordinates emergency procedures for each facility and carries out the 

requirements established by the Occupant Emergency Plan. Figure 1 provides a list of items the OEO 

performs. 

• Maintain a roster of OECs and review it at 

least annually. 

• Establish a standardized approach to the 

command, control, and coordination for 

incident/event management per NIMS. 

• Coordinate Occupant Emergency Plan 

procedures with tenants of the facility, GSA, 

owning/leasing authority, the security 

provider, onsite contractor representatives, 

first responders, and local emergency 

planning committee(s). 

• Consolidate accountability from OECs into a 

facility-wide accountability snapshot during 

an incident. 

• Provide “all clear” to OECs during an 

incident. 

• Train and equip OECs. 

• Conduct periodic exercises. 

• Provide a summary explanation post-

incident to OECs for possible distribution to 

occupants upon re-entry to the facility. 

• Capture and document lessons learned, 

best practices, and corrective actions via 

hotwash(es), after-action reviews/reports, 

and/or meetings following events or 

exercises. 

• Provide OECs with visual identifiers, if 

appropriate (e.g., colored vests, armbands, 

and/or hats). 

• Ensure applicable devices required for 

incidents are available for use by occupants. 

Figure 1: Occupant Emergency Organization Responsibilities 

6.4 Occupant Agency Leadership 

One or more federal tenants can occupy federal facilities. Regardless of the number of federal 

agencies, each occupant agency’s leadership provides a critical role in the Occupant Emergency 

Program. Their responsibilities include: 

• Select an OEC to represent agency on the OEO. 

• Review and implement the Occupant Emergency Plan. 

• Provide roster updates to OEC. 

• Supply accountability updates to OEC during an incident. 

• Ensure all onsite employees check-in at the designated assembly area/rally point, remain 

there, and comply with any instructions given by the DO/Incident Commander. 

• Give “all clear” to employees once received from OEC during an incident. 

• Participate and allow employees to participate in training and exercises conducted by the 

OEC and OEO (if applicable). 

• Identify employee(s) that would require assistance during an incident and assist employee(s) 

with developing a customized plan that includes: 

o Pre-determined “buddy assistance” designated personnel, 

o Description of the assistance required,  
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o Name of the person(s) volunteering to assist (ensure 24/7 coverage), 

o Accountability protocol,  

o Type of equipment required (if any) to assist with evacuation,  

o Specific evacuation route from the assigned workspace. 

Note: Employees requiring additional assistance may differ on a daily basis. Leadership should 

ensure that appropriate action is taken to prepare these employees for evacuation. 

6.5 Federal Employees and Federal Contractor Workers 7F

9 

Regardless of an employee’s status, everyone requires OEP awareness and training. Table 4 lists 

some specific employee responsibilities. 

Table 4: Employee and Contractor Responsibilities 

All Employees: 

• Create a personal plan to carry out during an incident, including reviewing the Occupant 

Emergency Plan; walking through the facility to familiarize yourself with exits, stairwells, etc.; 

putting together a personal emergency kit of essentials (e.g., cash, snacks, bottled water, 

change of clothes, cell phone charger, IDs, etc.); etc. 

o In the post-COVID-19 pandemic alternative workplace environment, employees must 

prepare themselves to be self-sufficient during an incident. There may be cases where 

very few, if any, other employees are present in an office, on a floor, or in a facility, so it 

is imperative that employees know what to do and when to do it with little to no 

direction to stay safe and protect themselves in an emergency. 

• Check-in at the designated assembly area/rally point, remain there, and comply with any 

instructions given by the DO/Incident Commander. 

• Participate in training and exercises conducted by the OEC and OEO (if applicable). 

• Identify yourself as a federal employee/federal contractor worker requiring assistance during 

an incident and work with supervisor/COR to develop a customized plan (if applicable). 

Federal Employees:  

• Provide accountability 

updates to supervisor 

during an incident. 

• Volunteer (if interested) 

to serve as OEC 

Federal Contractor Worker:  

The use of contractors for the execution of Occupant Emergency 

Programs/Plans varies between federal agencies. It is up to each 

individual agency to check contracts, consult with legal counsel, 

and/or review processes and procedures to ensure appropriate 

use of contractors. 8F

10 

• Implement the Occupant Emergency Plan (if contractor has 

identified role). 

• Provide accountability updates to federal supervisor during an 

incident. 

9 EO 14111 for definition of federal employee and federal contractor worker 
10 CO/CORs should capture program office requirements in contract language for role of contractors in 

Occupant Emergency Programs/Plans, whether that be in an implementation role or an occupant role 



Occupant Emergency Programs: 

An Interagency Security Committee Guide 

OEP Roles and Responsibilities 

11 

 

6.6 Communications Strategy 

It is absolutely essential that a facility has a streamlined communications strategy for utilization 

during emergencies. The DO and first responders need to have the ability to communicate with 

facility occupants while managing an incident. In this section, facility-based, physical notifications 

and emergency notification systems will be discussed, both of which are essential components to an 

effective strategy. In the new mobile workforce environment with facilities often at varied occupancy 

rates, occupants may lean on these notifications and systems more than ever, and it is critical that 

the Occupant Emergency Program/Plan lay out a recipe for success. 

In today's modern working environment, where employees divide their time between offices and 

other work/telework sites, it is vital to identify the location and communicate with all employees 

during a building emergency. In the office, employees should familiarize themselves with emergency 

alarm signals and evacuation routes. When teleworking, employees should ensure that their contact 

information in the emergency notification system is up to date to stay informed about incidents at 

their office location or incidents that might impact their remote location. 

6.6.1 Facility-Based, Physical Notifications 

Facility-based, physical notifications are the initial warning to facility occupants that an incident is 

occurring. Fire alarms are the most common and predictable and are the ones to which employees 

are most familiar with their required response. Other examples include public address systems (PA 

systems), strobe lights, flashing exit signs, flashing directional signs, etc. Alerts should incorporate a 

means for notifying hearing-impaired and vision-impaired individuals (e.g., a paging, texting, or 

“buddy system”) into a facility’s emergency alert framework. 

6.6.2 Emergency Notification Systems 

Facility Security Level (FSL) III-V federal facilities 9F

11 require communications systems for security and 

emergency announcements. FSL I-II federal facilities should consider implementing an emergency 

notification system, and if necessary, occupant agencies may need to implement a separate system 

at the agency level for their employees. 

Occupant agencies must provide the contact information for their OEC to the DO to ensure input 

into the emergency notification system to receive emergency notifications. In large facilities, not 

every occupant may receive emergency alerts, so it is imperative that agencies select the person 

responsible for performing the emergency response functions to serve as their OEC. If the building 

has a public announcement (PA) system, everyone in the building will hear the announcements 

whether they are in the emergency notification system or not; however, if they are not physically in 

the building or have relocated/evacuated, the OEC must push these notifications via an agency-

specific emergency notification system, email, text, phone, etc. 

 
11 The Risk Management Process for Federal Facilities: An Interagency Security Committee Standard (RMP) 

https://www.cisa.gov/resources-tools/resources/isc-standard-risk-management-process
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An incident could disrupt an agency’s capability to use the internet or electricity for communication. 

An agency’s communication strategy should incorporate redundant means of notification such as: 

• Agency-specific emergency 

notification system 

• Radios 

• Pagers 

• Megaphones 

• Call trees 

• Recorded message on general phone 

number 

• Social media post(s) 

• Website posting 

• Local radio and television 

announcements 

The agency-specific emergency notification systems usually make contact with employees in multiple 

ways including: 

• Cell phone call (work and personal) 

• Text message (work and personal) 

• Office phone call 

• Email (work and personal) 

• Laptop pop-ups 

6.7 Personnel Accountability 

Organizations must have a process to account for all employees, contractors, and visitors to a facility 

during or after an emergency. The DO and Incident Commander need to know each occupant 

agency's status and if there are occupants unaccounted for. Actions at the assembly area/rally point 

can aid in accountability. Figure 2 provides key considerations for assembly areas/rally points. 

Figure 2: Key Considerations for Assembly Areas/Rally Points 

• Designate primary and alternate assembly areas/rally points where employees should gather 

after evacuating. 

• Make sure your assembly area has sufficient space to accommodate all your employees.  

• The best exterior assembly areas are typically located indoors or under cover away from busy 

streets.  

• Designate assembly areas so that you will be up-wind of your building from the most 

common or prevailing wind direction. First responders typically recommend the rally point be 

at least 2 blocks (528 feet) from the building for safety reasons.  

• Provide locations protected from the elements.  

• Lastly, deconflict assembly areas within a facility and with other nearby facilities to avoid 

space limitations in dense urban areas during a multi-building evacuation. 

• Security considerations for assembly areas/rally points must consider soft target threat 

scenarios and provide threat mitigation and protection from them. 

• When designating an assembly area, consider (and try to minimize) the possibility of 

employees interfering with first responder operations. 
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Additional accountability actions include: 

• Take a head count after the evacuation. It is also important to have an accountability process 

in place for Shelter In-Place (SIP) events. Identify the names and last known locations of anyone 

unaccounted for and pass them to your agency’s OEC who will report to the DO or Incident 

Commander. 

• Consider leveraging automation for accountability, such as the agency-specific mass 

notification system discussed in Section 6.6.2, badge-in/badge-out reports for employees/visitors 

(both electronic and hand-written), etc. 

• Check areas of refuge and stairwells for individuals who are permanently or temporarily 

mobility-challenged or alternatively have a method of communication with pre-designated 

areas of refuge for occupants who require/request evacuation assistance. 

• Establish a method of accounting for visitors [leverage the same employee method(s), if 

possible]. 

• Ensure accountability methods consider employees who are on leave, remote 

working/teleworking, or offsite. 

• Establish procedures for further evacuation in case the incident expands. This may consist of 

sending employees home by normal means or providing them with transportation to an offsite 

location. 

Individual accountability methods may vary from agency to agency. In general, organizations are 

responsible to ensure employees receive training and information on emergency procedures and 

expectations for accountability.  

Best Practice: CMS, Accountability Bot 

With reduced in-office occupancy resulting from the pandemic, the Center for Medicare and 

Medicaid Services (CMS), an Operational Division under the Department of Health and Human 

Services (HHS) developed and implemented a method to expedite the accountability of staff, 

contractors, and visitors by creating a robotic process automation system. This system uses 

information from CMS’ access control, visitor management, and AlertCMS notification systems to 

disseminate vital information to building occupants during emergencies and requests responses 

from all individuals who have badged into the affected building within the last 24 hours. This 

system allows CMS security and occupant emergency staff to begin receiving status updates from 

individuals impacted within five to seven minutes of system activation, as compared to 

significantly longer times prior to the development of this process. Additionally, the system allows 

CMS security and occupant emergency staff to focus on other tasks, as they are no longer 

required to perform accountability via manual processes. 

As an example, CMS tested the system during a planned fire drill in October 2023. The 

notification message was disseminated within six minutes of alarm activation, and they began 

receiving responses from staff within three minutes of notification. Within 12 minutes of the 

original notification, CMS was able to account for approximately 80% of building occupants. The 

numbers continued to rise until completion of the drill. CMS anticipates that as staff return to 

work and have an opportunity to update and increase notification methods, they will see an 

uptick in the responses and a decrease in the amount of time it takes to receive them. 
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6.8 Training and Exercises 

Training and exercises are a significant component of a quality Occupant Emergency Program. 

Training and education provide the whole community with knowledge, skills and abilities needed to 

help people before, during and after disasters 10F

12. DOs establish the minimum training requirements 

for the OEO11F

13 and ensure their training. Federal agencies assist in training of personnel12F

14. A 

successful Occupant Emergency Program/Plan should contain policy, guidelines, and standards, 

training courses and resources, exercises of various forms and scope designed to increase the overall 

facility response capabilities to emergency incidents, as well as evaluation and corrective action 

programs. It is critical that the occupants become familiar with the Occupant Emergency Plan, 

understand evacuation routes, rally points, and assembly areas, and attend training(s). Departments 

and Agencies should consider incorporating training into new employee orientation/onboarding. A 

great training resource is the Emergency Management Institute - Independent Study (IS) | Course List 

(fema.gov). Some suggested courses for members of the OEO include: 

• IS-100.c Introduction to ICS 

• IS-120.c Introduction to Exercises 

• IS-200.c Basic Incident Command 

System for Initial Response 

• IS-230.e Fundamentals of Emergency 

Management 

• IS-235.c Emergency Planning 

• ICS 300: Intermediate Incident 

Command System for Expanding 

Incidents 

• IS-368.a Including people with 

Disabilities in Disaster Operations 

• IS-700.b Introduction to NIMS 

• IS-800.d National Response 

Framework, An Introduction 

• IS-905 Responding to an Active 

Shooter 

• IS-908 Emergency Management for 

Senior Officials 

41 CFR 102-74.360 lays out the training and exercise requirements for accident and fire prevention. 

federal facilities follow the National Fire Protection Association (NFPA) and their own Federal 

Authority Having Jurisdiction (AHJ) for fire safety requirements. Individual employee training consists 

of actions to take under the facility Occupant Emergency Plan. 

Exercises help build preparedness for threats and hazards by providing a low-risk, cost-effective 

environment to: 

• Test and validate plans, policies, procedures, and capabilities. 

• Identify resource requirements, capability gaps, strengths, areas for improvement, and 

potential best practices.13F

15 

 
12 https://www.fema.gov/emergency-managers/national-preparedness/training  
13 41 CFR 102-74.230 
14 41 CFR 102-74.240 
15 https://www.fema.gov/emergency-managers/national-preparedness/exercises  

https://training.fema.gov/is/crslist.aspx?lang=en&all=true
https://training.fema.gov/is/crslist.aspx?lang=en&all=true
https://training.fema.gov/is/courseoverview.aspx?code=IS-100.c&lang=en
https://training.fema.gov/is/courseoverview.aspx?code=is-120.c&lang=en
https://training.fema.gov/is/courseoverview.aspx?code=IS-200.c&lang=en
https://training.fema.gov/is/courseoverview.aspx?code=IS-200.c&lang=en
https://training.fema.gov/is/courseoverview.aspx?code=IS-230.e&lang=en
https://training.fema.gov/is/courseoverview.aspx?code=IS-230.e&lang=en
https://training.fema.gov/is/courseoverview.aspx?code=is-235.c&lang=en
https://www.firstrespondertraining.gov/frts/npccatalog?id=2092
https://www.firstrespondertraining.gov/frts/npccatalog?id=2092
https://www.firstrespondertraining.gov/frts/npccatalog?id=2092
https://training.fema.gov/is/courseoverview.aspx?code=is-368.a&lang=en
https://training.fema.gov/is/courseoverview.aspx?code=is-368.a&lang=en
https://training.fema.gov/is/courseoverview.aspx?code=is-700.b&lang=en
https://training.fema.gov/is/courseoverview.aspx?code=IS-800.d&lang=en
https://training.fema.gov/is/courseoverview.aspx?code=IS-800.d&lang=en
https://training.fema.gov/is/courseoverview.aspx?code=IS-905&lang=en
https://training.fema.gov/is/courseoverview.aspx?code=IS-905&lang=en
https://training.fema.gov/is/courseoverview.aspx?code=is-908&lang=en
https://training.fema.gov/is/courseoverview.aspx?code=is-908&lang=en
https://www.fema.gov/emergency-managers/national-preparedness/training
https://www.ecfr.gov/current/title-41/section-102-74.230
https://www.ecfr.gov/current/title-41/section-102-74.240
https://www.fema.gov/emergency-managers/national-preparedness/exercises
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The Cybersecurity and Infrastructure Security Agency (CISA) Tabletop Exercise Package (CTEP) is 

designed to assist organizations in developing their own tabletop exercises to meet the specific 

needs of their facilities and stakeholders. CTEP allows users to leverage pre-built exercise templates 

and vetted scenarios to build tabletop exercises to assess, develop, and update information sharing 

processes, emergency plans, programs, policies, and procedures. 

Organizations should consider the following when developing the training and exercise component 

of their Occupant Emergency Programs/Plans: 

• Ensure the OEO and OECs are familiar with emergency notification and evacuation 

procedures. 

• Confirm training of the OEO and OECs to carry out agency operations and functions and 

work in an emergency environment. 

• Consider regularly scheduled (e.g., quarterly) agency-specific training and/or exercise events, 

such as facility walk-throughs, First Aid/CPR/AED courses, briefs on the Occupant Emergency 

Plan, etc. 

• Exercise procedures by evacuating personnel to assembly areas/rally points or areas of 

refuge during an emergency. 

• Exercise SIP procedures. 

• Test communications equipment to ensure both internal and external operability. 

• Ensure employees understand procedures associated with “all clear” and re-entry into 

facilities. 

• Exercise customized plans for employees requiring assistance. 

• Incorporate training into new employee orientation/onboarding. 

• Implement diverse types of exercises: 

o Discussion-based 

▪ Seminar 

▪ Workshop 

▪ Game 

▪ Tabletop 

o Operations-based 

▪ Rehearsal 

▪ Drill 

▪ Functional 

▪ Full-Scale

The evaluation of a training or exercise should identify systemic weaknesses and suggest corrective 

actions to enhance facility and agency preparedness. Complete a comprehensive debriefing and 

after-action report following a training or exercise. Incorporate lessons learned into an immediate 

revision of the Occupant Emergency Plan. 

6.9 Preparation for Special Populations 

Occupant Emergency Program planning and considerations should address special populations. This 

population includes, but not limited to, people with a functional disability (e.g., mobility, medical, 

hearing, vision, cognitive, etc.), non-English speaking employees or patrons, childcare center workers 

and patrons, the visiting public, health care patients, and law enforcement prisoners. 

https://www.cisa.gov/resources-tools/services/cisa-tabletop-exercise-packages
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6.9.1 Occupants Requiring Assistance 

There are many situations that may necessitate the provision of assistance in the event of an 

incident, especially for individuals with a functional disability (e.g., mobility, medical, hearing, vision, 

cognitive, etc.). Address the needs of these individuals in all aspects of Occupant Emergency 

Program/Plan development, implementation, and practical application. Employees with disabilities 

should work with their supervisor and OEC to develop a customized plan that ensures the agency will 

provide full assistance/coverage on days when the employee is physically present in the office. 

Include the individuals in development of the plans as it relates to them. This is especially necessary 

in the alternate workplace environment due to low occupancy conditions at facilities. In an after-

hours scenario when other employees may not be available, procedures should be in place for 

individuals to notify security personnel and/or their supervisor of their presence in the facility. A 

great resource to assist with this preparation and planning is Ready.gov. 

The customized plan should include: 

• Mobility requirements 

• Physical comfort requirements 

• Specialized nutritional needs 

• Personal hygiene needs 

• Service animal care 

• Personal assistance services or a personal care attendant 

• Medical needs: 

o Essential contact information 

o List of medications 

o List of known allergies 

o Information on their medical condition 

o List of medical care providers 

o Maintain a three-day supply in their personal emergency kit. If the medical condition 

requires wound care, dressings, or bandages, the individual should maintain a supply 

of these provisions in the kit as well. 

Applicable laws and regulations include: 

• The Americans with Disabilities Act of 1990. 14F

16 

• The Rehabilitation Act of 1973. 

• E.O. 12196 “Occupational Health and Safety for Federal Employees” 1980. 

• E.O. 13347 “Individuals with Disabilities in Emergency Preparedness” 2004.  

 
16 42 U.S.C. §12101 et. seq. (1990), as amended. 

https://www.ready.gov/disability
https://www.ada.gov/law-and-regs/ada/
https://www.eeoc.gov/statutes/rehabilitation-act-1973
https://www.archives.gov/federal-register/codification/executive-order/12196.html
https://www.govinfo.gov/content/pkg/FR-2004-07-26/pdf/04-17150.pdf
https://www.ada.gov/law-and-regs/ada/#subpart1
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6.9.2 Non-English-Speaking Employees or Visitors 

It is imperative to give consideration to non-English speaking employees or visitors to a facility, 

especially in facilities that house organizations such as the Department of Homeland Security’s (DHS) 

U.S. Citizenship and Immigration Services (USCIS), Department of State Passport Agency, or DHS’ U.S. 

Immigration and Customs Enforcement (ICE). Absent a common language, individuals assisting 

during an emergency (fellow employees or visitors, first responders, etc.) should rely on visual cues 

(e.g., pointing, waving, etc.). When applicable, consult GSA for possible implementation of bilingual 

signage throughout the building. 

6.9.3 Child Care Centers Workers and Patrons 

During an emergency, the primary responsibility of the Child Care Center Director or Administrator is 

ensuring the safety of children in their care. 

Develop the Occupant Emergency Program/Plan with input from child care center personnel (e.g., 

director or administrator, staff, volunteers, etc.). Schedule and conduct routine, child care center-

specific drills of the plan. The child care center director or administrator should also consider how to 

communicate the plan to the families of the children. 

The ISC Appendix C – Child Care Centers Level of Protection Template Implementation Guidance 

(FOUO)15F

17 specifies the customized level of protection to be incorporated as the basis for security 

planning for a childcare center based on the facility.  

6.9.4 Visiting Public 

Sponsors of visitors to the facility, including vendors and conference attendees, are responsible for 

briefing them on evacuation procedures, SIP instructions, and locations of assembly areas/rally 

points. They are also responsible for briefing their agency’s OEC when expecting the presence of a 

large visitor group.  

For public locations, such as libraries, museums, and cafeterias, display evacuation procedures, SIP 

instructions, and locations of assembly areas/rally points in such a manner that they are readily 

available for visitors to review and follow in the event of an emergency. Additionally, visitor relations 

personnel, such as receptionists, docents, and security guards, should serve as part of the OEO since 

they provide on-the-spot direction to visitors. 

 
17 Appendix C – Child Care Centers Level of Protection Template Implementation Guidance marked For 

Official Use Only (FOUO) and is available upon request from and approval by the Office of the Interagency 

Security Committee at ISCAccess@hq.DHS.gov. 

mailto:ISCAccess@hq.DHS.gov
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6.9.5 Health Care Patients 

In addition to the considerations detailed in this document, health care facilities with patients should 

review and, as appropriate, follow the emergency management standards of The Joint Commission 

on Accreditation of Healthcare Organizations. 

6.9.6 Custodial Populations and Law Enforcement Prisoners 

Some facilities have a custodial population and/or law enforcement prisoners as occupants, and in 

these facilities, it is important to consider their welfare with due consideration to staff safety and 

security. As with other occupant agencies, Occupant Emergency Programs/Plans should identify a 

key employee to serve as OEC and consult other staff members when developing emergency 

protocols. Be sure to provide procedures and training for security personnel to ensure evacuation or 

SIP can occur without compromising safety or security. Also make sure to identify surge support for 

the security force (e.g., consider memoranda of agreement with local law enforcement agencies). 

Lastly, the plan should identify assembly areas/rally points and SIP locations that facilitate continued 

control and accountability of the custodial and/or prisoner population while ensuring the health, 

welfare, and safety of the other occupants. 

6.10 Threat and All-Hazard Assessment (Facility-Specific 

Information) 

Organizations shall consider facility-specific threats and hazards when developing Occupant 

Emergency Programs/Plans. These threats and hazards may be natural, technological, or human-

caused, and they may originate internally, externally, physically, or environmentally and be security or 

health-related. When performing assessments, at a minimum consult: 

• Owning/leasing authority (GSA) 

• Security organization (e.g., Federal Protective Service [FPS], U.S. Marshals Service [USMS]) 

• Federal Executive Board or Federal Executive Association (if applicable) 

• First responders 

• Agency safety/health/fire representatives/emergency managers 

• State and local municipal public safety and emergency management officials 

• Federal tenants in the facility with a security, threat, or hazard mission (e.g., DHS, the Federal 

Bureau of Investigation (FBI), the Bureau of Alcohol, Tobacco, Firearms, and Explosives (ATF), 

the National Weather Service, etc.) 

• Mail facility staff 

Data may already exist from a variety of sources. A federal, state, or local Threat and Hazard 

Identification and Risk Assessment (THIRA) would assist in the development and implementation of 

measures designed to protect facility tenants, employees, contractors, and visitors. Additionally, the 

ISC requires risks assessments for federal facilities on a recurring basis. Upon their completion, the 

DO, with assistance from the OECs, should incorporate the results from each assessment into the 

Occupant Emergency Plan.

https://www.jointcommission.org/
https://www.jointcommission.org/
https://www.fema.gov/sites/default/files/2020-07/threat-hazard-identification-risk-assessment-stakeholder-preparedness-review-guide.pdf
https://www.fema.gov/sites/default/files/2020-07/threat-hazard-identification-risk-assessment-stakeholder-preparedness-review-guide.pdf
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7.0 Mobile Workforce and Alternate Workplace 

Considerations 

Executive departments and agencies continue to face unprecedented demands and increasingly 

complex security challenges. For example, the COVID-19 pandemic forced organizations to adapt 

quickly to the evolving environment. Practically overnight, departments and agencies shifted to a 

largely mobile workforce posing new challenges to the DO and the Occupant Emergency 

Programs/Plans. 

Prior to the COVID-19 pandemic, Occupant Emergency Programs/Plans focused on assigning 

employees to primary or alternate roles such as “Floor Warden,” “Agency Warden,” etc. The role 

encompasses responsibilities such as putting on a reflective vest, directing occupants to stairwells, 

etc. This traditional method provides training for a small number of personnel to perform specific 

roles. Consequently, other employees rely on these select personnel for direction and assistance 

during evacuations. When there is a large workforce in the office each day, this traditional method 

can work well. 

Today, many organizations continue to use mobile workforce and alternative workplace strategies. In 

this new environment, managing evacuations and accounting for personnel has become a greater 

challenge. Employees may be working in changing workspaces, on a variety of floors, in different 

facilities, and/or with differing numbers of other employees present on any given day. The traditional 

method of training primary and alternate floor wardens, etc. may no longer be the best solution. 

These organizations should review their Occupant Emergency Programs to ensure they 

accommodate these alternate workplace strategies. Organizations should guide their departments 

and employees on how to incorporate the OEP into their specific work environment.  

Regardless of approach, an OEO is required to develop plans and host employee training and 

exercise events. All employees must be able to execute evacuation procedures and know the 

process for checking in post-evacuation. Figure 3 provides potential program options that 

organizations or facilities may consider. 

Best Practice: Henry M. Jackson Federal Building, All-Hands Training 

In the aftermath of the COVID-19 pandemic, the Occupant Emergency Organization (OEO) 

at the Henry M. Jackson Federal Building in Seattle Washington implemented an “all-hands” 

approach to training floor wardens.  Under this approach, the OEO trains all employees as 

floor wardens to ensure there is always at least one warden on each floor during regular 

business hours. As such, in the event of an evacuation, the first trained employee picks up 

the floor warden kit strategically placed throughout the facilities workspaces. The kits 

include Hi-Viz vests and clipboards that contain detailed instructions, Rosters/POC lists, 

evacuation routes and rally points. The trained employee then executes the duties of the 

floor warden. 
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Figure 3: Occupant Emergency Program Options 

• Option 1 – Traditional OEP:  This option has little variation from pre-COVID 19 planning. It 

selects and trains dedicated personnel to serve as primary and alternate floor wardens to 

assist occupants during an emergency event. This option may best suit organizations with 

large numbers of in-office personnel from which to draw on a daily basis. There is little 

variation from pre-COVID 19 planning which includes two main components: 

o Dedicated Occupant Emergency Organization Staff 

o Developed Procedures 

• Option 2 – Hybrid OEP:  This option expands the number of employees included in the 

occupant emergency organization to ensure coverage of the facility during normal business 

hours on a rotating basis. This option is best for large organizations or offices with a mobile 

workforce, or which use alternate workplace strategies. Organizations choosing the “hybrid” 

option should consider the following: 

o Identify sufficient alternate DOs to ensure 24-hour coverage. 

o Develop capability within desk reservation system to self-identify as a trained floor 

warden. Consider adding the ability of the workforce staff to self-identify as requiring 

evacuation assistance in these systems. 

o Place emergency items like first aid kits, flashlights, evacuation materials, etc., in a 

common marked location for each floor and facility for access by multiple people instead 

of at the workstation of dedicated staff.  

o Increase the training of employees in basic emergency actions regardless of location, to 

include Run, Hide, Fight for active shooter; CPR, first aid; and other relevant topics. 

o Train and remind employees to check for evacuation routes and exits for each facility or 

floor they are occupying. 

o Encourage employees to carry small “grab-and-go-kits” with them to various locations. 

o Increase use of information technology-based communication systems that transcend the 

physical location of the workforce. 

• Option 3- All hands OEP:  This option trains the entire workforce, instead of having a 

dedicated or rotating occupant emergency staff and is an effective way to ensure there are 

personnel in the facility who have the training and knowledge needed for a safe evacuation 

and follow-on actions.  This option is likely best for smaller offices and should include the 

same planning considerations used in Option 2 – Hybrid OEP.  Organizations choosing the “all 

hands” option should also consider the following: 

o Develop as much online training content as possible to enable on-demand access to the 

training.  

o Increase emphasis on procedures for supervisor-based accountability and for information 

technology enabled accountability. 

o Institute an emergency preparedness standdown day and conduct emergency 

preparedness training on-site. 

o Use QR codes (on walls, badges or other readily available means) to provide all 

employees access to relevant safety or emergency action plan information. 
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In addition to the options listed in Figure 3, below are some foundational actions that organizations 

should consider. 

Involve stakeholders, such as building 

managers; the security organization (e.g., FPS, 

USMS); the owning/leasing organization (GSA); 

medical personnel; human resources; legal 

counsel; and lessors and union leadership, if 

applicable. 

Expand the number of employees included in 

the occupant emergency organization to ensure 

coverage of the facility when occupied. 

Clearly mark exits and place evacuation route 

maps in areas employees can easily find and 

familiarize themselves. 

Improve emergency notification systems to 

disseminate vital information to building 

occupants on multiple media platforms/devices 

during emergencies. 
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8.0 Occupant Emergency Plan vs Emergency 

Action Plan 

Although similar, different federal regulations mandate OEPs and Emergency Action Plans (EAPs). An 

OEP provides procedures developed to protect life and property in a specific federally occupied 

space under stipulated emergency conditions. An Emergency Action Plan is a written document 

required by OSHA standards to facilitate and organize employer and employee actions during 

workplace emergencies. The DO of federally occupied space is responsible for developing, 

implementing and maintaining an OEP. In addition, almost every organization must have an EAP, 

according to OSHA. 

If your business requires or provides fire extinguishers, and if anyone evacuates during a fire or other 

emergency, OSHA's 29 CFR 1910.157 requires you to have an EAP. When reviewing the definitions of 

an OEP and an EAP, one will likely conclude that both plans have very similar purposes. However 

similar, they have separate requirements under the regulations. 

Table 5: OEP and EAP Requirements 

41 CFR 102-74.230  

Occupant Emergency Plan 

29 CFR 1910.38  

Emergency Action Plan 

Procedures for agencies' occupant 

emergency responsibilities 

Procedures for reporting a fire or other emergency 

Provide emergency program policy guidance Provide emergency evacuation, including type of 

evacuation and exit route assignments 

Provide purpose and circumstances for 

activation 

Provide procedures followed by employees who 

remain to operate critical plant operations before 

they evacuate 

List command officials and supporting 

personnel contact information 

Provide procedures to account for all employees 

after evacuation 

Detail information for escape and evacuation 

routes, shelter-in-place 

Provide procedures to follow by employees 

performing rescue or medical duties 

Local law enforcement and first responder  Points of Contact related to the plan  

Special-needs individuals and visitors Have and maintain an alarm system  

Active Shooter procedures Designate and train employees to assist in a safe 

and orderly evacuation of other employees. 

Special facilities (e.g., SCIFs, child care 

centers) 

Review the emergency action plan with each 

employee covered by the plan 

Assembly and accountability 

Security during and after incident 

Training, exercises, and annual reviews 

Assistance in training of personnel 

https://www.osha.gov/laws-regs/regulations/standardnumber/1910/1910.157
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Overall, both CFRs are light on details, and because of this, federal agencies may be able to produce 

a combined OEP/EAP. For example, one approach could be to utilize this guide to develop a facility’s 

OEP. Once complete, add the requirements under 29 CFR 1910.38 not already covered directly into 

the core of the document or added as an addendum to create an overall OEP/EAP that satisfies all 

the requirements in both 41 CFR and 29 CFR. 

Evacuation Plans and Procedures eTool is a great resource to assist with EAP planning and 

preparation. 

Figure 4 can assist organizations with determining if they need an OEP, EAP, or both. 

Is facility GSA owned or 
leased?

Is there an agency-
specific OEP 

requirement?

Does facility 
require/provide fire 

extinguishers 
or does anyone evacuates 

during an emergency?

Risk Management 
Process, Appendix B: 

Countermeasures 
(FOUO) requires 

federal facilities to 
develop, publish, and 
maintain an OEP and 

conduct annual 
training/exercises.

Develop an EAP per 
OSHA requirements.

Neither an OEP or 
an EAP is required.

NO

NO

NO

YES

YES

YES

Develop an OEP per 
agency policy.

Figure 4: OEP or EAP or Both? 

https://www.osha.gov/laws-regs/regulations/standardnumber/1910/1910.38
https://www.osha.gov/etools/evacuation-plans-procedures
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9.0 Occupant Emergency Plan 

An essential part of an Occupant Emergency Program is the establishment of an Occupant 

Emergency Plan. The Risk Management Process for Federal Facilities: An ISC Standard, Appendix B: 

Countermeasures (FOUO) requires an OEP for federal facilities. As previously discussed, OEPs are 

procedures designed to protect life and property, while the DO is responsible for creating and 

maintaining OEPs. This plan reduces the threat to personnel, property, and other assets in the event 

of an incident inside or immediately surrounding a facility by providing facility-specific response 

procedures for occupants to follow.  

The scope and complexity of a localized OEP is dependent on the facility’s size, population, and 

mission. The OEP will determine appropriate elements in the plan based on facility-specific 

conditions and needs. See OEP minimum elements in Table 5. 

9.1 Determination of an Emergency 

The activation of the OEP requires the rapid recognition and determination that an emergency exists. 

Factors to consider or that contribute to a decision to activate an OEP may include: 

• The Designated Official must initiate appropriate action according to the plan when there is 

advance notice of an emergency. 

• Situations posing an immediate threat to life or property, including fire, smoke conditions, 

medical emergencies, sudden natural disasters, presence of explosive or dangerous devices, 

active shooter scenarios, or hazardous materials releases. 

• Situations with a probability of escalating and may pose a risk of injury or significant property 

damage, such as incidents of workplace violence, civil unrest, local criminal activity, 

hazardous materials releases, and severe weather emergencies. 

• A situation involving a cyber incident that has a debilitating impact on the operations of the 

facility, the ability of its occupants to perform their job, the service to visitors, etc. 

• The loss or interruption of essential services to the facility including power, lights, water, or 

fire protection systems. 

• Facility-related issues or conditions posing a hazard to the occupants including broken pipes 

or sewage system back-ups. 

• Verbal, written, electronic, or telephonic threats (bomb, violence, hazardous materials release, 

etc.). 

• Other situations such as industry or area-specific warnings and/or information transmitted 

via the National Terrorism Advisory System. 

The OEP should define what scenarios constitute an emergency for the specific facility the plan 

covers.  

https://www.cisa.gov/resources-tools/groups/interagency-security-committee-isc/policies-standards-best-practices-guidance-documents-and-white-papers
https://www.cisa.gov/resources-tools/groups/interagency-security-committee-isc/policies-standards-best-practices-guidance-documents-and-white-papers
https://www.dhs.gov/national-terrorism-advisory-system
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9.2 OEP Activation 

The DO activates the OEP per 41 CFR 102-74 when an emergency situation exists. All facility 

occupants should understand how to report an actual or possible emergency to ensure speedy 

notifications.  

There are several ways to activate the plan; the most common methods include: 

• Fire alarm or PA system 

• Emergency call to 911, the FPS Mega Center at 877-437-7411, or other security personnel 

• Security receiving a report of an emergency. 

Refer to Section 6.6 – Communications Strategy for additional information. 

9.3 Shelter In Place vs Lockdown 

In certain emergency situations, evacuating the facility may place an occupant’s safety and health in 

danger. SIP is a protective action individuals can take to remain inside a facility and protected from 

exposure to threats from outdoors (e.g., severe weather, hazmat, crime, mass protest). SIP is a vital 

component of an OEP because it gives individuals a safe alternative to evacuation, but it should not 

be confused with the “Hide” component of “Run, Hide, Fight” for an active shooter scenario. The DO 

may decide to implement SIP in several of the different types of emergency situations described in 

Section 9.0, and the OEP should do its best to explain these instances in as much detail as feasible 

while also outlining the supplies necessary to have prepared for each SIP scenario. 

The OEP needs to address the differences between a lockdown and SIP. Generally, impose a 

lockdown when an active shooter situation arises because of events occurring inside the building 

(e.g., personnel cannot safely evacuate); when an event occurs outside the building (e.g., severe 

weather, hazmat, crime, mass protest), activate SIP. Nonetheless, depending on the situation outside 

the building, it is possible that the SIP might change to a lockdown. For instance, civil unrest (such as 

a peaceful demonstration) that develops into an immediate threat (such as a destructive riot) results 

in the declaration of SIP and the accompanying lockdown. 

9.4 Active Shooter 

Thus far, this guide has not addressed a significant emergency scenario – active shooter. Per the ISC’s 

Planning and Response to an Active Shooter: An Interagency Security Committee Policy and Best 

Practices Guide (Active Shooter Policy), the active shooter preparedness plan is included as an 

addendum or a functional annex to the OEP or developed as a separate, standalone document. If 

facilities use standalone plans, their OEP must reference the standalone document. 

Whatever approach, it is imperative that the DO, OECs, other members of the OEO, GSA, and the 

facility’s security organization (FPS for GSA owned/controlled facilities) consider and document what 

action(s) to take during an active shooter incident. The ISC Active Shooter Policy is a great 

resource/starting point. 

https://www.ecfr.gov/current/title-41/subtitle-C/chapter-102/subchapter-C/part-102-74
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The OEP should address the differences in how a facility handles an active shooter incident versus a 

SIP incident vs. a lockdown incident vs. an evacuation incident and provide detailed response actions 

for the occupants in each situation. Regardless of the scenario, occupants should follow directions 

received from first responders or via emergency communication systems. 

9.5 Communication Procedures 

Communication is a critical component of any properly functioning OEP. In order for the plan to be 

successful, all members of the OEO and occupants of the facility must transmit and receive timely 

and accurate information.  

• Regularly tested communication equipment provides notifications and alerts to ensure 

operability and reliability. 

• Redundant means of communication is also vitally important to have in a successful OEP. 

It is imperative to establish and maintain operational communications to support emergency 

response activities. Recent incidents have demonstrated that reliance upon telephone and cell-based 

communications can be inadequate and unreliable. One recommendation is the use of portable 

handheld radios by select members of the OEO to assure situational awareness for the DO/Incident 

Commander. Push-to-Talk radio interoperability is another technological consideration. This also 

ensures all occupants are responding appropriately to the incident, provides additional rapid 

response capabilities when required, and assists with personnel accountability. If a facility utilizes 

areas of refuge for special populations, then two-way communications are essential to the 

individuals’ well-being and safety while in refuge. 

In the failure of all other means of communication, use “runners.” Runners are people used to convey 

messages in-person when all other means have failed. In some emergency situations, runners may be 

the only available means of communication. The OEP should pre-determine designated runners in 

the event they are necessary. 

The OEP should lay out in great detail the communication categories outlined in Section 6.6. 

Specifically, identify and describe the facility-based notifications, the emergency notification system, 

and the method of accountability facility-wide. 

9.5.1 Emergency Notifications Procedures 

Dial “911” for any serious emergency not covered in the plan or serious incident that takes place 

after normal business hours. When placing this call, ensure that you are in a safe location and remain 

calm. It is important to provide as much information about the emergency incident to the operator 

as possible. Include information such as but not limited to: 

• What is the emergency (fire, 

hazardous materials, medical, etc.)? 

• Where is the emergency? 

• When did it happen? 

• How did it happen? 

• Who is involved? 

• What is your name and contact 

information? 

Note: Do not hang up until instructed to do so by the 911 Operator.   
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9.5.2 Emergency Procedures 

Evacuations may exist for many of the situations listed above in Section 9.5.1 and may apply to a 

single floor/area or expanded to the entire facility. OEPs must address the process for alerting 

occupants to the required evacuation and the expectations for how they will evacuate their area, 

floor, and facility. It may be useful to include maps, blueprints, diagrams, photographs, or other 

means to depict routes of escape, areas of refuge, assembly areas/rally points, quarantine 

areas/devices, spaces capable of negative pressure, etc. The plan should also address any available 

emergency, evacuation, and/or special assistance equipment. Occupants are to follow all applicable 

fire codes and take direction from first responders. 

The OEP must address the specific procedures for the special populations identified in Section 6.9 

and consideration given to supplemental evacuation plans for federal agency senior officials and 

distinguished visitors. 

• Designated Assembly Area 

• Notification 

• Evacuation Procedures 

• Sensitive Documents Security 

• Visitors 

• Personnel Accountability 

• “All Clear” Command 

• Reentry 

9.5.3 Occupant Emergency Response and Recovery Actions 

Depending on the nature of the disaster and whether it is internal or external to the institution, the 

OEC must be prepared to coordinate operations to maintain occupant safety. The following is a list 

of events posing immediate threat to occupants or the facility that will necessitate response and 

recovery procedures if they occur. 

• Fire, Smoke, and Explosion 

• Severe Weather 

• Medical and First Aid Emergencies 

• Pandemic Influenza Situation 

• Civil Disturbance and Demonstration 

Procedures 

• Hostage Situation 

• Hazardous Material Incident 

• Elevator Malfunction or Entrapment 

• Suspicious Object 

• Bombing or Bomb Threat 

• Workplace Violence 

• Suspicious or Unlawful Activity 

• Cybersecurity Incidents 

9.6 Availability of Emergency Equipment 

In December 2023, GSA issued bulletin FMR C-2024-01 16F

18 to establish safety station program 

guidelines for federal facilities. The OEP should address these guidelines and identify which 

emergency equipment is available (and not available) in a given facility. Show the information on a 

diagram or map in the OEP, in-person, with signage, and using lighting, etc. It is important to provide 

 
18 Safety Station Program Guidelines in Federal Facilities - Provides a general framework for establishing a 

design process for safety station programs in federal facilities. 

https://www.bing.com/ck/a?!&&p=0eec6d40a8ccf140JmltdHM9MTcxMjc5MzYwMCZpZ3VpZD0yM2IyMjhjMi01Mjc1LTY0MTUtMDdmZi0zYzk1NTNlYzY1NjMmaW5zaWQ9NTE5OA&ptn=3&ver=2&hsh=3&fclid=23b228c2-5275-6415-07ff-3c9553ec6563&psq=FMR+C-2024-01++&u=a1aHR0cHM6Ly93d3cuZ3NhLmdvdi9zeXN0ZW0vZmlsZXMvU2FmZXR5JTIwU3RhdGlvbiUyMEZNUiUyMEJ1bGxldGluJTIwQy0yMDI0LTAxJTIwJTI4MiUyOS5wZGY&ntb=1
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training to occupants on how to use the different devices as well as provide instructions directly on 

the equipment itself. 

Some emergency equipment to consider at a facility: 

• Fire extinguishers 

• Automated external defibrillators (AEDs) 

• First aid kits 

• STOP THE BLEED kits 

• Narcan 

• Teletypewriter/telecommunication devices for deaf individuals 

9.7 Emergency Contacts 

Consider the following contact information for inclusion in an OEP: 

• Local police, fire, and emergency medical 

services (i.e., 911 services) 

• FPS BCMC at 877-437-7411 

• Local FPS Inspector 

• DO 

• Designated Alternate Official. 

• Incident Commander (if someone other 

than DO) 

• OECs 

• Alternate OECs 

• Areas of refuge 

• Internal law enforcement dispatch center 

• Guard force dispatch center 

• GSA facility managers/engineers 

including an after-hours/emergency 

number 

• Facility lobby/reception numbers 

• Assembly area/rally point contact if inside 

a facility 

• Health unit 

• Law enforcement bomb squad(s) 

• Poison control center 

• Any other contacts unique to a specific 

occupant agency 

• Utilities (e.g., gas, electric, water, sewer) 

• Point of contact Information 

Point of contact information should include the name, position, office phone, cell phone, and email 

address where applicable for the following systems:  

• Emergency Systems 

• Fire Alarm systems 

• Automatic Sprinkler Systems 

• Elevator Capture and Recall  

• Smoke Detection 

• Emergency Generator 

• Emergency Lighting 
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9.8 Agency-Specific OEP Addendums 

In some cases, it may be appropriate for individual occupant agencies to develop their own, agency-

specific addendums to the broader, facility-wide OEP. For example, the facility-wide OEP may be too 

long or detailed to have on-hand as an actionable document or reference, so an agency could create 

a shorter, go-to addendum that employees can quickly reference in the event of an emergency. 

Best Practice: USCIS Preparedness OEP Efforts for Field Offices 

USCIS’ Office of Security and Integrity Emergency Management daily focus is building a culture of 

preparedness. Local offices work with Emergency Management to create and implement desk 

aides, training, and exercises to be prepared for an OEP incident. 

Offices provide workstations with a variety of desk aides such as an abbreviated two-page quick 

reference OEP, DHS bomb threat cards, grab and go kits, reflector vests, flashlights, and glow in 

the dark office door hangers stating office evacuated. Ideas and resources shared between offices 

to help all OEP offices become better prepared such as ordering ICS type vests for the OEO. 

OEO Training Approach 

Due to the mobile workforce and amount of telework, all USCIS employees trained in duties from 

Program Floor Warden on down, including supervisors and senior leadership, will assume the role 

when in the office. With leadership approval, the Program Floor Warden makes the daily OEP 

assignments of the office depending on who is onsite that particular day. USCIS requires annual 

OEP training to ensure that all employees are comfortable and capable of performing the OEP 

duties and responsibilities. 

9.9 Review Requirements 

Like the Occupant Emergency Program, evaluation of the OEP shall take place at least once a year, 

unless certain events necessitate more regular reviews (replacement of the DO, tenants moving 

in/out, lessons learned after the event, etc.). 

Recommend that the DO, OECs, security organization, and owning/leasing authority sign/approve 

the initial OEP. During subsequent reviews, all parties re-sign the document if significant changes 

occur. 

9.10 Sample OEP Template 

The Best Practices Subcommittee created a customizable OEP Template in accordance with the items 

listed in Table 5 which can be found in the attachments of this document for federal agency use. 
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10.0 References 

Cybersecurity and Infrastructure Security Agency 

• CISA Tabletop Exercise Package 

• Cybersecurity Training & Exercises 

Executive Orders 

• Executive Order 12196 

• Executive Order 12656 

• Executive Order 14111 

Federal Emergency Management Agency 

• Emergency Management Institute – Independent Study (IS) | Course List 

• Exercises 

• FEMA 426: Reference Manual to Mitigate Potential Terrorist Attacks against Buildings, 2nd Edition 

• National Incident Management System 

• Threat and Hazard Identification and Risk Assessment (THIRA) 

• Training and Education 

General Services Administration 

• Federal Property and Administrative Services Act of 1949, As Amended 

• Safety Station FMR Bulletin C-2024-01 

Interagency Security Committee 

• FOUO Appendix B: Countermeasures 

• FOUO Appendix C: Child Care Centers Level of Protection Template 

• 2021 Edition – Planning and Response to an Active Shooter: An Interagency Security Committee 

Policy and Best Practices Guide 

• The Risk Management Process for Federal Facilities: An Interagency Security Committee Standard 

(RMP), 2024 Edition 

Ready.gov 

• People with Disabilities 

Regulations 

• 29 CFR 1910 – Occupational Safety and Health Standards 

• 41 CFR 102-71.5 – What is the scope and philosophy of the General Services Administration’s 

(GSA) real property policies? 

• 41 CFR 102-74 – Facility Management 

• 41 CFR 102-74.230 – Occupant Emergency Program 

• 41 CFR 102-74.260 - What action must the Designated Official initiate when there is advance 

notice of an emergency? 

https://www.cisa.gov/resources-tools/services/cisa-tabletop-exercise-packages
https://www.cisa.gov/cybersecurity-training-exercises
https://www.archives.gov/federal-register/codification/executive-order/12196.html
https://www.archives.gov/federal-register/codification/executive-order/12656.html
https://www.federalregister.gov/documents/2023/12/01/2023-26569/interagency-security-committee
https://training.fema.gov/is/crslist.aspx?lang=en&all=true
https://www.fema.gov/emergency-managers/national-preparedness/exercises
https://www.dhs.gov/xlibrary/assets/st/st-bips-06.pdf
https://www.fema.gov/emergency-managers/nims
https://www.fema.gov/emergency-managers/national-preparedness/goal/risk-capability-assessment
https://www.fema.gov/emergency-managers/national-preparedness/training
https://disposal.gsa.gov/s/act49
https://www.gsa.gov/system/files?file=Safety%20Station%20FMR%20Bulletin%20C-2024-01%20%282%29.pdf
https://www.cisa.gov/resources-tools/groups/interagency-security-committee-isc/policies-standards-best-practices-guidance-documents-and-white-papers
https://www.cisa.gov/resources-tools/groups/interagency-security-committee-isc/policies-standards-best-practices-guidance-documents-and-white-papers
https://www.cisa.gov/resources-tools/resources/isc-planning-and-response-active-shooter-guide
https://www.cisa.gov/resources-tools/resources/isc-planning-and-response-active-shooter-guide
https://www.cisa.gov/resources-tools/resources/isc-standard-risk-management-process
https://www.cisa.gov/resources-tools/resources/isc-standard-risk-management-process
https://www.ready.gov/disability
https://www.osha.gov/laws-regs/regulations/standardnumber/1910
https://www.ecfr.gov/current/title-41/subtitle-C/chapter-102/subchapter-C/part-102-71/section-102-71.5
https://www.ecfr.gov/current/title-41/subtitle-C/chapter-102/subchapter-C/part-102-71/section-102-71.5
https://www.ecfr.gov/current/title-41/subtitle-C/chapter-102/subchapter-C/part-102-74
https://www.ecfr.gov/current/title-41/subtitle-C/chapter-102/subchapter-C/part-102-74/subpart-B/subject-group-ECFRc2a3ad55df9199c
https://www.ecfr.gov/current/title-41/subtitle-C/chapter-102/subchapter-C/part-102-74/subpart-B/subject-group-ECFRc2a3ad55df9199c/section-102-74.260
https://www.ecfr.gov/current/title-41/subtitle-C/chapter-102/subchapter-C/part-102-74/subpart-B/subject-group-ECFRc2a3ad55df9199c/section-102-74.260
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Statutes 

• The Americans with Disabilities Act of 1990 

• The Rehabilitation Act of 1973 

• 29 U.S.C. 794d, as amended by: 

o Vocational Rehabilitation Act (1973) 

o Workforce Investment Act (1998) 

• 40 U.S.C. 486(c) 

• 42 U.S.C. Ch. 126: Equal Opportunity for Individuals with Disabilities  

U.S. Department of Homeland Security 

• National Terrorism Advisory System 

U.S. Occupational Safety and Health Administration 

• Evacuation Plans and Procedures eTool 

https://www.ada.gov/
https://www.eeoc.gov/statutes/rehabilitation-act-1973
https://www.law.cornell.edu/uscode/text/29/794d
https://www.govinfo.gov/content/pkg/COMPS-799/pdf/COMPS-799.pdf
https://www.govinfo.gov/content/pkg/PLAW-105publ220/pdf/PLAW-105publ220.pdf
https://uscode.house.gov/view.xhtml?req=granuleid:USC-2000-title40-section486&num=0&edition=2000
https://uscode.house.gov/view.xhtml?path=/prelim@title42/chapter126&edition=prelim
https://www.dhs.gov/national-terrorism-advisory-system
https://www.osha.gov/etools/evacuation-plans-procedures
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List of Abbreviations/Acronyms/Initialisms 

Abbreviation Full Name of Term 

ATF Bureau of Alcohol, Tobacco, and Firearms 

BPSC Best Practices Subcommittee 

CFR Code of Federal Regulations 

CISA Cybersecurity and Infrastructure Security Agency 

COVID-19 Coronavirus Disease 2019 

CTEP CISA Tabletop Exercise Package 

DHS Department of Homeland Security 

DO Designated Official 

E.O. Executive Order 

EAP Emergency Action Plan 

FBI Federal Bureau of Investigation 

FEMA Federal Emergency Management Agency 

FMR Federal Management Regulation 

FOUO For Official Use Only 

FPMR Federal Property Management Regulations 

FSC Facility Security Committee 

FSL Facility Security Level 

GSA General Services Administration 

ICE Immigration and Customs Enforcement 

ISC Interagency Security Committee 

JHA Job Hazard Analysis 

NIMS National Incident Management System 

OEC Occupant Emergency Coordinator 

OEO Occupant Emergency Organization 

OEP Occupant Emergency Plan/Program 

OSHA Occupational Safety and Health Administration 

PBS Public Buildings Service 

SIP Shelter In Place 

THIRA Threat and Hazard Identification and Risk Assessment 

TT&E Testing, Training, and Exercising 

U.S.C. United States Code 

USCIS U.S. Citizenship and Immigration Services 
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Glossary of Terms 

Term Definition 

Agency An executive agency, as defined in section 105 of title 5, United States 

Code.  

Building An enclosed structure (above or below grade). 

Campus Two or more Federal facilities contiguous and typically sharing some 

aspects of the environment, such as parking, courtyards, private vehicle 

access roads or gates and entrances to connected buildings. A campus also 

may be to as a “federal center” or “complex.” 

Designated Official The highest ranking official of the primary occupant agency of a federal 

facility, or, alternatively, a designee selected by mutual agreement of 

occupant agency officials. 41 CFR 102-71.20 

Emergency Action 

Plan 

A written document required by OSHA standards. [29 CFR 1910.38(a)] The 

purpose of an EAP is to facilitate and organize employer and employee 

actions during workplace emergencies. Well-developed emergency plans 

and proper employee training (such that employees understand their roles 

and responsibilities within the plan) will result in fewer and less severe 

employee injuries and less structural damage to the facility during 

emergencies. A poorly prepared plan, likely will lead to a disorganized 

evacuation or emergency response, resulting in confusion, injury, and 

property damage. 

OSHA 

Evacuation Buddy An employee designated to assist a fellow employee who has a disability or 

special needs during a drill or emergency evacuation. 

Facility Space built or established to serve a particular purpose. The facility is 

inclusive of a building or suite and associated support infrastructure (e.g., 

parking or utilities) and land. 

Facility Security 

Committee 

A committee that is established in accordance with an Interagency Security 

Committee standard, and that is responsible for addressing facility-specific 

security issues and approving the implementation of security measures and 

practices in multi-tenant facilities. 

Federal Contractor 

Worker 

Any individual who performs work for or on behalf of any agency under a 

contract, subcontract, or contract-like instrument and who, in order to 

perform the work specified under the contract, subcontract, or contract-like 

instrument, requires access to space, information, information technology 

systems, staff, or other assets of the Federal Government in buildings and 

facilities of the United States. 

Federal Employee An employee, as defined in section 2105 of title 5, United States Code, of 

an agency. 

https://www.ecfr.gov/current/title-41/subtitle-C/chapter-102/subchapter-C/part-102-71/section-102-71.20
https://www.osha.gov/laws-regs/regulations/standardnumber/1910/1910.38#1910.38(a)
https://www.osha.gov/etools/evacuation-plans-procedures/eap
https://www.bing.com/ck/a?!&&p=113d24ce3a36687bJmltdHM9MTcyNTU4MDgwMCZpZ3VpZD0wMDEyNDQyNC04ZDFmLTZlOTktMzkxOS01MGQ0OGMwZDZmMTAmaW5zaWQ9NTMzMA&ptn=3&ver=2&hsh=3&fclid=00124424-8d1f-6e99-3919-50d48c0d6f10&psq=section+2105+of+title+5%2c+United+States+Code&u=a1aHR0cHM6Ly93d3cuZ292aW5mby5nb3YvbGluay91c2NvZGUvNS8yMTA1&ntb=1
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Term Definition 

Federal Facility A federally owned or leased building, structure, or the land it resides on, in 

whole or in part, that is regularly occupied by Federal employees or Federal 

contractor workers for nonmilitary activities.  The term “Federal facility” also 

means any building or structure acquired by a contractor through 

ownership or leasehold interest, in whole or in part, solely for the purpose 

of executing a nonmilitary Federal mission or function under the direction 

of an agency.  The term “Federal facility” does not include public domain 

land, including improvements thereon; withdrawn lands; or buildings or 

facilities outside of the United States. 

Federal Tenant An agency that pays rent on space in a federal facility. See also: Single-

tenant, multi-tenant, and mixed-multi-tenant. 

Government-

Owned 

A facility owned by the United States and under the custody and control of 

a federal department or agency. 

Hot Wash A facilitated discussion held immediately following an exercise among exercise 

players from each functional area designed to capture feedback about any 

issues, concerns, or proposed improvements players may have about the 

exercise.  The hot wash is an opportunity for players to voice their opinions on 

the exercise and their own performance.  This facilitated meeting allows players 

to participate in a self-assessment of the exercise play and provides a general 

assessment of how the jurisdiction performed in the exercise.  At this time, 

evaluators can also seek clarification on certain actions and what prompted 

players to take them.  Evaluators should take notes during the hot wash and 

include these observations in their analysis.  The hot wash should last no more 

than 30 minutes. 

FEMA Lexicon 

Incident 

Commander 

Responsible for the overall management of the incident and determines which 

Command or General Staff positions to staff to maintain a manageable span of 

control and ensure appropriate attention to the necessary incident 

management functions.  

FEMA Title Description 

Multi-Tenant 

Facility 

A facility that includes tenants from multiple agencies but no non-federal 

tenants. 

National Incident 

Management 

System (NIMS) 

A set of principles that provides a systematic, proactive approach guiding 

government agencies at all levels, nongovernmental organizations, and the 

private sector to work seamlessly to prevent, protect against, respond to, 

recover from, and mitigate the effects of incidents, regardless of cause, size, 

location, or complexity, in order to reduce the loss of life or property and harm 

to the environment. 

FEMA Lexicon 

https://training.fema.gov/programs/emischool/el361toolkit/glossary.htm#H
https://www.fema.gov/sites/default/files/documents/fema_incident-commander_draft-nqs-job-title.pdf
https://training.fema.gov/programs/emischool/el361toolkit/glossary.htm#N
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Term Definition 

Non-Federal 

Tenant 

For the purposes of entry control, employees of non-Federal tenants who 

occupy other space in a mixed multi-tenant facility. The FSC (and lease 

agreement) would establish entry control requirements applicable to non-

Federal tenants passing through a federal entry control point (in 

accordance with established policies). 

Occupant Any person regularly assigned to federally occupied space who has been 

issued and presents the required identification badge or pass for access. In 

multi-tenant facilities, the FSC establishes the thresholds for determining 

who qualifies for “occupant” status. Based on varying mission assignments, 

agencies have the flexibility to determine what constitutes a “regularly 

assigned” person. 

Occupant 

Emergency 

Organization 

The emergency response organization comprised of employees of Federal 

agencies designated to perform the requirements established by the 

Occupant Emergency Plan. 

Occupant 

Emergency Plan 

Procedures developed to protect life and property in a specific federally 

occupied space under stipulated emergency conditions. 

Occupant 

Emergency 

Program 

A short-term emergency response program. It establishes procedures for 

safeguarding lives and property during emergencies in particular facilities. 

Primary Tenant The federal tenant identified by Bureau Code in Office of Management and 

Budget Circular No. A-11, Appendix C, which occupies the largest amount 

of rentable space in a federal facility.  

Risk A measure of potential harm from an undesirable event that encompasses 

threat, vulnerability, and consequence. 

Extended definition: Potential for an unwanted outcome resulting from an 

incident, event, or occurrence, as determined by its likelihood and the 

associated consequences; potential for an adverse outcome assessed as a 

function of threats, vulnerabilities, and consequences associated with an 

incident, event, or occurrence. 

Example: The team calculated the risk of a terrorist attack after analyzing 

intelligence reports, vulnerability assessments, and consequence models. 

Annotation: 

1) Risk is the potential for an unwanted outcome and often measured and 

used to compare different future situations. 

2) Risk may manifest at the strategic, operational, and tactical levels. 

Risk Assessment The process of evaluating credible threats, identifying vulnerabilities, and 

assessing consequences. 
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Term Definition 

Security 

Organization 

The government agency or an internal agency component either identified 

by statute, interagency memorandum of understanding /memorandum of 

agreement, or policy responsible for physical security for the specific 

facility and performs preliminary FSL determinations and initial or recurring 

risk assessments. 

Single-tenant 

Facility 

A facility that has exactly one federal tenant and zero non-federal tenants. 

This may include multiple components of a single agency. 

Special-Use Facility An entire facility or space within a facility itself that contains environments, 

equipment, or data normally not housed in typical office, storage, or public 

access facilities. Examples of special-use facilities include high-security 

laboratories, aircraft and spacecraft hangers, or unique storage facilities 

designed specifically for such things as chemicals and explosives. 



Occupant Emergency Programs: 

An Interagency Security Committee Guide 

Acknowledgements 

37 

 

Acknowledgments 

ISC OEP Working Group Participants 

Michael Griffin 

Chair 

Deputy Director, Physical Security 

U.S. General Services Administration 

Chon Gann 

Co-Chair 

Chief, Emergency Management and Safety 

U.S. Citizenship and Immigration Services 

ISC Working Group Members 

Robert Abramowitz 

Deputy Director, Division of  

Security Services, HRSA 

Department of Health and Human Services 

Thomas Black 

Safety and Occupational Health Manager 

Department of Transportation 

Megan Bluthardt 

Emergency Management Specialist 

Department of Justice 

Milo Cantu 

Infrastructure Protection Specialist 

Federal Aviation Administration 

Richard Carroll 

Emergency and Continuity Manager 

Federal Trade Commission 

Mike DeMale 

Policy Analyst 

General Services Administration 

John "Jay" DeMarco 

Emergency Response Coordinator 

Department of Labor 

Thomas A. Edwards Jr. 

Division Chief, Policy & Infrastructure Protection 

Department of Veterans Affairs 

William Emslie 

Emergency Manager 

Consumer Financial Protection Bureau 

John Eskandary 

Physical Security Specialist 

Federal Emergency Management Agency 

Michael Faulkner 

Emergency Management Specialist, FLETC 

Department of Homeland Security 

Phillip E. Fishbeck 

Technical Advisor,  

Protection Management Branch 

Internal Revenue Service 

Meagan Florea 

Emergency Management and  

Continuity Coordinator 

Department of Energy 

Megan Garry 

Security Specialist 

Federal Emergency Management Agency 

Jen Hale 

Program Analyst 

General Services Administration 



Occupant Emergency Programs: 

An Interagency Security Committee Guide 

Acknowledgements 

38 

 

Mike Hennig 

Physical Security Branch Chief 

Federal Emergency Management Agency 

Donald Hoard 

VA Central Office Chief, Occupational Safety and 

Health Manager 

Department of Veterans Affairs 

James Holtz 

Area Commander: Region 5,  

Cleveland Field Office 

Federal Protective Service 

Tiye Houston 

Security Specialist 

Environmental Protection Agency 

Lee Hughes 

Emergency Management Specialist 

Department of Commerce 

Jerald Hunter 

OEP program manager 

Internal Revenue Service 

Chad Hyland 

Director, Security Division 

U.S. Patent and Trade Office 

Robert Karpowski 

Deputy Office Director,  

Diplomatic Security Service 

Department of State 

David Lamb 

Supervisory Property Manager 

General Services Administration 

Travis Lexvold MSgt, USAF 

PFPA Plans and Preparedness 

Pentagon Force Protection Agency 

Steve Lowery 

Emergency Management Specialist 

U.S. Agency for International Development 

Luise Martinez 

Regional Security Officer 

International Boundary and Water Commission 

Laura McClure 

Assistant Director, Security and Emergency 

Management Division 

Department of Commerce 

Robert Medairos 

Unit Chief/ Physical Security Branch/TSA 

Department of Homeland Security 

Evelyn Mills 

Program Analyst, Enterprise Mail Management 

Department of Veterans Affairs 

Michelle Murray 

Occupant Emergency Program Manager 

Social Security Administration 

Joseph Okes 

Emergency Preparedness Coordinator 

Securities and Exchange Commission 

Veronica Perez 

Emergency Management Specialist 

U.S. Secret Service 

Robert Pitchford 

Chief, Emergency Management, FLETC 

Department of Homeland Security 

David Plaudis 

COOP Manager/Emergency  

Management Specialist 

Federal Energy Regulatory Commission 

Joseph Posato 

Senior Emergency Management Specialist 

Department of Homeland Security 

Reginald Ramsey 

Emergency Management Specialist 

Department of Health and Human Services 



Occupant Emergency Programs: 

An Interagency Security Committee Guide 

Acknowledgements 

39 

 

Steve Reinbrencht 

Area Emergency Manager 

U.S. Citizenship and Immigration Services 

Cameron Roberts 

Area Safety Manager 

U.S. Citizenship and Immigration Services 

Christopher Robinson 

OEP Officer 

Federal Emergency Management Agency 

Melanie Robinson 

Emergency Management Specialist 

National Institute of Standards and Technology 

Ricardo Saspe 

Physical Security Specialist 

Department of Transportation 

Chris Scott 

Emergency Management Specialist 

U.S. Secret Service 

Jeffery Sheckels 

Director of Safety, Training,  

Emergency Management 

Department of Agriculture 

Renee Speare 

Physical Security Specialist 

Internal Revenue Service 

Steve Stasiowski 

Chief, Emergency Management and  

Physical Security 

Peace Corps 

William Stewart 

Area Commander: Region 5,  

Milwaukee Field Office 

Federal Protective Service 

Gus Waters 

DASHO Support Group AJW-25 

Federal Aviation Administration 

Wayne Wylie 

Branch Chief - Emergency Management 

Administrative Office of the U.S. Courts 

John Zumwalt 

Area Safety Manager 

U.S. Citizenship and Immigration Services 



Occupant Emergency Programs: 

An Interagency Security Committee Guide 

Acknowledgements 

40 

 

Cybersecurity and Infrastructure Security Agency 
Interagency Security Committee Support Staff 

Daryle Hernandez 

Branch Chief

Tarvis Bonner 

Program Analyst 

Robert Chaiet 

Technical Editor 

Kevin Choate 

OEP Working Group Secondary Federal Lead 

ISC Regional Advisor 

Scott Dunford 

Senior Security Specialist 

Harrison Heller 

Operations Research Analyst 

Martin Kobylarczyk 

OEP Working Group Support 

Joe Lang 

OEP Working Group Primary Federal Lead 

ISC Regional Advisor 


	Occupant Emergency Programs: An ISC Guide
	Occupant Emergency Programs 
	Change History and Document Control 
	Message from the Interagency Security Committee 
	Table of Contents 
	1.0 Introduction 
	2.0 Background 
	3.0 Applicability and Scope 
	4.0 Key Definitions 
	5.0 Occupant Emergency Program 
	6.0 Roles and Responsibilities 
	6.1 Designated Official 
	6.2 Occupant Emergency Coordinator 
	6.3 Occupant Emergency Organization 
	6.4 Occupant Agency Leadership 
	6.5 Federal Employees and Federal Contractor Workers7F9 
	6.6 Communications Strategy 
	6.6.1 Facility-Based, Physical Notifications 
	6.6.2 Emergency Notification Systems 

	6.7 Personnel Accountability 
	6.8 Training and Exercises 
	6.9 Preparation for Special Populations 
	6.9.1 Occupants Requiring Assistance 
	6.9.2 Non-English-Speaking Employees or Visitors 
	6.9.3 Child Care Centers Workers and Patrons 
	6.9.4 Visiting Public 
	6.9.5 Health Care Patients 
	6.9.6 Custodial Populations and Law Enforcement Prisoners 

	6.10 Threat and All-Hazard Assessment (Facility-Specific Information) 

	7.0 Mobile Workforce and Alternate Workplace Considerations 
	8.0 Occupant Emergency Plan vs Emergency Action Plan 
	9.0 Occupant Emergency Plan 
	9.1 Determination of an Emergency 
	9.2 OEP Activation 
	9.3 Shelter In Place vs Lockdown 
	9.4 Active Shooter 
	9.5 Communication Procedures 
	9.5.1 Emergency Notifications Procedures 
	9.5.2 Emergency Procedures 
	9.5.3 Occupant Emergency Response and Recovery Actions 

	9.6 Availability of Emergency Equipment 
	9.7 Emergency Contacts 
	9.8 Agency-Specific OEP Addendums 
	9.9 Review Requirements 
	9.10 Sample OEP Template 

	10.0 References 
	List of Abbreviations/Acronyms/Initialisms 
	Glossary of Terms 
	Acknowledgments 
	ISC OEP Working Group Participants 
	Cybersecurity and Infrastructure Security Agency Interagency Security Committee Support Staff 




[image: Cybersecurity & Infrastructure Security Agency (CISA) Seal]	[image: Interagency Security Committee (ISC) Seal]



[image: ]

Occupant Emergency Plan

[FACILITY NAME HERE]

20XX Edition



For [AGENCY NAME HERE], 
[AGENCY NAME HERE], and 
[AGENCY NAME HERE]













The Risk Management Process:

An Interagency Security Committee Standard

Change History and Document Control







[bookmark: _Toc156563458]Table of Contents

Items with an asterisk and highlighted in GRAY indicate the minimum requirements within all OEPs.


Table of Contents	1
Table of Figures	4
1.	* Purpose	6
2.	* Applicability and Scope	7
3.	Cancellation	8
4.	Effective Date	9
5.	* References	10
6.	* Building Information and Characteristics	11
7.	Building and Protection Information	12
8.	* Emergency Contacts >> [INSERT EMERGENCY#]	13
8.1.	Immediate Emergency Notification - Response	13
8.2.	Emergency Coordinators	14
9.	Emergency Notification Procedures	15
10.	Emergency Preparedness	16
10.1.	Recommended Supplies for Emergency Kit	16
10.1.1.	Office Supplies	16
10.1.2.	Home Supplies	16
10.2.	* Training, Assessments, and Drills	17
10.2.1.	Training	17
10.2.2.	*Annual Assessment	17
10.2.3.	*Emergency Drills	17
11.	Emergency Procedures	18
11.1.	Building Fire Alarms	18
11.2.	Evacuation Procedures	18
11.2.1.	Designated Assembly Area	18
11.2.2.	Notification	18
11.2.3.	Procedures	18
11.2.4.	* Sensitive Documents Security	19
11.2.5.	* Visitors	19
11.2.6.	* Personnel Accountability	19
11.2.7.	“All Clear”	19
11.2.8.	Reentry	19
12.	* Evacuation for People with Disabilities and Medical Assistance Needs	20
12.1.	After an Evacuation has been Ordered:	20
12.1.1.	Blindness or visual impairment	20
12.1.2.	Deafness or hearing loss	20
12.1.3.	Mobility impairment	20
13.	* Occupant Emergency Response Actions	21
13.1.	Fire / Smoke / Explosion	23
13.2.	Severe Weather	26
13.3.	Medical / First Aid	27
13.4.	Pandemic Influenza Situation	28
13.5.	Civil Disturbance and Demonstration Procedures	31
13.6.	Hostage Situation	32
13.7.	Hazardous Material Incidents	34
13.8.	Elevator Malfunction or Entrapment	38
13.9.	Suspicious Object	39
13.10.	Bombing / Bomb Threat	41
13.11.	Workplace Violence	44
13.12.	Suspicious or Unlawful Activity	46
13.13.	Active Shooter	48
14.	Occupant Emergency Recovery Actions	52
14.1.	Fire / Smoke / Explosion	53
14.2.	Severe Weather	54
14.3.	Medical / First Aid	57
14.4.	Pandemic Influenza Situation	58
14.5.	Civil Disturbance / Demonstration Procedures	59
14.6.	Hostage Situation	60
14.7.	Hazardous Material Incidents	61
14.8.	Elevator Malfunction or Entrapment	62
14.9.	Suspicious Object	63
14.10.	Bombing / Bomb Threat	64
14.11.	Workplace Violence	65
14.12.	Suspicious or Unlawful Activity	67
14.13.	Active Shooter	68






2



[bookmark: _Toc156563459]Table of Figures







By their signatures below, the following officials certify that they have participated in the development of this Occupant Emergency Plan (OEP), fully understand the procedures to be followed in an emergency affecting the facility and the employees for whom they are responsible and concur with the OEP as written.

		Position

		Primary

		Alternate



		Designated Official (DO)

		Name

		

		Name

		



		

		Title

		

		Title

		



		

		Signature

		

		Signature

		



		Tenants

		Name

		

		Name

		



		

		Title

		

		Title

		



		

		Signature

		

		Signature

		



		Command Staff/Liaison Officer

		Name

		

		Name

		



		

		Title

		

		Title

		



		

		Signature

		

		Signature

		



		Command Staff Security/ Safety Officer

		Name

		

		Name

		



		

		Title

		

		Title

		



		

		Signature

		

		Signature

		







– WARNING –

This document is FOR OFFICIAL USE ONLY. It contains information that may be exempt from public release under the Freedom of Information Act (5 U.S.C. 552). It is to be controlled, stored, handled, transmitted, distributed, and disposed of in accordance with Department of Homeland Security policy relating to FOR OFFICIAL USE ONLY information. It is not to be released to the public or other personnel who do not have a valid “need to know” without prior approval of an authorized Department of Homeland Security official.





1. [bookmark: _Toc156563460]* Purpose

This Occupant Emergency Plan (OEP) is intended to be used by [INSERT AGENCY HERE], [INSERT AGENCY HERE], and [INSERT AGENCY HERE], to reduce risk of injury or death and minimize damage to property in an emergency at or near the [INSERT FACILITY NAME HERE] in [INSERT CITY, STATE HERE].

This OEP is All-Hazards (e.g. any threat or hazard) and designed to align with federal, state, and local safety and security rules, regulations, policy, and guidance, to include that of the General Services Administration (GSA), Office of Safety and Health Administration (OHSA) regulations, Department of Homeland Security (DHS), and the respective federal departments/agencies (D/A) (refer to References).





2. [bookmark: _Toc156563461]* Applicability and Scope

This OEP applies to all assigned or attached federal personnel, contractors, and visitors to the [INSERT FACILITY NAME HERE]—located on the [INSERT FACILITY ADDRESS AND SIZE HERE].

It assumes a localized emergency impacting the [INSERT FACILITY NAME HERE] is imminent or has occurred and it is limited to response actions required prior to activation of the respective federal D/A Continuity of Operations Plans (COOP); therefore, it should be aligned with COOP to ensure a smooth transition between them.

It is designed to provide response actions during an emergency to:

1. Move people to safety quickly and account for them;

2. Minimize damage to property and secure it; and

3. Notify the proper authorities and provide adequate, accurate information.

		Potential Threats and Hazards and Likelihood for Response Actions



		Natural Threats

		Manmade Threats (DBT)

		Terrorist / Criminal Threats



		Pandemic Flu—Medium

Hurricanes—Low

Floods—Low

Fire—Medium

Tornadoes—High

Ice Storms—High

Severe Weather—High

Tropical Storm—Medium

Earthquake—Low

		Explosions—Medium

Hazardous Materials—Low

Transportation Accidents/ Incidents—Medium

Arson—Low

Assaults/Acts of Violence—High

Power Grid Failure—Low

Water Interruption—Low

Aircraft Accident—Medium

		Conventional Weapons—Low

Incendiary Devices—Low

Biological and Chemical Devices—Low

Cyber-Terrorism—Low

Weapons of Mass Destruction—Low

Bomb Threat—Low

Civil Disobedience—Low









3. [bookmark: _Toc156563462]Cancellation

This version of the OEP will supersede all previous versions, entitled “[FACILITY NAME] Occupant Emergency Response Plan”.





4. [bookmark: _Toc156563463]Effective Date

[INSERT EFFECTIVE DATE HERE] – A hard and electronic copy of this OEP will be maintained by each agency.





5. [bookmark: _Toc156563464]* References

· Title 41 Code of Federal Regulations (CFR), Part 101-20, Management of Buildings and Grounds

· Title 41 CFR, Part 101-20.103, Physical Protection and Building Security

· Title 29 CFR, Part 1904.39 (29 CFR 1904.39), Reporting Fatalities and Multiple Hospitalization Incidents to OSHA

· Title 29 CFR, Part 1910.38, Employee Emergency Plans

· Title 29 CFR, Part 1910.39, Fire Prevention Plans

· Title 29 CFR, Part 1910.120, Hazardous Waste Operations and Emergency Response

· Title 29 CFR, Part 1910.165, Employee Alarm Systems

· Title 29 CFR, Part 1960.70, Reporting of Serious Accidents

· General Services Administration (GSA) Accident and Fire Prevention Handbook (PBS P 5900.2C)

· National Incident Management System (NIMS)

· Homeland Security Presidential Directive 5 (HSPD-5)





6. [bookmark: _Toc156563465]* Building Information and Characteristics

As an occupant of [INSERT FACILITY NAME HERE], you need to be familiar with this plan to include the building’s characteristics and description. Read it carefully. If you have questions, consult your D/A Emergency Coordinator.

Keep the following in mind as you read through this document:

· Evacuation routes, exit points, and where to report for agency accountability after evacuating.

· Any means of protecting yourself in the event of an emergency and knowing when and how to evacuate the building safely.

· Locations of emergency supplies and materials (e.g. fire extinguishers, pull alarms, and first aid kits).

· Proper procedures for notifying emergency responders about an emergency in your building, floor, or work area.

· Fire hazards and hazardous materials in and around your work area.

The following information pertains to [INSERT FACILITY NAME HERE] only.

		Characteristic

		Description



		Facility Name

		



		GSA Building Number

		



		Address

		



		Year Completed

		



		Type of Construction

		



		Ownership

		



		Historic Property

		



		Gross Floor Area

		



		Normal Operating Hours

		



		Primary Facility Access

		



		Required Authorization for Access

		



		Government Occupied Floors

		



		Unoccupied Floors

		



		Exterior Court Yard

		



		Elevators

		



		Stairwells

		









7. [bookmark: _Toc156563466]Building and Protection Information

		Primary Occupant

		Number of Occupants



		[INSERT PRIMARY OCCUPANT NAME HERE]

		Federal

		Other

		Total



		

		

		

		



		Floor

		Occupant

		Occupancy Type

		Phone

		Space Type



		

		[INSERT OCCUPANT NAME HERE]

		

		

		



		

		[INSERT OCCUPANT NAME HERE]

		

		

		



		

		[INSERT OCCUPANT NAME HERE]

		

		

		





· Building Management (Emergency Number) – [INSERT EMERGENCY NUMBER HERE]

· Property Manager – [INSERT PROPERTY MANAGER NAME AND PHONE NUMBER HERE]

· Building Security – [INSERT SECURITY PHONE NUMBER HERE]

· Security Cell – [INSERT SECURITY CELL/ALTERNATIVE SECURITY NUMBERS HERE]





8. [bookmark: _Toc156563467]* Emergency Contacts >> [INSERT EMERGENCY#]

8.1. [bookmark: _Toc156563468]Immediate Emergency Notification - Response

For any serious emergency call 911 (first dial ‘X’ for an outside line, then 911 (if applicable)).

		Service

		Provider

		Primary Number

		After Hours



		Bomb Disposal

		

		

		911



		Facilities Management

		

		

		



		[CITY] Emergency Management 

		

		

		911



		[CITY] Police Department

		

		

		



		[CITY] Fire Department

		

		

		



		[INSERT COUNTY] Emergency Management

		

		

		911



		Poison Control Center

		[Insert Local Poison Center and Hospitals here]

		

		911



		Emergency Systems

		[Lessor Building Maintenance] or [Alternative]

		

		



		Fire Alarm System

		[Lessor Building Maintenance] or [Alternative]

		

		



		Automatic Sprinkler System

		[Lessor Building Maintenance] or [Alternative]

		

		



		Elevator capture and Recall

		[Lessor Building Maintenance] or [Alternative]

		

		



		Smoke Detection

		[Lessor Building Maintenance] or [Alternative]

		

		



		Emergency Generator

		[Lessor Building Maintenance] or [Alternative]

		

		



		Emergency Lighting

		[Lessor Building Maintenance] or [Alternative]

		

		



		In-House Emergency Security (Unarmed)

		[Location]

		

		911



		Federal Protective Service

		Federal Protective Service

		

		911



		Utilities

		[Lessor Building Maintenance] or [Alternative]

		

		









8.2. [bookmark: _Toc156563469]Emergency Coordinators

[Floor Number Here] Floor D/A Emergency Coordinators are:

D/A: Name(s), [Phone Number(s) Here]

D/A: Name(s), [Phone Number(s) Here]

D/A: Name(s), [Phone Number(s) Here]





9. [bookmark: _Toc156563470]Emergency Notification Procedures

When you call 911, call from a safe location and remember to: REMAIN CALM

Safely gather as much information as possible and be prepared to answer the following questions for the 911 Operator:

· What is the emergency (fire, hazardous materials, medical, etc.)?

· Where is the emergency?

· When did it happen?

· How did it happen?

· Who is involved?

· What is your name and contact information?

· Do not hang up until instructed to do so by the 911 Operator.





10. [bookmark: _Toc156563471]Emergency Preparedness

10.1. [bookmark: _Toc156563472]Recommended Supplies for Emergency Kit

Ready.gov is a widely recognized source of information that provides the community with access to a variety of resources to prepare for any emergency or disaster. The following information is based on Ready.gov recommendations.

10.1.1. [bookmark: _Toc156563473]Office Supplies

Be prepared at work by building an emergency kit that includes items you will need to either shelter-in-place or evacuate the building. The kit may include the following items—however, the kit should be light enough to carry and easily accessed.

· 

· Bottled water (for drinking and sanitation)

· Non-perishable food 

· First aid kit with prescription medication, etc.

· Customized items such as prescription glasses or contacts, etc.

· Emergency contact numbers

· Hygiene and sanitation items

· Portable battery charger for cell phone

· Flashlight / extra batteries

· Light sticks

· Sturdy, comfortable shoes and clean socks

· Whistle

· Blanket(s)

· Heavy duty work gloves

· Utility knife (see prohibited items—size/length)

· Duct tape and/or barrier tape

· Cash and coins

10.1.2. 

10.1.3. [bookmark: _Toc156563474]Home Supplies

Be prepared at home by building an emergency kit that contains items from family members (include pets and livestock) who will need to either shelter-in-place or evacuate. Following a disaster in your residential area, emergency responders will provide aid as quickly as possible, but it will not be immediately. It is best to keep your emergency supplies in a portable container(s) (such as plastic bags or bins).

Your kit should include the following items:

· Bottled water (for drinking and sanitation; three-day supply of four quarts per person per day)

· Food (three-day supply of non-perishable foods such as canned meats, fruits and vegetables)

· Can opener, pocket knife, eating utensils, cups, plates and bowls

· First-aid kit and at least a 30-day supply of prescription medicines

· Battery-operated radio and extra batteries 

· Flashlight and extra batteries

· Tools, tape, plastic sheeting, signal flares and matches

· Fire extinguisher

· Sanitation products such as toilet paper, paper towels, soap, detergent, bleach and disinfectant

· Clothing and bedding for each family member. 

· Special items for babies, the elderly, disabled persons or others with special needs

· Cash or traveler’s checks

· Important documents (kept in waterproof containers) such as insurance policies, deeds, titles, stocks, birth certificates, passports, wills, immunization records, etc.

· If you have a pet, include pet food, a carrier or cage, and, where appropriate, a leash in your supplies.

10.2. [bookmark: _Toc156563475]* Training, Assessments, and Drills

10.2.1. [bookmark: _Toc156563476]Training

Training is an integral part of the safety program for your building and it is the responsibility of each department to ensure all their employees are trained on the Emergency Response Plan for their unit and/or building. It is the responsibility of the occupant to become familiar with the Emergency Response Plan, to know evacuation routes and assembly areas, and to attend training(s) given by their department.

Other training recommended for all personnel is CPR, first aid and fire extinguisher training.

10.2.2. [bookmark: _Toc156563477]*Annual Assessment

An annual review and assessment of this Emergency Occupant Response Plan shall be performed under the direction of the Emergency Coordinators.

10.2.3. [bookmark: _Toc156563478]*Emergency Drills

Fire drills will be performed at least once annually. The Emergency Response Coordinator may coordinate additional emergency drills and exercises as appropriate.





11. [bookmark: _Toc156563479]Emergency Procedures

11.1. [bookmark: _Toc156563480]Building Fire Alarms

· When you hear the fire alarm, evacuate the building using the following evacuation procedures.

· When you hear the elevator alarm, call 911.

11.2. [bookmark: _Toc156563481]Evacuation Procedures

Building occupants are required by law to evacuate the building when the fire alarm sounds. If in the event of a fire, explosion, bomb threat, gas leak, ventilation problem, etc., all employees shall meet at the designated evacuation meeting point.

11.2.1. [bookmark: _Toc156563482]Designated Assembly Area

The designated assembly area for evacuation is as follows:

· For fire evacuation: [D/A Name], [D/A Name], and [D/A Name] personnel will go to the [Insert designated assembly area here].

· For bomb threat or other alternate assembly: [Insert designated assembly area here], unless otherwise directed.

· See PIN Points. Refer to the attached map.

[INSERT AREA MAP WITH PIN POINTS HERE]

11.2.2. [bookmark: _Toc156563483]Notification

Continuous sound of the fire alarm, audible alarms, and flashing strobe lights are signaling that all personnel in the affected area shall evacuate the building by the nearest stairwell exit. Follow evacuation route placards/maps posted.

11.2.3. [bookmark: _Toc156563484]Procedures

· Secure sensitive/classified material; turn off computers, and other electrical equipment.

· Immediately evacuate building when fire alarm sounds in your area or when instructed to do so.

· Ensure all office doors are closed.

· Proceed to the nearest stairwell or area of refuge.

· Leave the building in a brisk and orderly manner, obeying instructions of emergency personnel.

· Avoid blocking building entrances or exits.

· Proceed to your relocation assembly area and check in with your supervisor or other management personnel.

When evacuating your work area:

· Stay calm. Do not rush or panic.

· Safely stop your work.

· Use the nearest safe stairs and proceed to the nearest exit. Do not use the elevator.

· Proceed to the designated evacuation meeting point.

· Wait for instructions from emergency responders.

· Do not re-enter the building or work area until you have been instructed to do so by the emergency responders.

11.2.4. [bookmark: _Toc156563485]* Sensitive Documents Security

If time permits, classified documents should be properly secured. If time does not permit, classified documents should be placed in a file cabinet or drawer out of sight and locked, if possible. To shut down computers with open sensitive documents, hit control/alt/delete and then the shutdown button. After the event, all containers and documents must be accounted for.

11.2.5. [bookmark: _Toc156563486]* Visitors

All contractors and visitors shall exit through the nearest emergency exit taking their badge with them. The [INSERT D/A NAMES HERE] employee hosting the contractor/visitor shall escort him/her to the employee’s assigned relocation assembly area and report their accountability as necessary. Contractors/Visitors may reenter the building through the normal entrances with their host once the “All Clear” has been given.

11.2.6. [bookmark: _Toc156563487]* Personnel Accountability

Personnel accountability: Supervisors at the relocation assembly area will account for all employees, contractors, and visitors who were in the building at the time of evacuation. Once 100% accountability is reached each senior agency official will be notified and provided with a status report. If any of the occupants are not accounted for, the status report shall indicate the missing persons last known location.

11.2.7. [bookmark: _Toc156563488]“All Clear”

The [CITY] Fire Department, Officer-In-Charge, will give the “All Clear” to the [INSERT D/A NAMES HERE] senior ranking management official. Until the “All Clear” has been provided, no reentry into the evacuated building(s) will be permitted.

11.2.8. [bookmark: _Toc156563489]Reentry

Reentry shall be by means of normal entrances.





12. [bookmark: _Toc156563490]* Evacuation for People with Disabilities and Medical Assistance Needs

Disabled individuals or those with Special Needs who recognize they will need assistance during an emergency are responsible for discussing their anticipated needs with their supervisor in advance. This can include any employee who cannot safely use the emergency exit stairwells to evacuate independently and promptly report to their assigned assembly area. Supervisory personnel shall assign an “Evacuation Buddy” (primary and alternate personnel) to support.

12.1. [bookmark: _Toc156563491]After an Evacuation has been Ordered:

· Assist occupants with disabilities in evacuating.

· Do not use the elevator unless authorized to do so by police or fire personnel.

· Check on people with special needs during an evacuation. A ‘buddy system’ where people with disabilities arrange for co-workers or neighbors to alert and assist them in an emergency, if required, is a good method.

· Attempt a rescue evacuation only if you have had rescue training or the person is in immediate danger and cannot wait for professional assistance.

· Always ask someone with a disability how you can help BEFORE attempting any rescue technique or giving assistance. Ask how he or she can best be assisted or moved and whether there are any special considerations or items that need to come with the person.

12.1.1. [bookmark: _Toc156563492]Blindness or Visual Impairment

· Give verbal instructions to guide him/her to the safest evacuation route.

· Physically assist him/her with evacuation. First, ask if he/she would like to hold onto your arm as you exit, especially if there is debris or a crowd. Do not grasp his/her arm.

12.1.2. [bookmark: _Toc156563493]Deafness or Hearing Loss

· Get attention of the person by touch or eye contact. Clearly state the problem. Gestures and pointing are helpful but be prepared to write a brief statement if the person does not seem to understand.

· Offer visual instructions to advise about the safest route.

12.1.3. [bookmark: _Toc156563494]Mobility Impairment

· It may be necessary to help clear the exit route of debris, if possible, so that the person with a disability can move to a safer area.

· If a person with mobility impairment cannot exit, they should move to a safer area, such as an enclosed stairwell or an office with a shut door that is a good distance from the hazard. Notify Police or Fire personnel immediately about any people remaining in the building and their locations.
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Individuals authorized to activate the OEP are as follows:

		Timeframe

		Individuals Authorized to Activate the OEP



		Normal Duty Hours

		· [INSERT NAMES/ROLES HERE]



		After Normal Duty Hours

		· Senior Federal Official present

· If none present the Lessor, FPS Officer or responding law enforcement agency







The following situations involving immediate danger to occupants or the facility require activation of the OEP:

		Emergency

		Inside Facility

		Outside Facility



		Fire / Smoke / Explosion

		Yes

		Yes *



		Severe Weather / Natural Disasters

		Yes

		Yes *



		Medical / First Aid

		Yes

		Yes *



		Medical / Pandemic Influenza

		Yes

		Yes *



		Hostage Situation

		Yes

		Yes *



		Hazard Material Threats: Chemical / Biological / Radiological

		Yes

		Yes *



		Elevator Malfunction or Entrapment

		Yes

		Yes *



		Suspicious Object

		Yes

		Yes *



		Bombing / Bomb Threats

		Yes

		Yes *



		Work Place Violence

		Yes

		Yes *



		Suspicious or Unlawful Activity

		Yes

		Yes *



		Active Shooter (assailant)

		Yes

		Yes *







In other cases, determine if OEP activation is prudent based on:

· The best available information combined with experience in similar situations.

· Advice solicited from the building Lessor, federal, state, and local law enforcement or intelligence agencies.

Immediate occupant actions involve the following:

Recognize

· Situations that could lead to, or become, an emergency (imminent).

· Actual emergency situations.

React

· Ensure the safety of self and other occupants in the immediate area.

Report

· Report to proper authorities from a safe location.

Depending on the nature of the emergency and whether it is internal or external to the facility, Agency Leads may direct occupants to remain at their work locations or initiate:

Partial Evacuation

· Evacuate away from the affected area

· Relocate to another floor (4th floor)

Complete Evacuation

· Evacuate the facility and proceed to designated assembly areas

· Relocate to alternate assembly point if directed

· Dismiss occupants from the facility for the day (due to facility or government closure)

Shelter-in-Place

· Proceed to designated shelters (e.g., shelter-in-place) marked by each Agency Lead.

· [D/A] workspace

· [D/A] workspace

[Add floor diagrams on this and the following blank page]
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1. All occupants should be familiar with the location of fire extinguishers and fire alarm boxes.

· A fire extinguisher is located on each floor in all stairwells.

· Fire alarms boxes are in the lobby of each floor by the exit stairwell.

2. If an occupant discovers a fire that can be easily extinguished, do so safely. Do not sound the fire alarm; rather report the incident to the Emergency Coordinator.

3. If the fire is not easily extinguishable, activate the nearest alarm. DO NOT attempt to fight a fire if it is beyond your knowledge, skills, and abilities.

4. When the fire alarm sounds, all occupants will immediately evacuate from the building.

5. Call the Fire Department by dialing 911, prior to or immediately following evacuating. Provide the dispatcher with address and specific location of the fire. Also, report the fire to the Emergency Coordinator who will contact the FSC Chair or Agency Tenants.

6. As you exit, turn off lights and any machinery and close individual office doors; use the stairwell (not elevators) to evacuate to the agency-designated assembly area; check-in with the designated Emergency Warden (see page [###] for map depiction) for accountability and further instructions.

7. Notify others in the immediate area and assist anyone who needs help evacuating.

8. If your clothes catch on fire immediately stop, drop, and roll until it is extinguished.

9. Crawl low to the ground, under any smoke to your exit—heavy smoke and poisonous gases collect first along the ceiling.

10. After an explosion, look for and avoid obvious structural damage—weakened floors and stairways, exposed ‘sparking’ electrical wiring, etc.

11. Close doors behind you to help delay the spread of the fire.

12. Before opening a closed door, check it for heat—using the back of your hand, feel the top of the door, the doorknob, and the crack between the door and doorframe before you open it. Never use the palm of your hand or fingers to test for heat! Burns to those areas could impair your ability to escape by limiting use of your hands.

13. Hot Door – Do not open. Use an alternate escape route such as a window. If you cannot escape, hang white or light-colored material out a window alerting fire fighters of your presence.

14. Cool Door – Open slowly. Ensure the fire and/or smoke are not blocking your escape route. If clear, leave immediately through the door and close it behind you. If not clear, shut the door and use an alternate escape route such as a window. If you cannot escape, hang white or light-colored material out a window alerting fire fighters of your presence.

15. Activate the fire alarm manual pull station upon exiting from the affected area.

16. Do not attempt to re-enter the area to secure or retrieve belongings.

17. Do not allow others to re-enter the area.

18. From a safe location, dial 911 to report:

19. Location information:

20. Street address

21. Name of the building

22. Location of fire in the building

23. Description of the emergency:

24. Nature and extent of the fire/smoke

25. If there are occupants missing or trapped (if known)

26. The number and extent of injuries (if known)

27. Follow procedures for evacuation or other instructions provided by floor wardens fire department and watch for falling debris.

If an explosion occurs in or adjacent the facility, the area will be evacuated and secured to preserve evidence and minimize the dangers of secondary explosions (e.g. falling debris or secondary explosive device or leaking gas lines). If people are injured, they will be given first aid while waiting for further medical assistance. Once you are out:

· Do not stand in front of windows, glass doors, or other potentially hazardous areas.

· Move away from sidewalks or streets to be used by emergency officials or others still exiting the building.

Note: Enhanced emergency procedures may need to be developed for sections of a facility that contain sensitive equipment and information.

If you become trapped in a building during a fire:

· Close the door to the space you are in immediately, no matter what your location, to prevent smoke and fire from entering the space. If smoke is entering the room through cracks around the door, stuff something in the cracks to slow the flow.

· If you are in an interior space with no window, stay near the floor where the air will have less smoke. Shout at regular intervals to alert emergency crews of your location.

· If you are in a room with the door closed and the fire alarm sounds, feel the door with the back of your hand. If the door is warm, do not open it.

· If you are on an upper floor and cannot reach one of the stairwells, go to an office with a window, close the office door, go to the window, and wave something so that emergency crews see you. Do not break the window, unless you are advised to do so by emergency personnel, because breaking the window may cause smoke and fire to spread into the room.

· If the phones are working, call to report:

· Floor Number

· Room Number

· How many people are with you?

· Is anyone injured?

If you are trapped in debris:

· If possible, use a flashlight to signal your location to rescuers.

· Avoid unnecessary movement to limit dust.

· Cover your nose and mouth with anything you have on hand. (Dense-weave cotton material can act as a good filter. Try to breathe through the material.)

· Tap on a pipe or wall so that rescuers can hear where you are.

· If possible, use a whistle to signal rescuers.

· Shout only as a last resort. Shouting can cause a person to inhale dangerous amounts of dust.

If you notice smoke or fire outside of the building, remain in the building unless notified by emergency response personnel to take other actions. If visible smoke is present inside the building, move first to the first floor of the building and await further instructions. If smoke becomes thick, leave the building by means of the nearest exit and move upwind of the hazardous area.

· Stay away from damaged buildings to avoid falling glass and bricks. Move at least 10 blocks or 200 yards away from damaged buildings.

· Listen to your radio or television for news and instructions.

Fire Department Response: The anticipated response time of the local Fire Department is 3-5 minutes.
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Severe Weather: Includes hurricanes, tornados, thunderstorms, tsunami and flooding. Local military bases, radio stations, and Civil Defense Offices should have current information on severe weather threats.

· Generally, a WATCH means a storm may threaten an area and a WARNING means a storm is expected to strike an area. Unless instructed to evacuate, during a WATCH or WARNING, all occupants should remain in the building and seek shelter in the “SHELTER IN PLACE” area which are the nearest stairwells. Windows are susceptible to wind-driven debris and wind pressure. Stay away from windows.

· Earthquake: Although earthquakes are rare in [STATE], occupants should be alerted to the following general guidelines for behavior during an earthquake.

· Remain indoors and take cover under sturdy furniture.

· Stay in the center of the building avoiding glass windows and doors.

· Do not walk through areas where there is danger of falling debris.

· After the Earthquake:

· Do not leave cover for at least 10 seconds after shaking has stopped.

· Do a visible assessment of the area to make sure there are no dangling light fixtures, broken glass, shorting electrical circuits, damaged leaking water lines, unstable walls or ceilings, or live electrical circuits in proximity.

· If possible, without endangering your safety, try to assist co-workers and wait for First Responders.

· Remember additional shocks or tremors may occur so be prepared.

· Agency Lead will determine if evacuation necessary: In addition to prior evacuation procedures take the following steps:

· Use extreme caution and be mindful of fallen debris when exiting the building.

· Stay away from fallen or damaged electric wires. Do not touch them.

· Follow the instructions and advice of the appropriate local Civil Defense Office.
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Medical Aid

The availability and rapid response of emergency services will greatly minimize the effect of the emergency.

· Person who first discovers the Emergency: Obtain medical assistance by calling 911. Tell the dispatcher the nature of the emergency, the exact location in the facility of the injured person(s) and then meet or arrange for someone to meet thee arriving unit at the ground floor.

· Notify your Floor Monitor immediately.

· In the case of sudden illness, attack or injury: Attempt to learn the person’s doctor and hospital of preference.

· Stay with the injured person(s): Do whatever possible until medical assistance arrives.

· Calm the person: Keep them warm and reassure them that they will be alright.

· Until professional medical assistance arrives in house sources of aid are:

· Employees trained in first aid 

· Building Aid [PHONE NUMBER HERE]

· Federal Protective Service – [PHONE NUMBER HERE]

· EMS Response: Local EMS is [INSERT TIME HERE] minutes - coordinators will complete any required reports.
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Pandemic

An influenza (flu) pandemic is a worldwide flu outbreak that occurs when a new type of influenza virus appears, and people have no immunity against the virus. The human population is highly susceptible to the novel virus because they have not been exposed to it before or have not been exposed to it in a long time. To adequately prepare for a possible pandemic influenza outbreak, the first step is to understand the different terms widely used to describe the flu:

Seasonal (or common) flu – is a respiratory illness that can be transmitted person to person. Most people have some immunity, and a vaccine is available. Seasonal flu occurs on a yearly basis.

Avian (or bird) flu (AI) – is caused by influenza viruses that occur naturally among wild birds. Low pathogenic AI is common in birds and causes few problems. H5N1 is highly pathogenic, deadly to domestic fowl, and can be transmitted from birds to humans. There is no human immunity and no vaccine is available. H5N1 is of particular concern because it is one of the few avian influenza viruses to have crossed the species barrier to infect humans, and it is the deadliest of those that have crossed the barrier. So far, the spread of H5N1 virus from person to person has been limited and has not continued beyond one person. Nonetheless, because all influenza viruses can change, scientists are concerned that the H5N1 virus could one day be able to infect humans and spread easily from one person to another.

H1N1 influenza is a contagious respiratory illness that can produce mild to severe illness and rarely can lead to death. The Centers for Disease Control and Prevention (CDC) advises that the best way to prevent H1N1 flu is by getting an H1N1 flu vaccination.

Pandemic Virus/COVID19 – is a virulent human flu that causes a global outbreak, or pandemic, of serious illness. Because there is little natural immunity, the disease can spread easily from person to person. A pandemic may come and go in waves, each of which can last for six to eight weeks.

· Most common symptoms include: Fever - Dry cough - Tiredness

· Less common symptoms: Aches and pains - Sore throat – Diarrhea – Conjunctivitis – Headache - Loss of taste or smell - a rash on skin, or discoloration of fingers or toes.

· Serious symptoms: Difficulty breathing or shortness of breath - Chest pain or pressure - Loss of speech of movement.

In the event of a pandemic outbreak, the goal of response measures is to ensure timely recovery of the ill and prevent any further spread of the disease. At the individual level, you should:

· Stay home if you are ill unless medical attention is required, practice hand hygiene/cough etiquette, and model behavior for your children.

· Consider voluntary home quarantine if anyone is ill in the household.

· Identify trusted sources for information: stay informed about availability/use of antiviral medications/vaccines.

· Use personal Protective Equipment (PPE) if necessary and practice individual protection strategies.

· Practice social distance by avoiding crowded social environments and limit non-essential travels.

· In the workplace, ensure that enough infection control supplies are available.

· Modify face-to-face contact; implement flexible worksite (Tele-work) policies and flexible work hours (staggered shifts) if appropriate.

For more information related to pandemic flu contact see the following:

· [STATE] Department of State Health Services, [WEBSITE]– [PHONE NUMBER]

· US Government Pandemic Flu, http://www.pandemicflu.gov/

· Centers for Disease Control, www.cdc.gov – 770-488-7100

· Contact CDC 24 Hours/Every Day, 1-800-CDC-INFO (232-4636) / cdcinfo@cdc.gov

The [FACILITY NAME HERE] Federal space [FLOOR NUMBER HERE] will follow the below five stages of procedures in hopes of mitigating and minimizing the disruption of the offices mission.

Stage 1 – Normal Operations. (No Exposure or major illnesses)

· Encourage all employees to obtain influenza vaccines.

· Encourage employees to practice proper hygiene.

· Cover mouth and nose with tissues when coughing or sneezing. 

· Each employee should maintain an adequate supply of tissues in their work area.

· Wash hands frequently with soap and water, especially before food preparation. 

· Do not share food utensils.

· Limit contact with ill employees.

· Normal disinfection of office work areas. 

· Plan and prepare for a pandemic illness.

· Plan for the possibility that usual services may be disrupted. These could include services provided by hospitals and other health care facilities, banks, stores, restaurants, government offices, and post offices.

· Stay informed about pandemic influenza and be prepared to respond.

Stage 2 – Geographic Area Outbreak. (Potential Exposure)

· Consult www.pandemicflu.gov frequently for updates on national and international information on pandemic influenza.

· Use national and local pandemic hotlines that will be established in the eventuality of a global influenza outbreak.

· Listen to radio and television and read media stories about pandemic flu.

· All personnel should be encouraged to remain at home until their condition improves. (This practice will minimize the potential spread of any illness.)

· Employees traveling from an infected area should remain away from the office if at all feasible for a period of 7-14 days, upon their return.

· Employees should consult their medical professional if they exhibit any influenza symptoms.

· Non-essential travel and public gatherings should be limited.

Stage 3 – Individual Employee Infection (Minimal Exposure)

· Infected employee shall remain home on sick leave until their condition improves and are released by their physician. 

· Encourage the infected employee’s flying partner or other coworkers to consult their physician, if they feel ill.

· Post signs reminding employees to wash their hands before eating and after using the restroom.

· Post signs reminding employees to cover their mouths and nose when coughing or sneezing.

Stage 4 – Multiple Employee Infection (Moderate Exposure)

· Only essential personnel will be required to report to the office. 

· Employees should spend only the minimal amount of time in the office necessary to accomplish their assigned duties. 

· Cease all physical contact among employees to include hand greetings.

· Cease all training that involves physical contact.

· If feasible, office doors will remain closed with all communications being done over the telephone. If face-to-face communication is necessary, keep a distance of at least six feet from another employee. 

· Upon request, custodial staff will disinfect door handles, toilet fixtures, and railings, and other high usage fixtures. Supplies will be made available in common areas such as the computer lab so that employees may disinfect keyboards, phones, etc. 

· Disinfect telephone receivers and mouthpieces twice daily, or immediately after heavy usage or potential contamination. (Employee responsibility in individual work areas)

· Employees should sanitize their hands several times throughout the day.

· Employees should maintain an adequate supply of hand wipes or hand sanitizer in their personal work area. (Supplies may be made available) 

Stage 5 – Multiple Employee Infection (Major Exposure)

The majority of the below actions will only be executed upon approval of the FSC Chair or Lead Agency Representative. Many of the actions will be situation dependent and are only listed as a host of available actions 

· Only essential personnel will be required to report to the office.

· All training and squad gatherings will cease.

· Administrative staff functions may be limited. Telework may be the most likely option.

· The assigned Duty Agent will be required to report to the office to handle any issues that may arise.

· Management personnel will alternate reporting to the office, every other day. Management personnel should spend only the minimal amount of time in the office necessary to accomplish their assigned duties. Telework will be the most likely course of action.

· Use of the office common areas will cease.

· Door handles and toilet fixtures will be disinfected frequently.
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Disturbance and Demonstrations

Civil disturbances are increasingly complex and volatile in a heightened threat environment. Domestic violent extremists (DVEs) exploit lawful protests, rallies, demonstrations, and other gatherings to carry out ideologically motivated violence and criminal activity. Although most demonstrations are normally peaceful, security officials should plan and prepare to mitigate the threat from violent civil disturbances. Train and inform individuals not involved to carry on business as usual. Avoid provoking or obstructing demonstrators. Should a disturbance occur, call 911.

If a disturbance seems to threaten the occupants of the [FLOOR NUMBER] floor or leased parking areas, report it immediately to the appropriate law enforcement authorities and take the following actions:

· Alert all persons in the area of the situation.

· Close or otherwise secure other potential entry points (e.g., freight elevator, tunnels/stairwells).

· Lock all doors and windows.

· Remove outside waste bins or other containers that can conceal an explosive.

· Close blinds to prevent flying glass and/or objects.

· If necessary, your department may decide to cease work operations.

· If necessary to evacuate, follow directions from Police.

· If evacuation occurs, meet at the designated evacuation meeting point and await further instructions and information.
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Respond During a Hostage Situation:

The following guidelines are provided as general background on the control of hostage situations and will be used until the appropriate law enforcement agency takes control of the incident:

· Isolate the area involved by evacuating employees, the public, and any other visitors to the site.

· Cordon off the area to prevent entry by unauthorized persons.

· Until enforcement personnel arrive and if approved by enforcement personnel, communications with hostage captors should be maintained by the designated official, if appropriate, and should be conducted in such a way as to avoid provoking the captor(s) or escalating the incident.

If you observe a hostage situation, the following are suggested actions:

· Leave the immediate area without causing suspicion.

· Proceed to a safe area and notify the authorities.

· Inform the authorities of the location of the hostage situation, who was taken as hostage(s), the number of captors, and whether or not the captors are armed.

· Provide your name, location, and telephone number.

· Remain in the area, stay calm, and avoid discussing the situation with anyone else, if possible, until the proper authorities arrive.

· Whenever possible, leave negotiations with the captor(s) to be trained negotiators.

Anyone that has established communication and rapport with the captor(s) must stand by and brief the trained negotiators upon their arrival. Continue to stand by if additional assistance is required with the negotiators. 

If you are taken hostage, the following are suggested actions:

· Remain calm, be polite, and cooperate with your captors.

· Do not attempt escape unless there is an extremely good chance of survival. It is safer to be submissive and obey your captors.

· Speak normally. Do not complain, avoid being belligerent, and comply with all orders and instructions.

· Do not draw attention to yourself with sudden body movements, statements, comments, or hostile looks.

· Observe the captors and try to memorize their physical traits, voice patterns, clothing, or other details that can help provide a description later. 

· Avoid getting into political or ideological discussions with the captors.

· Try to establish a relationship with your captors and get to know them. Captors are less likely to harm you if they respect you.

· If forced to present terrorist demands to authorities, either in writing or on tape, state clearly that the demands are from your captors. Avoid making a plea on your own behalf.

· Try to stay low to the ground or behind cover from windows or doors, if possible.

· During a rescue operation:

· Do not run. Drop to the floor and remain still. It that is not possible, cross your arms, bow your head, and stand still. Make no sudden moves that a tense rescuer may interpret as hostile or threatening.

· Wait for instructions and obey all instructions you are given.

· Do not be upset, resist, or argue if a rescuer is not sure whether you are a terrorist or a hostage.

· Even if you are handcuffed and searched, do not resist. Just wait for the confusion to clear. You will be taken to a safe area, where proper identification and status will be determined.

Trained staff should communicate with reporters and media personnel to minimize risk, confusion, and damage:

· Contact trained staff to communicate with reporters and media personnel.

· Confirm a hostage-taking event without details.

· Confirm primary concern for hostage safety, unless the site is threatened.

· Confirm cooperation with law enforcement and security experts.
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Hazardous Material

A hazardous material is any chemical, biological, or radiological substance that – when released, spilled, or spread in enough quantities – poses a risk to health, safety, and property.

Chemicals are found everywhere but can be hazardous to humans or the environment if used or released improperly.

Biological agents are organisms or toxins that can kill or incapacitate people, livestock, and crops.

Radioactive materials are routinely used at hospitals, research facilities, and industrial and construction sites for such purposes as diagnosing and treating illnesses, sterilizing equipment, and inspecting welding seams.

Responds During a Chemical Hazardous Material Incident:

A hazardous material incident might not be immediately apparent because many agents are odorless and colorless and some cause no immediately noticeable effects or symptoms. Be alert to the following signs of the possible presence of hazardous material:

· Difficulty breathing; eye irritation; lost coordination; nausea; burning sensation in the nose, throat, and lungs

· Droplets of oily film on surfaces

· Unusual dead or dying animals in the area

· Unusual liquid sprays or vapors

· Unexplained odors (smell of bitter almonds, peach kernels, newly mown hay or green grass)

· Unusual or unauthorized spraying in the area

· Low-lying clouds or fog unrelated to weather; clouds of dust; or suspended, possibly colored, particles.

Determine whether the source of the hazard is inside or outside the facility. If the source location cannot be quickly determined, consider the following suggested actions:

· If there is an odor or other signs, use protective masks, then determine if the air is clean outside the building. If so, evacuate.

· If there are symptoms, but no odor or other sensory indications, evacuate.

· Check for other possible indicators of source:

· In a multistory building, if signs/symptoms are not apparent on adjacent floors, it was likely an internal release on one floor.

If there are visible signs outside the building, such as people fleeing or responding to an airborne hazard, it is likely an external release.

Hazardous Material Incident Inside Facility

If you suspect a hazardous material incident in your immediate area, you should:

· Immediately cover your nose and mouth with a cloth or paper mask to prevent inhaling contaminants.

· Clear the area and have people move to a safe area outside the incident area.

· Close all doors leading to the incident area to prevent others from entering.

· Do not lock doors. (Emergency personnel will need access.)

· Notify authorities from another location.

· Wash hands and face with soap and cool water as soon as possible.

· Keep occupants who were not in the immediate area of the incident away from potentially exposed occupants.

· Inform all occupants who were potentially exposed to remain together in a safe area outside the incident area and await instructions from emergency personnel to reduce the chance of further contamination. Remember that the effects of exposure can sometimes take hours to days to become visible, depending on the hazardous material.

If the source is clearly inside and contained or localized, such as a package containing a hazardous material, consider the following suggested actions:

· Contact the lessor to > Shut Down < all air-handling units that serve the affected floor.

· Isolate the affected area by closing doors and fire doors.

· Communicate with the fire department for assistance.

· Evacuate the affected floor(s) via routes away from the affected area.

If the source is clearly inside but not contained or localized, such as resulting from an accident causing the release or spill of a hazardous material in the facility, consider the following suggested actions:

· Shut down all air-handling units until the type of hazard and extent of its spread can be determined.

· Evacuate the affected floor(s).

· If the hazard is a perceptible agent, initiate purging with smoke fans, if available.

In the event of direct contact with a hazardous substance through the skin:

· Go to the emergency shower or sink.

· Remove any contaminated clothing.

· Wash the affected area with lukewarm water thoroughly for 15 minutes.

· Seek medical attention or follow the facility medical response procedure.

· Notify facility management and/or security personnel.

Radioactive materials emit a form of energy that travels in waves or particles. This energy is called radiation. Radioactive materials are routinely used in hospitals, research facilities, and industrial and construction sites for such purposes as diagnosing and treating illnesses, sterilizing equipment, and inspecting welding seams.

Responding During a Radioactive Incident:

After a release of radioactive materials, local authorities will monitor the levels of radiation and determine what protective actions to take. The most appropriate action will depend on the situation. Tune in to local emergency response network or news station for information and instructions during any emergency. If a radiation emergency involves the release of large amounts of radioactive materials, you may be advised to either shelter in place or evacuate.

If you are advised to shelter in place, you should do the following:

· Close and lock all doors and windows.

· Turn off fans, air conditioners, and forced-air heating units that bring in fresh air from the outside. Only use units to re-circulate air that is already in the building.

· Move to an inner room or basement.

· Cover your mouth and nose with a facemask or other material (such as a scarf or handkerchief) until the fallout cloud has passed.

· Shut off ventilation systems and seal doors or windows until the fallout cloud has passed. However, after the fallout cloud has passed, unseal the doors and windows to allow some air circulation.

· Stay inside until authorities say it is safe to come out.

· Listen to the local radio or television for information and advice. Authorities may direct you to stay in your shelter or evacuate to a safer place away from the area.

· If you must go out, cover your mouth and nose with a damp towel.

· Use stored food and drinking water. Do not eat local fresh food or drink water from open water supplies.

· Clean and cover any open wounds on your body.

· Keep your radio tuned to the emergency response network or local news to find out what else you need to do.

If you are advised to evacuate, follow the directions that your local officials provide. Leave the area as quickly and orderly as possible.

· Listen to the radio or television for information about evacuation routes, temporary shelters, and procedures to follow.

· Before you leave, close and lock windows and doors and turn off air conditioning, vents, fans, and furnace. Close fireplace dampers.

· Take disaster supplies with you (such as a flashlight and extra batteries, battery-operated radio, first aid kit and manual, emergency food and water, non-electric can opener, essential medicines, cash and credit cards, and sturdy shoes).

· Remember that your neighbors may require special assistance, especially infants, elderly people, and people with disabilities.

· Keep car windows and vents closed; use re-circulating air.

If you are inside and close to the incident:

· If the walls and windows of the building are not broken, stay in the building and do not leave.

· To keep radioactive dust or powder from getting inside, shut all windows, outside doors, and fireplace dampers. Turn off fans, heating, and air-conditioning systems that bring in air from the outside. It is not necessary to put duct tape or plastic around doors or windows.

· If the walls and windows of the building are broken, go to an interior room and do not leave. If the building has been heavily damaged, quickly go into a building where the walls and windows have not been broken. If you must go outside, be sure to cover your nose and mouth with a cloth. Once you are inside, take off your outer layer of clothing and seal it in a plastic bag if available. Store the bag where others will not touch it.

· Tune to local radio or television news for more instructions.

· Do not use the telephone unless absolutely necessary.

· Shower or wash with soap and water, removing any remaining dust. Be sure to wash your hair.

· Turn off the air conditioner, ventilation fans, furnace, and other air intakes.

· Food and water supply most likely will remain safe. However, any unpackaged food or water that was out in the open and close to the incident may have radioactive dust on it. Therefore, do not consume water or food that was out in the open.

· The food inside of cans and other sealed containers will be safe to eat. Wash the outside of the container before opening it.

· Authorities will monitor food, water quality for safety, and keep the public informed.

· Low levels of radiation exposure (like those expected from a dirty bomb situation) do not cause any symptoms. Higher levels of radiation exposure may produce symptoms, such as nausea, vomiting, diarrhea, and swelling and redness of the skin. If you develop any of these symptoms, you should contact your doctor, hospital, or other sites recommended by authorities.
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Elevator Entrapment

Passengers being trapped and unable to exit, can be caused by a power outage or equipment malfunction. A typical passenger elevator will have an alarm button or switch that passengers can use to signal that they have been trapped in the elevator.

Respond – During an Elevator Malfunction or Entrapment Situation:

When an elevator malfunctions such that occupants cannot exit the cab, occupants should:

· Remain calm

· Ring emergency button on elevator floor panel

· Use the emergency communications telephone device in the elevator to request assistance

· Telephone will contact you directly with Elevator Company and will advise Elevator Company the location of the specific elevator.

· Even if you cannot speak the elevator company will know you require assistance and your location.

· Refrain from attempting to self-rescue.
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Suspicious objects: Includes any package, envelope, device, or unattended baggage that seems out of place or is not readily identified. Occupants, because of their familiarity with the space where they work, can most easily spot something that does not belong there.

The primary hazard associated with a suspicious object is the threat of explosion or contamination. As a result, suspicious objects should be treated with extreme caution.

Responding – During a Suspicious Object Situation:

The following are suggested actions to take if a suspicious object is identified: If a suspicious device or unattended item is found in the facility:

· Do not touch it or move it!

· Immediately call the police, dial 911, or contact emergency responders—Federal Protective Service.

· Evacuate the area if instructed to do so and await further instructions from emergency responders. The Incident Commander should notify all search crews once an object has been found. If no evacuation has been undertaken to this point, the decision to evacuate the area should be made by the Incident Commander.

· No one should be permitted to re-enter the building until the Incident Commander gives clearance. Facility managers and staff must cooperate with the Incident Commander and assist in the effort to maintain order and public safety.

· If a device has been deemed harmless or destroyed, or if a reported device has not been found after a thorough search and a reasonable time has passed, the decision to allow evacuated persons back into the building will be left to the official in charge of the facility, after consultation with the Incident Commander. Allow at least 15 minutes after the time of probable detonation (in the case of a bomb threat) to re-enter or as determined by the Incident Commander.

If you receive an envelope or package that makes you uncomfortable, has one or more suspicious markings, or has been opened and contains suspicious objects, take the following actions:

· Remain calm.

· Leave the item exactly where it is. Do not move, shake, stir, taste, or smell the item.

· If a substance is spilling out of the object, cover spilled contents immediately with anything available (e.g., clothing, paper, trash can, etc.).

· Leave the office and close the door if the item is in a private office.

· If the item is in a large office area, have people move to a secure area outside the office and close off the potentially contaminated area.

· If possible, contamination of occupants has occurred, move to a neighboring quarantine area.

· If conditions permit, wash off any particles and any liquid you came in contact with and wash your hands with soap and water to prevent spreading any powder to your face.

· Wait for emergency personnel to arrive and follow their instructions. They are trained to provide decontamination and any medical attention necessary.

· Do not lock doors. Emergency personnel will need access.

· Stop others from entering the space.

· Wash your hands and face with cool water.

· Call authorities and follow their instructions.
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Bombing or Bomb Threat Event

Being bombed are harsh realities in today's world. Bombs can be constructed to look like almost anything and can be placed or delivered in any number of ways. The only common denominator that exists among bombs is that they are designed or intended to explode. Most bombs are homemade and are limited in their design only by the imagination of, and resources available to, the bomber.

Bomb threats are delivered in a variety of ways. The majority of threats are called in to the target. Occasionally these calls are through a third party. Sometimes a threat is communicated in writing or by a recording. Bomb threats are normally received by telephone, although they might be received via mail or by hand-delivered message. Although most bomb threats do not result in an explosion or discovery of an explosive device, it is very important that threats are thoroughly evaluated and that effective procedures exist for reacting to threats. 

Responding During A Bomb Threat:

The following are suggested actions to take when a bomb threat is received:

If you receive a threat by telephone:

· Without alerting the caller, attempt to get the attention of your supervisor or another person in your area, and point to this memo’s subject line or write “bomb” on paper and show it to him/her. Your supervisor or co-worker should call the FPS MegaCenter.

· Attempt to keep the caller on the line as long as possible to permit tracing and to gather information. Do not hang up the phone until all attempts to trace have been initiated.

· If your phone has a display, copy the number and/or letters on the window display.

· The person who receives the call should listen closely to the caller and complete the Bomb Threat Checklist during the call. Actions to take include the following:

· Record in writing the exact words of the caller. Attempt to ascertain the location of the bomb, type of device, what it looks like, and expected time of detonation.

· Attempt to determine the sex, approximate age, the attitude of the caller, and specific reasons or motives for his or her actions in placing the bomb.

· Note any background voices or noises that may provide a clue to the caller's location.

· Note any accent or peculiarity of speech, which may help to identify the caller.

· If the time permits, ask the caller questions such as "Who is calling, please?" or "What is your name?"

· The person receiving the call must complete the bomb threat report form and bring the completed form to Security as soon as possible after the call.

· Turn off two-way radios and cell phones. These devices may be hazardous. Radios/cell phones in the vicinity should remain “off” until the matter is resolved.

If a threat is received by handwritten note or through the mail:

· Call authorities.

· Handle note as minimally as possible.

If a threat is received by email:

· Call authorities.

· Do not delete the message.

The FSC Chair and Tenant leads will evaluate the threat and determine if evacuation of the facility is prudent. Occupants may be asked to search their work areas to identify any suspicious packages. In either case, occupants must follow direction provided by emergency response personnel.

Safe recommended distance evacuation
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Workplace Violence

Workplace violence is violence, or the threat of violence, against workers. It can occur at or outside the workplace and can range from threats and verbal abuse to physical assaults and homicide, one of the leading causes of job-related deaths. Incidents involving disruptive and threatening behavior are increasing; early intervention can help prevent more serious acts of violence.

Types of behavior that can lead to workplace violence include the following:

· Disruptive behavior disturbs, interferes with, or prevents normal work functions or activities. Examples include yelling, using profanity, waving arms or fists, verbally abusing others, and refusing reasonable requests for identification.

· Threatening behavior includes physical actions short of actual contact/injury, general oral or written threats to people or property, as well as implicit threats.

Violent behavior includes any physical assault, with or without weapons; behavior that a reasonable person would interpret as being potentially violent (e.g., throwing things, pounding on a desk or door, or destroying property), or specific threats to inflict physical harm (e.g., a threat to shoot a named individual).

Respond – During A Work Place Violence Incident:

If an employee is aware of a threat, the employee must inform his or her supervisor of the potential for violence. Do not try to evaluate or ignore the seriousness of a threat. All threats, whether considered serious or not, must be immediately reported. Even without an actual threat, employees should report any behavior they have witnessed that they regard as threatening or violent.

If you encounter an angry or hostile individual:

· Stay calm. Listen attentively.

· Maintain eye contact.

· Be courteous. Be patient.

· Keep the situation in your control.

· Signal a coworker, or supervisor, that you need help. (Use a duress alarm system or prearranged code words.)

· Do not make any calls yourself.

· Have someone call the FPS, contract guard, or local police.

Confrontations with an armed man or woman are the most dangerous of all situations involving violent persons and the most difficult for inexperienced people to deal with. In a situation where there is a potentially armed intruder or an individual exhibiting violent behavior, remember the following:

· Freeze in place and do nothing, letting the potential assailant make the next move.

· Above all, avoid doing anything that could cause the potential assailant to take action.

· Simply standing still and letting the individual "talk it out" may be the only action to take under these extreme circumstances.

· Do not try any heroics that could cause the potential assailant to react violently.

· Look the potential assailant directly in the eye.

· Keep talking to gain time and calm the gunman.

· Never feel helpless.

· Establish a prearranged word or phrase ("emergency check") that tells other coworkers to summon authorities immediately.

Keep calm until the person has been disarmed and removed the potential assailant from the premises.
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Suspicious or unlawful activity within or surrounding government facilities

· Suspicious persons observed inside or surrounding the facility; the appearance of suspicious persons may be a precursor to a criminal or terrorist act. Keep in mind that suspicious activity is not limited to outsiders; disgruntled or mentally unstable employees may also pose a threat.

· Theft of money, property, or information without force or threat of force against the victims including:

· Identity theft – the fastest-growing crime in America, affecting half a million new victims each year. Identity theft or identity fraud is the taking of a victim's identity to obtain credit, use credit cards from banks and retailers, steal money from a victim's existing accounts, apply for loans, establish accounts with utility companies, rent an apartment, file bankruptcy, or obtain a job using the victim's name.

· Vandalism – the willful destruction or defacing of property. From obscene and violent language scrawled on a public bathroom door to elaborate murals on a brick wall, graffiti appears in many forms. Graffiti is often the first sign that gangs are taking over a neighborhood.

· Conduct on federal property that is specifically prohibited by FMR Title 41 CFR Subchapter C, Part 102 - 74 Facility Management; Subpart C: Conduct on Federal Property. Several examples include:

· Disturbances including loitering, disorderly conduct, or exhibiting other conduct on property that creates loud or unusual noise or a nuisance.

· Gambling, including participating in games for money or other personal property, operating gambling devices, conducting a lottery or pool, or selling or purchasing of numbers tickets.

· Possession and use of narcotics and other drugs, including being under the influence and using or possessing any narcotic drugs, hallucinogens, marijuana, barbiturates, or amphetamines

· Possession of explosives or weapons except for those specifically authorized.

Responding During a Suspicious or Unlawful Incident:

In some cases, occupants may encounter suspicious or unlawful activity as it is occurring. Following are suggested actions to take:

· Do not attempt to intervene physically or deal with the situation yourself. It is critical that the police take charge of any incident that can or does involve physical harm.

· Get yourself and others to safety as quickly as possible.

· Immediately dial authorities for any situation where a person’s life or property is in danger or threatened such as:

· Threats of physical harm toward you, others, or him/herself

· Individual with a weapon

· Individual behaves in a manner that causes you to fear for your own or another's safety

· Crimes in progress

· Violent incidents or specific threats of imminent violence

· Attempted suicides

· Strangers forcibly entering a facility or office

· Strangers carrying materials or equipment from the facility or office

· Group of persons with weapons preparing to fight

· Shootings

· Stabbings

· Armed robberies

· Rape

A non-emergency call is a situation where a person’s life and property are not in immediate danger. Included under this definition are crimes against property and crimes against persons where the victim is not injured, and offenders are not at or near the scene. However, a police officer is needed to respond, investigate, and take a report. Example non-emergency calls include the following:

· Smashed doors or windows in the facility

· Abandoned car on the street near the facility

· Persons loitering near the facility

· Information and rumors of impending crimes

· Persistent anonymous calls

· Suspicious looking persons following your moves while commuting to or from work

· Late discovery of crimes against persons or property
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POLICY: 

Federal employees will follow the active shooter plan below, which is to be updated every two years, or as needed. At a minimum, a plan should comprise the following elements: 

· Security Assessments

· Preparedness

· Communication

· Incident Plan (i.e., actions to take during an incident)

· Training and Exercises

· Post Incident Recovery

· Employees

· Operations

As plans are drafted, reviewed, and updated, each agency lead will verify their procedures with Federal Protective Service who will coordinate response with local law enforcement agencies (if applicable), and first responder agencies likely to address an active shooter situation. Note: Refer to DHS policy memo and soon Instruction requiring annual training mandates that facility occupants participate (actively) in AS exercises annually. FPS/Chair to concur with this…

Agency representatives shall provide training, materials, and/or awareness discussions to inform employees of active shooter preparedness plans as they are updated. 

· Employees should be aware of the Federally-endorsed run, hide, fight concept. Be trained on what their internal office procedures e.g. apply door hinge plates, wedge blocks, lower blinds etc.

· Employees should be informed of the importance of having a personal plan. 

· New employees should be given active shooter preparedness training during the initial onboarding period and actively participate in AS exercises annually. 

As previously noted, the six points above are policy requirements for all agencies within the Executive Branch of the Federal Government.

An active shooter is defined as "an individual actively engaged in killing or attempting to kill people in a populated area.” While the majority of incidents involve the use of firearms, for the purposes of this policy, the term “active shooter” may also apply to an individual armed with any other type of weapon (e.g., firearm, knife, explosives, etc.). Throughout this policy and the subsequent best practices guidance, the ISC will use the term “active shooter” to describe any incident with a perpetrator who poses an active threat.

Response to an Active Shooter Response

Run

If you hear shots fired in the building or if you witness an armed person shooting people, protect yourself first - move to a safe location. If it is safe to do so, the first course of action that should be taken is to RUN. When possible, individuals should exit the building through the safest route and proceed to a designated assembly location (alternate point). However, given the dynamic nature of an active shooter event, exiting the building and going to an evacuation site via practiced fire drill routes may put individuals at risk or may not be possible. If doing so is not possible or puts individuals at risk, employees may need to RUN out of the facility or away from the area under attack and move as far away as possible until they are in a safe location. These options should be clearly conveyed to employees during facility active shooter training and/or exercises.

Despite the complexity of this situation, facility occupants and visitors at risk who can evacuate safely should do so.

Staff should be trained to: 

· leave personal belongings behind; 

· put their hands in the air to signal that they are unarmed to law enforcement responders; 

· visualize possible escape routes, including physically accessible routes for occupants, visitors, or staff with disabilities and others with access and functional needs; 

· avoid escalators and elevators; and 

· take others with them but not stay behind because others refuse to leave. 

Call 911 when safe to do so: 

· Information to provide to law enforcement or dispatchers: 

· Location of active shooter(s) 

· Location of caller 

· Number of shooters, if more than one 

· If there is law enforcement on-site (Note here if any D/A personnel are armed) 

· Physical description of shooter(s) 

· Type and number of weapons used by shooter(s) 

· Use or threat of explosives/IEDs 

· If shooting is still occurring 

· Number of potential victims at the scene 

Because staff may scatter when safe, contact your supervisor for accountability. 

· Primary assembly point [D/A names here] will be the alternate parking garage assembly area or where (distance) best safe. 

· Alternate; Where deemed safe? 

· Agency leads will train and developed a system to account for all personnel when it is safe to do so? 

Hide

If running is not a safe option, hide in as safe a place as possible where the walls might be thicker and have fewer windows. Likewise, for occupants that cannot run, hiding may be the only option. In addition, occupants should do the following: 

· Lock the doors and/or barricade them with heavy furniture, if possible. (Note here if any D/A doors have special blocking abilities)

· Close blinds. 

· Turn off lights. 

· Silence all electronic devices.

· Remain silent. 

· Look for other avenues of escape.

· Identify ad-hoc weapons. 

· When safe to do so, use strategies to silently communicate with first responders, if possible (e.g., in rooms with exterior windows, make signs to silently signal law enforcement and emergency responders to indicate the status of the room’s occupants). 

· Hide along the wall closest to the exit but out of view from the hallway (which would allow the best option for ambushing the shooter and for possible escape if the shooter enters or passes by the room). 

· Remain in place until given an all clear by identifiable law enforcement. 

Consider these additional actions: 

· Identify a safe location on each floor before an incident occurs where occupants and visitors may safely barricade themselves during an event. 

· Train people in how to lock down an area and secure the unit, including providing a checklist of instructions on the back of doors and by phones. 

· Ensure emergency numbers are available at all phone locations. 

Fight 

If neither RUNNING nor HIDING is a safe option, when confronted by the shooter individuals in immediate danger should consider trying to disrupt or incapacitate the shooter by using aggressive force and items in their environment, such as fire extinguishers, chairs, etc. To be clear, confronting an active shooter should never be a requirement of any non-law enforcement personnel’s job; how each individual chooses to respond if directly confronted by an active shooter is up to him or her. 

· To assist the police, please stay calm and patient during this time, and do not interfere with police operations. If you know where the shooter is, and/or have the shooter's description, tell the police.

· When you encounter the police, keep your hands empty and in plain view at all times. Listen to their instructions and do exactly what they say. If you are evacuating, carry nothing that could be mistaken for a weapon.

Rescue teams will follow shortly after the first responding officers enter the building. They will attend to the injured and remove everyone safely from the area.

· Attempting to overcome the suspect with force is a last resort that should only be considered in the most extreme circumstances. Only you can decide if this is something you should do. Remember there may be more than one shooter.

· If the shooter exits your area and you are able to escape, leave the area immediately. Do not touch anything in the area and remember to be alert for responding police officers who may mistake you as the shooter. While escaping, as soon as you see a police officer put your hands over your head and immediately comply with the officer’s instructions.

If the shooter is inside your building:

· If it is possible to escape the area safely and avoid danger, do so by the nearest exit. Leave in the room books, backpacks, purses, etc.

· As you exit the building, keep your hands above your head and listen for instructions that may be given by police officers. If an officer points a firearm at you, make no movement that may cause the officer to mistake your actions for a threat. Try to stay calm.

· If you get out of the building and do not see a police officer, attempt to call the police by dialing 911 or the Federal Protective Service.

· If you are unable to escape the building, move out of the hallway and into an office and try to lock the door. If the door will not lock, try barricading the door with desks and chairs. Lie on the floor and/or under a desk and remain silent. Wait for the police to come and find you.

If the shooter enters your office:

· There is no set procedure in this situation. If possible, call 911 and talk with a police dispatcher. If you cannot speak, leave the phone line open so the police can hear what is going on.

· Use common sense. If you are hiding and flight is impossible, attempts to negotiate with the suspect may be successful. Playing dead may also be a consideration.

· Attempting to overcome the suspect with force is a last resort that should only be considered in the most extreme circumstances. Only you can decide if this is something you should do. Remember there may be more than one shooter.

If the shooter exits your area and you are able to escape, leave the area immediately. Do not touch anything in the area and remember to be alert for responding police officers who may mistake you as the shooter. While escaping, as soon as you see a police officer put your hands over your head and immediately comply with the officer’s instructions.
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Depending on the nature of the emergency and whether it is internal or external to the facility, the Emergency Coordinators must be prepared to coordinate actions to ensure the safety of occupants.

This section provides actions and recovery to be taken for evacuation, shelter-in-place, and the following specific emergency situations that may occur:

COMPLETE EVACUATION

SENIOR AGENCY LEAD OFFICIAL EMERGENCY ACTIONS

All Floors

During an emergency, the senior decision maker will contact the emergency agency for example the Fire Department and 911. Notify the floor monitors of the emergency by whatever means available to evacuate employees and assume their responsibilities. The Rep (or Lessor in some instances) will meet with the fire department as appropriate. The Rep will wear an orange armband or vest to be distinguishable by the Federal, State or Local First Responders. Once the Federal, State or Local First Responders arrive on- site, they are in charge.

FLOOR & STAIRWELL MONITORS EMERGENCY ACTIONS

All Floors

Advise employees to initiate evacuation. Clear unit or assigned area. Mark all rooms as clear with ALL CLEAR tags. Floor Monitors will ensure that all of the people in their areas evacuate. Floor monitors will secure employee sign in sheets for later head count at the Assembly Area. When a floor has been completely evacuated, they are to place an “ALL CLEAR” tag on all doors and report this information to the Command Center. Proceed to elevator banks to give elevator monitors “ALL CLEAR” message. Floor Monitors will evacuate after they are assured that everyone on their assigned floor has evacuated. If individuals refuse to depart the floor after adequate attempts by the Floor Monitor, the Monitor is to evacuate and report this information to the Command Center. Floor Monitor should also check the stairwells to ensure that no one is stranded or injured. After evacuation is completed Floor Monitors will take attendance with sign in sheets at Assembly Area and account for all employees and report to agency Rep. When re-entry is safe, the Floor Monitors will direct entry to the building.

Occupant and OEO recovery actions from these emergency situations are presented in the following sections:
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Recovering from a Fire or Explosion:

Recovering from an explosion or fire can be a physically and mentally draining process. 

The following actions are suggested during the first 24 hours:

· Contact the local disaster relief service to help with immediate needs.

· Do not enter the damaged facility.

· Normally, the fire department will ensure that utilities (water, electricity, and natural gas) are either safe to use or are disconnected before they leave the site. Do not attempt to turn on utilities yourself.

· Food, beverages, and medicine exposed to heat, smoke, soot, and water should not be consumed.
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Recover - After an Earthquake:

The amount of damage that can occur as a result of an earthquake depends on the severity of the earthquake and the stability of the structures involved. An earthquake can cause a slight movement of the ground and/or building or result in a major catastrophe.

Suggested actions to take after an earthquake has subsided include:

· Wait for emergency announcements/instructions.

· Check yourself for injuries before helping others who are disabled, injured, or trapped. Do not move seriously injured people unless they are in immediate danger of further injury.

· Do not leave the protected area unless other immediate hazards (such as fire) emerge.

· Look for and extinguish small fires.

· Clean up spilled medicines, bleaches, gasoline, or other flammable liquids immediately.

· Open closet and cabinet doors cautiously because contents may have shifted during the earthquake and could fall out.

· Use the telephone only to report life-threatening emergencies.

· Listen to a portable, battery-operated radio (or television) for updated emergency information and instructions.

· Expect aftershocks. Each time you feel one, drop, cover, and hold on!

· Inspect the facility for damage. If the facility has experienced damage, it may be necessary to evacuate before aftershocks happen.

· Leave the gas on at the main valve, unless you smell gas or think that gas is leaking. It may be weeks or months before professionals can turn gas back on using the correct procedures.

· If you are away from the facility, return only when authorities say it is safe. Watch out for fallen power lines or broken gas lines and stay out of damaged areas.

· Be aware of possible tsunamis if you live in coastal areas.

Recover – After Severe Weather subsides:

Suggested actions to take after severe weather has subsided include:

· Wait for emergency announcements/instructions.

· Do not attempt to move or fix anything until a full damage assessment is completed

· Check interior of facility for broken windows and water damage.

· Check yourself for injuries before helping others who are disabled, injured or trapped. Do not move seriously injured people unless they are in immediate danger of further injury.

Recover – After a Hurricane:

Conditions within and surrounding a facility after a hurricane strikes depend on many factors including the strength of the hurricane, location of the facility in its path, construction of the facility, etc. As such, extreme caution should be exercised. The following are suggested actions to take after a hurricane:

· Wait for emergency announcements/instructions.

· Do not attempt to move or fix anything until a full damage assessment is completed.

· Check interior of facility for broken windows and water damage.

· If you have been evacuated, return only when local officials tell you it is safe to do so.

· Stay away from standing water. It may be electrically charged from underground or downed power lines.

· Have professionals check gas, water, and electrical lines and appliances for damage.

· Use the telephone only for emergency calls.

· Check yourself for injuries before helping others who are disabled, injured or trapped. Do not move seriously injured people unless they are in immediate danger of further injury.

Recover – After a Severe Thunderstorm:

The following are suggested actions to take after a severe thunderstorm: Wait for emergency announcements/instructions.

Use the telephone only for emergency calls.

Check yourself for injuries before helping others who are disabled, injured or trapped. Do not move seriously injured people unless they are in immediate danger of further injury.

· Do not attempt to move or fix anything until a full damage assessment is completed.

· Check interior of facility for broken windows and water damage.

· If you have been evacuated, return only when local officials tell you it is safe to do so.

· Stay away from storm-damaged areas.

· Stay away from standing water. It may be electrically charged from underground or downed power lines.

Recover – After a Tornado:

Recovering from a disaster is usually a gradual process. Safety is a primary issue, as are mental and physical well-being. If assistance is available, knowing how to access it makes the process faster and less stressful. Conditions within and surrounding a facility after a tornado strikes depend on many factors including the size of the tornado, location of the facility in its path, construction of the facility, etc. As such, extreme caution should be exercised. Injury may result from the direct impact of a tornado, or it may occur afterward when people walk among debris and enter damaged buildings. Nearly a third of the injuries result from stepping on nails. Other common causes of injury include falling objects and heavy, rolling objects. Because tornadoes often damage power lines, gas lines, or electrical systems, there is a risk of fire, electrocution, or an explosion. Protecting yourself and your family requires promptly treating any injuries suffered during the storm and using extreme care to avoid further hazards.

The following are suggested actions to take after a tornado:

· Continue listening to a NOAA Weather Radio, Coast Guard emergency frequency station, or other reliable source for emergency information.

· Wait for emergency announcements/instructions.

· Do not leave the protected area unless other immediate hazards (such as fire) emerge.

· Check yourself for injuries before helping others who are disabled, injured or trapped. Do not move seriously injured people unless they are in immediate danger of further injury.

· Use the telephone only for emergency calls.

· Use battery-powered lanterns or flashlights when examining buildings.

· Examine walls, floors, doors, staircases, and windows to make sure that the building is not in danger of collapsing. Watch for loose plaster, drywall, and ceilings that could fall.

· Look for fire hazards. There may be broken or leaking gas lines, flooded electrical circuits, or submerged furnaces or electrical appliances.

· Check for gas leaks. If you smell gas or hear a blowing or hissing noise, open a window and quickly leave the building. Turn off the gas using the outside main valve if you can and call the gas company from a neighbor's home.

· Look for electrical system damage. If you see sparks or broken or frayed wires, or if you smell burning insulation, turn off the electricity at the main fuse box or circuit breaker.

· Check for sewage and water line damage. If you suspect sewage lines are damaged, avoid using the toilets and call a plumber. If water pipes are damaged, contact the water company and avoid using water from the tap.

· Be aware of hazards from exposed nails and broken glass.

· Symptoms of anxiety may not appear for weeks or even months after a tornado; they can affect people of any age. If anxiety disrupts daily activities for any member of your family, seek professional assistance through a school counselor, community religious organization, your physician, or a licensed professional.
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Recover – After a Medical / First Aid Emergency

After a medical emergency, the following actions should be taken:

· Complete all appropriate injury/incident reporting. Examples of reports include those for incidents, accidents, medical treatment, workers compensation, and injury/illness logs. Notifications may be required to the Occupational Safety and Health Administration within eight hours if anyone dies or if three or more persons receive medical attention other than first aid.

· Analyze the cause of the medical emergency. If it was due to an accident, examine enhancements to accident prevention awareness and whether attributes of the facility could be modified to reduce risk of further injury. If it was a medical condition that was unrelated to the environment, determine if enhancements to the wellness program would be beneficial.

Examine the effectiveness of response. Determine whether or not improvements can be made in procedures, training, available equipment, etc., to streamline the provision of aid to occupants.
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Recover – After a Pandemic Influenza

Recovery efforts after a pandemic influenza outbreak are like those of response; in addition to ensuring the timely recovery of the ill and limiting further spread of the disease. Other goals during the recovery phase should include resuming normal activities and preparing for possible subsequent outbreak waves. Actions to consider may include:

· Continue to practice voluntary home quarantine, social distancing, hand hygiene, and cough etiquette.

· Continue to stay informed about pandemic influenza related activities as implemented by CDC or State and local health departments.

· Ensure that adequate resources/supplies are available to respond to the next pandemic wave.
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Recover - Disturbance and Demonstrations

After a demonstration the lessor, local police, FPS and or DHS senior management will provide further guidance on continuation of work or how to ensure your best safety going forward. Should a demonstrator be seen in common area spaces and cause a disturbance, call 911.

· It is best to practice two-person entry and exit following a demonstration event.

· Inspect and make safe the facility perimeter and any affected areas from dangerous objects or hazards either left behind or created by the event.

· Look to ensure the [FLOOR NUMBER] floor common areas are free of any protestors or unauthorized personnel.

· Incorporate violent civil unrest/disturbance in newcomer and annual security awareness training.
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Recover - After a Hostage Situation

After a hostage situation, the facility emergency response processes and procedures should be examined to determine if modifications are warranted. More importantly, the emotional toll that a hostage situation brings can sometimes be devastating. Everyone who sees or experiences it is affected in some way. It is normal to feel anxious about your own safety and that of your family and close friends. Profound sadness, grief, and anger are normal reactions to an abnormal event. Everyone has different needs and different ways of coping such as:

· Talk with someone about your feelings (anger, sorrow, and other emotions) even though it may be difficult.

· Do not hold yourself responsible for the event or be frustrated because you feel you cannot help directly in the rescue work.

· Take steps to promote your own physical and emotional healing by healthy eating, rest, exercise, relaxation, and meditation.

· Maintain a normal family and daily routine, limiting demanding responsibilities on yourself and your family.

· Use existing support groups of family, friends, and religious institutions.





14.7. [bookmark: _Toc156563516]Hazardous Material Incidents

Recover – After Chemical Hazard Material Incident

The following are guidelines for the period following a chemical hazardous material incident:

· Return home only when authorities say it is safe. Open windows and vents and turn on fans to provide ventilation.

· Act quickly if you have come in to contact with or have been exposed to hazardous chemicals. Do the following:

· Follow decontamination instructions from local authorities. You may be advised to take a thorough shower, or you may be advised to stay away from water and follow another procedure.

· Seek medical treatment for unusual symptoms as soon as possible.

· Place exposed clothing and shoes in tightly sealed containers. Do not allow them to contact other material. Call local authorities to find out about proper disposal.

· Advise everyone who comes in to contact with you that you may have been exposed to a toxic substance.

· Find out from local authorities how to clean up your land and property.

· Report any lingering vapors or other hazards to your local emergency services office.

Recover - After a Biological Incident

In some situations, such as the case of the anthrax letters sent in 2001, people may be alerted to potential exposure. If this is the case, pay close attention to all official warnings and instructions on how to proceed. The delivery of medical services for a biological event may be handled differently in response to increased demand. The basic public health procedures and medical protocols for handling exposure to biological agents are the same as for any infectious disease. It is important for you to pay attention to official instructions via radio, television, and emergency alert systems.

If you believe you have been exposed to an infectious biological agent or if you develop symptoms that you believe might be associated with such an exposure, immediately contact a physician. Your physician may choose to contact the local health department to determine the best course of action based on the circumstances of the exposure.

In addition to early detection, rapid diagnosis, and treatment with antibiotics or antiviral, quarantine and isolation may be used to contain the spread of illness. Isolation applies to persons who are known to be ill with a contagious disease. Quarantine applies to those who have been exposed to a contagious disease but who may or may not become ill.

Recover - After a Radiological Incident:

Depending on the nature and extent of the radiological incident, prior to allowing access to potentially contaminated areas, authorities will evaluate the environmental conditions in the affected areas by conducting radiation measurements and beginning recovery operations including any necessary decontamination of facilities.
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Recover – After Elevator Malfunction or Entrapment:

Whenever an individual has to be rescued from a stalled elevator, the elevator must be left out of service until an elevator inspector has had time to conduct an investigation. The outcome of the investigation may result in changes to procedures or equipment to ensure the safety of occupants.
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Recover – After a Suspicious Object Situation:

After a suspicious object incident has passed, facilitate the recovery process by taking the following actions:

· Discuss the circumstances of the incident with staff members. Encourage employees to share information about ways to avoid and respond to similar situations in the future.

· Offer stress debriefing sessions and posttraumatic counseling services to help workers recover from a disturbing incident.

· Investigate all incidents and threats, monitor incident trends by type or circumstance, and institute corrective actions.

· Discuss changes in the program during regular employee meetings.

Federal Management Regulation FMS 102-74.15 requires that occupant agencies in GSA space promptly report all crimes and suspicious circumstances occurring on federally controlled property.
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Recover – After a Bombing / Bomb Threat:

Many individuals are affected by a threat, including the victim, witnesses, bystanders, as well as friends, relatives, and co-workers of those involved in or witnessing the event. The following are suggested actions to take after a threat has occurred:

· Discuss the circumstances of the incident with staff members. Encourage employees to share information about ways to avoid similar situations in the future.

· Inform victims of their legal right to prosecute perpetrators.

· Offer stress debriefing sessions and posttraumatic counseling services to help workers recover from a violent incident.

· Investigate all violent incidents and threats, monitor trends in violent incidents by type or circumstance, and institute corrective actions.

· Discuss changes in the program during regular employee meetings.

Federal Management Regulation FMS 102-74.15 requires that occupant agencies in GSA space promptly report all crimes and suspicious circumstances occurring on federally controlled property.
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Recover – After a Work Place Violence Incident:

Many individuals are affected by a threat, including the victim, witnesses, bystanders, as well as friends, relatives, and co-workers of those involved in or witnessing the event. The following are suggested actions to take after a threat has occurred:

· Discuss the circumstances of the incident with staff members. Encourage employees to share information about ways to avoid similar situations in the future.

· Inform victims of their legal right to prosecute perpetrators.

· Offer stress debriefing sessions and posttraumatic counseling services to help workers recover from a violent incident.

· Investigate all violent incidents and threats, monitor trends in violent incidents by type or circumstance, and institute corrective actions.

· Discuss changes in the program during regular employee meetings.

Federal Management Regulation FMS 102-74.15 requires that occupant agencies in GSA space promptly report all crimes and suspicious circumstances occurring on federally controlled property.

Listed below are several initial steps management can take when an incident of workplace violence occurs:

· Ensure a management presence in the work-site. Managers need to spend ample time with their employees, in the work-site or wherever they may be. Employees need to be reassured of management’s concern, and they need to be able to ask questions. Senior management should ensure that immediate supervisors are supported in this role, relieved of unnecessary duties, and not pulled away from their subordinates to write lengthy reports or prepare elaborate briefings.

· Share information with employees. Employees will have many questions, and they need answers – often more than once – if they are to resolve the experience for themselves. Information will develop over time, so information strategies need to be simple and fluid. A notice board at the elevator or a recorded message on a "hotline" number may suffice for the basics, and a user-friendly system for individual questions should be established.

· Include union leadership. Union representatives can help in reassuring employees after an incident and in getting information to employees.

· Bring in crisis response professionals. Before an incident ever occurs, the planning group should identify trained mental health professionals in the agency's Employee Assistance Program or the community who would be available to respond in the event of an incident. When an incident occurs, involve these emergency mental health consultants as soon as possible. They will generally meet with management first, working down the chain, ultimately meeting with line employees. Based on what the consultants learn, they will offer services such as debriefing and defusing and informal counseling, perhaps in the work area.

· Support informal debriefing. The formal debriefing is not the end of the recovery process. Provide opportunities for employees to talk informally with one another when they feel a need to discuss the experience. A comfortable break area and flexibility about break times may be all that is needed.

· Support care giving within work groups. Keep work groups together as much as possible and try not to isolate employees from their normal support groups at work. Show respect and support for employees' efforts to care for one another.

· Handle critical sites with care. Initially, the site of a violent incident will be secured as a crime scene. After the authorities are finished with it, management needs to be sensitive to a number of issues. It is helpful if employees don't have to come back to work and face painful reminders such as bloodstains or broken furniture. On the other hand, the area should not be so "sanitized" that it gives the appearance that management is pretending nothing happened. If someone has died, that person's work area will be a focus of grieving, and it needs to be respected as such.

· Buffer those affected from post-event stresses. Effective coordination with the media and timely dissemination of information can help reduce media pressure on those who are the most vulnerable. Assistance with benefits and other administrative issues can reduce the burden on victims and families.

· Help employees face feared places or activities. Returning soon, if only briefly, to a feared site can help prevent lasting effects such as phobic responses. Having a friend or loved one along, or being supported by close work associates, may make the first step much easier.

· Remember the healing value of work. Getting back to work can be reassuring, and a sense of having a mission to perform can help the group recover its morale. However, the return to work must be managed in a way that conveys appropriate respect for the deceased, the injured, and the traumatized.

Formal crisis intervention processes for victims of critical incidents, such as workplace violence, have been used and recommended by mental health professionals for years.





14.12. [bookmark: _Toc156563521]Suspicious or Unlawful Activity

Recover – After a Suspicious or Unlawful Activity:

In some cases, occupants may discover that an unlawful act has occurred. Occupants should notify officials and provide information as requested by authorities. Following are suggested actions to take after an unlawful activity has occurred:

· Discuss the circumstances of the incident with staff members. Encourage employees to share information about ways to avoid similar situations in the future.

· Investigate all incidents and threats, monitor incident trends by type or circumstance, and institute corrective actions.

· Discuss changes in the program during regular employee meetings.

Federal Management Regulation FMS 102-74.15 requires that occupant agencies in GSA space promptly report all crimes and suspicious circumstances occurring on federally controlled property.
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Recover – After an Active Shooter Incident:

Many individuals are affected by a threat, including the victim, witnesses, bystanders, as well as friends, relatives, and co-workers of those involved in or witnessing the event. The following are suggested actions to take after a threat has occurred:

· Discuss the circumstances of the incident with staff members. Encourage employees to share information about ways to avoid similar situations in the future.

· Inform victims of their legal right to prosecute perpetrators.

· Offer stress debriefing sessions and posttraumatic counseling services to help workers recover from a violent incident.

· Investigate all violent incidents and threats, monitor trends in violent incidents by type or circumstance, and institute corrective actions.

· Discuss changes in the program during regular employee meetings.

Federal Management Regulation FMS 102-74.15 requires that occupant agencies in GSA space promptly report all crimes and suspicious circumstances occurring on federally controlled property.

Listed below are several initial steps management can take when an incident of workplace violence occurs:

· Ensure a management presence in the work-site. Managers need to spend ample time with their employees, in the work-site or wherever they may be. Employees need to be reassured of management’s concern, and they need to be able to ask questions. Senior management should ensure that immediate supervisors are supported in this role, relieved of unnecessary duties, and not pulled away from their subordinates to write lengthy reports or prepare elaborate briefings.

· Share information with employees. Employees will have many questions, and they need answers – often more than once – if they are to resolve the experience for themselves. Information will develop over time, so information strategies need to be simple and fluid. A notice board at the elevator or a recorded message on a "hotline" number may suffice for the basics, and a user-friendly system for individual questions should be established.

· Include union leadership. Union representatives can help in reassuring employees after an incident and in getting information to employees, as necessary.

· Bring in crisis response professionals. Before an incident ever occurs, the planning group should identify trained mental health professionals in the agency's Employee Assistance Program or the community who would be available to respond in the event of an incident. When an incident occurs, involve these emergency mental health consultants as soon as possible. They will generally meet with management first, working down the chain, ultimately meeting with line employees. Based on what the consultants learn, they will offer services such as debriefing, defusing, and informal counseling, perhaps in the work area.

· Support informal debriefing. The formal debriefing is not the end of the recovery process. Provide opportunities for employees to talk informally with one another when they feel a need to discuss the experience. A comfortable break area and flexibility about break times may be all that is needed.

· Support care giving within work groups. Keep work groups together as much as possible and try not to isolate employees from their normal support groups at work. Show respect and support for employees' efforts to care for one another.

· Handle critical sites with care. Initially, the site of a violent incident will be secured as a crime scene. After the authorities are finished with it, management needs to be sensitive to a number of issues. It is helpful if employees don't have to come back to work and face painful reminders such as bloodstains or broken furniture. On the other hand, the area should not be so "sanitized" that it gives the appearance that management is pretending nothing happened. If someone has died, that person's work area will be a focus of grieving, and it needs to be respected as such.

· Buffer those affected from post-event stresses. Effective coordination with the media and timely dissemination of information can help reduce media pressure on those who are the most vulnerable. Assistance with benefits and other administrative issues can reduce the burden on victims and families.

· Help employees face feared places or activities. Returning soon, if only briefly, to a feared site can help prevent lasting effects such as phobic responses. Having a friend or loved one along, or being supported by close work associates, may make the first step much easier.

· Remember the healing value of work. Getting back to work can be reassuring, and a sense of having a mission to perform can help the group recover its morale. However, the return to work must be managed in a way that conveys appropriate respect for the deceased, the injured, and the traumatized.

Formal crisis intervention processes for victims of critical incidents, such as workplace violence, have been used and recommended by mental health professionals for years.
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