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People are essential to the security and resilience of our Nation’s 
critical infrastructure sectors. The consequences of an ill-prepared 
critical infrastructure workforce are just as devastating as those 
caused by natural disasters or physical or cyber attacks on our 
systems. Historically, however, we have failed to elevate, prioritize, 
and adequately invest in the development and preparedness of our 
greatest resource: the people who are central to keeping our Nation 
safe, secure, and globally competitive. 

We currently have no overarching national plan of action that 
provides fact-informed guidance and analysis in the critical area 
of workforce development and readiness. To address this gap, the 
U.S. National Security Council (NSC) asked the President’s National 
Infrastructure Advisory Council (NIAC) to examine the challenges 
facing the critical infrastructure workforce and investigate the 
potential risks such challenges pose to U.S. national security. 

We have a unique opportunity in this moment to put American 
workers first and ensure they remain a priority for generations to 
come. Together, we can create the critical infrastructure 
workforce our Nation needs now and sustain it long into the 
future.

Findings
The NIAC found that the workforce development system in the 
United States lacks the coordination, data, and strategic human 
capital management necessary to ensure a skilled workforce for 
critical infrastructure. Three cross-cutting issues stand out for their 
impact on all critical infrastructure sectors:
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Recommendations
The NIAC offers nine recommendations to keep the critical infrastructure workforce nimble in the face of change 
and prepared to maintain the stability of American society when disaster strikes:

Strengthening public-private partnerships to improve the 
security and resilience of America’s critical infrastructure

The NIAC’s recommendations are guided by the principle that all workers must have equitable access to the 
education, training, and resources necessary to begin and advance in critical infrastructure careers across the 
education/career-readiness continuum.
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