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Webinar Objectives

Discuss gaps and challenges in planning and
funding for capital investments, operations, and
maintenance

Learn practical solutions from within the NECP to
improve lifecycle planning processes

Gain an understanding of how to implement the
seven phases of the Emergency Communications
System Lifecycle Planning Guide

Obtain best practices from real-world examples of
effective lifecycle planning
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National Emergency Communications Plan

National Emergency
Communications Plan

2019

f-A Homeland
& Security

Mandated by Title XVIII of the Homeland Security Act of 2002, the NECP was
first published in 2008, and its latest update was published in 2019.

The NECP is the Nation’s strategic plan to strengthen and enhance
emergency communications capabilities.

The Plan is designed to provide guidance to those that plan for,
coordinate, maintain, invest in, and use communications to support public
safety operations.

It helps stakeholders enhance and update the policies, governance
structures, planning, and protocols that enable responders to communicate
and share information under all circumstances.

The NECP navigates the complex mission of maintaining and improving
emergency communications while also integrating new technologies and
capabilities for emergency responders.
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NECP Goals

NECP Vision: To enable the Nation’s emergency response community to communicate and share information securely across
communications technologies in real time, including all levels of government, jurisdictions, disciplines, organizations, and citizens
impacted by any threats or hazards event

Goal 1: Governance and Leadership Goal 4: Communications Coordination

m Develop and maintain effective emergency communications % Improve effective coordination of available operable and
governance and leadership across the Emergency interoperable public safety communications capabilities
Communications Ecosystem for incidents and planned events

Goal 5: Technology and Infrastructure

Improve lifecycle management of the systems and
equipment that enable emergency responders and public
safety officials to share information efficiently and

Goal 2: Planning and Procedures

Develop and update comprehensive emergency
communications plans and procedures that address the
evolution of risks, capabilities, and technologies across the
Emergency Communications Ecosystem securely

Goal 3: Training, Exercises, and Evaluation Goal 6: Cybersecurity

Develop and deliver training, exercise, and evaluation Strengthen the cybersecurity posture of the Emergency
programs that enhance knowledge and target gaps in all Communications Ecosystem

available emergency communications technologies
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Lifecycle Planning Overview

Public safety organizations rely on Strategic Planning Process
complex and expensive systems to S o e
conduct their missions Wi Eaiaaac
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Planning for these emerging advanced technologies is a critical component of achieving
operability, interoperability, security, and continuity of communications

The SNS found that 25% of public safety organizations do not have a strategic planning
process or plan and only 7% review their plans annually
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SAFECOM Nationwide Survey

Governance

Training &
Exercises

The 2018 SNS was a data collection
initiative that supported the content and
recommendations of the NECP

The SNS consisted of 38 questions that
span the 5 elements of the SAFECOM
Interoperability Continuum, plus a security
element that accounted for cybersecurity

Findings from the SNS gauge the status of
the Nation’s emergency communications
capabilities and helped inform the National
Emergency Communication Plan’s goals,
objectives, and success indicators
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SNS: Systems in Use

System in Use by Public Safety Organizations Complexities in Public Safety Systems

911 —72%

CELLULAR [ 60%

2. Dispatch

PAGING | 59% S
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LMR [ 57% AT
‘ A =g
WIRELESS [N 50%
WIRELINE [ 29%
HF [ 18%

MICROWAVE [ 12%

1. Incident Reporting and Requests for
Assistance

5. Monitoring Devices and Sensors

6. Notifications, Alerts, and
Warnings

‘;\ | .
.-.," ;
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3. Incident Response and
Coordination

LTE N 9%

SATELLITE |¥ 6%

LTE-LMR F 3%
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SNS: Equipment

System Age
H 0-1 year old 2-5 years old 6-10 years old Over 10 years old
LONG-TERM EVOLUTION (LTE) SYSTEM 32% 37% 18%
CELLULAR (E.G., 2G/3G) 47% 26% 18%
911 TELEPHONY (E.G., BASIC, ENHANCED, NG911) 32% 24% 36%
LTE-LMR CONVERGED SYSTEM 23% 23% 46%
MICROWAVE BACKHAUL 44% 27% 22%
SATELLITE SYSTEM 37% 34% 23%
WIRELESS LOCAL AREA NETWORKS (E.G., WIFI) 52% 30% 12%
PAGING SYSTEM 23% 23% 49%

LAND MOBILE RADIO (LMR) SYSTEM 22% 30% 43% |

WIRELINE (E.G., FIBER, COPPER) | 31% | 19% I | 45%I |

HF RADIO/AUXCOMM/SHARES/FNARS i 25% i r | 35% | | | LG% r

On average, 60% of public safety systems
are more than 6 years old; of those
systems, 33% are over 10 years old

Anticipated System Upgrade

B LMR m LTE wLTE-LMR © Satellite m HF m Paging ® Wireless M Cellular m Wireline ®m Microwave m911

56% 55957%

44% o
‘0
36% 35% )
31%30%y 28%  32%
13% | 13%4% 14

0%
33%
L 27%
22% 217
20% || 19%
Ig% 9%/ 9

WILL REPLACE OR SIGNIFICANTLY ~ WILL REPLACE OR SIGNIFICANTLY ~ WILL REPLACE OR SIGNIFICANTLY ~ WILL REPLACE OR SIGNIFICANTLY
UPGRADE IN MORE THAN 10 YEARS  UPGRADE WITHIN 6-10 YEARS UPGRADE WITHIN 5 YEARS UPGRADE WITHIN 1 YEAR

24% 23% 23%

150

On average, 57% of public safety
organizations anticipate upgrading a
system within 1 to 5 years
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SNS: Network Systems Funding

Funding for Network Systems

Percentage of organizations who Natucrk/systamt) - Captal investmants

Network/system(s) - Operating costs

have no or insufficient funding for s etsorents- verece
the following: sox

m Network decommissioning

L L] o/ .
Capital investment costs — 76%
18% 17:%15%

: . | | 6% 6% 6% 6%
Operations and maintenance B —r
COStS — 66 0/ THERE IS NO FUNDING FOR THIS THERE IS FUNDING, BUTIT IS THERE IS FUNDING, AND IT IS FUNDING IS SUFFICIENT AND HAS

0 ITEM INSUFFICIENT TO MEET NEEDS SUFFICIENT FOR ALL NEEDS BEEN IDENTIFIED TO ADDRESS
NEEDS BEYOND THE CURRENT
BUDGET CYCLE

Upgrade costs — 77%

Decommissioning costs — 80%
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SNS: Equipment Funding

The majority of organizations
have insufficient or no funding
for equipment management,
upgrades, or disposal

Additionally, only 6% of
organizations indicated
sufficient funding to address
equipment needs past the
current budget cycle

51%

Funding for Equipment

M Equipment management
53%
® Equipment upgrades

45% Equipment disposal

28%

23% 22%

I 16% |

6% 6% o

Hllw

THERE IS NO FUNDING FOR THIS
ITEM

THERE IS FUNDING, BUTIT IS THERE IS FUNDING, AND ITIS ~ FUNDING IS SUFFICIENT AND HAS
INSUFFICIENT TO MEET NEEDS SUFFICIENT FOR ALL NEEDS BEEN IDENTIFIED TO ADDRESS
NEEDS BEYOND THE CURRENT
BUDGET CYCLE
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NECP Success Indicators: Planning

100%

Governance bodies coordinate with elected officials 5 Percentage of Public Safety

Organizations that Review Plans

to champion public safety communications priorities % Annually, After System Upgrades, and

70%

and lifecycle planning among decision-makers b e
Public safety organizations develop and use "

lifecycle plans to inform agency funding decisions "

and implement new technologies while maintaining 10% 7% -“%
necessary legacy and backup systems LoaaL

Public safety organizations and governing bodies identify sustainable funding
mechanisms to support the lifecycle planning model

Improve lifecycle management of the systems and equipment that enable emergency
responders and public safety officials to share information efficiently and securely
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Lifecycle Planning Model Overview

The Emergency Communications System Lifecycle Planning

Guide enables practitioners to better plan for and deploy
public safety communications systems y

Phase 2
Project Planning

It provides recommendations for agencies interested in S
. . . . . End-of-Lifecycle Phase 3
building, maintaining, and operating an emergency Assessment 2
communications system A y
The Compendium was added to the guide in 2018 to
emphasize pre-planning activities that secure funding for the
entire life of the system R Sk ?Eﬂff\
Aepceres - { Device Life

The model describes seven planning phases and includes [ swemie \ e T

. . . . . s (15-25Years) o
best practices, considerations, and suggested timelines to S, R
assist agencies embarking on system lifecycle planning Nz
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Pre-Planning

Phase 2 Phase 3 Phase 5 Phase 6
Project RFP & Ehase 4 Support, End-of-Lifeeycls Phase 7
Planjning Acquisition Implementation Maintenance & Assessment & Disposition

Sustainment Replacement

Phase 1
Pre-Planning

---------------------------- ! Recommendations:
Establish the core planning team

Goals: Inform and secure the
decision to replace, upgrade,

Research and develop system and funding options

| : Decide on the optimal and alternative solutions with funding

. maintain, dispose of, and/or | options

: acquire a new system i Plan for frequency needs and channel programming

i : Develop a business case, presentation materials, and strategic

plan
|dentify a legislative- or executive-level project champion

Timeline: 6—12 months

Present to decision-makers and secure funding to support the
initial build-out and sustain the system throughout the entire

lifecycle
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Project Planning

Phase 5 Phase 6
Phase 1 — Fhase 3 Phase 4 ofL Phase 7
ICNEEIS 1] Proiect RFP & Support, End-of-Lifecycle
Pre-Planning ' J€ o Implementation Maintenance & Assessment & Disposition
Planning Acquisition SRl Replacement

---------------------------- ! Recommendations:
Consider how long the planning process can take and
communicate expected timeframes to elected officials

' Goals: Formalize the project team,
. identify operational and technical

. requirements for system

. replacement and upgrade, and

' develop the project plan

Collect user needs and requirements and incorporate into project
plans

Engage with communications leaders early for guidance and
support (e.g., Statewide Interoperability Coordinators [SWIC],

Timeline: 6—18 months Statewide Interoperability Governing Bodies [SIGB])

|dentify strong Project Sponsors (e.g., state or local elected
. officials)

Begin planning the Request for Proposals (RFP)
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RFP & Acquisitions

Phase 3 Phase 5 Phase 6

Project RFP & Ehase 4 Support, End-of-Lifecycle Phase 7

_ o Implementation Maintenance & Assessment & Disposition
Planning Acquisition SRl Replacement

Pre-Planning

---------------------------- ! Recommendations:
Develop a written action plan

Goals: Selact it » | Form the RFP team

. Goals: Select the appropriate |

' brocurement vehicle and procure Develop the Statement of Work (SOW)

' systems and components | Include specifications or requirements in the RFP

i l Establish written evaluation criteria well before the award

Timeline: 6—12 months Conduct a formal objective review process and document

results
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Implementation

Phase 3 Phase 5 Phase 6
Phase 4 Support, End-of-Lifecycle Phase 7

Pre-Planning PrOcht RF_P_8_‘ Implementation Maintenance & Assessment & Disposition
Planning Acquisition SRl Replacement

““““““““““““““““ : Recommendations:
Develop and execute the implementation plan

Understand and document testing procedures (e.g., factory
testing, staging, site installation and testing, coverage
verification, testing and acceptance, cut-over, final
acceptance)

Update operational procedures and train users

. systems, test, train users, and
 transition from legacy to new

Timeline: 12—18 months Promote new communications capabilities and benefits to the

community
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Support, Maintenance & Sustainment

Phase 1

Pre-Planning Fele!

Goals: Inventory and maintain
' equipment, manage budget, and
' assess and communicate needs

Timeline: 1—25 years

Phase 2 Phase 3 Phase 6

Planning Acquisition

Phase 4 End-of-Lifecycle Phase 7

Implementation Assessment & Disposition
Replacement

RFP &

Recommendations:
Maintain an accurate inventory of equipment (e.g., scope,
database tool, inventory team, processes to compile and
secure data)

Determine and execute an ongoing maintenance and
operations model

Manage the budget when the project is conceived,
directly before it is funded, and after delivery

Share communications needs with decision-makers early
and continually
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End-of-Lifecycle Assessment & Replacement

Phase 5
Phase 1 F:‘ase 2 ”‘a—se;’ Phase 4 E— Phase 7
Pre-Planning P et A RF,P,t_ Implementation Maintenance & Disposition
anning cquisition Sustainment 4

““““““““““““““““ : Recommendations:

Conduct ongoing assessments of current system (e.g.,
implement a balanced scorecard) to plan for technology
maturity

. Goals: Determine when to replace |
. systems or components with :
, solutions to best fit operational and | Refresh or upgrade systems, as needed, to extend the
: technical needs | life
: Determine potential replacement solutions, with
| consideration to support national, state, and regional
| interoperability initiatives; consider early adoption of new
: technologies; and adhere to widely-used technical

standards

' Timeline: 7—25 years
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Disposition

Phase 2 Phase 3 Phase 5 Phase 6
Phase 4 Support End-of-Lifecycl
Project RFP & pport, nd-of-Lifecycle

: o Implementation Maintenance & Assessment &
Planning Acquisition N — Replacement

Phase 1
Pre-Planning

--------------------------- ! Recommendations:
Develop the disposition plan

Determine options (e.g., reuse or repurpose old
components, consider space availability, convey surplus
equipment to partner agencies) in consideration of legal
or policy limitations, as well as business requirements

Goals: Determine options and |
' dispose of legacy systems or :
' components |

' Timeline: 90 days after cut-over or

n Brief leaders on disposition plans
' transition

|dentify lessons learned following disposition
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Resources

Lifecycle Planning Resources: cisa.gov/safecom/funding
Emergency Communications System Lifecycle Planning Guide

Emergency Communications System Lifecycle Planning Guide Compendium: Best Practices
Considerations and Recommended Checklists

Emergency Communications System Lifecycle Planning Guide Fact Sheet
Lifecycle Planning Tool

Understanding the Value of Public Safety Communications Systems: A Brochure for Elected
Officials and Decision Makers - 2020

Lifecycle Planning for Emergency Communications Fact Sheet
SAFECOM Nationwide Survey 2018 Results

National Emergency Communications Plan
Emergency Communications Technical Assistance and Planning Guide
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https://www.cisa.gov/safecom/funding
https://www.cisa.gov/sites/default/files/publications/FINAL%20Lifecycle%20Fact%20Sheet_08182020_508C.pdf
https://www.cisa.gov/safecom/sns
https://www.cisa.gov/necp
https://www.cisa.gov/sites/default/files/publications/fy2020_ta_scip_guide_5.1_10_22_19_final.pdf#page=25

How You Can Take Action

Take steps for your organization or
jurisdiction to implement the NECP and
achieve its success indicators

Implement the Emergency
Communications System Lifecycle
Planning Guide

Coordinate with elected officials to
champion public safety communications
priorities and lifecycle planning among
decision-makers
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Questions?




Upcoming Webinars

Join the Cybersecurity and Infrastructure Security Agency for webinars focused on:

Implementing the National
Emergency Communications Plan

September 17t - EXERCISE! EXERCISE!
EXERCISE! Learn to turn evaluations into
real-world communications improvements

All webinars start at 1pm ET

To join, use:

Webinar Link (for visual): https://share.dhs.gov/necpwebinars
Dial-In (for audio): 800-897-5813
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Eric Runnels
CISA Emergency Communications
Email: NECP@cisa.dhs.gov
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