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Mission Summary Deliverables Future Community
Outreach



MISSION

Contribute to the development of an industry standard
for the implementation of SBOM for the cloud

Develop a solution that can be applied to all types of
cloud deployment models including public, private and
hybrid as well as cloud services including but not limited
to Infrastructure As A Service (laa$S), Platform as a
Service (Paa$S) and Software as a Service (Saa$)

A global standard that can be adopted by any industry
and by consumers and cloud service providers (CSP)
alike

Brand agnostic coverage of the full technology stack
from the application tier to the bare metal tier
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DELIVERABLES

A publication on the SBOM Cloud Stack
Transparency that addresses the following,

1. Thought process behind the solution
development

2. The significance of the shared responsibilities
matrix for cloud service types

3. Cloud technology stack derivation from the
reference architecture

4. Table of minimum required distinct
technology components per technology tier

5. Use Cases and relationships with the larger
SBOM solution development streams



FUTURE PLANS & COMMUNITY
OUTREACH

» A round of iteration with stakeholders and
socialization with the larger CISA SBOM community

» Community outreach to major CSP representatives
via CISA

»Finalize iteration and test against MITRE and
ATT&CK

»Iron out issues if any and close final iteration

> Publish the best practice /guideline on SBOM Cloud
Stack Transparency
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Mission

e Describe an initial list of fields describing a “Software Service”

o Scope down to an online or running service sending and receiving network calls

e Deliver a whitepaper

o Motivation
o Fields

o Gaps

e |dentify gaps in knowledge and document possible future work



Topics Discussed

° Use cases

o In Scope/Out of Scope

o Data needed to address use cases

e Narrowing of scope
o What we know and what we don’t know
o What is “software component” and what is “software service” (layer 7)
o Direct vs Transitive Service Dependencies

o Distance from “SBOM”
e Reaching consensus

o Time bound discussions

o Specific questions

o Real world “test fixtures”



Deliverable and Community Asks

e Please review the whitepaper draft and provide feedback: google doc

e \We need “test fixtures”

o Scenarios

o Edge cases

e \We need more work on Future Work

o Need experts in Data Governance, Service Availability, and Observability


https://docs.google.com/document/d/1t_J7wPoGgnIShDVu1iWOMLotchtJJ_0iMChUREnxkvc/edit?usp=sharing
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SBOM for Software as a Service (Saa\)

Software as a service (SaaS)1s a software hicensmng and delivery model in which software 1s icensed on a subscription basis and 1s
centrally hosted. SaaS 1s also known as on-demand software, web-based software, or web-hosted software.
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Cloud shared responsibility model
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Source: https://aws.amazon.com/compliance/shared-responsibility-model/
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Focus:SBOMand SaaSin the Cloud and On-
Premises Environments

Provide a comprehensive overview of SBOM for SaaS hosted in the Cloud and On-prem for identifying
vulnerable components/ ibraries, risk factors, and fortifying the software ecosystem against potential
threats.

Hosted in the cloud (public mternet)

SaaS Private environment for clients
Product

Traditional Enterprise (self hosted and managed)



SaaSvendors SBOMresponsibilities

Businesses owners shall make SBOM requests from SaaS service providers

SaaSProduct

Providers Customers

SaaS providers Businesses owners
issue an SBOM request an SBOM



White Paper

Outline

Introduction
SaaSvs Software On-premises
Why is SaaS different with respect to SBOM
Velocity of code base
Limited customer/user actions / mitigation /control options
Limited visibility into versioning and updates
SAAS architecture concepts are better defined
Blast radius is bigger
SaasS is often customized for specific customers, customer needs
Reverse-engineering on prem software might be more difficult for SaaS
Why is SAAS not really different
Other considerations
Paths for implementing SBOM requirement for SAAS
Spectrum for SBOM delivery
No SBOM
Assert/attest SBOM exists
Snapshot of SBOM when making procurement/contract decisions
Live or SBOM on demand
VEX
Why are we doing this?
Recommendations

SBOM and SAAS Meetfng Notes

antware Bill of Materials (SBOM) and Software as a
Service (SaaS) in Cloud and On-Premises Environments

References (for writing purposes): |
¢ [E CISA Community SBOM Cloud - Running Notes
https://www.cisa.gov/sbom
NTIA SBOM Minimum Elements
SBOM At A Glance
SBOM Attestation Common Form
Article: SaaSBOM
Shared responsibility in the cloud (Microsoft and AWS)
Slidedeck for SBOM-a-rama

Introduction

Purpose

The purpose of this white paper is to explore the importance and implications of two critical
concepts in modern software development and delivery: Software Bill of Materials (sBOM) and
Software as a Service (SaasS). In an era marked by growing cybersecurity concerns and the
widespread adoption of cloud-based solutions, understanding these concepts becomes
paramount for organizations seeking to enhance transparency, security, and efficiency in their
software supply chain.

Objective

This white paper aims to provide a comprehensive overview of SBOM for SaaS hosted on the
Cloud and On-prem for identifying vulnerable components/libraries, risk factors, and fortifying
the software ecosystem against potential threats. The main objective is to inform readers with
the knowledge and insights necessary to make informed decisions, and strengthen their
approach to software development and procurement.
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Subgroup Challenges

A lot of ndustry diversity to bring together

01
Diversity Scope Collaboration Termmmology
Wide Deep and broad A volunteer effort, Evolving
perspective from subject area for finding momentum landscape
all tech SBOM and SaaS and continuous
industries engagement



SG: SBOM Classic for Modern Applications

Weekly meetmgs discussions on Fridays and White Paper contribution asynchronous.

Zoom Meetings Meeting Minutes
Fridays 12 - 1:00 PM EDT
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