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SBOM Differences and Limitations

1. Frequency of change for Saa$S

2. Volume and shared origin of software and
services involved - who is responsible?

3. Lack of definitive boundaries both
horizontally and vertically

4. The opacity of SaaS systems



SBOM Benefits by Persona

Producer:

* Transparency for managing risk both for themselves and
customers.

« Communicate information about services and practices.

Operators:

* Transparency for managing risk both for themselves and
customers.

« Communicate information about services and practices.

* Vulnerability Management.

e Accountability for vendors.

Chooser:

* Accountability for vendors.

« Transparency in risk management.

Subscribers (unique to cloud):

« Transparency in risk management.



Examples of Where It Would be Useful
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Call to Action

There are identified areas where more
standardization is needed including an software
interchange format to increase transparency.
Advocate for this with your providers and peers.

Everyone has a role in being part of the
ownership/responsibility chain. Understand your
own role and your providers.

Request SBOM’s from both your upstream and
downstream solutions.



Future Work

« Data Governance

* Service Availability Indicators
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