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The CISA Community Bulletin is a monthly publication that shares cybersecurity webinars
and workshops, new publications and best practices. In this month's edition:

e Announcements

o Cybersecurity Awareness Month 2024 Announcements
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Cybersecurity Awareness Month 2024 Announcements

CISA is excited to announce that this year's Cybersecurity Awareness Month 2024 Toolkit is
now available to download! It was developed in collaboration with the National
Cybersecurity Alliance (NCA) and informed by feedback received from partners. These
updated materials emphasize the enduring Cybersecurity Awareness Month theme, Secure
Our World, and reinforce the four key behaviors:

Use strong passwords and a password manager
Turn on multi-factor authentication

Recognize and report phishing

Update software



https://www.cisa.gov/resources-tools/resources/secure-our-world-resources-cybersecurity-awareness-month-2024-toolkit
https://www.cisa.gov/secure-our-world/use-strong-passwords
https://www.cisa.gov/secure-our-world/turn-mfa
https://www.cisa.gov/secure-our-world/recognize-and-report-phishing
https://www.cisa.gov/secure-our-world/update-software

Organizations can use these free materials to build their own Cybersecurity Awareness
Month campaigns ahead of October. There are several new resources that are a part of this
year’s toolkit, including tip sheets on how to stay safe online when using Al, reporting
cybercrime, and raising digital citizens, as well as puzzles and posters.

Unsure where to start? Here are some ways to get involved:

e Partner with CISA for Cybersecurity Awareness Month. It’s free and simple to
sign-up by emailing us at AwarenessCampaigns@mail.cisa.dhs.gov.

e Join NCA and CISA as we kick-off the 21st Cybersecurity Awareness Month on
October 2, 2024, at 2pm ET. To register for this virtual event, click here.

We hope you will join us in celebrating Cybersecurity Awareness Month this October, but if
you won'’t be ready, there are also opportunities to partner with CISA’s year-round
cybersecurity awareness program, Secure Our World! Please email us

at AwarenessCampaigns@mail.cisa.dhs.gov for more information.

To learn more about Cybersecurity Awareness Month and download the Cybersecurity
Awareness Month 2024 Toolkit, visit https://www.cisa.gov/resources-
tools/resources/secure-our-world-resources-cybersecurity-awareness-month-2024-toolkit.

Learn More Here

To see the latest CISA Cybersecurity Alerts and Advisories visit Cybersecurity Alerts

& Advisories | CISA

Report a Cyber Incident

CISA provides secure means for constituents and partners to report incidents, phishing
attempts, malware, and vulnerabilities.

Report a Cybersecurity Incident: Report anomalous cyber activity and/or cyber
incidents 24/7 to report@cisa.gov or (888) 282-0870.

e Report an Incident
e Report Phishing
o Report a Vulnerability

Report incidents as defined by NIST Special Publication 800-61 Rev 2, to include

e Attempts to gain unauthorized access to a system or its data,
e Unwanted disruption or denial of service, or
e Abuse or misuse of a system or data in violation of policy.

Federal incident notification guidelines, including definitions and reporting timeframes can
be found here.


mailto:AwarenessCampaigns@cisa.dhs.gov
https://staysafeonline.org/programs/events/cybersecurity-awareness-month-2024-kick-off/
https://gbc-word-edit.officeapps.live.com/we/cisa.gov/secureourworld
mailto:AwarenessCampaigns@mail.cisa.dhs.gov
https://www.cisa.gov/resources-tools/resources/secure-our-world-resources-cybersecurity-awareness-month-2024-toolkit
https://www.cisa.gov/resources-tools/resources/secure-our-world-resources-cybersecurity-awareness-month-2024-toolkit
https://www.cisa.gov/resources-tools/resources/secure-our-world-resources-cybersecurity-awareness-month-2024-toolkit
https://www.cisa.gov/news-events/cybersecurity-advisories
https://www.cisa.gov/news-events/cybersecurity-advisories
mailto:report@cisa.gov
tel:888-282-0870
https://www.cisa.gov/report
https://www.cisa.gov/forms/report
https://www.cisa.gov/report
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
https://www.cisa.gov/federal-incident-notification-guidelines

Organizations can also report anomalous cyber activity and/or cyber incidents 24/7
to: Central@CISA.dhs.gov

To report an incident, you can call the Know2Protect Tipline at 1-833-591-KNOW
(5669) or visit the NCMEC CyberTipline at https://report.cybertip.org.

The CISA Community Bulletin is a monthly publication that shares cybersecurity webinars
and workshops, new publications, and best practices.

To access past editions of this CISA Community Bulletin newsletter, please visit
the CISA Community Bulletin archive.

Learn More Here
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