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Introduction 
The Catalog of Federally Sponsored Counter-IED Training and Education 
Resources for SLTT and Private Sectors lists explosives and improvised 
explosive devices (IEDs)-related federal training and education resources of
value to the SLTT and private sectors. This catalog was developed by the
Department of Homeland Security (DHS), Cybersecurity and Infrastructure 
Security Agency (CISA), Office for Bombing Prevention (OBP) in collaboration 
with federal interagency partners through the Joint Program Office for 
Countering Improvised Explosive Devices (JPO C-IED). The JPO C-IED is 
responsible for coordinating the implementation of the U.S. Policy for 
Countering IEDs. The resources within support goals and capabilities outlined 
by this policy and are intended to enhance the effectiveness of U.S. counter-
IED efforts, including: 

• Enhancing the ability to deter, detect, and prevent
IED incidents before these threats become imminent.

• Ensuring that protection and response efforts effectively
neutralize or mitigate the consequences of attacks that do occur.

• Leveraging and integrating a “whole-of-government” approach across
law enforcement, diplomatic, homeland security, and military disciplines.

• Promoting and enhancing information sharing and cooperation
between all levels of government and the private sector.

The resources included are provided directly by the federal government or are 
federally sponsored but delivered by a partner organization. They may also be 
listed in other catalogs maintained by individual federal agencies or partner 
organizations. This catalog will be periodically updated to ensure accuracy 
and applicability. 
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The Cybersecurity and Infrastructure Security Agency (CISA) Office for Bombing Prevention (OBP) gathered the information contained in this 
catalog from publicly available agency resources and in consultation with relevant stakeholders. Some information in the catalog may have 
changed between the time CISA gathered the information and the time of use. Training resources that were not available in open source or not in 
effect at the time CISA finalized this report do not appear in this document. This catalog examines a broad range of training and resources, and 
CISA looks forward to updating the catalog as circumstances allow. 

Neither the United States Government nor any agency thereof, nor any of their employees, nor any of their contractors, subcontractors or their 
employees, makes any warranty, express or implied, or assumes any legal liability or responsibility for the accuracy, completeness, or any third 
party’s use or the results of such use of any information contained in this catalog. Reference to any specific commercial product, process, or 
service by trade name, trademark, manufacturer, or otherwise, does not constitute or imply its endorsement, recommendation, or favoring by the 
United States Government or any agency thereof or its contractors or subcontractors. This catalog is not intended to, and does not, create any
legal rights.



 

 

 

 
    

 

 

 

Organization 
This catalog is organized following the format of the 
Federal Emergency Management Agency (FEMA) National 
Training and Education Division (NTED) course catalogs. 
Resources are listed at the awareness, performance, 
and management levels to accommodate different job 
functions within the stakeholder community. Within each 
level, the resources are organized alphabetically. 

LEVEL 

Awareness-level resources are designed for 
stakeholders who require the skills to recognize and 
report a potential IED incident or who are likely to 
witness or investigate an event involving the use of 
hazardous or explosive devices. 

Performance-level resources are designed for 
stakeholders who perform tasks during the initial 
response to an IED event. 

Management-level resources are designed for 
resource managers or decision-makers who develop 
plans and coordinate the prevention of, or response to, 
an IED event. 

Resources can also be organized by Registration limited to 
SLTT sectors, Guidance Only, Mission Area, or Delivery. 

REGISTRATION LIMITED TO SLTT SECTOR 
Training or Guidance that is only available to SLTT Sector.  

GUIDANCE 
Downloadable or accessible products delivered via 
computer and Internet connection. 

MISSION AREA 
The National Preparedness Goal identifes fve mission 
areas and 32 core capabilities intended to assist 
everyone who has a role in achieving preparedness for 
disasters and emergencies, including: 

Prevention: Preventing, avoiding, or stopping a 
threatened or actual act of terrorism. 

Protection: Protecting our citizens, residents, visitors, 
assets, systems, and networks against the greatest 
threats and hazards in a manner that allows our 
interests, aspirations, and way of life to thrive. 

Mitigation: Mitigating the loss of life and property by
lessening the impact of future disasters. 

Response: Responding quickly to save lives, protect
property and the environment, and meet basic human 
needs in the aftermath of an incident. 

Recovery: Recovering through a focus on the timely
restoration, strengthening, and revitalization of 
infrastructure, housing, and the economy, as well as 
the health, social, cultural, historic, and environmental 
fabric of communities affected by an incident. 

DELIVERY 
Method of delivery for the training and resources 
identified in the catalog follow a model adapted from 
the FEMA NTED course catalogs. Training is delivered to 
qualified participants in four ways: 

Residential: Training or guidance occurs at the training 
provider’s facility. 

Mobile: Training or guidance occurs at or near the 
location of the agency that requests the training. 

Distance Learning: Training is instructor-led but occurs 
remotely, virtually, or online. 

Web-Based Self-Paced: Training is self-paced and 
delivered via computer and Internet connection, 
including micro-learning videos. 
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MISSION AREAS: Protection Mitigation Response Recovery Prevention 

Core Capabilities 
The catalog’s holdings align with the five mission areas and corresponding core capabilities outlined within the  
National Preparedness Goal. The chart below illustrates the mission areas and core capabilities, including the three 
core capabilities common to all mission areas (Planning, Public Information and Warning, and Operational
Coordination). 

Prevention 

1. Planning 5. Interdiction and Disruption

2. Public Information and Warning 6. Screening, Search, and Detection

3. Operational Coordination 7. Forensics and Attribution

4. Intelligence and Information Sharing

Protection 

1. Planning 7. Access Control and Identity Verifcation

2. Public Information and Warning 8. Cybersecurity

3. Operational Coordination 9. Physical Protective Measures

4. Intelligence and Information Sharing 10. Risk Management for Protection Programs & Activities

5. Interdiction and Disruption 11. Supply Chain Integrity and Security

6. Screening, Search, and Detection

Mitigation 

1. Planning 5. Long-Term Vulnerability Reduction

2. Public Information and Warning 6. Risk and Disaster Resilience Assessment

3. Operational Coordination 7. Threats and Hazards Identifcation

4. Community Resilience

5 
Federally Sponsored Counter-IED Training and Education Resources Catalog 

Version 2.0



MISSION AREAS: Protection Mitigation Response Recovery Prevention 

Core Capabilities 

Response 

1. Planning 9. Logistics and Supply Chain Management

2. Public Information and Warning 10. Mass Care Services

3. Operational Coordination 11. Mass Search and Rescue Operations

4. Infrastructure Systems 12. On-Scene Security, Protection, and Law Enforcement

5. Critical Transportation 13. Operational Communications

6. Environmental Response/Health and Safety 14. Public Health, Healthcare, and Emergency Medical Services

7. Fatality Management Services 15. Situational Assessment

8. Fire Management and Suppression

Recovery 

1. Planning 5. Economic Recovery

2. Public Information and Warning 6. Health and Social Services

3. Operational Coordination 7. Housing

4. Infrastructure Systems 8. Natural and Cultural Resources
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Cost/Funding 
Source for Resources 
There are three options for paying for training and resources: 

1. Federally Funded: There is no cost to the requesting organization;
providers pay all costs.

2. Homeland Security Grant Program: The requesting organization must
pay for its participants’ costs, but costs are allowable using authorized
Homeland Security Grants.

3. Participant Fee: The requesting organization pays for its participants’
costs.

Participants should contact the training or resource provider with any 
questions about funding. 

Catalog Updates 
or Questions 
Please contact the U.S. Department of Homeland Security CISA OBP at 
obp@cisa.dhs.gov should you have any questions, revisions, or course 
updates related to this catalog. 
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Training and Resource Listings 

KEY: Back Button: Use the back button Main Button: Use the Main Page button 
to return to the previous page. to return to the Main Table of Contents. 

Use the anchor links at the bottom of most pages to ‘jump’ to the organization structure you seek. 

Organize by: Level Mission Area Delivery SLTT Guidance 

Click any Resource or page number to learn more. 

PAGES 

AWARENESS LEVEL 

Ammonium Nitrate Private Sector Advisory Poster 

Basic Emergency Medical Services Concepts for Chemical, Biological, Radiological, Nuclear, and 
Explosive Events 

Blast Injury Fact Sheets 

BMAP Be Alert Poster 

BMAP Did You Know Poster 

BMAP Employee Card 

BMAP Everyday Job Video 

BMAP PSA Vigilant Employee Video 

BMAP PSA Vigilant Manager Video 

BMAP PSA Vigilant Neighbor Video 

BMAP Store Participation Poster 

Bomb Threat Assessment for Decision Makers 

Bomb Threat Guidance Quad-Fold 

Bomb Threat Preparedness and Response 

Bomb Threat Procedure Checklist 

Bomb Threat Stand-off Flip Card 

Bombing Prevention Awareness Course 

Bombing Prevention Lanyard Cards 

Bomb-Making Materials Awareness Employee Training 

Bomb-Making Materials Awareness: Your Role 

CISA K-12 School Security Guide 
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Training and Resource Listings 

CISA Security of Soft Target and Crowded Places Resource Guide 

CISA Tabletop Exercise Packages: IED/C-IED Exercises 

Emergency Management Standard Training 

First Responder Toolbox: Complex Operating Environment – Shopping Malls 

First Responder Toolbox: Best Practices for Vehicle Screening Against Terrorist Tactics 

First Responder Toolbox: IED Manufacture Indicators 

First Responder Toolbox: IED Manufacturing Components 

First Responder Toolbox: Multilayered Approach to HME and IED Mitigation 

First Responder Toolbox: Postal and Shipping – Identification and Mitigation of Suspicious Mail 
& Packages 

First Responder Toolbox: Suspicious Package Response Card 

First Responder Toolbox: Unmanned Aircraft System (UAS) – Recognizing Malicious Modification 

First Responder Toolbox: Vehicle-Borne Attacks – Tactics and Mitigation 

First Responder Toolbox: Vehicle-Borne Improvised Explosive Device (VBIED) – Preparedness, 
Recognition, and Response 

Foundations of Targeted Violence Prevention 

Fundamentals of Criminal Intelligence 

Hazardous Chemical Awareness Private Sector Advisory Poster 

Hazardous Materials Awareness 

Homemade Explosives Awareness, Recognition, and Response, Mobile

Homemade Explosives and Precursor Awareness 

Homemade Explosives and Precursor Awareness for Public Safety 

Hospitality Public Service Announcement Video 

Hotel and Lodging Advisory Poster 

Improvised Explosive Device (IED) Awareness and Security Procedures 

Improvised Explosive Device Construction and Classifcation 

Improvised Explosive Device Explosive Effects and Mitigation 

Improvised Explosive Devices (IED), Package Inspection and Mail Room Procedures 

Incident Response to Terrorist Bombings, Mobile 

Introduction to Bomb Threat Management Brief 

Introduction to the Terrorist Attack Cycle 

Law Enforcement Prevention and Deterrence of Terrorist Acts 

Law Enforcement Prevention and Deterrence of Terrorist Acts, Customized 
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Training and Resource Listings 

Mail and Suspicious Package Guidance Poster 

No Reservations: Suspicious Behavior in Hotels 

Online Purchase Awareness Private Sector Advisory Poster 

Online Suspicious Purchase of Precursor Chemical Private Sector Advisory Poster 

Patron Screening Best Practices Guide 

Peroxide Products Awareness Poster 

Powder Industry Awareness Poster 

Prevention of and Response to Suicide Bombing Incidents, Mobile 

Protective Measures Awareness 

Protective Measures for Active Shooter with Explosive Device 

Protective Measures for Homicide/Suicide Bombers 

Protective Measures for U.S. Commercial Real Estate 

Protective Measures for Vehicle Borne Improvised Explosive Devices (VBIEDs) 

Protective Measures Guide for Homemade Explosives (HME) 

Protective Measures Guide for Sports Leagues 

Public Venue Bag Search Procedures Guide 

Response to Suspicious Behaviors and Items for Bombing Prevention 

Retail and Shopping Center Suspicious Activity Poster 

Retail Security Awareness: Understanding the Hidden Hazards 

Security and Resiliency Guide – Healthcare and Public Health Facility Annex 

Security and Resiliency Guide – Lodging Annex 

Security and Resiliency Guide – Outdoor Events Annex 

Security and Resiliency Guide – Public Assembly Annex 

Security and Resiliency Guide – Sports Leagues and Venues 

Security and Resiliency Guide Counter-IED 

Security of Soft Targets and Crowded Places Resource Guide 

Site Protection Through Observational Techniques

Site Protection Through Observational Techniques, Customized

Situational Awareness 

Sports and Entertainment Venues Bombing Prevention Solutions Portfolio 

Surveillance Awareness: What You Can Do 

Surveillance Detection Principles 
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Training and Resource Listings 

Suspicious Purchasing Behavior Awareness Card 

Suspicious UAS Identifcation Poster 

Terrorism and WMD Awareness in the Workplace, Web-Based

Unattended vs. Suspicious Item Postcard and Poster

Understanding and Planning for School Bombing Incidents (UPSBI) 

VBIED Identifcation Card 

Vehicle Inspection Guide 

Vehicle Inspection Video 

What to Do: Bomb Searches 

What to Do: Bomb Threat 

What to Do: Surviving a Bombing Attack 

What to Do: Suspicious or Unattended Item 

What's in Store: Ordinary People/Extraordinary Events 

WMD/Terrorism Awareness for Emergency Responders, Web-Based
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Advanced Explosive Disposal Techniques 

Advanced Manual Techniques Course 

Basic Emergency Response Training 

Bomb Technician Certifcation Course 

Bomb Technician Recertifcation Course 

Chemical Biological Response for Bomb Technicians Course 

Critical Decision Making for Complex Coordinated Attacks 

Drone Assessment and Response Tactics, Residential 

Electronic Countermeasures (ECM) Course 

Emergency Medical Operations for CBRNE Incidents 

Emergency Medical Response Awareness for CBRNE Incidents 

Hands-On Training for CBRNE Incidents 

Hazardous Materials Technician 

Hazardous Materials Technologies: Sampling, Monitoring, and Detection 

Homemade Explosives: Identify-Process-Dispose 

Improvised Explosive Device (IED) Search Procedure 
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Incident Response to Terrorist Bombing, Residential 

Initial Law Enforcement Response to Suicide Bomb Attacks (ILERSBA) 

Large Vehicle Bomb Render Safe Procedures Course 

Law Enforcement Protective Measures for CBRNE Incidents 

Law Enforcement Response Actions for CBRNE Incidents 

Medical Management of CBRNE Events 

Medical Preparedness and Response for Bombing Incidents 

Physical Security Training Program (PSTP) 

Post-Blast Investigation 

Post-Blast Investigative Techniques I 

Prevention of and Response to Suicide Bombing Incidents 

Protective Measures Course 
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Tactical Response to Suicide Bombing Incidents 
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Awareness Level 

18 
Ammonium Nitrate Private Sector 
Advisory Poster 
Provided by CISA OBP 

18 
Basic Emergency Medical 
Services Concepts for Chemical, 
Biological, Radiological, Nuclear, 
and Explosive Events 
Provided by TEEX 

19 
Blast Injury Fact Sheets 
Provided by the American College 
of Emergency Physicians (ACEP) 

19 
BMAP Be Alert Poster 
Provided by CISA OBP 

20 
BMAP Did You Know Poster 
Provided by CISA OBP 

20 
BMAP Employee Card 
Provided by CISA OBP 

21 
BMAP Everyday Job Video 
Provided by CISA OBP 

21 
BMAP PSA Vigilant Employee 
Video 
Provided by CISA OBP 

22 
BMAP PSA Vigilant Manager 
Video 
Provided by CISA OBP 

22 
BMAP PSA Vigilant Neighbor 
Video 
Provided by CISA OBP 

23 
BMAP Store Participation Poster 
Provided by CISA OBP 

23 
Bomb Threat Assessment for 
Decision Makers 
Provided by CISA OBP 

24 
Bomb Threat Guidance 
Quad-Fold 
Provided by CISA OBP 

24 
Bomb Threat Preparedness and 
Response 
Provided by CISA OBP 

25 
Bomb Threat Procedure Checklist 
Provided by CISA OBP 

25 
Bomb Threat Stand-off Flip Card 
Provided by CISA OBP 

26 
Bombing Prevention Awareness 
Course 
Provided by CISA OBP 

26 
Bombing Prevention Lanyard 
Cards 
Provided by CISA OBP 

27 
Bomb-Making Materials 
Awareness Employee Training 
Provided by CISA OBP 

28 
Bomb-Making Materials 
Awareness: Your Role 
Provided by CISA OBP 

28 
CISA K-12 School Security Guide 
Provided by CISA School Safety 
Task Force 

29 
CISA Security of Soft Target and 
Crowded Places Resource Guide 
Provided by CISA 

29 
CISA Tabletop Exercise 
Packages: IED/C-IED Exercises 
Provided by CISA 

30 
Emergency Management 
Standard Training 
Provided by FEMA/EMI 

30 
First Responder Toolbox: Best 
Practices for Vehicle Screening 
Against Terrorist Tactics 
Provided by NCTC, DHS, and FBI 

31 
First Responder Toolbox: 
Complex Operating Environment 
– Shopping Malls 
Provided by NCTC, DHS, and FBI 
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31 
First Responder Toolbox: IED 
Manufacture Indicators 
Provided by NCTC, DHS, and FBI 

32 
First Responder Toolbox: IED 
Manufacturing Components 
Provided by NCTC, DHS, and FBI 

32 
First Responder Toolbox: 
Multilayered Approach to HME 
and IED Mitigation 
Provided by NCTC, DHS, and FBI 

33 
First Responder Toolbox: 
Postal and Shipping – 
Identification and Mitigation of 
Suspicious Mail & Packages 
Provided by NCTC, DHS, and FBI 

33 
First Responder Toolbox: 
Suspicious Package Response 
Card 
Provided by NCTC, DHS, and FBI 

34 
First Responder Toolbox: 
Unmanned Aircraft System 
(UAS) – Recognizing Malicious 
Modification 
Provided by NCTC, DHS, and FBI 

34 
First Responder Toolbox: 
Vehicle-Borne Attacks – 
Tactics and Mitigation 
Provided by NCTC, DHS, and FBI 

35 
First Responder Toolbox: 
Vehicle-Borne Improvised 
Explosive Device (VBIED) – 
Preparedness, Recognition, and 
Response 
Provided by NCTC, DHS, and FBI 

35 
Foundations of Targeted 
Violence Prevention 
Provided by DHS National Threat 
Evaluation and Reporting (NTER) 
Office 

36 
Fundamentals of Criminal 
Intelligence 
Provided by LSU 

37 
Hazardous Chemical Awareness 
Private Sector Advisory Poster 
Provided by CISA OBP 

37 
Hazardous Materials Awareness 
Provided by FEMA/CDP 

38 
Homemade Explosive 
Awareness, Recognition, and 
Response, Mobile 
Provided by NMT 

38 
Homemade Explosives and 
Precursor Awareness 
Provided by CISA OBP 

39 
Homemade Explosives and 
Precursor Awareness for Public 
Safety 
Provided by CISA OBP 

39 
Hospitality Public Service 
Announcement Video 
Provided by DHS 

40 
Hotel and Lodging Advisory 
Poster 
Provided by CISA OBP 

40 
Improvised Explosive Device 
(IED) Awareness and Security 
Procedures 
Provided by CISA OBP 

41 
Improvised Explosive Device 
Construction and Classification 
Provided by CISA OBP 

41 
Improvised Explosive Device 
Explosive Effects and Mitigation 
Provided by CISA OBP 

42 
Improvised Explosive Devices 
(IED), Package Inspection and 
Mail Room Procedures 
Provided by National Domestic 
Preparedness Coalition 

42 
Incident Response to Terrorist 
Bombings, Mobile 
Provided by NMT 
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43 
Introduction to Bomb Threat 
Management Brief 
Provided by CISA OBP 

43 
Introduction to the Terrorist 
Attack Cycle 
Provided by CISA OBP 

44 
Law Enforcement Prevention 
and Deterrence of Terrorist Acts 
Provided by LSU 

45 
Law Enforcement Prevention and 
Deterrence of Terrorist Acts, 
Customized 
Provided by LSU 

45 
Mail and Suspicious Package 
Guidance Poster 
Provided by DHS 

46 
No Reservations: Suspicious 
Behavior in Hotels 
Provided by CISA OBP 

46 
Online Purchase Awareness 
Private Sector Advisory Poster 
Provided by CISA OBP 

47 
Online Suspicious Purchase of 
Precursor Chemical Private 
Sector Advisory Poster 
Provided by CISA 

47 
Patron Screening Best Practices 
Guide 
Provided by CISA 

48 
Peroxide Products Awareness 
Poster 
Provided by CISA OBP 

48 
Powder Industry Awareness Poster 
Provided by CISA OBP 

49 
Prevention of and Response to 
Suicide Bombing Incidents, Mobile 
Provided by NMT 

49 
Protective Measures Awareness 
Provided by CISA OBP 

50 
Protective Measures for Active 
Shooter with Explosive Device 
Provided by CISA OBP 

50 
Protective Measures for Homicide/ 
Suicide Bombers 
Provided by CISA OBP 

51 
Protective Measures for U.S. 
Commercial Real Estate 
Provided by CISA OBP 

51 
Protective Measures for Vehicle 
Borne Improvised Explosive 
Devices (VBIEDs) 
Provided by CISA OBP 

52 
Protective Measures Guide for 
Homemade Explosives (HME) 
Provided by CISA OBP 

52 
Protective Measures Guide for 
Sports Leagues 
Provided by CISA OBP 

53 
Public Venue Bag Search 
Procedures Guide 
Provided by CISA 

53 
Response to Suspicious 
Behaviors and Items for Bombing 
Prevention 
Provided by CISA OBP 

54 
Retail and Shopping Center 
Suspicious Activity Poster 
Provided by CISA OBP 

54 
Retail Security Awareness: 
Understanding the Hidden 
Hazards 
Provided by FEMA/EMI 

55 
Security and Resiliency Guide – 
Healthcare and Public Health 
Facility Annex 
Provided by CISA OBP 

55 
Security and Resiliency Guide – 
Lodging Annex 
Provided by CISA OBP 
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56 
Security and Resiliency Guide – 
Outdoor Events Annex 
Provided by CISA OBP 

56 
Security and Resiliency Guide – 
Public Assembly Annex 
Provided by CISA OBP 

57 
Security and Resiliency Guide – 
Sports Leagues and Venues 
Provided by CISA OBP 

57 
Security and Resiliency Guide 
Counter-IED 
Provided by CISA OBP 

58 
Security of Soft Targets and 
Crowded Places Resource Guide 
Provided by CISA 

58 
Site Protection Through 
Observational Techniques 
Provided by LSU 

59 
Site Protection Through 
Observational Techniques, 
Customized 
Provided by LSU 

60 
Situational Awareness 
Provided by EMI 

60 
Sports and Entertainment 
Venues Bombing Prevention 
Solutions Portfolio 
Provided by CISA OBP 

61 
Surveillance Awareness: What 
You Can Do 
Provided by EMI 

61 
Surveillance Detection Principles 
Provided by CISA OBP 

62 
Suspicious Purchasing Behavior 
Awareness Card 
Provided by CISA OBP 

62 
Suspicious UAS Identification 
Poster 
Provided by CISA OBP 

63 
Terrorism and WMD Awareness 
in the Workplace, Web-Based 
Provided by the Rural Domestic 
Preparedness Consortium 

63 
Unattended vs. Suspicious Item
Postcard and Poster 
Provided by CISA OBP 

64 
Understanding and Planning for 
School Bombing Incidents 
(UPSBI) 
Provided by NMT 

64 
VBIED Identification Card 
Provided by CISA OBP 

65 
Vehicle Inspection Guide 
Provided by CISA OBP 

65 
Vehicle Inspection Video 
Provided by CISA OBP 

66 
What to Do: Bomb Searches 
Provided by CISA OBP 

66 
What to Do: Bomb Threat 
Provided by CISA OBP 

67 
What to Do: Surviving a Bombing 
Attack 
Provided by CISA OBP 

67 
What to Do: Suspicious or 
Unattended Item 
Provided by CISA OBP 

68 
What's in Store: Ordinary 
People/Extraordinary Events 
Provided by DHS 

68 
WMD/Terrorism Awareness for 
Emergency Responders, 
Web-Based 
Provided by TEEX 
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AMMONIUM NITRATE PRIVATE SECTOR 
ADVISORY POSTER 

This private sector advisory poster provides a list 
of security best practices and links to additional 
resources to the TRIPwire community regarding 
ammonium nitrate and urea-based fertilizers. 

Found on https://tripwire.dhs.gov/ 
For more information or requests, 
email bmap@cisa.dhs.gov 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: Private Sector 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

AWR-111-W 

BASIC EMERGENCY MEDICAL SERVICES 
CONCEPTS FOR CHEMICAL, BIOLOGICAL, 
RADIOLOGICAL, NUCLEAR, AND 
EXPLOSIVE EVENTS 

This web-based course introduces participants 
to medical knowledge relating to CBRNE events. 
Participants learn the importance of organizational 
structures used during multi-casualty incidents and 
the role of the Emergency Medical Services branch 
and the functions of triage, treatment, and transport 
units. The course addresses responder precautions 
and initial actions when responding to CBRNE 
incidents, emphasizing information gathering and 
responder safety concepts and methods and tactics 
to mitigate risks and minimize known hazards. The 
course covers medical implications of a CBRNE agent, 
and the potential medical signs, symptoms, and blast 
patterns resulting in injuries and the various levels of 
a triage method—Sort, Access, Life-saving 
interventions, and Transport—and its application 
during a multi-casualty incident. The course is 
recommended before attending PER-211 Medical 
Management of CBRNE Event course, or it can be 
completed by someone looking for an introduction 
into this topic. 

https://teex.org/class/awr111/ 

MISSION AREA: Mitigation, Response, 
Recovery 

CORE CAPABILITY: Public Health, Healthcare, 
and Emergency Medical 
Services 

LEVEL: Awareness 

TARGET AUDIENCE: Fire Services, Law 
Enforcement, Emergency 
Medical Services, Hospital 
personnel, physicians, 
and nurses, Public Health 
Services, Public Works 
Emergency Management 
Organizations, City, county, 
and state medical 

PROVIDER: TEEX 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded – 
DHS/FEMA 

PREREQUISITES: None 

LENGTH: 3 hours 

https://tripwire.dhs.gov/
mailto:bmap@cisa.dhs.gov
https://teex.org/class/awr111/
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BLAST INJURY FACT SHEETS 

These fact sheets address background, clinical 
presentation, diagnostic evaluation, management 
and disposition of blast injury topics. The fact 
sheets may be viewed and downloaded for use in 
the treatment of blast injury patients, in the training 
of clinical staff, or to disseminate to others. Topics 
include: Blast Injuries: Essential Facts; Injury Care: 
Prehospital; Lung Injury: Prehospital Care; Lung 
Injury; Radiological Diagnosis; Crush Injury and Crush 
Syndrome; Post Exposure Prophylaxis for Bloodborne 
Pathogens; Abdominal Injuries; Extremity Injuries; 
Ear Injuries; Eye Injuries; Thermal Injuries; Pediatrics; 
Older Adults; and Bombings and Mental Health. 

http://www.acep.org/blastinjury 

MISSION AREA: Response 

CORE CAPABILITY: Mass Care Services 

LEVEL: Awareness 

TARGET AUDIENCE: Emergency Medical Services 
and Health Care Providers 

PROVIDER: CDC 

DELIVERY: Web-based 

COST/FUNDING SOURCE: American College of 
Emergency Physicians (ACEP) 

PREREQUISITES: None 

LENGTH: N/A 

BMAP BE ALERT POSTER 

BMAP poster alerting TRIPwire users that bombs can 
be made from household products and to report any 
and all suspicious behavior to the proper authorities. 

Found on https://tripwire.dhs.gov/ 
For more information or requests, 
email bmap@cisa.dhs.gov 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: Retail Sector 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

http://www.acep.org/blastinjury
https://tripwire.dhs.gov/
mailto:bmap@cisa.dhs.gov
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BMAP DID YOU KNOW POSTER 

One-page poster educating employees on 
precursor chemicals or IED components. 

Found on https://tripwire.dhs.gov/ 
For more information or requests, 
email bmap@cisa.dhs.gov 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

BMAP EMPLOYEE CARD 

Quick reference material for employees to 
understand reporting procedures for suspicious 
purchasing of precursor materials. 

Found on https://tripwire.dhs.gov/ 
For more information or requests, 
email bmap@cisa.dhs.gov 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: Retail Sector 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://tripwire.dhs.gov/
mailto:bmap@cisa.dhs.gov
https://tripwire.dhs.gov/
mailto:bmap@cisa.dhs.gov
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BMAP EVERYDAY JOB VIDEO 

This video depicts a well-run BMAP with scenarios 
and examples of how BMAP partners play a vital role 
in preventing bombing incidents. 

https://tripwire.dhs.gov/videos/241710 
For more information or requests, 
email bmap@cisa.dhs.gov 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

BMAP PSA VIGILANT EMPLOYEE VIDEO 

Had these employees had the knowledge of the 
possible nefarious usage of the products in their 
store, they would have had the confdence to report 
the suspicious purchases and possibly thwart a 
bombing attack. 

https://www.youtube.com/watch?v=04YuPgO_bTg 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://tripwire.dhs.gov/videos/241710
mailto:bmap@cisa.dhs.gov
https://www.youtube.com/watch?v=04YuPgO_bTg
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BMAP PSA VIGILANT MANAGER VIDEO 

This exemplifes your role in preventing bombing 
attacks. 

https://www.youtube.com/watch?v=pHgsG6KDjME 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

BMAP PSA VIGILANT NEIGHBOR VIDEO 

There are many events that can occur before a 
bombing where people have different opportunities to 
spot certain indicators. In this video, a young woman 
realizes she should have called in the suspicious 
activity and immediately calls the police. 

https://www.youtube.com/watch?v=uXi2EiKPBco 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://www.youtube.com/watch?v=pHgsG6KDjME
https://www.youtube.com/watch?v=uXi2EiKPBco
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BMAP STORE PARTICIPATION POSTER 

1-page poster notifying customers that the business 
participates in BMAP. 

https://tripwire.dhs.gov/reports/233860 
For more information or requests, 
email bmap@cisa.dhs.gov 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: Private Sector 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

AWR-945 

BOMB THREAT ASSESSMENT 
FOR DECISION MAKERS 

The Bomb Threat Assessment for Decision Makers 
course introduces the participant to types of 
threats, the threat assessment process, and the 
implementation of a BTM plan. It provides activities 
that allow participants to apply specifc portions 
of the risk management process and their newly 
acquired knowledge about bomb threat management 
procedures to develop a risk assessment of a 
bomb threat. 

https://cdp.dhs.gov/training/course/AWR-945 

MISSION AREA: Prevention, Protection, 
Mitigation, Response 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: • Critical infrastructure 
owners and operators 

• Public safety offcers 
• Emergency managers 
• Security offcers 
• Law enforcement offcials 
• Private sector security 

professionals 
PROVIDER: CISA OBP 

DELIVERY: • Residential 
• Mobile 
• Distance Learning 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 1 hour 

https://tripwire.dhs.gov/reports/233860
mailto:bmap@cisa.dhs.gov
https://cdp.dhs.gov/training/course/AWR-945
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BOMB THREAT GUIDANCE QUAD-FOLD 

Joint DHS-DOJ informational brochure to assist 
personnel in identifying critical steps and 
procedures to prevent and protect against a 
potential IED incident. 

https://www.cisa.gov/what-to-do-bomb-threat 

MISSION AREA: Prevention, Protection, 
Response 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

AWR-903 

BOMB THREAT PREPAREDNESS 
AND RESPONSE 

The Bomb Threat Preparedness and Response 
course is an online independent study training. It 
uses interactive exercises and case histories of what 
happened during bombing incidents to familiarize 
participants with the steps necessary to prepare for 
and respond to a bomb threat. 

https://cdp.dhs.gov/training/course/AWR-903 

MISSION AREA: Response 

CORE CAPABILITY: On-scene security, protection, 
and law enforcement 

LEVEL: Awareness 

TARGET AUDIENCE: • Critical infrastructure 
owners and operators 

• Public safety offcers 
• Emergency managers 
• Security offcers 
• Law enforcement offcials 
• Private sector security 

professionals 
PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 1 hour 

https://www.cisa.gov/what-to-do-bomb-threat
https://cdp.dhs.gov/training/course/AWR-903
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 BOMB THREAT PROCEDURE CHECKLIST 

This quick reference checklist is designed to help 
employees and decision makers of commercial 
facilities, schools, etc. respond to a bomb threat 
in an orderly and controlled manner with the frst 
responders and other stakeholders. 

https://www.cisa.gov/resources-tools/resources/ 
dhs-bomb-threat-checklist 

MISSION AREA: Prevention, Protection, 
Response 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

BOMB THREAT STAND-OFF FLIP CARD 

The Bomb Threat Stand-off Card is an on-hand tool 
that provides standard distances for safety during a 
bomb threat. 

https://tripwire.dhs.gov/training/264351 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://www.cisa.gov/resources-tools/resources/dhs-bomb-threat-checklist
https://www.cisa.gov/resources-tools/resources/dhs-bomb-threat-checklist
https://tripwire.dhs.gov/training/264351
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AWR-348 

BOMBING PREVENTION AWARENESS 
COURSE 

The Bombing Prevention Awareness course provides 
an introduction to the terrorist attack cycle, an 
overview of IEDs and homemade explosives, and a 
response to suspicious behaviors and items. This 
basic awareness is used to enhance bombing 
prevention measures. 

To request training or for more information  
on the OBP Counter-IED Training offerings, visit us at 
https://www.cisa.gov/bombing-prevention-training 
or email us at OBPTraining@cisa.dhs.gov 

MISSION AREA: Prevention 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: • Critical infrastructure 
owners and operators 

• Public Safety Offcers 
• Emergency Managers, 
• Security Offcers 
• Law Enforcement Offcials 
• Private Sector Security 

Professionals 
PROVIDER: CISA OBP 

DELIVERY: Mobile 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 8 hours 

BOMBING PREVENTION LANYARD CARDS 

A set of customizable Bombing Prevention Lanyard 
Cards and an accompanying user guide that provides 
quick-reference information to aid facility personnel 
in recognizing suspicious behaviors and items and 
taking critical actions to minimize casualties in the 
event of an incident. 

https://tripwire.dhs.gov/reports/225055 
For more information or requests, 
email OBP@cisa.dhs.gov 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://www.cisa.gov/bombing-prevention-training
mailto: OBPTraining@cisa.dhs.gov
https://tripwire.dhs.gov/reports/225055
mailto: OBP@cisa.dhs.gov
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AWR-921 

BOMB-MAKING MATERIALS AWARENESS 
EMPLOYEE TRAINING 

The Bomb-Making Materials Awareness Employee 
Training course teaches participants how to 
recognize suspicious purchasing behaviors in a retail 
setting that might indicate Bomb-Making activity and 
what to do when a suspicious incident occurs. 

https://cdp.dhs.gov/training/course/AWR-921 

MISSION AREA: Prevention 

CORE CAPABILITY: Interdiction and Disruption 

LEVEL: Awareness 

TARGET AUDIENCE: This course is designed 
for retail personnel and 
community members 
interested in preventing 
bombing incidents. 
Participants may work in a 
variety of settings, including: 
• Beauty supply stores 
• Home-improvement stores 
• Online retailers 
• Pool supply retailers 
• Other retailers 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 35 minutes 

https://cdp.dhs.gov/training/course/AWR-921
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AWR-911 

BOMB-MAKING MATERIALS AWARENESS: 
YOUR ROLE 

The Bomb-Making Materials Awareness: Your Role 
course uses an immersive, graphic novel style 
storytelling approach to educate and empower 
community members on how to identify and report 
suspicious activity and purchasing behaviors related 
to bomb-making materials. 

https://cdp.dhs.gov/training/course/AWR-911 

MISSION AREA: Prevention 

CORE CAPABILITY: Interdiction and Disruption 

LEVEL: Awareness 

TARGET AUDIENCE: This course is designed 
for all community members 
interested in preventing 
bombing incidents. 
Participants may come 
from various backgrounds, 
including: 
• General public 
• Private Sector 
• Public safety dispatchers 
• Law enforcement 
• Fire and emergency 

medical technicians 
PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 40 minutes 

CISA K-12 SCHOOL SECURITY GUIDE 

K-12 School Security: A Guide for Preventing and 
Protecting against Gun Violence provides preventive 
and protective measures to address the threat of 
gun violence in schools. 

https://www.cisa.gov/k-12-school-security-guide 

MISSION AREA: Prevention 

CORE CAPABILITY: Planning 

LEVEL: Awareness 

TARGET AUDIENCE: Education 

PROVIDER: CISA School Safety 
Task Force 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: N/A 

LENGTH: N/A 

https://cdp.dhs.gov/training/course/AWR-911
https://www.cisa.gov/k-12-school-security-guide


29 

Training and Resource Listings 
AWARENESS LEVEL

Federally Sponsored Counter-IED Training and Education Resources Catalog 
Version 2.0

Level DeliveryMission Area SLTT GuidanceOrganize by:

 

 

 

 

 

CISA SECURITY OF SOFT TARGET AND 
CROWDED PLACES RESOURCE GUIDE 

The 24-page resource guide that provides access to 
information on a wide range of free capabilities that 
can be incorporated into the security practices of 
organizations of all sizes. 

https://www.cisa.gov/securing-public-gatherings 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: Organizations of all types of 
sizes, including businesses, 
critical infrastructure owners 
and operators, schools, and 
houses of worship 

PROVIDER: CISA 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

CISA TABLETOP EXERCISE PACKAGES: 
IED/C-IED EXERCISES 

CISA provides a range of exercise services, 
from “self-help” CISA Tabletop Exercise Packages 
(CTEP) to end-to-end exercise planning and conduct 
services, to assist its state, local, and private sector 
partners to prevent, protect against, respond to, and 
mitigate a wide variety of physical and cyber security 
threats and hazards, including improvised explosive 
devices, active shooters, and more. 

https://www.cisa.gov/cisa-tabletop-exercise-
packages 

For more information, please contact: 
cisa.exercises@cisa.dhs.gov 

MISSION AREA: Common 

CORE CAPABILITY: Planning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://www.cisa.gov/securing-public-gatherings
https://www.cisa.gov/cisa-tabletop-exercise-packages
https://www.cisa.gov/cisa-tabletop-exercise-packages
mailto: cisa.exercises@cisa.dhs.gov
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E0122 

EMERGENCY MANAGEMENT STANDARD 
TRAINING 

The purpose of this training is to provide emergency 
management, preparedness, and homeland security 
personnel with information that will assist them in 
assessing their jurisdiction’s or agency’s Emergency 
Management Program using the Emergency 
Management Standard by EMAP. The training 
also provides participants with the appropriate 
qualifcation to learn how to assess other Applicant 
Emergency Management Programs using the 
Emergency Management Standard by EMAP. 

For Course Schedule, visit https://training.fema.gov/ 
emicourses/schedules.aspx 

MISSION AREA: Mitigation, Response, 
Recovery 

CORE CAPABILITY: N/A 

LEVEL: Awareness 

TARGET AUDIENCE: Emergency Management 

PROVIDER: EMI 

DELIVERY: Residential 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: EMAP Overview Webinar 
& Quiz after registration 
is accepted 

LENGTH: 18 hours 

FIRST RESPONDER TOOLBOX: 
COMPLEX OPERATING ENVIRONMENT – 
SHOPPING MALLS 

This two-page reference aid is intended to generate 
discussion and raise awareness and understanding of 
ways shopping malls across the public-safety 
community and private sector can improve their 
emergency response in the event of a terrorist attack. 

https://www.dni.gov/index.php/nctc-how-we-work/ 
joint-ct-assessment-team/first-responder-toolbox 

MISSION AREA: Prevention 

CORE CAPABILITY: Intelligence and 
Information Sharing 

LEVEL: Awareness 

TARGET AUDIENCE: First Responders 

PROVIDER: NCTC, DHS, FBI 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://training.fema.gov/emicourses/schedules.aspx
https://training.fema.gov/emicourses/schedules.aspx
https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
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FIRST RESPONDER TOOLBOX:  
BEST PRACTICES FOR VEHICLE 
SCREENING AGAINST TERRORIST 
TACTICS 

This product describes best practices for vehicle 
screening in order to protect against terrorist tactics. 

https://www.dni.gov/index.php/nctc-how-we-work/ 
joint-ct-assessment-team/frst-responder-toolbox 

MISSION AREA: Prevention 

CORE CAPABILITY: Intelligence and 
Information Sharing 

LEVEL: Awareness 

TARGET AUDIENCE: First Responders 

PROVIDER: NCTC, DHS, FBI 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

FIRST RESPONDER TOOLBOX:  
IED MANUFACTURE INDICATORS 

This product illustrates items or behaviors 
associated with the manufacture of IEDs. 

https://www.dni.gov/index.php/nctc-how-we-work/ 
joint-ct-assessment-team/frst-responder-toolbox 

MISSION AREA: Prevention 

CORE CAPABILITY: Intelligence and 
Information Sharing 

LEVEL: Awareness 

TARGET AUDIENCE: First Responders 

PROVIDER: NCTC, DHS, FBI 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
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FIRST RESPONDER TOOLBOX: 
IED MANUFACTURING COMPONENTS 

This product is intended to aid in visual recognition 
and establish a baseline understanding of materials 
and equipment associated with manufacturing 
Homemade Explosives (HME), Improvised Explosives 
(IE) or constructing IEDs. 

https://www.dni.gov/index.php/nctc-how-we-work/ 
joint-ct-assessment-team/frst-responder-toolbox 

MISSION AREA: Prevention 

CORE CAPABILITY: Intelligence and 
Information Sharing 

LEVEL: Awareness 

TARGET AUDIENCE: First Responders 

PROVIDER: NCTC, DHS, FBI 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

FIRST RESPONDER TOOLBOX: 
MULTILAYERED APPROACH TO 
HME AND IED MITIGATION 

This seven-page product illustrates a strategic 
approach in countering the use of Homemade 
Explosives (HME) and IEDs. 

https://www.dni.gov/index.php/nctc-how-we-work/ 
joint-ct-assessment-team/first-responder-toolbox 

MISSION AREA: Prevention 

CORE CAPABILITY: Intelligence and 
Information Sharing 

LEVEL: Awareness 

TARGET AUDIENCE: First Responders 

PROVIDER: NCTC, DHS, FBI 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
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FIRST RESPONDER TOOLBOX:  
POSTAL AND SHIPPING – 
IDENTIFICATION AND MITIGATION 
OF SUSPICIOUS MAIL & PACKAGES 

This three-page product is for those who might be 
required to handle mail and packages in the course 
of their work in order to promote awareness and 
coordination among public safety and private sector 
entities and to improve their ability to identify, report, 
and mitigate the effects of suspicious mail and 
packages. 

https://www.dni.gov/index.php/nctc-how-we-work/ 
joint-ct-assessment-team/frst-responder-toolbox 

MISSION AREA: Prevention 

CORE CAPABILITY: Intelligence and 
Information Sharing 

LEVEL: Awareness 

TARGET AUDIENCE: First Responders 

PROVIDER: NCTC, DHS, FBI 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

FIRST RESPONDER TOOLBOX: 
SUSPICIOUS PACKAGE RESPONSE CARD 

This one-page card is for those who might be 
required to handle mail and packages in the course 
of their work in order to promote awareness and 
coordination among public safety and private sector 
entities and to improve their ability to identify, report, 
and mitigate the effects of suspicious mail and 
packages. 

https://www.dni.gov/index.php/nctc-how-we-work/ 
joint-ct-assessment-team/first-responder-toolbox 

MISSION AREA: Prevention 

CORE CAPABILITY: Intelligence and 
Information Sharing 

LEVEL: Awareness 

TARGET AUDIENCE: First Responders 

PROVIDER: NCTC, DHS, FBI 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
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FIRST RESPONDER TOOLBOX: 
UNMANNED AIRCRAFT SYSTEM (UAS) – 
RECOGNIZING MALICIOUS MODIFICATION 

This two-page product is intended to increase 
awareness of the technology and methods of 
UAS modification for malicious purposes. Awareness 
of these are key to stopping unauthorized UAS 
operations, mounting an effective response, and 
conducting investigations. 

https://www.dni.gov/index.php/nctc-how-we-work/ 
joint-ct-assessment-team/frst-responder-toolbox 

MISSION AREA: Prevention 

CORE CAPABILITY: Intelligence and 
Information Sharing 

LEVEL: Awareness 

TARGET AUDIENCE: First Responders 

PROVIDER: NCTC, DHS, FBI 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

FIRST RESPONDER TOOLBOX: 
VEHICLE-BORNE ATTACKS –  
TACTICS AND MITIGATION 

This product encourages discussion and creativity 
among intergovernmental and private sector 
stakeholders for integrating protective security 
measures into public and private places to reduce 
vehicle-borne threats. 

https://www.dni.gov/index.php/nctc-how-we-work/ 
joint-ct-assessment-team/frst-responder-toolbox 

MISSION AREA: Prevention 

CORE CAPABILITY: Intelligence and 
Information Sharing 

LEVEL: Awareness 

TARGET AUDIENCE: First Responders 

PROVIDER: NCTC, DHS, FBI 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
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FIRST RESPONDER TOOLBOX:  
VEHICLE-BORNE IMPROVISED EXPLOSIVE 
DEVICE (VBIED) – PREPAREDNESS, 
RECOGNITION, AND RESPONSE 

This reference aid is intended to generate discussion 
on threat mitigation, recognition, and response to 
VBIEDs. 

https://www.dni.gov/index.php/nctc-how-we-work/ 
joint-ct-assessment-team/frst-responder-toolbox 

MISSION AREA: Prevention 

CORE CAPABILITY: Intelligence and 
Information Sharing 

LEVEL: Awareness 

TARGET AUDIENCE: First Responders 

PROVIDER: NCTC, DHS, FBI 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

FOUNDATIONS OF TARGETED 
VIOLENCE PREVENTION 

The goal of this eLearning module is to educate 
the public on threatening or potentially concerning 
behaviors and where to report them, providing an 
opportunity for intervention to prevent targeted 
violence from occurring. 

It seeks to assist in preventing targeted violence 
by empowering community members to recognize 
threats or potentially concerning behaviors, 
understand what behaviors may be displayed by a 
person who is on a pathway to violence, learn where 
to report information of concern, and understand how 
the information reported will be used to keep our 
communities safe. 

https://www.dhs.gov/foundations-targeted-violence-
prevention 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: Federal, State, Local, Tribal, 
Territorial, and Private Sector 
Homeland Security Partners 
and Community Members 

PROVIDER: DHS National Threat 
Evaluation and Reporting 
(NTER) Offce 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 1 hour 

https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
https://www.dni.gov/index.php/nctc-how-we-work/joint-ct-assessment-team/first-responder-toolbox
https://www.dhs.gov/foundations-targeted-violence-prevention
https://www.dhs.gov/foundations-targeted-violence-prevention
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AWR-315 

FUNDAMENTALS OF CRIMINAL 
INTELLIGENCE 

This awareness-level course presents participants 
with the core capabilities required for intelligence 
personnel from an all-crimes, all-hazards perspective. 
It encompasses traditional crimes, domestic and 
international acts of terrorism, and other potential 
crises. This course introduces entry-level intelligence 
personnel to intelligence and distinguishes 
between intelligence and information. Among the 
topics covered are the Intelligence Community, 
responsibilities of intelligence personnel, and goals 
and uses of criminal intelligence products. The 
potential range of customers and their needs are 
addressed. It incorporates the fve-step intelligence 
process and the importance of critical and creative 
thinking as it pertains to analysis of information and 
the intelligence process. Participants will become 
familiar with the Information Sharing Environment, 
suspicious activity reporting, and legal authorities 
and guidance associated with criminal intelligence 
collection and use, including privacy, civil rights, and 
civil liberties laws. Finally, this course addresses 
the benefts of forming strategic partnerships and 
collaborative networks. 

The goal of this course is to ensure intelligence 
personnel leave equipped with the knowledge and 
tools necessary to manage, staff, and operate 
criminal intelligence enterprises within their 
agencies, in order to help protect and prevent 
potential threats to the public. 

https://www.ncbrt.lsu.edu/courses/dhs/AWR-315. 
php 

MISSION AREA: Prevention 

CORE CAPABILITY: Intelligence and 
Information Sharing 

LEVEL: Awareness 

TARGET AUDIENCE: • Law enforcement offcers 
• Investigators 
• Supervisors 
• Analysts 
• Corrections intelligence 

personnel 
• Fusion center personnel 

PROVIDER: LSU 

DELIVERY: Mobile 

COST/FUNDING SOURCE: Federally Funded – 
DHS/FEMA 

PREREQUISITES: None 

LENGTH: 20 hours 

https://www.ncbrt.lsu.edu/courses/dhs/AWR-315.php
https://www.ncbrt.lsu.edu/courses/dhs/AWR-315.php
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HAZARDOUS CHEMICAL AWARENESS 
PRIVATE SECTOR ADVISORY POSTER 

Joint FBI-DHS one-page poster private sector 
advisory. Over-the-counter products can contain 
chemicals that in high concentration or when blended 
with other chemicals may become hazardous and 
unstable. These products have been used for illicit 
and terrorist purposes. 

https://tripwire.dhs.gov/training/264358 

MISSION AREA: Prevention 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

AWR-358 

HAZARDOUS MATERIALS AWARENESS 

The Hazardous Materials Awareness course provides 
attendees from all backgrounds with knowledge and 
practical experience in essential, awareness-level 
hazardous materials competencies as defned by 
NFPA® 1072: Standard for Hazardous Materials/ 
Weapons of Mass Destruction Emergency Response 
Personnel Professional Qualifcations and NFPA® 
472: Standard for Competence of Responders to 
Hazardous Materials/Weapons of Mass Destruction 
Incidents. The Hazardous Materials Awareness 
course provides students with the following training: 
identifying hazardous materials, utilizing the U.S. 
Department of Transportation’s 2016 Emergency 
Response Guidebook (ERG) to identify hazardous 
materials risks and protective actions, utilizing 
hazard communication documents to identify 
hazardous materials risks and protective actions, 
and determining awareness-level personnel and 
public protective actions. 

https://cdp.dhs.gov/training/course/awr-358 

MISSION AREA: Response 

CORE CAPABILITY: Environmental Response/ 
Health and Safety 

LEVEL: Awareness 

TARGET AUDIENCE: Personnel with awareness-
level hazardous materials or 
weapons of mass destruction 
responsibilities in their 
jurisdiction 

PROVIDER: FEMA/CDP 

DELIVERY: • Residential 
• Mobile 
• Web-based 

COST/FUNDING SOURCE: Federally Funded – FEMA 

PREREQUISITES: Possess a requirement 
or responsibility to have 
awareness-level knowledge 
and skill in the identifcation 
of hazardous materials and 
weapons of mass destruction 
and the determination and 
communication of associated 
protective actions 

LENGTH: 8 hours 

https://tripwire.dhs.gov/training/264358
https://cdp.dhs.gov/training/course/awr-358
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AWR-313 

HOMEMADE EXPLOSIVES AWARENESS, 
RECOGNITION, AND RESPONSE, MOBILE 

The Homemade Explosives: Awareness, Recognition, 
and Response, Mobile course is designed to 
provide emergency frst responders with the skills 
to recognize and respond to incidents involving 
Homemade Explosives (HME) through lectures 
and exercises. Emergency frst responders are 
presented with information necessary to recognize 
HME precursors, HME manufacturing indicators, 
and HME exposure indicators, and determine pre-
detonation and post-detonation response strategies. 
Throughout this course, emergency frst responders 
discuss how to implement safe response strategies 
with recognizing the presence of HME indicators; 
understanding these response actions is critical to 
mitigating the hazards associated with HME. 

Registration Contact: 
http://www.emrtc.nmt.edu/training/portal 

MISSION AREA: Prevention 

CORE CAPABILITY: Interdiction and Disruption 

LEVEL: Awareness 

TARGET AUDIENCE: Emergency First Responders 

PROVIDER: NMT 

DELIVERY: Mobile 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 8 hours 

AWR-338 

HOMEMADE EXPLOSIVES 
AND PRECURSOR AWARENESS 

The Homemade Explosives (HME) and Precursor 
Awareness course provides foundational knowledge 
on HME and common precursor materials. 
Participants will defne HME and learn to identify 
common precursor chemicals and materials used to 
make HME. In addition, participants will learn how 
HME is used in an attack. 

https://cdp.dhs.gov/training/course/AWR-338 

MISSION AREA: Prevention 

CORE CAPABILITY: Interdiction and Disruption 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: • Residential 
• Mobile 
• Distance Learning 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 1 hour 

http://www.emrtc.nmt.edu/training/portal
https://cdp.dhs.gov/training/course/AWR-338
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AWR-349 

HOMEMADE EXPLOSIVES AND 
PRECURSOR AWARENESS FOR 
PUBLIC SAFETY 

The course provides participants with a foundational 
understanding of HME and common precursor 
materials. Participants will defne HME, explore the 
considerations involved in a decision by perpetrators 
to use HME as the explosive for an attack, and will 
learn to identify common precursor chemicals and 
materials used to make HME. 

https://cdp.dhs.gov/training/course/AWR-349 

MISSION AREA: Prevention 

CORE CAPABILITY: Interdiction and Disruption 

LEVEL: Awareness 

TARGET AUDIENCE: This course is designed for 
public and private sector 
safety personnel and 
intended for audiences 
such as: 
• Critical infrastructure 

owners and operators 
• Public safety offcers 
• Emergency managers 
• Security offcers 
• Law enforcement offcials 
• Private sector security 

professionals 
PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 1 hour 

HOSPITALITY PUBLIC SERVICE 
ANNOUNCEMENT VIDEO 

Thirty-second video on the importance of 
“If You See Something, Say Something” in a hotel 

https://www.dhs.gov/medialibrary/ 
assets/video/21363 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: DHS 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://cdp.dhs.gov/training/course/AWR-349
https://www.dhs.gov/medialibrary/
assets/video/21363
https://www.dhs.gov/medialibrary/
assets/video/21363
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HOTEL AND LODGING ADVISORY POSTER 

One-page poster that identifies suspicious behaviors 
and activities around lodging that may indicate 
criminal or terrorist activity. 

For more information about  
OBP counter-IED awareness products, visit us at  
https://www.cisa.gov/bombing-prevention-training 
or email OBP@cisa.dhs.gov 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: Lodging Industry 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

AWR-341 

IMPROVISED EXPLOSIVE DEVICE 
(IED) AWARENESS AND SECURITY 
PROCEDURES 

The course is designed to provide foundational 
knowledge about IEDs and proper safety precautions 
and procedures for reacting and responding to 
unattended and suspicious items. 

https://cdp.dhs.gov/training/course/AWR-341 

MISSION AREA: Prevention 

CORE CAPABILITY: Interdiction and Disruption 

LEVEL: Awareness 

TARGET AUDIENCE: This course is designed 
for public and private sector 
safety personnel and 
intended for audiences 
such as: 
• Critical infrastructure 

owners and operators 
• Public safety offcers 
• Emergency managers 
• Security offcers 
• Law enforcement offcials 
• Private sector security 

professionals 
PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 1 hour 

https://www.cisa.gov/bombing-prevention-training
mailto:OBP@cisa.dhs.gov
https://cdp.dhs.gov/training/course/AWR-341
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AWR-333 

IMPROVISED EXPLOSIVE DEVICE 
CONSTRUCTION AND CLASSIFICATION 

The Improvised Explosive Device (IED) Construction 
and Classifcation course provides an overview of 
the various components required for IED production. 
The course is designed to provide foundational 
knowledge about the construction and classifcation 
of IEDs, including their function, components, 
classifications, and construction. 

https://cdp.dhs.gov/training/course/AWR-333 

MISSION AREA: Prevention 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: • Residential 
• Mobile 
• Distance Learning 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 1 hour 

AWR-337 

IMPROVISED EXPLOSIVE DEVICE 
EXPLOSIVE EFFECTS AND MITIGATION 

The Improvised Explosive Device (IED) Explosive 
Effects and Mitigation course introduces the effects 
of an explosive detonation. It details the difference 
between blast, thermal/incendiary, and fragmentation 
effects, and describes the consequences on various 
targets. In addition, participants will learn about 
security measures and best practices that can help 
prevent or mitigate explosive effects. 

https://cdp.dhs.gov/training/course/AWR-337 

MISSION AREA: Prevention 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: • Residential 
• Mobile 
• Distance Learning 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 1 hour 

https://cdp.dhs.gov/training/course/AWR-333
https://cdp.dhs.gov/training/course/AWR-337
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NJ-016-PREV 

IMPROVISED EXPLOSIVE DEVICES (IED), 
PACKAGE INSPECTION AND MAIL ROOM 
PROCEDURES 

Two-day in-person training that provides participants 
a basic understanding of explosives, IEDs; package 
handling, mail room procedures, and bomb threats; 
vehicle bombs and inspections. 

http://www.ndpci.us/training/ied-training.php 

MISSION AREA: Prevention 

CORE CAPABILITY: Screening, Search, 
and Detection 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: National Domestic 
Preparedness Coalition 

DELIVERY: Residential 
Mobile 

COST/FUNDING SOURCE: Homeland Security Grant 
Program (HSGP) 

PREREQUISITES: None 

LENGTH: 2 days 

AWR-230 

INCIDENT RESPONSE TO TERRORIST 
BOMBINGS, MOBILE 

The Incident Response to Terrorist Bombings, Mobile 
course is designed to provide emergency first 
responders with the skills to recognize and respond 
to terrorist bombing incidents. Emergency first 
responders are presented with information 
necessary to recognize explosives and their effects, 
identify improvised explosive devices and their 
components, and determine pre-detonation and 
post-detonation response strategies. Throughout 
this course, emergency first responders discuss how 
to implement safe response strategies in bombing 
scenarios; understanding these recognition and 
response actions are critical to mitigating the effects 
of a bombing incident. 

Registration Contact: 
http://www.emrtc.nmt.edu/training/portal 

MISSION AREA: Response 

CORE CAPABILITY: Threats and Hazards 
Identifcation 

LEVEL: Awareness 

TARGET AUDIENCE: Emergency First Responders 

PROVIDER: NMT 

DELIVERY: Mobile 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 4 hours 

http://www.ndpci.us/training/ied-training.php
http://www.emrtc.nmt.edu/training/portal
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INTRODUCTION TO BOMB THREAT 
MANAGEMENT BRIEF 

Briefng containing introductory training materials on 
the current threat environment and how to prepare 
for and respond to a bomb threat. 

To request training or for more information on 
the OBP Counter-IED Training offerings, visit us at 
https://www.cisa.gov/bombing-prevention-training 
or email us at OBPTraining@cisa.dhs.gov 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Threats and Hazards 
Identifcation 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Residential 
Mobile 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 1 hour 

AWR-334 

INTRODUCTION TO THE TERRORIST 
ATTACK CYCLE 

The Introduction to the Terrorist Attack Cycle course 
introduces common steps involved in planning and 
executing terrorist attacks. This course provides 
participants with the understanding of how to 
prevent, protect against, respond to, and mitigate 
attacks that use improvised explosive devices 
(IEDs). 

https://cdp.dhs.gov/training/course/AWR-334 

MISSION AREA: Prevention 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: • Residential 
• Mobile 
• Distance Learning 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 1 hour 

https://www.cisa.gov/bombing-prevention-training
mailto:OBPTraining@cisa.dhs.gov
https://cdp.dhs.gov/training/course/AWR-334
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AWR-122 

LAW ENFORCEMENT PREVENTION AND 
DETERRENCE OF TERRORIST ACTS 

This course trains law enforcement personnel 
on actions they can take to prevent, deter, and 
respond to terrorist acts. The law enforcement 
offcer is part of the front-line defense in preventing 
and deterring WMD terrorist incidents where the 
release of WMD agents is likely to occur because 
of criminal actions. The nature of law enforcement 
offcers’ daily work environment provides them with 
an enhanced understanding of the community not 
shared by the public. This heightened community 
awareness provides law enforcement offcers with 
a unique opportunity to prevent or deter potential 
WMD terrorist incidents. This awareness level 
course focuses on the recognition, prevention, and 
deterrence of terrorist activity and crime-related high 
consequence events for law enforcement and other 
public safety professionals. Subject areas covered 
in the course include intelligence gathering, threat 
recognition, community-oriented policing, counterfeit 
identification detection, information sharing among 
agencies, and chemical, biological, radiological, 
nuclear and explosive (CBRNE) agents or materials 
that can be procured either legitimately or illegally to 
produce a WMD. 

https://www.ncbrt.lsu.edu/Courses/dhs/AWR-122. 
php 

MISSION AREA: Prevention 

CORE CAPABILITY: Intelligence and 
Information Sharing 

LEVEL: Awareness 

TARGET AUDIENCE: Law Enforcement & Public 
Safety Professionals 

PROVIDER: LSU 

DELIVERY: Mobile 

COST/FUNDING SOURCE: Federally Funded – 
DHS/FEMA 

PREREQUISITES: None 

LENGTH: 2 days 

https://www.ncbrt.lsu.edu/Courses/dhs/AWR-122.php
https://www.ncbrt.lsu.edu/Courses/dhs/AWR-122.php
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AWR-122-C 

LAW ENFORCEMENT PREVENTION 
AND DETERRENCE OF TERRORIST ACTS, 
CUSTOMIZED 

This course, also known as Fraudulent Documents, 
provides participants with an overview of general 
security features employed by the U.S. government to 
establish the validity of government documents, as 
well as known methods used to alter or counterfeit 
the types of documents commonly presented to law 
enforcement offcers. Several government documents 
are discussed, including identity cards, driver’s 
licenses, and social security cards. 

This course is customized for a one-day presentation 
consisting of four hours. Beginning and ending times 
for instruction may be adjusted to accommodate 
delivery during conferences or in other such 
circumstances with scheduling constraints. 

https://www.ncbrt.lsu.edu/courses/dhs/AWR-122-C. 
php 

MISSION AREA: Prevention 

CORE CAPABILITY: Access Control and 
Identity Verifcation 

LEVEL: Awareness 

TARGET AUDIENCE: Law Enforcement 

PROVIDER: LSU 

DELIVERY: Mobile 

COST/FUNDING SOURCE: Federally Funded-DHS/FEMA 

PREREQUISITES: All class participants must 
be sworn members of a 
federal, state, or local law 
enforcement agency. 

LENGTH: 4 hours 

MAIL AND SUSPICIOUS PACKAGE 
GUIDANCE POSTER 

One-page poster providing awareness and reporting 
procedures for suspicious letters and/or packages. 

https://tripwire.dhs.gov/training/264332 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: Postal and mailroom 
employees 

PROVIDER: DHS 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://www.ncbrt.lsu.edu/courses/dhs/AWR-122-C.php
https://www.ncbrt.lsu.edu/courses/dhs/AWR-122-C.php
https://tripwire.dhs.gov/training/264332
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NO RESERVATIONS: SUSPICIOUS 
BEHAVIOR IN HOTELS 

Nine-minute training video on identifying suspicious 
behavior in a lodging facility and the necessary steps 
for sharing information with relevant stakeholders. 

https://www.cisa.gov/resources-tools/resources/no-
reservations-suspicious-behavior-hotels 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: DHS 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

ONLINE PURCHASE AWARENESS 
PRIVATE SECTOR ADVISORY POSTER 

Online retailers can become unwitting participants 
in illicit or terrorist activities. Be aware of unusual or 
suspicious purchases or usage of your products and 
services. Have you witnessed suspicious purchasing 
behavior? 

Found on https://tripwire.dhs.gov/ 
For more information or requests, 
email bmap@cisa.dhs.gov 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: Retail Sector 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://www.cisa.gov/resources-tools/resources/no-reservations-suspicious-behavior-hotels
https://www.cisa.gov/resources-tools/resources/no-reservations-suspicious-behavior-hotels
https://tripwire.dhs.gov/
mailto:bmap@cisa.dhs.gov
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ONLINE SUSPICIOUS PURCHASE OF 
PRECURSOR CHEMICAL PRIVATE SECTOR 
ADVISORY POSTER 

Poster that informs workers of suspicious online 
purchases of chemicals. Products available for 
online purchase can contain chemicals that in high 
concentration or when blended with other chemicals 
may become hazardous and unstable. Be advised 
that when processing such orders, these products 
have been used for illicit and terrorist purposes. 

Found on https://tripwire.dhs.gov/ 
For more information or requests, 
email bmap@cisa.dhs.gov 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: Retail Sector 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

PATRON SCREENING BEST PRACTICES 
GUIDE 

The Patron Screening Best Practices Guide provides 
options for consideration when developing and 
implementing patron screening procedures for 
major sporting events, concerts, horse races, award 
ceremonies, and similar gatherings. 

https://www.cisa.gov/resources-tools/resources/ 
patron-screening-best-practices-guide 

MISSION AREA: Protection 

CORE CAPABILITY: Planning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://tripwire.dhs.gov/
mailto:bmap@cisa.dhs.gov
https://www.cisa.gov/resources-tools/resources/patron-screening-best-practices-guide
https://www.cisa.gov/resources-tools/resources/patron-screening-best-practices-guide
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PEROXIDE PRODUCTS AWARENESS 
POSTER 

One-page poster informing retailers and consumers 
of hydrogen peroxide and how the chemical can be 
used in homemade explosives. 

Found on https://tripwire.dhs.gov/ 
For more information or requests, 
email bmap@cisa.dhs.gov 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: Retail Sector 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

POWDER INDUSTRY AWARENESS 
POSTER 

Joint DOJ/DHS One-page poster on suspicious 
indicators for powder purchases and how to help. 

For more information about 
OBP counter-IED awareness products, visit us at  
https://www.cisa.gov/bombing-prevention-training or 
email OBP@cisa.dhs.gov 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://tripwire.dhs.gov/
mailto:bmap@cisa.dhs.gov
https://www.cisa.gov/bombing-prevention-training
mailto:OBP@cisa.dhs.gov
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AWR-231 

PREVENTION OF AND RESPONSE TO 
SUICIDE BOMBING INCIDENTS, MOBILE 

The Prevention of and Response to Suicide Bombing 
Incidents, Mobile course is designed to provide 
emergency frst responders with the skills to 
prevent and respond to suicide bombing incidents. 
Emergency frst responders are presented with 
information on how to prevent, deter, and mitigate 
the effects of a suicide bomber along with active 
suicide bomber and post-blast response strategies. 
Throughout this course, emergency frst responders 
discuss the Nine Phases of Bombing Attacks, to 
understand the steps a suicide bomber follows to 
conduct their attack; understanding these steps 
is critical to the successful prevention of a suicide 
bombing attack. 

Registration Contact: 
http://www.emrtc.nmt.edu/training/portal 

MISSION AREA: Prevention, Response 

CORE CAPABILITY: Threats and Hazards 
Identifcation 

LEVEL: Awareness 

TARGET AUDIENCE: Emergency First Responders 

PROVIDER: NMT 

DELIVERY: Mobile 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 4 hours 

AWR-340 

PROTECTIVE MEASURES AWARENESS 

The Protective Measures Awareness course 
introduces how to identify and mitigate facility 
security gaps. This course provides foundational 
knowledge about risk management and the three 
rings of security: physical, procedural/technical, and 
intelligence protective measures. 

https://cdp.dhs.gov/training/course/AWR-340 

MISSION AREA: Protection 

CORE CAPABILITY: Physical Protective Measures 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Residential 
Mobile 
Distance Learning 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 1 hour 

http://www.emrtc.nmt.edu/training/portal
https://cdp.dhs.gov/training/course/AWR-340
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PROTECTIVE MEASURES FOR ACTIVE 
SHOOTER WITH EXPLOSIVE DEVICE 

Two-page protective measures guide citing analysis 
of tactics, techniques, and procedures highlighted 
from recent attacks and providing security 
recommendations to address similar possible attack 
methods 

https://www.cisa.gov/resources-tools/resources/ 
protective-measures-active-shooter-explosive-device 

MISSION AREA: Protection 

CORE CAPABILITY: Planning, Physical 
Protective Measures 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

PROTECTIVE MEASURES FOR HOMICIDE/ 
SUICIDE BOMBERS 

Two-page protective measures guide providing 
security recommendations to reduce vulnerabilities 
from a suicide/homicide bombing attack. 

https://www.cisa.gov/resources-tools/resources/ 
protective-measures-homicidesuicide-bombers 

MISSION AREA: Protection 

CORE CAPABILITY: Planning, Physical 
Protective Measures 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://www.cisa.gov/resources-tools/resources/protective-measures-active-shooter-explosive-device
https://www.cisa.gov/resources-tools/resources/protective-measures-active-shooter-explosive-device
https://www.cisa.gov/resources-tools/resources/protective-measures-homicidesuicide-bombers
https://www.cisa.gov/resources-tools/resources/protective-measures-homicidesuicide-bombers
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PROTECTIVE MEASURES FOR 
U.S. COMMERCIAL REAL ESTATE 

The 98-page protective measures guide provides 
owners and operators of commercial offce buildings 
with information that can be used to maintain a safe 
environment for occupants, employers, contractors, 
and visitors. 

https://www.cisa.gov/resources-tools/resources/ 
protective-measures-us-commercial-real-estate 

MISSION AREA: Protection 

CORE CAPABILITY: Planning, Physical 
Protective Measures 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

PROTECTIVE MEASURES FOR VEHICLE 
BORNE IMPROVISED EXPLOSIVE DEVICES 
(VBIEDS) 

Two-page protective measures guide providing 
security recommendations to reduce vulnerabilities 
from vehicle-borne explosive devices. 

https://www.cisa.gov/resources-tools/resources/ 
protective-measures-vbieds 

MISSION AREA: Protection 

CORE CAPABILITY: Planning, Physical 
Protective Measures 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://www.cisa.gov/resources-tools/resources/protective-measures-us-commercial-real-estate
https://www.cisa.gov/resources-tools/resources/protective-measures-us-commercial-real-estate
https://www.cisa.gov/resources-tools/resources/protective-measures-vbieds
https://www.cisa.gov/resources-tools/resources/protective-measures-vbieds
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PROTECTIVE MEASURES GUIDE 
FOR HOMEMADE EXPLOSIVES (HME) 

Homemade Explosives (HME), also categorized as 
energetic materials and precursors materials, pose a 
formidable threat to a variety of response agencies, 
and as a result have developed into a public safety 
concern. Although these items appear innocuous, in 
the wrong hands they can be manufactured and used 
for a number of nefarious purposes. This document 
offers a list of potential protective measures 
which can be implemented to reduce risks and 
vulnerabilities upon encountering these materials. 

https://www.cisa.gov/resources-tools/resources/ 
protective-measures-guide-hme 

MISSION AREA: Protection 

CORE CAPABILITY: Planning, Physical 
Protective Measures 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

PROTECTIVE MEASURES GUIDE FOR 
SPORTS LEAGUES 

The 44-page protective measures guide provides 
an overview of measures designed to assist sports 
teams and owners/operators of sporting event 
facilities in planning and managing security at their 
facilities. 

https://www.cisa.gov/resources-tools/resources/ 
protective-measures-guide-sports-leagues 

MISSION AREA: Protection 

CORE CAPABILITY: Planning, Physical 
Protective Measures 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://www.cisa.gov/resources-tools/resources/protective-measures-guide-hme
https://www.cisa.gov/resources-tools/resources/protective-measures-guide-hme
https://www.cisa.gov/resources-tools/resources/protective-measures-guide-sports-leagues
https://www.cisa.gov/resources-tools/resources/protective-measures-guide-sports-leagues
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PUBLIC VENUE BAG SEARCH 
PROCEDURES GUIDE 

The 21-page guide provides suggestions for 
developing and implementing bag search 
procedures at public assembly venues hosting 
major sporting events. 

https://www.cisa.gov/resources-tools/resources/ 
public-venue-bag-search-procedures-guide 

MISSION AREA: Protection 

CORE CAPABILITY: Planning, Physical 
Protective Measures 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

AWR-335 

RESPONSE TO SUSPICIOUS BEHAVIORS 
AND ITEMS FOR BOMBING PREVENTION 

The Response to Suspicious Behaviors and Items 
for Bombing Prevention course provides participants 
with a foundational introduction to recognizing and 
responding to suspicious behaviors and activities 
related to terrorist or criminal activities. This course 
also highlights what to do when encountering an 
unattended or suspicious item and to whom to 
report it. 

https://cdp.dhs.gov/training/course/AWR-335 

MISSION AREA: Response 

CORE CAPABILITY: On-scene security, protection, 
and law enforcement 

LEVEL: Awareness 

TARGET AUDIENCE: Critical Infrastructure Owners 
and Operators, Public 
Safety Offcers, Emergency 
Managers, Security Offcers, 
Law Enforcement Offcials, 
and Private Sector Security 
Professionals 

PROVIDER: CISA OBP 

DELIVERY: Residential 
Mobile 
Distance Learning 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 1 hour 

https://www.cisa.gov/resources-tools/resources/public-venue-bag-search-procedures-guide
https://www.cisa.gov/resources-tools/resources/public-venue-bag-search-procedures-guide
https://cdp.dhs.gov/training/course/AWR-335
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RETAIL AND SHOPPING CENTER 
SUSPICIOUS ACTIVITY POSTER 

Joint FBI-DHS one-page poster private sector 
advisory. Shopping centers and retail stores can be 
venues for criminal or terrorist activities. Be alert to 
any persons who behave suspiciously or engage in 
unusual actions. 

https://tripwire.dhs.gov/system/fles/fbi-dhs_ 
private_sector_advisory_-_retail_and_shopping_ 
center_advisory_1.pdf 

MISSION AREA: Prevention 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

IS-912 

RETAIL SECURITY AWARENESS: 
UNDERSTANDING THE HIDDEN HAZARDS 

This course will make persons involved in 
commercial retail operations aware of the actions 
they can take to identify and report suspicious 
purchases or thefts of products that actors could use 
in terrorist or other criminal activities. To achieve this 
goal, the course provides an overview of prevention 
steps aimed at identifying and monitoring high-risk 
inventory products and reporting suspicious activities 
to law enforcement agencies. 

https://training.fema.gov/is/courseoverview. 
aspx?code=IS-912&lang=en 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Physical Protective Measures 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: EMI 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: N/A 

LENGTH: 1 hour 

https://tripwire.dhs.gov/system/files/fbi-dhs_private_sector_advisory_-_retail_and_shopping_center_advisory_1.pdf
https://tripwire.dhs.gov/system/files/fbi-dhs_private_sector_advisory_-_retail_and_shopping_center_advisory_1.pdf
https://tripwire.dhs.gov/system/files/fbi-dhs_private_sector_advisory_-_retail_and_shopping_center_advisory_1.pdf
https://training.fema.gov/is/courseoverview.aspx?code=IS-912&lang=en
https://training.fema.gov/is/courseoverview.aspx?code=IS-912&lang=en
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SECURITY AND RESILIENCY GUIDE – 
HEALTHCARE AND PUBLIC HEALTH 
FACILITY ANNEX 

This guide is designed to provide security managers 
and staff at healthcare and public health facilities 
with a practical framework to examine their ability to 
perform C-IED activities and supporting guidance and 
materials to strengthen their C-IED preparedness. 

https://www.cisa.gov/security-and-resiliency-guide-
and-annexes 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

SECURITY AND RESILIENCY GUIDE – 
LODGING ANNEX 

This guide is designed to provide security managers 
and staff at lodging facilities with a practical 
framework to examine their ability to perform C-IED 
activities and supporting guidance and materials to 
strengthen their C-IED preparedness. 

https://www.cisa.gov/security-and-resiliency-guide-
and-annexes 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://www.cisa.gov/security-and-resiliency-guide-and-annexes
https://www.cisa.gov/security-and-resiliency-guide-and-annexes
https://www.cisa.gov/security-and-resiliency-guide-and-annexes
https://www.cisa.gov/security-and-resiliency-guide-and-annexes
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SECURITY AND RESILIENCY GUIDE – 
OUTDOOR EVENTS ANNEX 

This guide is designed to provide security managers 
and staff at outdoor events venues with a practical 
framework to examine their ability to perform C-IED 
activities and supporting guidance and materials to 
strengthen their C-IED preparedness. 

https://www.cisa.gov/security-and-resiliency-guide-
and-annexes 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

SECURITY AND RESILIENCY GUIDE – 
PUBLIC ASSEMBLY ANNEX 

This guide is designed to provide security managers 
and staff at lodging facilities with a practical 
framework to examine their ability to perform C-IED 
activities and supporting guidance and materials to 
strengthen their C-IED preparedness. 

https://www.cisa.gov/security-and-resiliency-guide-
and-annexes 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://www.cisa.gov/security-and-resiliency-guide-and-annexes
https://www.cisa.gov/security-and-resiliency-guide-and-annexes
https://www.cisa.gov/security-and-resiliency-guide-and-annexes
https://www.cisa.gov/security-and-resiliency-guide-and-annexes
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SECURITY AND RESILIENCY GUIDE – 
SPORTS LEAGUES AND VENUES 

This guide is designed to provide security managers 
and staff at sports leagues and venues with a 
practical framework to examine their ability to 
perform C-IED activities and supporting guidance and 
materials to strengthen their C-IED preparedness. 

https://www.cisa.gov/security-and-resiliency-guide-
and-annexes 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

SECURITY AND RESILIENCY GUIDE 
COUNTER-IED 

The Security and Resiliency Guide (SRG) and 
annexes are designed to help stakeholders take 
proactive steps to enhance their security and 
resiliency for potential IED incidents by providing 
guidance and resources consistent with broader 
all-hazards preparedness and risk management 
principles. 

https://www.cisa.gov/security-and-resiliency-guide-
and-annexes 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://www.cisa.gov/security-and-resiliency-guide-and-annexes
https://www.cisa.gov/security-and-resiliency-guide-and-annexes
https://www.cisa.gov/security-and-resiliency-guide-and-annexes
https://www.cisa.gov/security-and-resiliency-guide-and-annexes
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SECURITY OF SOFT TARGETS AND 
CROWDED PLACES RESOURCE GUIDE 

This guide an easy-to-use method to find 
information quickly on a wide range of free 
capabilities that can be incorporated into the 
security practices of organizations of all sizes. 

https://www.cisa.gov/resources-tools/resources/ 
security-soft-targets-and-crowded-places-resource-
guide 

MISSION AREA: Common 

CORE CAPABILITY: Planning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

AWR-219 

SITE PROTECTION THROUGH 
OBSERVATIONAL TECHNIQUES 

Emergency responders, security professionals, 
security support staff, and the public must work 
together to identify suspicious objects, substances, 
and people. This course trains public safety 
personnel to improve their observational techniques 
by using a four-step ongoing screening process that 
includes increasing protective awareness, identifying 
preoperational behaviors, evaluating, and taking 
action. Participants will use fctional scenarios to 
examine each step of the process. 

At the end of this course, participants will be able 
to better recognize, communicate, and act upon 
suspicious behaviors that could indicate a terrorist 
attack. 

https://ncbrt.lsu.edu/courses/dhs/AWR-219.php 

MISSION AREA: Prevention 

CORE CAPABILITY: Intelligence and 
Information Sharing 

LEVEL: Awareness 

TARGET AUDIENCE: Law Enforcement and 
Security Personnel 

PROVIDER: LSU 

DELIVERY: Mobile 

COST/FUNDING SOURCE: Federally Funded – 
DHS/FEMA 

PREREQUISITES: None 

LENGTH: 7 hours 

https://www.cisa.gov/resources-tools/resources/security-soft-targets-and-crowded-places-resource-guide
https://www.cisa.gov/resources-tools/resources/security-soft-targets-and-crowded-places-resource-guide
https://www.cisa.gov/resources-tools/resources/security-soft-targets-and-crowded-places-resource-guide
https://ncbrt.lsu.edu/courses/dhs/AWR-219.php
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AWR-219-C 

SITE PROTECTION THROUGH 
OBSERVATIONAL TECHNIQUES, 
CUSTOMIZED 

Emergency responders, security professionals, 
security support staff, and the public must work 
together to identify suspicious objects, substances, 
and people. This course trains public safety 
personnel to improve their observational techniques 
by using a four-step ongoing screening process that 
includes increasing protective awareness, identifying 
preoperational behaviors, evaluating, and taking 
action. Participants will use fctional scenarios to 
examine each step of the process. 

At the end of this course, participants will be able 
to better recognize, communicate, and act upon 
suspicious behaviors that could indicate a terrorist 
attack. 

This customized version of the course stays at a 
much higher level and does not go into as much 
detail as the seven-hour version of the course. 

https://www.ncbrt.lsu.edu/courses/dhs/AWR-219-c. 
php 

MISSION AREA: Prevention 

CORE CAPABILITY: Intelligence and 
Information Sharing 

LEVEL: Awareness 

TARGET AUDIENCE: Law Enforcement and 
Security Personnel 

PROVIDER: LSU 

DELIVERY: Mobile 

COST/FUNDING SOURCE: Federally Funded – 
DHS/FEMA 

PREREQUISITES: None 

LENGTH: 4 hours 

https://www.ncbrt.lsu.edu/courses/dhs/AWR-219-c.php
https://www.ncbrt.lsu.edu/courses/dhs/AWR-219-c.php
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E0142 

SITUATIONAL AWARENESS 

The E/L/G 0142 Situational Awareness course is 
designed to build skills, knowledge and capabilities 
necessary for individuals, teams and organizations 
involved in emergency preparedness, response and 
recovery to provide situational awareness that 
enhances critical decision making at all levels. 

https://training.fema.gov/emicourses/ 
schedules.aspx 

MISSION AREA: Response 

CORE CAPABILITY: Operational Coordination 

LEVEL: Awareness 

TARGET AUDIENCE: Emergency management 
personnel 

PROVIDER: EMI 

DELIVERY: Residential 
Mobile 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 4 days 

SPORTS AND ENTERTAINMENT VENUES 
BOMBING PREVENTION SOLUTIONS 
PORTFOLIO 

An interactive product containing information on and 
direct access to the OBP trainings, products, and 
resources that support sports and entertainment 
organizations and venues with building counter-IED 
capabilities. The portfolio connects leadership within 
these organizations to the counter-IED resources that 
meet their needs and empowers all venue personnel 
to play a role in security. 

https://www.cisa.gov/sites/default/fles/ 
publications/sports-entertainment-venues-bombing-
prevention-solutions-portfolio-071819.pdf 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://training.fema.gov/emicourses/
schedules.aspx
https://training.fema.gov/emicourses/
schedules.aspx
https://www.cisa.gov/sites/default/files/
publications/sports-entertainment-venues-bombing-prevention-solutions-portfolio-071819.pdf
https://www.cisa.gov/sites/default/files/
publications/sports-entertainment-venues-bombing-prevention-solutions-portfolio-071819.pdf
https://www.cisa.gov/sites/default/files/
publications/sports-entertainment-venues-bombing-prevention-solutions-portfolio-071819.pdf
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IS-914 

SURVEILLANCE AWARENESS: 
WHAT YOU CAN DO 

The purpose of this course is to make critical 
infrastructure employees and service providers 
aware of actions they can take to detect and report 
suspicious activities associated with adversarial 
surveillance. To achieve this goal, the course 
provides an overview of surveillance activities and 
the indicators associated with them, as well as the 
actions that employees and service providers can 
take to report potential surveillance incidents. 

https://training.fema.gov/is/courseoverview. 
aspx?code=IS-914&lang=en 

MISSION AREA: Protection 

CORE CAPABILITY: Screening, Search, 
and Detection 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: EMI 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: N/A 

LENGTH: N/A 

AWR-940 

SURVEILLANCE DETECTION PRINCIPLES 

The Surveillance Detection Principles course 
provides participants with topical knowledge and 
introductory skills to recognize hostile surveillance at 
facilities and events, and foundational knowledge for 
planning and responding appropriately. 

https://cdp.dhs.gov/training/course/awr-940 

MISSION AREA: Prevention 

CORE CAPABILITY: Screening, Search, 
and Detection 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: • Residential 
• Mobile 
• Distance Learning 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 4 hours 

https://training.fema.gov/is/courseoverview.aspx?code=IS-914&lang=en
https://training.fema.gov/is/courseoverview.aspx?code=IS-914&lang=en
https://cdp.dhs.gov/training/course/awr-940


62 
Federally Sponsored Counter-IED Training and Education Resources Catalog 
Version 2.0

Level DeliveryMission Area SLTT GuidanceOrganize by:

 

 

SUSPICIOUS PURCHASING BEHAVIOR 
AWARENESS CARD 

Joint FBI-DHS Suspicious Behavior Awareness 
double-sided card for private sector audience. 

https://tripwire.dhs.gov/reports/220490 

MISSION AREA: Prevention 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

SUSPICIOUS UAS IDENTIFICATION 
POSTER 

This poster and postcard explain how Unmanned 
Aircraft Systems (UAS) are used for a range of 
tactical and recreational uses but can also be used 
for nefarious purposes. UAS can be turned into 
or carry improvised explosive devices that cause 
serious harm to individuals and infrastructure. 

https://www.cisa.gov/resources-tools/resources/ 
suspicious-uas-identifcation-poster-and-postcard 

MISSION AREA: Protection 

CORE CAPABILITY: Planning, Physical 
Protective Measures 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://tripwire.dhs.gov/reports/220490
https://www.cisa.gov/resources-tools/resources/suspicious-uas-identification-poster-and-postcard
https://www.cisa.gov/resources-tools/resources/suspicious-uas-identification-poster-and-postcard
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AWR-187-W 

TERRORISM AND WMD AWARENESS 
IN THE WORKPLACE, WEB-BASED 

Terrorism and WMD Awareness in the Workplace is 
a self-paced (approximately 90 minutes) web-based 
training course to provide students with the ability 
to recognize, report, and react to potential terrorist 
threats in and around the workplace. 

https://ruraltraining.org/course/awr-187-w/ 

MISSION AREA: Common 

CORE CAPABILITY: Threats and Hazards 
Identifcation 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: RDPC 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 30 minutes 

UNATTENDED VS. SUSPICIOUS ITEM 
POSTCARD AND POSTER 

The Unattended vs. Suspicious Item Postcard 
and Poster provide information on how to safely 
determine if an item is a serious threat or just 
unattended. A suspicious item is anything (e.g., bag, 
package, vehicle, etc.) that is reasonably believed to 
contain explosives, an Improvised Explosive Device 
(IED), or other hazardous material that requires a 
bomb technician and/or specialized equipment to 
further evaluate it. Generally speaking, anything that 
is Hidden, Obviously suspicious, and not Typical 
(HOT) should be deemed suspicious. 

https://www.cisa.gov/resources-tools/resources/ 
unattended-vs-suspicious-item-postcard-and-poster 

MISSION AREA: Protection 

CORE CAPABILITY: Planning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://ruraltraining.org/course/awr-187-w/
https://www.cisa.gov/resources-tools/resources/unattended-vs-suspicious-item-postcard-and-poster
https://www.cisa.gov/resources-tools/resources/unattended-vs-suspicious-item-postcard-and-poster
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AWR-132 

UNDERSTANDING AND PLANNING FOR 
SCHOOL BOMBING INCIDENTS (UPSBI) 

The UPSBI course provides frst responders with 
the skills and knowledge necessary to respond to 
school bomb threats and school bombing incidents. 
This course provides information on the purpose and 
function of school emergency management plans, 
warning signs of aggressive student behavior, critical 
actions when responding to a school bombing threat, 
recognition of improvised explosive devices and 
components, and preventive school bombing incident 
measures. 

http://www.emrtc.nmt.edu/training/upsbi.php 

MISSION AREA: Prevention 

CORE CAPABILITY: Planning 

LEVEL: Awareness 

TARGET AUDIENCE: Law enforcement 

PROVIDER: NMT 

DELIVERY: Mobile 
Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 4 hours 

VBIED IDENTIFICATION CARD 

This Vehicle-Borne Improvised Explosive Device 
(VBIED) Identifcation Card provides information to 
help recognize potential indicators of a suspicious 
parked vehicle. It details steps to take if the vehicle 
is suspicious or if it is not suspicious. 

https://www.cisa.gov/resources-tools/resources/ 
vbied-identification-card 

MISSION AREA: Protection 

CORE CAPABILITY: Screening, Search, 
and Detection 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

http://www.emrtc.nmt.edu/training/upsbi.php
https://www.cisa.gov/resources-tools/resources/vbied-identification-card
https://www.cisa.gov/resources-tools/resources/vbied-identification-card
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VEHICLE INSPECTION GUIDE 

The Vehicle Inspection Guide (VIG) is for law 
enforcement, bomb squads, HAZMAT teams, other 
emergency and public service organizations, and 
professional security personnel who are involved in 
the inspection of vehicles that may pose a terrorist 
bomb threat. 

For more information about 
OBP counter-IED awareness products, visit us at 
https://www.cisa.gov/bombing-prevention-training 
or email OBP@cisa.dhs.gov 

MISSION AREA: Protection 

CORE CAPABILITY: Screening, Search, 
and Detection 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

VEHICLE INSPECTION VIDEO 

The Vehicle Inspection Video complements the 
VIG by providing demonstrations of vehicle search 
techniques. 

For more information about 
OBP counter-IED awareness products, visit us at 
https://www.cisa.gov/bombing-prevention-training 
or email OBP@cisa.dhs.gov 

MISSION AREA: Protection 

CORE CAPABILITY: Screening, Search, 
and Detection 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://www.cisa.gov/bombing-prevention-training
mailto:OBP@cisa.dhs.gov
https://www.cisa.gov/bombing-prevention-training
mailto:OBP@cisa.dhs.gov
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WHAT TO DO: BOMB SEARCHES 

Video designed to share counter-IED awareness 
information with the general public and across the 
public and private sectors to prevent, protect against, 
respond to, and mitigate bombing incidents. 

The What to Do Training Video Series (TVS) are 
instructional videos that communicate the threat 
posed by improvised explosive devices, explain 
counter-IED concepts, and demonstrate bombing 
prevention procedures. The videos show audiences 
how to react to a bombing attack and deal with a 
variety of explosive threats such as bomb threats 
and suspicious items. All videos are free to view on 
YouTube. 

https://www.youtube.com/watch?v=fQWEfq7Z6u8 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

WHAT TO DO: BOMB THREAT 

A resource to help you recognize and respond to 
bombs. How quickly and safely you react to a bomb 
threat could save lives, including your own. What 
should you do? 

The What to Do Training Video Series (TVS) are 
instructional videos that communicate the threat 
posed by improvised explosive devices, explain 
counter-IED concepts, and demonstrate bombing 
prevention procedures. The videos show audiences 
how to react to a bombing attack and deal with a 
variety of explosive threats such as bomb threats 
and suspicious items. All videos are free to view on 
YouTube. 

https://www.youtube.com/watch?v=pg7yVTBciWg 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://www.youtube.com/watch?v=fQWEfq7Z6u8
https://www.youtube.com/watch?v=pg7yVTBciWg
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WHAT TO DO: 
SURVIVING A BOMBING ATTACK 

Video describes what happens when a bomb 
detonates and demonstrates the procedures you 
should follow to survive a bombing attack. 

The What to Do Training Video Series (TVS) are 
instructional videos that communicate the threat 
posed by improvised explosive devices, explain 
counter-IED concepts, and demonstrate bombing 
prevention procedures. The videos show audiences 
how to react to a bombing attack and deal with a 
variety of explosive threats such as bomb threats 
and suspicious items. All videos are free to view on 
YouTube. 

https://www.youtube.com/watch?v=Sa6Lk2H9sYQ 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

WHAT TO DO: 
SUSPICIOUS OR UNATTENDED ITEM 

Video describes what happens when you find a 
suspicious item and demonstrates the procedures 
you should follow to survive a bombing attack. 

The What to Do Training Video Series (TVS) are 
instructional videos that communicate the threat 
posed by improvised explosive devices, explain 
counter-IED concepts, and demonstrate bombing 
prevention procedures. The videos show audiences 
how to react to a bombing attack and deal with a 
variety of explosive threats such as bomb threats 
and suspicious items. All videos are free to view on 
YouTube. 

https://www.youtube.com/watch?v=jjcaksGQ6HU 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: CISA OBP 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: N/A 

https://www.youtube.com/watch?v=Sa6Lk2H9sYQ
https://www.youtube.com/watch?v=jjcaksGQ6HU
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WHAT’S IN STORE: ORDINARY PEOPLE/ 
EXTRAORDINARY EVENTS 

Designed to raise awareness for retail employees 
by highlighting the indicators of suspicious activity, 
this video provides information on identifying and 
reporting suspicious activity and threats at shopping 
centers and retail establishments. 

https://www.cisa.gov/resources-tools/resources/ 
whats-store-ordinary-people-extraordinary-events 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Awareness 

TARGET AUDIENCE: General Public 

PROVIDER: DHS 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 9 minutes 

AWR-160-W 

WMD/TERRORISM AWARENESS FOR 
EMERGENCY RESPONDERS, WEB-BASED 

This course encompasses an all-hazards approach 
to Hazardous Materials (HazMat) incidents, 
including acts of terrorism where Weapons of Mass 
Destruction (WMD) materials may have been used. 
It provides participants the knowledge to recognize 
the hazardous material, protect themselves, notify 
others, and secure the scene. 

https://teex.org/class/awr160/ 

MISSION AREA: Response 

CORE CAPABILITY: Threats and Hazards 
Identifcation 

LEVEL: Awareness 

TARGET AUDIENCE: Safety and Security Personnel 

PROVIDER: TEEX 

DELIVERY: Web-based 

COST/FUNDING SOURCE: Federally Funded – 
DHS/FEMA 

PREREQUISITES: None 

LENGTH: 8 hours 

https://www.cisa.gov/resources-tools/resources/whats-store-ordinary-people-extraordinary-events
https://www.cisa.gov/resources-tools/resources/whats-store-ordinary-people-extraordinary-events
https://teex.org/class/awr160/
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Performance Level 

71 
Advanced Explosive Disposal 
Techniques 
Provided by the ATF National 
Center for Explosives Training 
and Research 

72 
Advanced Manual Techniques 
Course 
Provided by FBI HDS 

73 
Basic Emergency Response 
Training 
Provided by FEMA/CDP 

74 
Bomb Technician Certification 
Course 
Provided by FBI HDS 

75 
Bomb Technician 
Recertification Course 
Provided by FBI HDS 

76 
Chemical Biological Response 
for Bomb Technicians Course 
Provided by FBI HDS personnel 
at the Edgewood Chemical 
Biological Center 

77 
Critical Decision Making for 
Complex Coordinated Attacks
Provided by LSU 

78 
Drone Assessment and 
Response Tactics, Residential 
Provided by NMT 

79 
Electronic Countermeasures 
(ECM) Course 
Provided by FBI HDS 

80 
Emergency Medical Operations 
for CBRNE Incidents 
Provided by FEMA/CDP 

81 
Emergency Medical Response 
Awareness for CBRNE Incidents 
Provided by FEMA/CDP 

82 
Hands-On Training for CBRNE 
Incidents 
Provided by FEMA/CDP 

83 
Hazardous Materials Technician 
Provided by FEMA/CDP 

84 
Hazardous Materials 
Technologies: Sampling, 
Monitoring, and Detection 
Provided by DHS 

85 
Homemade Explosives: Identify-
Process-Dispose 
Provided by the ATF National 
Center for Explosives Training 
and Research 

86 
Improvised Explosive Device 
(IED) Search Procedure 
Provided by CISA OBP 

87 
Incident Response to Terrorist 
Bombing, Residential 
Provided by NMT 

88 
Initial Law Enforcement 
Response to Suicide Bomb 
Attacks (ILERSBA) 
Provided by FEMA/CDP 

89 
Large Vehicle Bomb Render Safe 
Procedures Course 
Provided by FBI HDS 

90 
Law Enforcement Protective 
Measures for CBRNE Incidents 
Provided by FEMA/CDP 

91 
Law Enforcement Response 
Actions for CBRNE Incidents 
Provided by FEMA/CDP 

92 
Medical Management of CBRNE 
Events 
Provided by TEEX 

93 
Medical Preparedness and 
Response for Bombing Incidents 
Provided by NMT 

94 
Physical Security Training 
Program (PSTP) 
Provided by FLETC 
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95 
Post-Blast Investigation 
Provided by FBI 

95 
Post-Blast Investigative 
Techniques I 
Provided by the ATF National 
Center for Explosives Training and 
Research 

96 
Prevention of and Response to 
Suicide Bombing Incidents 
Provided by NMT 

97 
Protective Measures Course 
Provided by CISA OBP 

98 
Surveillance Detection for 
Bombing Prevention 
Provided by CISA OBP 

99 
Tactical Response to Suicide 
Bombing Incidents 
Provided by NMT 

100 
Vehicle-Borne Improvised 
Explosive Device Detection 
Provided by CISA OBP 
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EXPL-CS-0001 

ADVANCED EXPLOSIVE DISPOSAL 
TECHNIQUES 

Bomb technicians in the United States are more 
likely to be killed or injured while conducting an 
explosives disposal operation than any other 
mission. In response to this need, the ATF Offce 
of Training and Professional Development, in 
cooperation with the ATF Explosives Technology 
Branch, developed the Advanced Explosives 
Disposal Techniques (AEDT) training program for 
bomb technicians and explosives specialists. AEDT 
provides in-depth classroom and range instruction 
in virtually every aspect of explosives disposal. ATF 
provides travel and lodging in addition to training, 
classroom materials, and range tools. Students are 
also reimbursed a daily per diem rate as determined 
by U.S. General Services Administration (GSA). 
The course is delivered at the National Center for 
Explosives Training and Research (NCETR) located at 
Redstone Arsenal, AL. 

https://www.atf.gov/explosives/advanced-
explosives-disposal-techniques-course-id-expl-
cs-0001 

MISSION AREA: Response 

CORE CAPABILITY: On-scene Security, 
Protection, and 
Law Enforcement 

LEVEL: Performance 

TARGET AUDIENCE: SLTT Bomb Techs, 
Unit Commanders, and 
Incident Commanders 

PROVIDER: ATF/National Center for 
Explosives Training and 
Research 

DELIVERY: Residential 

COST/FUNDING SOURCE: DOJ/ATF 

PREREQUISITES: Applicant must be a full-
time public safety offcial 
trained as a bomb technician 
whose mission includes 
destruction/disposal of 
explosive materials. 

LENGTH: 64 hours 

https://www.atf.gov/explosives/advanced-explosives-disposal-techniques-course-id-expl-cs-0001
https://www.atf.gov/explosives/advanced-explosives-disposal-techniques-course-id-expl-cs-0001
https://www.atf.gov/explosives/advanced-explosives-disposal-techniques-course-id-expl-cs-0001
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ADVANCED MANUAL TECHNIQUES 
COURSE 

This course teaches specialized manual skills for 
addressing IED threats that are assessed to be a 
life-threatening IED event. 

Contact the Special Agent Bomb Technician 
Coordinator in the nearest FBI Field Offce 
http://www.fbi.gov/contact-us/feld 

MISSION AREA: Prevention 

CORE CAPABILITY: Interdiction and Disruption 

LEVEL: Performance 

TARGET AUDIENCE: Course is only available to 
fulltime, sworn, salaried 
employees of a law 
enforcement or public safety 
agency who are assigned to 
an accredited bomb squad. 

PROVIDER: FBI HDS 

DELIVERY: Residential 

COST/FUNDING SOURCE: DOJ/FBI 

PREREQUISITES: Bomb Technician Certifcation 
Course 

LENGTH: 40 hours 

http://www.fbi.gov/contact-us/field
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PER-260 

BASIC EMERGENCY RESPONSE TRAINING 

This course provides instruction and practical 
experience in the skills required to safely support 
mass casualty incident operations during hazardous 
materials or weapons of mass destruction 
incidents. Course content includes knowledge and 
practical experience in the recognition of hazardous 
materials and weapons of mass destruction clues, 
identifcation of hazardous materials, determination 
of protective actions for hazardous materials and 
weapons of mass destruction, performance of 
patient triage and lifesaving interventions, techniques 
for patient movement and basic rescue, operating 
in personal protective equipment, the conduct of 
emergency and tiered patient decontamination, and 
a survey of select hazardous materials air monitoring 
and detection instruments. The course culminates in 
the conduct of a simulated mass casualty incident 
operation based on a realistic hazardous materials or 
weapons of mass destruction scenario. The course 
was designed for those individuals who have no 
previous training in hazardous materials response 
and who do not work as hazardous materials 
responders within their community. 

“The course is not intended for experienced 
hazardous materials professionals and does not 
meet any certifcation requirements.” 

https://cdp.dhs.gov/training/course/PER-260 

MISSION AREA: Response 

CORE CAPABILITY: Public Health, Healthcare, 
and Emergency Medical 
Services 

LEVEL: Performance 

TARGET AUDIENCE: The target audience for this 
course is personnel with an 
implied or stated requirement 
to support mass casualty 
incident operations during 
a hazardous materials or 
weapons of mass destruction 
incident. 

PROVIDER: FEMA/CDP 

DELIVERY: Residential 

COST/FUNDING SOURCE: Federally Funded – FEMA 

PREREQUISITES: To be eligible to attend this 
course, a student must: 
• be capable of standing 

and walking for prolonged 
periods, 

• be capable of bending at 
the waist and kneeling, 

• as an individual, be 
capable of lifting up to 
50 pounds and, as a 
member of a team, larger 
loads consistent with 
Occupational Safety and 
Health Administration 
(OSHA) recommendations, 
and 

• be capable of donning, 
operating in, and doffng 
PPE to include being 
physically and mentally 
capable of wearing a 
respirator that conforms 
tightly to the face. 

LENGTH: 3 days 

https://cdp.dhs.gov/training/course/PER-260
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BOMB TECHNICIAN CERTIFICATION 
COURSE 

The Bomb Technician Certifcation Course is a 
comprehensive program designed to meet the needs 
of civilian public safety organizations that have bomb 
squad responsibilities. The six-week Certifcation 
Course is offered between six and eight times per 
year and contains 24 students per class. Upon 
graduation, students are awarded a certifcate of 
completion, along with a certifcation card, which 
identifes them as a certifed bomb technician for a 
period of three years, after which graduates must 
return to the Hazardous Devices School (HDS) for 
recertifcation training. There is no fee for the course 
but travel and per diem costs must be paid by the 
employing agency. 

Contact the Special Agent Bomb Technician 
Coordinator in the nearest FBI Field Offce 
http://www.fbi.gov/contact-us/feld 

MISSION AREA: Prevention 

CORE CAPABILITY: Interdiction and Disruption 

LEVEL: Performance 

TARGET AUDIENCE: Course is only available to 
fulltime, sworn, salaried 
employees of a law 
enforcement or public safety 
agency who are assigned to 
an accredited bomb squad 

PROVIDER: FBI HDS 

DELIVERY: Residential 

COST/FUNDING SOURCE: DOJ/FBI 

PREREQUISITES: Hazardous Materials 
Technician training that 
meets the requirements 
set forth in 29 C.F.R. 
1910.120(q)(6)(iii). Physical 
health and ftness standards 
are set forth in the National 
Guidelines for Bomb 
Technicians. 

LENGTH: 240 hours 

http://www.fbi.gov/contact-us/field
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BOMB TECHNICIAN RECERTIFICATION 
COURSE 

The Bomb Technician Recertifcation Course 
is designed to test profciency on basic bomb 
technician skills and knowledge, provide information 
and training on new technology and threats, and 
award an offcial certifcation based on standards set 
by the National Bomb Squad Commanders Advisory 
Board (NBSCAB). 

Contact the Special Agent Bomb Technician 
Coordinator in the nearest FBI Field Offce 
http://www.fbi.gov/contact-us/feld 

MISSION AREA: Prevention 

CORE CAPABILITY: Interdiction and Disruption 

LEVEL: Performance 

TARGET AUDIENCE: Course is only available to 
fulltime, sworn, salaried 
employees of a law 
enforcement or public safety 
agency who are assigned to 
an accredited bomb squad. 

PROVIDER: FBI HDS 

DELIVERY: Residential 

COST/FUNDING SOURCE: DOJ/FBI 

PREREQUISITES: Must be a graduate of the 
Bomb Technician Certifcation 
Course near the end of the 
3- year certifcation status. 
Physical health and ftness 
standards are set forth in the 
National Guidelines for Bomb 
Technicians. 

LENGTH: 40 hours 

http://www.fbi.gov/contact-us/field
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CHEMICAL BIOLOGICAL RESPONSE 
FOR BOMB TECHNICIANS COURSE 

This course teaches proper protocols and use of 
special equipment for a bomb technician operating in 
a chemical or biological threat environment. 

Contact the Special Agent Bomb Technician 
Coordinator in the nearest FBI Field Offce 
http://www.fbi.gov/contact-us/feld 

MISSION AREA: Prevention 

CORE CAPABILITY: Interdiction and Disruption 

LEVEL: Performance 

TARGET AUDIENCE: Course is only available to 
fulltime, sworn, salaried 
employees of a law 
enforcement or public safety 
agency who are assigned to 
an accredited bomb squad. 

PROVIDER: FBI HDS personnel at 
the Edgewood Chemical 
Biological Center 

DELIVERY: Residential 

COST/FUNDING SOURCE: DOJ/FBI 

PREREQUISITES: Bomb Technician 
Certifcation Course 

LENGTH: 40 hours 

http://www.fbi.gov/contact-us/field
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PER-335 

CRITICAL DECISION MAKING FOR COMPLEX 
COORDINATED ATTACKS 

Every community is vulnerable to challenging public 
safety situations such as the following: 
• An active shooter at a shopping mall 
• The derailment of a train transporting hazardous 

chemicals 
• A bombing incident in a commercial district 
• A plane crash 
• A chemical, biological, radiological, or nuclear (CBRN) 

attack or accident 

These types of incidents require all available resources 
and may expand past a single jurisdiction’s capabilities. 
Because one single agency is unlikely to be equipped 
to handle one such incident, it is critical that effective 
and effcient coordination efforts be in place among 
cooperative agencies. Now imagine the possibility of 
more than one of these situations being deliberately 
orchestrated to occur simultaneously. Attacks may be in 
the same geographical area or spread across a region. 
These attacks, known as complex coordinated terrorist 
attacks (CCTAs), involve multiple threats that often 
exceed conventional response tactics. These attacks 
require a joint response involving members from various 
disciplines and jurisdictions. 

Using classroom instruction and practical exercises, 
this course enhances the response capabilities of 
frst responders during CCTAs. Topics covered during 
classroom instruction include characteristics of a 
CCTA, public safety response considerations, command 
operations and strategies, and critical information 
about situational and domain awareness. This course 
uses several notable case studies to provide real-life 
examples of the characteristics of 
a CCTA. 

Tabletop exercises allow participants to interact with 
responders from other disciplines to effectively address 
a variety of CCTA scenarios. 

https://www.ncbrt.lsu.edu/courses/dhs/PER-335.php 

MISSION AREA: Response 

CORE CAPABILITY: Operational Coordination 

LEVEL: Performance 

TARGET AUDIENCE: Emergency responders: 
police, fre, and emergency 
medical services 
personnel, including 
those who are most likely 
to assume command 
at some point during a 
response to a complex 
coordinated attack. 

PROVIDER: LSU 

DELIVERY: Mobile 

COST/FUNDING SOURCE: Federally Funded – 
DHS/FEMA 

PREREQUISITES: None 

LENGTH: 16 hours 

https://www.ncbrt.lsu.edu/courses/dhs/PER-335.php
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PER-392 

DRONE ASSESSMENT AND RESPONSE 
TACTICS, RESIDENTIAL 

The Drone Assessment and Response Tactics 
(DART), Residential course is an in-person format 
course hosted at the New Mexico Tech (NMT) 
Energetic Materials Research and Testing Center 
(EMRTC) training facilities. 

The DART, Residential course provides emergency 
personnel with the knowledge and skills necessary 
to detect, identify, track, assess, respond, and 
report Unmanned Aircraft Systems (UAS) activity. 
Participants are presented with information on the 
current UAS criminal and terrorist threat, analog 
and electronic UAS detection techniques, and 
response tactics to address this threat. This course 
includes performance-based feld demonstrations 
and exercises where participants are presented with 
varying UAS types, their capabilities, and simulated 
UAS threats involving improvised explosive devices. 

Registration Contact: 
http://www.emrtc.nmt.edu/training/portal 

MISSION AREA: Common 

CORE CAPABILITY: Threats and Hazards 
Identifcation 

LEVEL: Performance 

TARGET AUDIENCE: Emergency Personnel 

PROVIDER: NMT 

DELIVERY: Residential 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 3 days 

http://www.emrtc.nmt.edu/training/portal
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ELECTRONIC COUNTERMEASURES (ECM) 
COURSE 

This course focuses on electronics, radio wave 
theory, and specifc countermeasures. 

Contact the Special Agent Bomb Technician 
Coordinator at the nearest FBI Field Offce 
http://www.fbi.gov/contact-us/feld 

MISSION AREA: Prevention 

CORE CAPABILITY: Interdiction and Disruption 

LEVEL: Performance 

TARGET AUDIENCE: HDS-certifed bomb 
technicians with SECRET 
clearance and assigned to 
an accredited bomb squad 
where countermeasures 
equipment is located or 
used as a regional asset. 

PROVIDER: FBI HDS 

DELIVERY: • Residential 
• Web-based 

COST/FUNDING SOURCE: DOJ/FBI 

PREREQUISITES: Bomb Technician Certifcation 
Course 

LENGTH: 80 hours—40 hours of 
computer-based training, 
followed by 40 hours of 
in-residence training 

http://www.fbi.gov/contact-us/field
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PER-267 

EMERGENCY MEDICAL OPERATIONS FOR 
CBRNE INCIDENTS 

The Emergency Medical Operations for CBRNE 
Incidents (EMO) is a four-day course that prepares 
responders to effectively respond to a chemical, 
biological, radiological, nuclear, or explosive (CBRNE) 
or mass casualty incident. The four-day EMO course 
provides classroom lectures, extensive hands-on 
training, and culminates with a hands-on practical 
exercise that allows responders to implement the 
emergency-response knowledge and skills learned 
during the course. 

https://cdp.dhs.gov/training/course/PER-267 

MISSION AREA: Response 

CORE CAPABILITY: Public Health, Healthcare, 
and Emergency 
Medical Services 

LEVEL: Performance 

TARGET AUDIENCE: Emergency Medical 
Services, Healthcare, Public 
Health, Emergency Medical 
Technicians, Paramedics, 
and Hospital Staff, including 
Physicians and Nurses. 
Responders must be state-
licensed Paramedics, EMTs, 
or Emergency Care Providers. 

PROVIDER: FEMA/CDP 

DELIVERY: Residential 

COST/FUNDING SOURCE: Federally Funded – FEMA 

PREREQUISITES: To be eligible for the 
course, the student must 
successfully complete the 
following courses: 
• IS-100, Introduction to 

Incident Command System 
for Healthcare/ Hospitals, 
IS-100 or any of the 
available ICS-100 series; 

• IS-200.HCa, Applying ICS to 
Healthcare Organizations, 
IS-200 or any ICS-200 
series; and 

• IS-700, National Incident 
Management System, 
An Introduction, IS-700. 

• Participants must be 
able to lift 50 pounds, wear 
personal protective 
equipment, and meet the 
CDP medical criteria. 

LENGTH: 32 hours 

https://cdp.dhs.gov/training/course/PER-267
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PER-271 

EMERGENCY MEDICAL RESPONSE 
AWARENESS FOR CBRNE INCIDENTS 

Through this course, the student gains knowledge 
and practical experience in the triage and treatment 
of CBRNE mass casualty victims. The student 
reviews the CBRNE threat and associated symptoms 
of exposure and contamination; on-site and hospital 
triage and treatment of victims; and performs 
scenario-based triaging decision games to provide 
experience in the critical thinking skills required 
to quickly triage and treat CBRNE mass casualty 
victims. 

https://cdp.dhs.gov/training/course/PER-271 

MISSION AREA: Response 

CORE CAPABILITY: Public Health, Healthcare, 
and Emergency 
Medical Services 

LEVEL: Performance 

TARGET AUDIENCE: This course is for emergency 
medical responders and 
clinicians such as nurses 
and other medical/hospital 
staff that may work within 
the warm and cold zones at 
the performance defensive 
level in a CBRNE mass 
casualty incident (e.g., 
Certifed Emergency Medical 
Technician [EMT], paramedic, 
student nurse, licensed 
registered nurse, nurse 
practitioner, physician’s 
assistant, physician, or other 
clinicians). 

PROVIDER: FEMA/CDP 

DELIVERY: • Residential 
• Mobile 
• Distance Learning 
• Web-based 

COST/FUNDING SOURCE: Federally Funded – FEMA 

PREREQUISITES: To be eligible to attend this 
course, a student must 
possess basic skills in 
routine triage and treatment 
procedures. 

LENGTH: 8 hours 

https://cdp.dhs.gov/training/course/PER-271
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PER-262 

HANDS-ON TRAINING FOR CBRNE 
INCIDENTS 

Hands-On Training for CBRNE Incidents (HOT) is a 
two-day course in which participants develop and 
apply chemical, biological, radiological, nuclear or 
explosive (CBRNE) incident-response practices in 
a realistic environment. The HOT course provides 
participants with knowledge and skills to perform 
at an operations level. The HOT course provides 
responders with the unique opportunity to practice 
their knowledge and skills in a practical exercise in 
the Nation’s only toxic chemical-agent training facility, 
the Chemical, Ordnance, Biological and Radiological 
(COBRA) Training Facility. 

https://cdp.dhs.gov/training/course/PER-262 

MISSION AREA: Response 

CORE CAPABILITY: Environmental Response/ 
Health and Safety 

LEVEL: Performance 

TARGET AUDIENCE: Emergency Management, 
Emergency Medical Services, 
Fire Service, Governmental 
Administrative, Healthcare, 
Law Enforcement, Public 
Health, Public Safety 
Communications, and Public 
Works. Hands-On Training for 
CBRNE Incidents (HOT) is 
not designed for Hazardous 
Materials Technicians. 

PROVIDER: FEMA/CDP 

DELIVERY: Residential 

COST/FUNDING SOURCE: Federally Funded – FEMA 

PREREQUISITES: Participants should be able 
to don and doff PPE Level C, 
don and doff self-contained 
breathing apparatus, lift 40 
pounds or more, and meet 
CDP medical criteria. 

LENGTH: 2 days 

https://cdp.dhs.gov/training/course/PER-262
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PER-272 

HAZARDOUS MATERIALS 
TECHNICIAN 

HMT is an enhanced version of the 
course previously known as, “Emergency 
Responder Hazardous Materials 
Technician for CBRNE Incidents (ERHM).” 

Hazardous Materials Technician (HMT) 
is a fve-day course that prepares 
Operations-level responders for 
Technician-level Hazardous Materials 
(HAZMAT) certifcation. This 40-hour 
course, based on NFPA® 1072: Standard 
for Hazardous Materials/Weapons of 
Mass Destruction Emergency Response 
Personnel Professional Qualifcations 
and NFPA® 472 standards, provides 
participants with HAZMAT-specifc 
response knowledge and skills, 
enabling them to respond safely and 
effectively to a suspected incident at 
the hazardous materials technician 
level. Participants receive hands-on 
training in donning and doffng Personal 
Protective Equipment (PPE) Levels A 
and B, containing leaks and drum over-
packing, containing leaks in pressurized 
containers, and performing technical 
and mass decontamination. The HMT 
course culminates with performance 
of these offensive-level tasks in an 
activity in which the participants apply 
the knowledge and skills learned in a 
simulated HAZMAT environment. 

https://cdp.dhs.gov/training/course/ 
PER-272 

MISSION AREA: Response 

CORE CAPABILITY: Environmental Response/ 
Health and Safety 

LEVEL: Performance 

TARGET AUDIENCE: Operational-level responders with 
technician-level HAZMAT response duties, 
assignments or requirements in their 
jurisdiction 

PROVIDER: FEMA/CDP 

DELIVERY: Residential 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: To be eligible for the course, the student 
must: 
• Have a requirement or responsibility to 

serve as a technician-level HAZMAT 
responder; 

• Complete PER-322 Hazardous Materials 
Operations or NFPA 472-conformant 
state or jurisdiction operations level 
hazardous materials training; 

• Complete independent study IS-100 
Introduction to the Incident Command 
System, ICS 100, or any of the IS-100 
series; 

• Complete IS-200 ICS for Single 
Resources and Initial Action Incidents, 
ICS 200 or any of the IS-200 series; 

• Be capable of lifting tools and 
equipment up to approximately 50 
pounds; 

• Be capable of standing an walking 
for prolonged periods; 

• Be capable of donning, operating in Self 
Contained Breathing Apparatus 
(SCBA), and doffing PPE to include being 
physically and mentally capable of 
wearing a respirator that conforms 
tightly to the face or equipment that 
encapsulates the head; and 

• Be capable of operating in confined 
spaces. 

LENGTH: 40 hours 

https://cdp.dhs.gov/training/course/PER-272
https://cdp.dhs.gov/training/course/PER-272
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PER-261 

HAZARDOUS MATERIALS 
TECHNOLOGIES: SAMPLING, 
MONITORING, AND DETECTION 

The Hazardous Materials Technologies: 
Sampling, Monitoring, and Detection (HT) 
course is an enhanced version of the 
course previously known as “Hazardous 
Materials for CBRNE Incidents (HT).” 

The course provides technician-level 
hazardous materials response personnel 
with the knowledge, skills, and abilities 
required to effectively operate sampling 
and monitoring equipment in hazardous 
materials environments. Students 
receive instruction in hazardous 
materials detection and monitoring 
technologies and perform advanced, 
practical application in the identifcation 
of hazardous materials using a variety 
of sampling and monitoring equipment 
and techniques while wearing PPE 
appropriate to the associated scenario. 

https://cdp.dhs.gov/training/course/ 
PER-261 

MISSION AREA: Response 

CORE CAPABILITY: Environmental Response/ 
Health and Safety 

LEVEL: Performance 

TARGET AUDIENCE: This course is specifcally designed for 
hazardous materials technicians (29 CFR 
1920.120). This course is also open to 
Hazardous Materials Technicians within 
private industry. 

PROVIDER: DHS 

DELIVERY: Residential 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: To be eligible for the course, the student 
must successfully complete the following 
courses: 
• IS-100, Introduction to the Incident 

Command System, IS-100, or any of the 
available ICS-100 series; 

• IS-200, ICS for Single Resources and 
Initial Action Incidents, IS-200, or any of 
the available ICS-200 series; 

• IS-700, National Incident Management 
System, An Introduction, IS-700; and 

• IS-800.c, An Introduction to the National 
Response Framework, IS-800. 

The student should also: 
• Currently serve as a hazardous 

materials technician. 
• Have received HAZMAT training that 

meets or exceeds the requirements for 
technician-level training. 

• Be physically and mentally capable of 
completing all course learning activities. 

LENGTH: 40 hours 

https://cdp.dhs.gov/training/course/PER-261
https://cdp.dhs.gov/training/course/PER-261
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EXPL-CS-0018 

HOMEMADE EXPLOSIVES: 
IDENTIFY-PROCESS-DISPOSE 

The ATF Homemade Explosives (HME) course 
provides operator-level training for the identifcation 
of precursor chemicals and manufacturing 
equipment, processing techniques, along with safe 
handling, mitigation and disposal of hazardous HME 
mixtures. The course utilizes lectures, approved 
hands-on laboratory classes, practical exercises, 
explosives range demonstrations, and disposal 
exercises to enhance student training. 

https://www.atf.gov/explosives/homemade-
explosives-identify-process-dispose-course-id-expl-
cs-0018 

MISSION AREA: Response 

CORE CAPABILITY: On-scene Security 
and Protection 

LEVEL: Performance 

TARGET AUDIENCE: Military EOD, State and 
local bomb technicians, 
ATF certifed explosives 
specialists, and explosives 
enforcement offcers 

PROVIDER: ATF/National Center for 
Explosives Training and 
Research 

DELIVERY: Residential 

COST/FUNDING SOURCE: DOJ/ATF 

PREREQUISITES: Successful completion of 
Hazardous Device School 
and ATF’s AEDT. Prerequisites 
are waived for all military 
EOD and SOF explosives 
engineers. 

LENGTH: 5 days 

https://www.atf.gov/explosives/homemade-explosives-identify-process-dispose-course-id-expl-cs-0018
https://www.atf.gov/explosives/homemade-explosives-identify-process-dispose-course-id-expl-cs-0018
https://www.atf.gov/explosives/homemade-explosives-identify-process-dispose-course-id-expl-cs-0018
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PER-339 

IMPROVISED EXPLOSIVE DEVICE (IED) 
SEARCH PROCEDURE 

The Improvised Explosive Device (IED) Search 
Procedures course introduces participants to basic, 
low risk search protocols. It provides participants the 
information needed to create a search plan for their 
facility or special event and allows them to preform 
IED searches of a facility, an area, and a route. 

To request training or for more information on 
the OBP Counter-IED Training offerings, visit us at 
https://www.cisa.gov/bombing-prevention-training 
or email us at OBPTraining@cisa.dhs.gov 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: On-scene Security, Protection, 
and Law Enforcement 

LEVEL: Performance 

TARGET AUDIENCE: Audiences such as: 
• Critical infrastructure 

owners and operators 
• Public safety offcers 
• Emergency managers 
• Security offcers 
• Law enforcement offcials 
• Private sector security 

professionals 
PROVIDER: CISA OBP 

DELIVERY: Residential 
Mobile 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: Recommended Prerequisites 
• AWR-333: IED Construction 

and Classifcation 
(Available at https://cdp. 
dhs.gov/training/course/ 
AWR-333) 

• AWR-337: IED Explosive 
Effects and Mitigation 
(Available at https://cdp. 
dhs.gov/training/course/ 
AWR-337) 

• AWR-338: Homemade 
Explosives & Precursors 
(Available at https://cdp. 
dhs.gov/training/course/ 
AWR-338) 

LENGTH: 8 hours 

https://www.cisa.gov/bombing-prevention-training
mailto:OBPTraining@cisa.dhs.gov
https://cdp.dhs.gov/training/course/AWR-333
https://cdp.dhs.gov/training/course/AWR-333
https://cdp.dhs.gov/training/course/AWR-333
https://cdp.dhs.gov/training/course/AWR-337
https://cdp.dhs.gov/training/course/AWR-337
https://cdp.dhs.gov/training/course/AWR-337
https://cdp.dhs.gov/training/course/AWR-338
https://cdp.dhs.gov/training/course/AWR-338
https://cdp.dhs.gov/training/course/AWR-338
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PER-230 

INCIDENT RESPONSE TO TERRORIST 
BOMBING, RESIDENTIAL 

Course is designed to provide emergency frst 
responders with the skills to recognize and respond 
to terrorist bombing incidents through lectures, 
exercises, and live-explosive feld demonstrations. 
Emergency frst responders are presented with 
information necessary to recognize explosives 
and their effects, identify improvised explosive 
devices and their components, and determine pre-
detonation and post-detonation response strategies. 
Throughout this course, emergency frst responders 
use the concepts they have learned to implement 
safe response strategies in bombing scenarios; 
understanding these recognition and response 
actions is critical to mitigating the effects of a 
bombing incident. 

Registration Contact: 
http://www.emrtc.nmt.edu/training/portal 

MISSION AREA: Response 

CORE CAPABILITY: Threats and Hazards 
Identifcation 

LEVEL: Performance 

TARGET AUDIENCE: Emergency First Responders 

PROVIDER: NMT 

DELIVERY: Residential 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 4 days 

http://www.emrtc.nmt.edu/training/portal
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PER-907 

INITIAL LAW ENFORCEMENT 
RESPONSE TO SUICIDE BOMB 
ATTACKS (ILERSBA) 

Initial Law Enforcement Response to Suicide 
Bombing Attacks (ILERSBA) is a one-day 
course that was developed with support and 
cooperation from the Department of Homeland 
Security, National Bomb Squad Commanders 
Advisory Board, and New Mexico Tech. It is 
designed to provide front-line law enforcement 
offcers with the skills and knowledge to 
effectively interdict and respond to an 
imminent suicide bombing attack—whether 
person-borne or vehicle-borne—or a non-
suicide attack involving a vehicle-borne device. 
Additionally, this course addresses the training 
gap of frst-line offcers in making immediate 
decisions when faced with improvised 
explosive device attacks. The course offers a 
blend of classroom presentations and practical 
exercises designed to familiarize participants 
with procedures for safe and effective 
responses to suicide-bombing attacks. 

https://cdp.dhs.gov/training/course/PER-907 

MISSION AREA: Response 

CORE CAPABILITY: Infrastructure Systems 

LEVEL: Performance 

TARGET AUDIENCE: Law Enforcement 

PROVIDER: FEMA/CDP 

DELIVERY: Residential 
Mobile 

COST/FUNDING SOURCE: Federally Funded – FEMA 

PREREQUISITES: Participants must have completed 
basic law enforcement training 
and, where applicable, on-the-job 
training under the supervision 
of a departmental training 
offcer. All participants must 
have demonstrated successful 
performance as a patrol offcer in a 
U.S. state or local law enforcement 
agency. All participants must have 
suffcient tenure remaining in 
their current or future position to 
allow for the application of course 
material upon their return. 

LENGTH: 8 hours 

https://cdp.dhs.gov/training/course/PER-907
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LARGE VEHICLE BOMB RENDER 
SAFE PROCEDURES COURSE 

This course primarily focuses on Render Safe 
Procedures in VBIED events that are deemed 
life threatening, requiring immediate action. 

Contact the Special Agent Bomb Technician 
Coordinator in the nearest FBI Field Offce 
http://www.fbi.gov/contact-us/feld 

MISSION AREA: Prevention 

CORE CAPABILITY: Interdiction and Disruption 

LEVEL: Performance 

TARGET AUDIENCE: Course is only available to fulltime, 
sworn, salaried employees of a law 
enforcement or public safety agency 
who are assigned to an accredited 
bomb squad. 

PROVIDER: FBI HDS 

DELIVERY: Residential 

COST/FUNDING SOURCE: DOJ/FBI 

PREREQUISITES: Bomb Technician Certifcation 
Course 

LENGTH: 40 hours 

http://www.fbi.gov/contact-us/field


90 
Federally Sponsored Counter-IED Training and Education Resources Catalog 
Version 2.0

Level DeliveryMission Area SLTT GuidanceOrganize by:

 

 

 

 

 
 

 
 

PER-264 

LAW ENFORCEMENT PROTECTIVE 
MEASURES FOR CBRNE INCIDENTS 

This course provides law enforcement offcers with 
the knowledge and skills required to safely perform 
law enforcement roles during an active threat 
situation involving hazardous materials. The course 
provides instruction in responding to an incident 
involving hazardous materials; employing weapons, 
retaining weapons, and apprehending suspects 
while wearing personal protective equipment; 
preserving hazardous evidence; collaborating with 
hazardous materials personnel to monitor and detect 
hazard levels and maintain safety, and moving and 
communicating tactically wearing PPE to apprehend 
an active human threat in a hazardous materials 
environment. 

https://cdp.dhs.gov/training/course/PER-264 

MISSION AREA: Prevention, Response 

CORE CAPABILITY: On-scene Security, Protection, 
and Law Enforcement 

LEVEL: Performance 

TARGET AUDIENCE: Law enforcement or 
security personnel with a 
responsibility or requirement 
to respond to an active 
human threat in a known or 
potential hazardous materials 
environment 

PROVIDER: FEMA/CDP 

DELIVERY: • Residential 
• Mobile 

COST/FUNDING SOURCE: Federally Funded – FEMA 

PREREQUISITES: To be eligible for the 
course, the student must 
successfully complete the 
following courses: 
• IS-100, Introduction to the 

Incident Command System, 
IS-100, or any other 
ICS-100 series courses 

• IS-200, ICS for Single 
Resources and Initial 
Action Incidents, IS-200, or 
any other ICS-200 series 

Students must also be 
physically capable of 
completing all learning 
activities and exercises which 
include the ability to function 
in PPE and stand for long 
periods and the ability to 
move tactically as a member 
of a security or clearing team. 

LENGTH: 8 hours 

https://cdp.dhs.gov/training/course/PER-264
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PER-265 

LAW ENFORCEMENT RESPONSE 
ACTIONS FOR CBRNE INCIDENTS 

The course provides law enforcement personnel 
an opportunity to receive advanced instruction and 
to apply the knowledge and skills learned through 
PER-264, Law Enforcement Protective Measures 
for CBRNE Incidents in realistic incident response 
scenarios involving an active human threat in a 
hazardous materials/weapon of mass destruction 
environment. Students receive practical experience 
in establishing initial command for a hazardous 
materials/weapon of mass destruction incident and 
identifcation of hazardous materials and weapons of 
mass destruction to include emplaced threats and 
illicit laboratories. The course culminates with groups 
of offcers responding to and apprehending an active 
human threat in a set of complex coordinated attack 
scenarios. 

https://cdp.dhs.gov/training/course/PER-265 

MISSION AREA: Prevention, Response 

CORE CAPABILITY: On-scene Security, Protection, 
and Law Enforcement 

LEVEL: Performance 

TARGET AUDIENCE: Law Enforcement and 
Security Personnel who 
require training and 
practice in the identification 
of CBRNE hazards and the 
response to CBRNE 
incidents. 

PROVIDER: FEMA/CDP 

DELIVERY: • Residential 
• Mobile 

COST/FUNDING SOURCE: Federally Funded – FEMA 

PREREQUISITES: • Completed PER-264, Law 
Enforcement Protective 
Measures for CBRNE 
Incidents 

• Completed IS-100 
Introduction to the Incident 
Command System 

• Completed IS-200 ICS 
for Single Resources and 
Initial Action Incidents 

• Be physically capable of 
standing and walking for 
prolonged periods 

• Be physically capable 
of operating in personal 
protective equipment that 
fts tightly to the face and/ 
or encapsulates the body 

• Be physically capable 
of moving tactically in 
personal protective 
equipment as a member of 
a security or clearing team 

LENGTH: 8 hours 

https://cdp.dhs.gov/training/course/PER-265
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PER-211 

MEDICAL MANAGEMENT OF CBRNE 
EVENTS 

What if a catastrophic event occurs? Will you be 
ready? Will you need a special level of protection? Is 
decontamination necessary? Do you have the right 
medications? 

PER 211, Medical Management of Chemical, 
Biological, Radiological, Nuclear and Explosives 
(CBRNE) Events answers these questions and more 
as you learn how to distinguish between different 
agents of concern that could be used in a major 
incident. 

This course is a combination of facilitated 
discussions, small-group exercises, Human Patient 
Simulator hands-on scenarios, and traditional 
classroom discussions. Exercises are conducted 
in a CBRNE scenario using both adult and pediatric 
Human Patient Simulators to reinforce classroom 
lectures and interaction. 

This course promotes critical thinking skills while 
utilizing the RAPID-Care concept. The multi-discipline 
make-up of the participants helps to strengthen 
information sharing, communications, and medical 
surge capabilities. 

https://teex.org/class/per211/ 

MISSION AREA: Protection, Mitigation, 
Response 

CORE CAPABILITY: Public Health, Healthcare, 
and Emergency Medical 
Services 

LEVEL: Performance 

TARGET AUDIENCE: Emergency Medical Services, 
Emergency Management, 
Fire Service, HazMat, Law 
Enforcement, Health Care, 
Public Health, Public Safety 
Communications, Security 
and Safety, Search and 
Rescue 

PROVIDER: TEEX 

DELIVERY: Mobile 

COST/FUNDING SOURCE: Federally Funded - DHS/FEMA 

PREREQUISITES: None 

LENGTH: 2 days 

https://teex.org/class/per211/
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PER-233 

MEDICAL PREPAREDNESS AND 
RESPONSE FOR BOMBING INCIDENTS 

This course is designed to equip frst responders 
and frst receivers with the knowledge necessary 
to enhance the safety, effciency, and effectiveness 
of an integrated jurisdictional medical response 
and subsequent clinical care following a bombing 
incident. This course is delivered concurrently with 
MGT-348 and is facilitated by instructors possessing 
expertise in both medical operations and explosives. 
Participants of the combined PER-233/MGT-348 
will be assigned to the appropriate course based 
on their current duty responsibilities or emergency 
management/response roles within their respective 
organization. 

http://www.emrtc.nmt.edu/training/mprbi.php 

MISSION AREA: Response 

CORE CAPABILITY: Intelligence and 
Information Sharing 

LEVEL: Performance 

TARGET AUDIENCE: • Emergency management 
• Emergency medical 

services 
• Fire service 
• Law enforcement 
• Public health care 

PROVIDER: NMT 

DELIVERY: Distance Learning 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: • IS-100 
• IS-200 
• IS-700 

LENGTH: 2 days 

http://www.emrtc.nmt.edu/training/mprbi.php
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PHYSICAL SECURITY TRAINING 
PROGRAM (PSTP) 

The Physical Security Training Program (PSTP) 
is an introductory physical security training 
program designed to provide baseline knowledge 
of physical security systems and procedures 
as defned by the Interagency Security 
Committee (ISC) guidelines. The physical 
security assessment process is the common 
thread used in teaching this program. The PSTP 
includes conceptual security considerations, 
vulnerabilities assessments, and familiarization 
with hardware and procedures. Students 
will participate in various physical security 
assessments, draft a written report, and 
participate in various student-centered learning 
activities. Students will also observe a live 
explosive demonstration. 

https://www.fetc.gov/training-program/physical-
security-training-program 

MISSION AREA: Prevention 

CORE CAPABILITY: Screening, Search, 
and Detection 

LEVEL: Performance 

TARGET AUDIENCE: Federal, State, and Local 
Law Enforcement, Physical 
Security Specialists, Military 
Personnel, and other Government 
Personnel with physical security 
responsibilities 

PROVIDER: FLETC 

DELIVERY: Residential 

COST/FUNDING SOURCE: Participant fee 

PREREQUISITES: Attendance is open to federal, 
state, local, or tribal law 
enforcement offcers and agents 
who are assigned duties related 
to physical security protection. 
Individuals whose duties directly 
relate to physical security 
protection but are not sworn 
law enforcement offcers may 
attend if they are sponsored by a 
federal, state, local, or tribal law 
enforcement agency. 

LENGTH: 10 days 

https://www.fletc.gov/training-program/physical-security-training-program
https://www.fletc.gov/training-program/physical-security-training-program
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POST-BLAST INVESTIGATION 

This is a basic post-blast course designed to teach 
a systematic method of investigating an explosion 
scene. The course provides instruction in explosives 
identifcation and applications, explosives effects, 
IED component recognition, and evidence collection. 

Contact the Special Agent Bomb Technician 
Coordinator in the nearest FBI Field Offce 
http://www.fbi.gov/contact-us/feld 

MISSION AREA: Prevention 

CORE CAPABILITY: Forensics and Attribution 

LEVEL: Performance 

TARGET AUDIENCE: Law enforcement offcers 
who investigate explosives 
incidents 

PROVIDER: FBI 

DELIVERY: Residential 
Mobile 

COST/FUNDING SOURCE: DOJ/FBI 

PREREQUISITES: None 

LENGTH: 40 hours 

POST-BLAST INVESTIGATIVE 
TECHNIQUES I 

This is a basic post-blast course designed to 
teach a systematic method of investigating an 
explosion scene. The course provides instruction in 
explosives identifcation and applications, explosives 
effects, IED component recognition, and evidence 
collection. The course is delivered at a variety of 
locations throughout the United States based on 
requests from ATF Field Divisions. The course is 
comprised of classroom participation, an explosives 
demonstration, and actual investigation of a post-
blast scene. Students must provide their own 
transportation, lodging, and meals. ATF provides 
instructors, classroom supplies, training materials, 
and range tools. Student selection is conducted by 
the ATF Field Offce hosting the training. 

https://www.atf.gov/explosives/basic-post-blast-
investigative-techniques 

MISSION AREA: Prevention 

CORE CAPABILITY: Forensics and Attribution 

LEVEL: Performance 

TARGET AUDIENCE: SLTT bomb techs, explosives 
detection canine handlers, 
unit commanders, and 
incident commanders 

PROVIDER: ATF/National Center for 
Explosives Training and 
Research 

DELIVERY: Residential 

COST/FUNDING SOURCE: DOJ/ATF 

PREREQUISITES: Applicant must be a full-
time public safety offcial 
whose primary mission is to 
investigate bombing incidents 
and other explosions. 
Selections are intended 
to facilitate coordination 
of agencies in the area of 
operation where the training 
is being conducted. 

LENGTH: 40 hours 

http://www.fbi.gov/contact-us/field
https://www.atf.gov/explosives/basic-post-blast-investigative-techniques
https://www.atf.gov/explosives/basic-post-blast-investigative-techniques
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PER-231 

PREVENTION OF AND RESPONSE 
TO SUICIDE BOMBING INCIDENTS 

The Prevention of and Response to Suicide Bombing 
Incidents, Residential course is designed to provide 
emergency frst responders with the skills to 
prevent and respond to suicide bombing incidents 
through lectures, exercises, and live-explosive feld 
demonstrations. Emergency frst responders are 
presented with information on how to prevent, deter, 
and mitigate the effects of a suicide bomber along 
with active suicide bomber and post-blast response 
strategies. Throughout this course, emergency frst 
responders use a series of tools and documents, 
including the Nine Phases of a Bombing Attack, to 
understand the steps a suicide bomber follows to 
conduct their attack; understanding these steps 
is critical to the successful prevention of a suicide 
bombing attack. 

http://www.emrtc.nmt.edu/training/portal 

MISSION AREA: Prevention, Response 

CORE CAPABILITY: Situational Assessment 

LEVEL: Performance 

TARGET AUDIENCE: • Emergency management 
• Emergency medical 

services 
• Fire service 
• Law enforcement 

PROVIDER: NMT 

DELIVERY: Residential 
Mobile 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 5 days 

http://www.emrtc.nmt.edu/training/portal
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PER-336 

PROTECTIVE MEASURES COURSE 

The Protective Measures course provides 
participants the foundational knowledge to identify 
risks and vulnerabilities to a facility, venue, or event 
and identify various types of protective measures to 
mitigate an IED threat. Participants apply concepts 
introduced throughout the course with hands-on 
activities. 

To request training or for more information on the 
CISA OBP Counter-IED Training offerings, visit us at 
https://www.cisa.gov/bombing-prevention-training 
or email us at OBPTraining@cisa.dhs.gov 

MISSION AREA: Protection 

CORE CAPABILITY: Physical Protective Measures 

LEVEL: Performance 

TARGET AUDIENCE: Audiences such as: 
• Critical infrastructure 

owners and operators 
• Public safety offcers 
• Emergency managers 
• Security offcers 
• Law enforcement offcials 
• Private sector security 

professionals 
PROVIDER: CISA OBP 

DELIVERY: Residential 
Mobile 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: Recommended: 
AWR-337: IED Effects 
Mitigation (Available at 
https://cdp.dhs.gov/training/ 
course/AWR-337) 

LENGTH: 8 hours 

https://www.cisa.gov/bombing-prevention-training
mailto: OBPTraining@cisa.dhs.gov
https://cdp.dhs.gov/training/course/AWR-337
https://cdp.dhs.gov/training/course/AWR-337
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PER-346 

SURVEILLANCE DETECTION 
FOR BOMBING PREVENTION 

The Surveillance Detection for Bombing Prevention 
course provides public safety and security 
professionals fundamental knowledge and skills 
to recognize and respond appropriately to hostile 
surveillance at facilities and planned and unplanned 
events. 

To request training or for more information on the 
CISA OBP Counter-IED Training offerings, visit us at 
https://www.cisa.gov/bombing-prevention-training 
or email us at OBPTraining@cisa.dhs.gov 

MISSION AREA: Prevention 

CORE CAPABILITY: Screening, Search, 
and Detection 

LEVEL: Performance 

TARGET AUDIENCE: Audiences such as: 
• Critical infrastructure 

owners and operators 
• Public safety offcers 
• Emergency managers 
• Security offcers 
• Law enforcement offcials 
• Private sector security 

professionals 
PROVIDER: CISA OBP 

DELIVERY: Mobile 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 3 days 

https://www.cisa.gov/bombing-prevention-training
mailto: OBPTraining@cisa.dhs.gov
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PER-395 

TACTICAL RESPONSE TO SUICIDE 
BOMBING INCIDENTS 

Tactical Response to Suicide Bombing Incidents 
(TRSBI) is a residential course that provides law 
enforcement tactical offcers with the knowledge and 
skills to prevent and respond to suicide bombing 
incidents. Through lectures, discussions, case 
studies, and live-explosive feld demonstrations, 
law enforcement tactical offcers are presented with 
information on preventing, deterring, and mitigating 
the effects of a suicide bomber. In addition, course 
participants learn to implement response strategies 
for active suicide bombers and post-blast incidents. 
The course culminates with a series of performance-
based tactical exercises where course participants 
can apply the knowledge provided in the course 
and practice life-saving tactics, techniques, and 
procedures in suicide bombing scenarios. 

Registration Contact: 
http://www.emrtc.nmt.edu/training/portal 

MISSION AREA: Response 

CORE CAPABILITY: Interdiction and Disruption 

LEVEL: Performance 

TARGET AUDIENCE: Participants for this course 
must be Law Enforcement – 
Tactical Offcers. 

PROVIDER: NMT 

DELIVERY: Residential 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 4 days 

http://www.emrtc.nmt.edu/training/portal
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PER-312 

VEHICLE-BORNE IMPROVISED EXPLOSIVE 
DEVICE DETECTION 

The Vehicle-Borne Improvised Explosive Device 
(VBIED) Detection course provides participants with 
the knowledge and skills to successfully and safely 
inspect for, identify, and/or respond to vehicle-borne 
explosive threats. 

To request training or for more information on 
the OBP Counter-IED Training offerings, visit us at 
https://www.cisa.gov/bombing-prevention-training 
or email us at OBPTraining@cisa.dhs.gov 

MISSION AREA: Response 

CORE CAPABILITY: Threats and Hazards 
Identifcation 

LEVEL: Performance 

TARGET AUDIENCE: Audiences such as: 
• Critical infrastructure 

owners and operators 
• Public safety offcers 
• Emergency managers 
• Security offcers 
• Law enforcement offcers 
• Private sector security 

professionals 
PROVIDER: CISA OBP 

DELIVERY: Residential 
Mobile 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: Recommended Prerequisites 
• AWR-333: IED Construction 

and Classifcation 
(Available at https://cdp. 
dhs.gov/training/course/ 
AWR-333) 

• AWR-337: IED Explosive 
Effects and Mitigation 
(Available at https://cdp. 
dhs.gov/training/course/ 
AWR-337) 

• AWR-338: Homemade 
Explosives & Precursors 
(Available at https://cdp. 
dhs.gov/training/course/ 
AWR-338) 

LENGTH: 8 hours 

https://www.cisa.gov/bombing-prevention-training
mailto:OBPTraining@cisa.dhs.gov
https://cdp.dhs.gov/training/course/AWR-333
https://cdp.dhs.gov/training/course/AWR-333
https://cdp.dhs.gov/training/course/AWR-333
https://cdp.dhs.gov/training/course/AWR-337
https://cdp.dhs.gov/training/course/AWR-337
https://cdp.dhs.gov/training/course/AWR-337
https://cdp.dhs.gov/training/course/AWR-338
https://cdp.dhs.gov/training/course/AWR-338
https://cdp.dhs.gov/training/course/AWR-338
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102 
Bomb Squad Commanders 
Course 
Provided by FBI/ 
Counter-IED Unit/HDS 

103 
Bomb Squad Executive 
Management Course 
Provided by FBI/ 
Counter-IED Unit/HDS 

104 
Bomb Threat Management 
Planning 
Provided by CISA OBP 

105 
Crisis Management Affecting 
Institutions of Higher 
Education: A Collaborative 
Community Approach 
Provided by TEEX 

106 
ICS 400: Advanced Incident 
Command System for 
Command and General Staff – 
Complex Incidents 
Provided by EMI 

Management Level 

107 
Identifying IED Threats to Public 
Transit 
Provided by DOT/ FTA/ TSI 

107 
Mass Fatalities Incident 
Response Course 
Provided by EMI 

108 
Medical Preparedness and 
Response to Bombing Incidents 
(MPRBI) 
Provided by TEEX 

109 
Planning: Emergency Operations 
Provided by EMI 

110 
Security and Resilience for 
Bombing Incidents 
Provided by CISA OBP 

110 
Sport and Special Event 
Enhanced Risk Management and 
Assessment 
Provided by TEEX 

111 
Sport and Special Event 
Evacuation and Protective 
Actions 
Provided by TEEX 

112 
Sports and Special Events 
Incident Management 
Provided by TEEX 

113 
Evacuation and Re-Entry 
Planning Course 
Provided by EMI 



102 

Training and Resource Listings 
MANAGEMENT LEVEL

Federally Sponsored Counter-IED Training and Education Resources Catalog 
Version 2.0

Level DeliveryMission Area SLTT GuidanceOrganize by:

 

BOMB SQUAD COMMANDERS COURSE 

The Bomb Squad Commanders Course addresses 
management, safety, personnel, and other topics 
involved in the day-to-day operation of a professional 
bomb squad. 

Contact the Special Agent Bomb Technician 
Coordinator in the nearest FBI Field Offce 
http://www.fbi.gov/contact-us/feld 

MISSION AREA: Prevention 

CORE CAPABILITY: Interdiction and Disruption 

LEVEL: Management 

TARGET AUDIENCE: HDS-certifed Bomb 
Technicians Newly 
Designated as Bomb 
Squad Commander 

PROVIDER: FBI/Counter-IED Unit/HDS 

DELIVERY: Residential 

COST/FUNDING SOURCE: DOJ/FBI 

PREREQUISITES: Bomb Technician Certifcation 
Course 

LENGTH: 24 hours 

http://www.fbi.gov/contact-us/field
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BOMB SQUAD EXECUTIVE MANAGEMENT 
COURSE 

The Bomb Squad Executive Management Course 
provides a background in operating procedures, 
equipment, personnel, and fnance needed to 
administer a public safety bomb squad. 

For More Information: Contact the Special Agent 
Bomb Technician Coordinator in the nearest  
FBI Field Offce http://www.fbi.gov/contact-us/feld 

MISSION AREA: Prevention 

CORE CAPABILITY: Interdiction and Disruption 

LEVEL: Management 

TARGET AUDIENCE: Public safety professionals 
with operational or fnancial 
oversight responsibilities for 
bomb squads 

PROVIDER: FBI/Counter-IED Unit/HDS 

DELIVERY: Residential 

COST/FUNDING SOURCE: DOJ/FBI 

PREREQUISITES: None 

LENGTH: 24 hours 

http://www.fbi.gov/contact-us/field
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MGT-451 

BOMB THREAT MANAGEMENT PLANNING 

The Bomb Threat Management (BTM) Planning 
course provides participants foundational knowledge 
on the DHS risk management process and bomb 
threat management planning. It gives participants 
the opportunity to apply this knowledge to develop a 
bomb threat management plan. 

To request training or for more information on 
the OBP Counter-IED Training offerings, visit us at 
https://www.cisa.gov/bombing-prevention-training 
or email us at OBPTraining@cisa.dhs.gov 

MISSION AREA: Prevention, Protection 

CORE CAPABILITY: Threats and Hazards 
Identifcation 

LEVEL: Management 

TARGET AUDIENCE: Audiences such as: 
• Critical infrastructure 

owners and operators 
• Public safety offcers 
• Emergency managers 
• Security offcers 
• Law enforcement offcials 
• Private sector security 

professionals 
PROVIDER: CISA OBP 

DELIVERY: Residential 
Mobile 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: Recommended Prerequisites 
• AWR-334: Terrorist Attack 

Cycle (Available at: https:// 
cdp.dhs.gov/training/ 
course/AWR-334) 

• AWR-335: Suspicious 
Behaviors & Items 
(Available at: https://cdp. 
dhs.gov/training/course/ 
AWR-335) 

LENGTH: 8 hours 

https://dhs.gov/training/course
https://cdp
https://cdp.dhs.gov/training
mailto:OBPTraining@cisa.dhs.gov
https://www.cisa.gov/bombing-prevention-training
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MGT-361 

CRISIS MANAGEMENT AFFECTING 
INSTITUTIONS OF HIGHER EDUCATION: A 
COLLABORATIVE COMMUNITY APPROACH 

This course trains campus and community members, 
and others involved in crisis management duties 
and responsibilities related to institutions of 
higher education. To effectively manage a crisis, a 
whole community approach should be applied and 
implemented using risk management strategies, 
effective crisis communication, and a series of 
well-developed plans. the course uses FEMA’s fve 
mission areas (Prevention, Protection, Mitigation, 
Response, and Recovery) and has specifc 
emphasis on the unique aspects of response to 
crisis management involving institutions of higher 
education and the communities in which they are 
located. The course utilizes the integration principles 
of the National Incident Management System 
(NIMS), case studies, and activities are presented 
to aid the participants in recognizing potential gaps 
in their current crisis management program. The 
course concludes with a practical application, role-
play exercise in which participants will be able to 
reason through a simulated incident at an institution 
of higher education by utilizing the principles and 
concepts provided in the course. 

https://teex.org/class/mgt361/ 

MISSION AREA: Prevention, Protection, 
Mitigation, Response 

CORE CAPABILITY: Operational Coordination 

LEVEL: Management 

TARGET AUDIENCE: Emergency Management, 
EMS, Fire Service, 
Governmental Administrative, 
Law Enforcement, Health 
Care, Public Health, Public 
Safety Communications, 
Public Works, Education 

PROVIDER: TEEX 

DELIVERY: Mobile 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 24 hours 

https://teex.org/class/mgt361/
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E0400 

ICS 400: ADVANCED INCIDENT 
COMMAND SYSTEM FOR COMMAND 
AND GENERAL STAFF – COMPLEX 
INCIDENTS 

NOTE- This course is delivered by individual 
agencies/jurisdictions and is NOT delivered 
by FEMA. Please contact your state Offce of 
Emergency Management (OEM) for details on 
dates, location, and course delivery specifcs. 
Distance Learning version of this course is 
delivered over a 5-day period (6.5 hours per 
day). Distance Learning indicates Instructor Led 
Training (ILT) in a virtual format. This course 
provides training for personnel who require 
advanced application of the Incident Command 
System (ICS). This course expands upon 
information covered in ICS 100 through ICS 300 
courses, which are prerequisites for the 
ICS 400 course. 

https://training.fema.gov/emicourses/ 

MISSION AREA: Response, Recovery 

CORE CAPABILITY: Operational Coordination 

LEVEL: Management 

TARGET AUDIENCE: Senior personnel who are 
expected to perform in a 
management capacity in an 
Area Command or Multi-Agency 
Coordination Entity. 

PROVIDER: EMI 

DELIVERY: • Residential 
• Mobile 
• Distance Learning 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: • IS-100, Introduction to the 
Incident Command System 

• IS-200, Basic Incident 
Command System for Initial 
Response 

• ICS 300 (E/L/G0300), 
Intermediate Incident 
Command System for 
Expanding Incidents 

• IS-700, National Incident 
Management System, 
An Introduction 

• IS-800, National Response 
Framework, An Introduction 

LENGTH: 15 hours 

https://training.fema.gov/emicourses/
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FT00550 

IDENTIFYING IED THREATS TO PUBLIC 
TRANSIT 

This seminar demonstrates how to prepare for 
and initially respond to acts of terrorism involving 
explosives, how to implement a plan and 
procedures to respond to an explosive incident, 
and how to manage an incident in a transit 
environment. Participants are trained in general 
security awareness in the transit environment 
and how to identify faws in facility or vehicle 
design and discourage criminal activity. 

https://www.transportation.gov/tsi/transit-
safety-and-security 

MISSION AREA: Response 

CORE CAPABILITY: On-scene Security and Protection 

LEVEL: Management 

TARGET AUDIENCE: Emergency management agency, 
emergency medical services, 
fre service, law enforcement, 
and others 

PROVIDER: DOT/FTA/TSI 

DELIVERY: Mobile 

COST/FUNDING SOURCE: HSGP 

PREREQUISITES: None 

LENGTH: 4 hours 

G0386 

MASS FATALITIES INCIDENT 
RESPONSE COURSE 

This course prepares state and local response 
personnel and other responsible agencies 
and professionals to handle mass fatalities 
effectively and to work with the survivors in 
an emergency or disaster. This course covers 
incident management; mass fatalities; planning 
before and operations during an incident; 
establishing the morgue; family assistance 
support operations; and assistance from the 
federal government. The course concludes 
with a tabletop exercise. Participants will 
learn to identify the characteristics of a mass 
fatality incident and identify the roles and 
responsibilities of key personnel in the incident. 

Contact your State Training Offcer: 
https://training.fema.gov/programs/aps/stolist. 
aspx 

MISSION AREA: Response 

CORE CAPABILITY: Fatality Management 
Services 

LEVEL: Management 

TARGET AUDIENCE: The target audience for this 
course is local responders 
who may have responsibility 
for the recovery, handling, 
identifcation, and return of 
remains following a mass 
fatalities incident. 

PROVIDER: EMI 

DELIVERY: Mobile 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 2 days 

https://www.transportation.gov/tsi/transit-safety-and-security
https://www.transportation.gov/tsi/transit-safety-and-security
https://training.fema.gov/programs/aps/stolist.aspx
https://training.fema.gov/programs/aps/stolist.aspx
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MGT-348 

MEDICAL PREPAREDNESS AND 
RESPONSE TO BOMBING INCIDENTS 
(MPRBI) 

This course is designed for personnel from any 
professional background who may become part of 
a community response to a bombing event. This 
interactive, instructor-facilitated program employs 
case studies and research-based information 
designed to enhance medical preparedness for 
and response to blast effects. Breakout sessions 
address considerations and concerns specifc both 
to medical responders and emergency planners. 

https://teex.org/class/mgt348/ 

MISSION AREA: Mitigation 

CORE CAPABILITY: Planning 

LEVEL: Management 

TARGET AUDIENCE: Disciplines include, 
but are not limited to: 
• Law Enforcement (federal, 

state, local, county) 
• Fire Services 
• SWAT team members 
• Tactical Medics 
• Emergency Medical 

Services (EMS) 
• Hospital personnel 
• Physicians 
• Nurses 
• Emergency management 

organizations 
• Emergency managers and 

planners 
• Emergency planners 
• City, county, state, and 

federal medical 
• County Medical 
• State Medical 
• Federal Medical 
• Private Industry 
• Community Emergency 

Response Teams (CERT) 
• Dispatchers 
• Medical Reserve Corps 

PROVIDER: TEEX 

DELIVERY: Mobile 

COST/FUNDING SOURCE: Federally Funded – FEMA 

PREREQUISITES: None 

LENGTH: 16 hours 

https://teex.org/class/mgt348/
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E0103 

PLANNING: EMERGENCY OPERATIONS 

This course is designed to give basic concepts 
and planning steps to those new to the feld of 
emergency management so that they may apply 
planning discipline and skills to challenges in 
their jobs. The course content includes Emergency 
Management Planning doctrine and steps to take to 
accomplish writing plans and using them to deal with 
special events, which are common challenges for all 
jurisdictions. 

The content also derives from the Comprehensive 
Preparedness Guide 101, Developing and 
Maintaining State, Territorial, Tribal and Local 
Government Emergency Plans, and its six-
step planning process and inclusive whole 
community philosophy. Likewise, doctrine from the 
Comprehensive Preparedness Guide 201, Threat and 
Hazard Identifcation and Risk Assessment (THIRA), 
is included in the course. Special event planning 
is then explained in the course, and table group 
activities to analyze plans for special events are 
conducted. 

https://training.fema.gov/emicourses/ 
schedules.aspx 

MISSION AREA: Common 

CORE CAPABILITY: Planning 

LEVEL: Management 

TARGET AUDIENCE: Emergency Management 

PROVIDER: EMI 

DELIVERY: • Residential 
• Mobile 
• Distance Learning 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: • IS-100: An Introduction 
to the Incident Command 
System, ICS 100 

• IS-120: An Introduction to 
Exercises 

• IS-200: Basic Incident 
Command System for Initial 
Response 

• IS-230: Fundamentals of 
Emergency Management 

• IS-700: An Introduction to 
the National Incident 
Management System 

• IS-800: National Response 
Framework, 
An Introduction 

LENGTH: 2 days 

https://training.fema.gov/emicourses/
schedules.aspx
https://training.fema.gov/emicourses/
schedules.aspx
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MGT-916 

SECURITY AND RESILIENCE FOR 
BOMBING INCIDENTS 

This one-day, in-person, instructor-led training 
assists in planning and implementing counter-IED 
activities within overall public safety and emergency 
management approaches for organizations and 
communities. It covers common counter-IED-specific 
security and resiliency goals in order to build 
bombing prevention capabilities at the 
organizational/jurisdictional level. 

To request training or for more information on 
the OBP Counter-IED Training offerings, visit us at 
https://www.cisa.gov/bombing-prevention-training 
or email us at OBPTraining@cisa.dhs.gov 

MISSION AREA: Protection 

CORE CAPABILITY: Risk Management for 
Protection Programs 
and Activities 

LEVEL: Management 

TARGET AUDIENCE: Experienced emergency 
management personnel 

PROVIDER: CISA OBP 

DELIVERY: Mobile 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 4.5 hours 

MGT-466 

SPORT AND SPECIAL EVENT ENHANCED 
RISK MANAGEMENT AND ASSESSMENT 

This course provides participants with tools and 
methodologies for conducting venue-specifc and 
event-specifc risk assessments. In the course, 
participants will utilize assessment outputs to 
make risk mitigation decisions and determine how 
to measure the effectiveness of decision-making. 
This innovative training will introduce methodologies 
designed to complement and expand on national 
critical infrastructure framework guidelines. The 
interdisciplinary course stresses the importance of 
leveraging and applying proven practices to a wide-
range of sport and special event safety and security 
risks. 

https://ncs4.usm.edu/training/dhs-fema-courses/ 
mgt-466-sport-and-special-event-enhanced-risk-
management-and-assessment/ 

MISSION AREA: Prevention, Protection, 
Mitigation 

CORE CAPABILITY: Risk Management for 
Protection Programs 
and Activities 

LEVEL: Management 

TARGET AUDIENCE: • Facilities and Operations 
• Venue Executives-

Managers 
• Venue Security 
• Emergency Management-

Planning 
• Risk Manager 
• Event Management-

Planning 
• Law Enforcement 
• Fire Services 
• Emergency Medical 

Services 
PROVIDER: TEEX 

DELIVERY: Mobile 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 15 hours 

https://ncs4.usm.edu/training/dhs-fema-courses/mgt-466-sport-and-special-event-enhanced-risk-management-and-assessment/
https://ncs4.usm.edu/training/dhs-fema-courses/mgt-466-sport-and-special-event-enhanced-risk-management-and-assessment/
https://ncs4.usm.edu/training/dhs-fema-courses/mgt-466-sport-and-special-event-enhanced-risk-management-and-assessment/
mailto:OBPTraining@cisa.dhs.gov
https://www.cisa.gov/bombing-prevention-training
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MGT-412 

SPORT AND SPECIAL EVENT EVACUATION 
AND PROTECTIVE ACTIONS 

The Sport and Special Event Evacuation and 
Protective Actions course helps sport and special 
event managers prepare and/or enhance their event 
action plan through incorporation of fexible and 
scalable protective measures. These measures can 
be used in isolation or in response to a larger, multi-
agency response initiative. This innovative course 
helps venue operators, frst responders, emergency 
managers, law enforcement, contractors, promoters, 
and owners of events to collaborate on evacuation 
and sheltering plans with actionable decision criteria 
that can be adapted for almost any event. 

https://ncs4.usm.edu/training/dhs-fema-courses/ 
mgt-412-sport-and-special-event-evacuation-and-
protective-actions/ 

MISSION AREA: Prevention, Protection, 
Mitigation, Response 

CORE CAPABILITY: Planning 

LEVEL: Management 

TARGET AUDIENCE: • Venue Operators 
• Event Managers 
• Public Safety Agencies 
• League Administrators 

and Offcials 
• Team Administrators 
• Venue Owners 
• Local Government 
• Event Operators 
• Risk Management 

Personnel 
• Athletic Departments 
• Third-Party Service 

Providers 
• Public Relations and 

Marketing 
PROVIDER: TEEX 

DELIVERY: Mobile 
Distance Learning 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: None 

LENGTH: 15 hours 

https://ncs4.usm.edu/training/dhs-fema-courses/mgt-412-sport-and-special-event-evacuation-and-protective-actions/
https://ncs4.usm.edu/training/dhs-fema-courses/mgt-412-sport-and-special-event-evacuation-and-protective-actions/
https://ncs4.usm.edu/training/dhs-fema-courses/mgt-412-sport-and-special-event-evacuation-and-protective-actions/
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MGT-404 

SPORTS AND SPECIAL EVENTS 
INCIDENT MANAGEMENT 

This 16-hour course develops athletic 
department staff, facility management 
personnel, campus public safety 
personnel, emergency response 
supervisors, and others involved in 
sports/special event management to 
better manage incidents that could 
occur during an event. The course 
provides participants the skills 
necessary to effectively manage an 
incident by applying and implementing 
a multi-disciplinary management team 
approach as described in the National 
Incident Management System. The 
course has specifc emphasis on the 
unique aspects of response to an 
incident occurring during a sports/ 
special event, including considerations 
for business continuity and after-action 
activities. The course concludes with a 
practical application, role-play exercise 
that is customized to the facility 
in which the course is delivered. 
It provides specifc emphasis on 
incident action planning and resource 
management processes. 

For more information, visit: 
https://teex.org/class/mgt404/ 

MISSION AREA: Mitigation, Response 

CORE CAPABILITY: N/A 

LEVEL: Management 

TARGET AUDIENCE: To reinforce the multi-discipline team 
approach, the target audience for this 
course will include stakeholders from: 
• Athletic departments 
• Operators of large arenas/venues 
• Campus public safety 
• Campus emergency management 
• Campus administration 
• Campus environmental health and safety 
• Campus physical plant / public works 
• Student life/affairs 
• Public affairs 
• Sports information 

The audience also includes stakeholders 
from communities that host, surround, or 
neighbor venues for sports/special events. 
These include: 
• Fire Services 
• Emergency Medical Services (EMS) 
• Law enforcement at the local, state, 

tribal, and federal levels 
• Non-governmental organizations 
• Local elected offcials 
• Public Health (PH) 
• Public Works (PW) 

Other local, state, and federal agency 
representatives that would be involved in 
the planning and management. 

PROVIDER: TEEX 

DELIVERY: Mobile 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: Recommended: 

LENGTH: IS-200 – Basic Incident Command System 
for Initial Response 

16 hours 

https://teex.org/class/mgt404/
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 G0358 

EVACUATION AND RE-ENTRY PLANNING 
COURSE 

This 12-hour course provides participants with 
the knowledge and skills needed to design and 
implement an evacuation and re-entry plan for their 
jurisdictions. It uses a community’s vulnerability 
analysis and evacuation plan. It also addresses 
evacuation behavior and recommends methods to 
make evacuation and re-entry more effcient. 

Contact your State Training Offcer: 
https://training.fema.gov/programs/aps/stolist.aspx 

MISSION AREA: Mitigation, Response, 
Recovery 

CORE CAPABILITY: Public Information 
and Warning 

LEVEL: Management 

TARGET AUDIENCE: State and local government 
emergency program 
managers, emergency 
planners, and response 
personnel. 

PROVIDER: EMI 

DELIVERY: Mobile 

COST/FUNDING SOURCE: Federally Funded 

PREREQUISITES: N/A 

LENGTH: 2 days 

https://training.fema.gov/programs/aps/stolist.aspx
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ACEP American College of Emergency Physicians 

CBRNE Chemical, Biological, Radiological, Nuclear, Explosive 

CDC Centers for Disease Control and Prevention 

CDP Center for Domestic Preparedness 

CISA Cybersecurity and Infrastructure Security Agency

DHS U.S. Department of Homeland Security 

DOJ U.S. Department of Justice 

EOD Explosive Ordnance Disposal 

EMRTC Energetic Materials Research and Testing Center 

EMAP Emergency Management Accreditation Program 

FBI Federal Bureau of Investigations 

FEMA Federal Emergency Management Agency 

FEMA EMI Federal Emergency Management Agency Emergency Management Institute 

FLETC Federal Law Enforcement Training Centers 

FOUO For Offcial Use Only 

GSA U.S. General Services Administration 

HAZMAT Hazardous Materials 

HDS Hazardous Devices School 

HME Homemade Explosive(s) 

ICS Incident Command System 

IED Improvised Explosive Device 

ILERSBA Initial Law Enforcement Response to Suicide Bomb Attacks 

JPO Joint Program Offce 

LSU Louisiana State University 

NCTC The National Counterterrorism Center 

NIMS National Incident Management System 

C-IED Counter Improvised Explosive Device
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NMT New Mexico Tech 

NRF National Response Framework 

NTED National Training and Education Division 

OBP Offce for Bombing Prevention 

RDPC Rural Domestic Preparedness Consortium 

SOF Special Operations Forces 

SLTT State, Local, Tribal, and Territorial 

TEEX Texas A&M Engineering Extension Service 

TRIPwire Technical Resource for Incident Prevention 

UAS Unmanned Aircraft System 

UPSBI Understanding and Planning for School Bomb Incidents 

VBIED Vehicle-Borne Improvised Explosive Device 



Federally Sponsored Counter-IED Training and Education Resources Catalog 
Version 2.0

This page left intentionally blank. 

137 



 
  

Version: 2.0 
Cybersecurity and Infrastructure Security Agency 


	EA_CoverPage_Template3.pdf
	C-IED Training and Education Resource Catalog_Draft_May31-2023_v2.pdf
	Main Table of Contents
	Awareness Level
	Performance Level
	Management Level
	APPENDIX A: REGISTRATION LIMITED TO SLTT SECTOR
	APPENDIX D: RESOURCES ORGANIZED BY DELIVERY
	RESIDENTIAL
	MOBILE
	DISTANCE LEARNING
	WEB-BASED SELF-PACED

	APPENDIX C: RESOURCE ORGANIZED BY MISSION AREA
	PREVENTION
	PROTECTION
	MITIGATION
	RESPONSE
	RECOVERY

	APPENDIX B: GUIDANCE
	APPENDIX E: ACRONYMS

	EA_CoverPage_Template4.pdf




Accessibility Report





		Filename: 

		C-IED Training and Education Resource Catalog_v3_508.pdf









		Report created by: 

		Katy Ronkin



		Organization: 

		







 [Personal and organization information from the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 3



		Passed manually: 0



		Failed manually: 0



		Skipped: 0



		Passed: 29



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Needs manual check		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Needs manual check		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Needs manual check		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Passed		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Passed		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Passed		Appropriate nesting










Back to Top

	Guidance: 
	Level: 
	Mission Area: 
	Delivery: 
	SLTT: 
	Back: 
	Main: 
	Prevention: 
	Protection: 
	Mitigation: 
	Response: 
	Recovery: 
	Residential: 
	Mobile: 
	Distance Learning: 
	Web-based Self-paced: 


