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The Next 10 Minutes

* Background on the automotive industry
* Cybersecurity and Cars

* Auto-ISAC SBOM Working Group

* Phase 3 — |atest status

(Thanks to Alison Hwang from Auto-ISAC!)



The Automotive Industry

* S3+ trillion

* 50 countries

* 1000s of suppliers

* ~60 million vehicles built/year

* Highly regulated — global, national, state/province
* 30,000 parts/car

 Safety of road users is THE priority



Cybersecurity and Cars
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“The car is a computer.”



Cybersecurity and Cars — Supply Chain
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Cybersecurity in Cars — Attack Vectors and
Consequences
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SBOM: A Flurry of Regulations and Guidance
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Presidential Documents
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As prescribed in 239.7306 (b), use the following clause:

SUPPLY CHAIN RISK (DEC 2022)
(a) Definitions. As used in this clause-

“Information technology” (see 40 U.S.C 11101(6)) means, in lieu of the definition at FAR 2.1, any
equipment, or interconnected or sub of equipment, that is used in the auton
acquisition, storage, analysis, evaluation, manipulation, management, movement, control, displg
switching, interchange, transmission, or reception of data or information by the agency.

(1) For purposes of this definition, equipment is used by an agency if the equipment is ug
agency directly or is used by a contractor under a contract with the agency that requires—

(i) Its use; or
(ii) To a significant extent, its use in the performance of a service or the furnishing of

(2) The term “information technology” includes computers, ancillary equipment (includin,
peripherals, input, output, and storage devices necessary for security and surveillance), periphey
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MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTM|

Shalanda D. Young C/f/ jJ'D (/_,_a;

Update to Memorandum M-22-18, Enhancing the Security of the Software Supply Chain
through Secure Software Development Practices

'S AND AGENCIES
FROM:

SUBJECT:

Introduction and Authorities

Executive Order (EO) 14028, Imp: the Nation's Cyb. (May 12, 2021), focuses on
the security and integrity of the software supply chain and emphasizes the importance of secure software
development environments. The EO directs agencies to take a variety of actions that “enhance the security
of the software supply chain.” In accordance with the EO, the National Institute of Standards and
Technology (NIST) has released the NIST Secure Software Development Framework (SSDF), SP 800~
218, and the NIST Software Supply Chain Security Guidance (hereinafier, referred to collectively as
“NIST Guidance™).? OMB Memorandum M-22-18, Enhancing the Security of the Software Supply Chain
through Secure Software Development Practices (M-22-18) (Sept. 14, 2022), requires agencies to comply
with that NIST Guidance. Pursuant to M-22-18, agencies must only use software that is provided by
software producers who can attest to ing with Gi pecified mini secure software
development practices.

This i the i blished in M-22-18, reaffirms the importance
of secure software development practices, and extends the timelines for agencies to collect attestations
from software p A this dum provides guidance on the scope of
M-22-18s requirements and on agencies’ use of Plan of Actions and Milestones (POA&Ms) when a
software producer cannot provide the required attestation, but plans to do so. To the extent any provision
of this memorandum may be read to conflict with any provision of M-22-18, this memorandum is
controlling.

! Available at: hitps bricfing 12021/05/1 d
n

Guidance under Executive Order (EO) 14028 Section 4e.

P £00-218; NIST Software Supply Chain Security



Auto-ISAC SBOM Working Group — 3 Phases

NTIA — July 2018 — August 2021

CISA — September 2021 — Current

Hitachi — November 2018 — Current

AutolSAC Phase 1 AutolSAC Phase 2 AutolSAC Phase 3
Mar-Jul 2019 Nov 2020 — Apr 2022 Apr 2022 — Dec 2023 (?)




Phase 1 and 2: NTIA Input / Info. Report

Phase 1: Questions for the NTIA:

8. Who gets the SBOM and by what means?

9. How can subcomponents of large libraries be distinguished from general use
of the library?

10. How will AutolSAC interact with and influence other SBOM projects?

11. How will components be identified, tracked, and audited by the consumer of
the component?

12. How will software engineering and QA teams provide SBOMs?

13. How will purchasing agents enforce SBOM best practice and block restricted
components?

Phase 2: Information Report For Members:

INCLUDED: EXCLUDED:

TLP AMBER distribution
Substantial overlap with NTIA guidance recommendations

Customizations for automotive Usurpation of supplier contracts or
Mapping to automotive product lifecycle requirements

Format and operational recommendations

Mandatory rules — all points are

Static guidance — revisions expected during

Sharing discussion Phase 3 and ongoing
Vendor-neutral tool list

Bibliography, training, and reference docs




Phase 3: Operations Practice
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Phase 3: Operations Practice

* Conducted exercises on
most valuable UCs

* Built understanding

¢ Conduct 3" exercise
Update UCs

Build consensus
Identify issues

* |dentified findings, key

issues, challenges . i
Developed and Agreed . g Issue a final report
* Gained exposure to Tools
Use Cases (UCs) for + Capabiliti
SBOMs across the apabliities

Automotive Supply Chain. ~P

? = We are here



nase 3 — Operations Practice — Discussion
nd Exercises

Agreement: List of use cases and generic “actors” for automotive SBOMs.
Agreement: Conduct exercises that expose SBOM operations requirements and pitfalls
Agreement: Write a paper with findings including updates of previous WG documents

Two exercises were held and another is planned for late 2023

Round 1 - January: Round 2 - May: .

* Create * Create \ 80 member attendees (40 on site, 40 virtual)

* Transmit & Receive * Name \L 10 OEMs, 20 Suppliers J
* Store & Assess Quality * Transmit (min requirements)

* Scan & Review * Analyze

Sharable Findings:
Tremendous and growing interest from members, ~$1.5 Trillion company revenue represented
* Tools are more advanced than expected but still have gaps and quirks
* Product (i.e. onboard vehicles) requires different management techniques from IT and OT

» Safety impacts continue to be the top concern both for vulnerabilities and mitigations (Enterprise
impact can also be significant)

* WG members would like to find a consensus across the supply chain for SBOM operations —
cannot mandate however



Auto-ISAC SBOM WG Exercise:
*New!* Vendor Day

Call for Participation:

CISA Tooling & Implementation
workstream

Other SBOM tool vendors known to
Auto-ISAC SBOM WG members

Statistics

13 vendors responded | 12 with
commercially available tools | 1 with
tool currently under development
First 10 vendors to respond presented
Survey responses + pre-read materials
sent to members in advance

50+% of responding vendors have
SBOM tools that address potential
automotive use cases

10 minute overview + live demo

90 minutes for in person, virtual or
hybrid Q&A with members

26 vendor attendees (7 on site, 19 virtual)
10 vendor companies

Check all potential automotive use cases for your SBOM tool (see CISA + DOE
SBOM Sharing Lifecyle Report https://www.cisa.gov/resources-
tools/resources/software-bill-materials-shom-sharing-lifecycle-report )

What Worked

Structured format + Live tool
demonstrations + Well-respected
presentation time limits

Understand the maturity of the SBOM tool
industry and see demos of their tools
Understand vendor capabilities, maturity,
interfaces and focus areas

Understand which vendors are interested in
working with Automotive

Hybrid format

Needs Improvement

Pre-read was for the “fluff,” live
presentation was for show & tell

15-30 minutes instead of 10 for more demo
Some participants did not realize they could
request deeper dive/demo during Q&A
Europe-friendly date + time



Thank you! Questions?
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