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National Emergency Communications Plan

NECP Vision

To enable the Nation’s emergency response community to communicate
and share information securely across communications technologies in
real time, including all levels of government, jurisdictions, disciplines,
organizations, and citizens impacted by any threats or hazards event

Charlee Hess
October 25, 2023




National Emergency Communications Plan

Mandate

The NECP is mandated
by Title XVIII of the
Homeland Security Act
of 2002 (as amended)

K

Guidance

Provides guidance for
those who plan for,
coordinate, invest in, and
use communications

®

Stakeholders

Helps stakeholders
update policies,
governance, planning,
and protocols

Charlee Hess
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NECP Goals

Goal 1
Governance & Leadership

Goal 3
Training, Exercises, & Evaluation

Goal 4
Communications Coordination

I

- Goal 2
P&ining&Procedures
Fiem

==

@ Goal 5
A Technology & Infrastructure

a Goal 6
Cybersecurity

Charlee Hess
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SAFECOM Nationwide Survey (SNS)

The 2018 SNS consisted of 38
guestions that span the 5
elements of the SAFECOM

Standard
Interoperability Continuum, plus oW NAT/o Operating
G 4’ Procedures

a security element that accounted

for cybersecurity Saet
afety
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Cybersecurity Overview

Factors that Effect Ability to Communicate:
Cybersecurity Disruption or Breach

Almost half of SNS
respondents reported that a
cybersecurity disruption or
breach had an effect on their
ability to communicate

M Little, Some, or Great Effect M No Effect

Charlee Hess
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SNS: Cybersecurity Posture

Elements Incorporated into Cybersecurity Planning

Incident Response Plans,

Policies, and Capabilities 27%

Coordinated Response and
Restoration Activities
with Internal/External Parties

Incident Response Team (IRT)

Charlee Hess
October 25, 2023
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SNS: Cybersecurity Posture

30.7%

of SNS respondents
conducted no cyber
readiness activities

Charlee Hess 10
October 25, 2023




SNS: Cybersecurity Funding

Funding for Cybersecurity

There is no funding
for this item RIS

There is funding, but it is
insufficient to meet needs

There is funding, and it is
sufficient for all needs

Funding is sufficient and
has been identified to

address needs beyond 4%
the current budget cycle

Don't know |22%

Charlee Hess

October 25, 2023 1




NECP Goal 6: Cybersecurity

Strengthen the cybersecurity posture of the
Emergency Communications Ecosystem

Objective 6.1: Develop and maintain cybersecurity
risk management

Objective 6.2: Mitigate cybersecurity vulnerabilities

Objective 6.3: Determine public safety-specific,
standards-based cyber hygiene
minimums and fund ongoing risk
mitigation

Charlee Hess

October 25, 2023 =




Additional Cybersecurity Success Indicators

Goal 1 Goal 2 Goal 3
Governance Planning & Training, Exercises, &
Procedures _ Evaluation o

Include network Incorporate risk Update training
infrastructure P management and exercise
and o= strategies into ﬁ§. programs to
cybersecurity o= continuity and | n address
representatives recovery plans cybersecurity
through of critical
membership or communications
formalized

coordination

Charlee Hess
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Additional Success Indicators

Goal 4 Goal 5
Communications Technology &
Coordination Infrastructure

Assess the proficiency (@)
of personnel in using
communications -

systems’, features,
functions, and
capabilities

Support
development
and
Implementation
of resiliency
standards and
guidelines

Charlee Hess
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Speaker Presentations

George Perera
Major, Cyber Crimes Bureau
Miami-Dade Police Department

Mark Buchholz
Executive Director

Washington County Consolidated Communications Agency, Oregon

Emergency
Communications
October 25, 2023
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Planning for Continuity in the Face of a
Cyber-Attack: Challenges and Best Practices

George Perera 16
October 25, 2023
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v Confidentiality

7w

Keeping Confidential Data
Private

o

Three Security Goals

In everything we do

v Integrity

Ensuring Data is Protected
From Unauthorized Access
or Changes

v Availability

G

Protect and Ensure System
Availability

George Perera
October 25, 2023
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Assumptions & Facts

Everyone is doing what they can to prevent and protect against
cyber attacks

* NIST and CJIS guidelines are your bedtime reading
There have been a slew of ransom and malware attacks against
local governments and school districts in Maryland, Florida,
Texas, New York, Atlanta, Dallas...
Everyone has solid Emergency Operations and Continuity of
Operations Plans (COOP), but COOP is not Cyber plan
Everyone is getting much better at traditional response

George Perera
October 25, 2023
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~ U.S. Marshals Service suffers security breach
EUTERS"  The U.S. Marshals Service (USMS) suffered a ransomware security breach this
month that compromised sensitive law enforcement information.

| angérous'China-backed cyberiminals have breached US government '

SIX states, experts warn
Experts are warning of a group of cybercriminals that has been targeting state government
computer networks in the United States,

South Florida City Grapples With Ransomware Attack

2 Pembroke Pines is yet another South Florida city that has fallen victim to a ransomware attack. The
Ej attack briefly knocked the city's systems offline, but it remains unknown if any personal data was
stolen.

DE" Florida DEO warns of unemployment data breach

"Malicious actors" may have stolen personal information, such as social
security and bank account numbers, in a data breach of Florida's

ECDNDE:I‘I: OFFOH'ﬂ!.rhTrl"r' )
beleaguered unemployment benefits system

Florida Water Plant Hackers Exploited Old Software And Poor
Password Habits

a cyber attacker breached a Florida city’s water treatment plant and tried to poison the water
supply. New details about the incident reveal serious cyber security shortcomings at the plant.

George Perera 20
October 25, 2023
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Cyber Plan

73% of local government organizations have a malware incident

recovery plan — the lowest of all sectors surveyed (statetechmagazine: March
2022)

81% of central government organizations have a malware incident
recovery plan — the second lowest of all sectors surveyed (iid)

Cybercrime cost U.S. businesses more than $6.9 billion in 2021, and
only 43% of businesses feel financially prepared to face a cyber-
attack in 2022” (Forbes; Alarming Cyber Statistics For Mid-Year 2022 That You Need To Know)

George Perera
October 25, 2023
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PoLicy, COMPLIANCE,
ARCHITECTURE, INCIDENT RESPONSE

DEVELOP & MAINTAIN SECURITY PoLICY
VULNERABILITY MANAGEMENT PROGRAM

*  SYSTEM VULNERABILITY SCANNING

* APPLICATION VULNERABILITY SCANNING
SECURITY ARCHITECTURE PLAN
CONDUCT SECURITY REVIEWS

* NEW IN-HOUSE DEVELOPED SYSTEMS

* SECURITY COMPLIANCE REVIEWS FOR

PROCUREMENTS

CONDUCT INTERNAL MISUSE INVESTIGATIONS
ANALYZE THREAT INTELLIGENCE AND ALERTS
RECEIVED FROM MANAGED SECURITY SERVICES
PROVIDER (MSSP), OR OTHER PROVIDER IE.
MANDIANT/FIREEYE

4%~

3 Functional areas

OPERATIONAL SECURITY

MAINTAIN AND ENHANCE PERIMETER SECURITY
* FIREWALLS (EXTERNAL / INTERNAL /
DEPARTMENTAL)
* LOAD BALANCERS
ENDPOINT SECURITY
IMANAGE PROXY INFRASTRUCTURE IF USED
* DEFAULT BLOCKED WEBSITES/CATEGORIES

* IMPLEMENT BLOCKS AS NEW THREATS
IDENTIFIED
SECURE VPN REMOTE ACCESS (ENCRYPTED)

MANAGE DIRECT CONNECT TO CLOUD PROVIDERS AND
INTERNET CONNECTIVITY
SECURITY EVENT & INFORMATION IMANAGEMENT

* REVIEW AND RESPOND TO ALERTS

* INVESTIGATE HIGH PRIORITY INCIDENTS

* COORDINATE RESPONSE TO, CONTAIN AND
REMEDIATE INCIDENTS

Complete Plan Contains

IDENTITY & ACCESS MANAGEMENT

IMANAGE IDENTITIES AND ACCESS CONTROL
* OFFICE365 AND MICROSOFT PRODUCTS
* KEeep AD ENVIRONMENT PATCHED
* IMANAGE ENTERPRISE MICROSOFT OS
VULNERABILITY PATCHING
IMANAGES EMAIL PROTECTIONS
* SPAM / AV / PHISHING
* DMARC / DKIM (ANTI-SPOOFING)
MANAGE CLOUD ENVIRONMENT
MANAGE MULTIFACTOR AUTHENTICATION FOR REMOTE
ACCESS (IE. 0365, VPN)
INFORMATION SECURITY AWARENESS TRAINING
* GENERAL, ANNUAL REFRESHER

George Perera 23
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Personal Identifiable Information (PIlI)
H
Stea I i ng i nfo Financial Information
H
Dl 0
SySte m S Intellectual Property/Trade Secrets
H
Operational Data
H

George Perera
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Crashing vital systems
(9-1-1, CAD, LMR, RMS, telephony, etc.)

e e

Taking down essential infrastructure (power, HVAC, network, radio)

Incapacitating surveillance systems

L Y 3 1 George Perera 26
P S, L October 25, 2023
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Ransomware

What is ransomware?

It's a type of malicious software designed to block access to a
computer system until a sum of money is paid to the attacker

George Perera 27
October 25, 2023



Ransomware

Prevention Strategies

Encrypt your data and back it up with an off-line backup

Strong passwords for everything (12 or more characters, upper
case, lower case, special characters)

Don't reuse passwords — one password per account

2-factor / multi-factor authentication

Have a ransomware response plan and practice it!

George Perera 28
October 25, 2023



Adversary Motivations

GLOBAL STUDY OF LARGE ORGANISATIONS THAT WERE VICTIMS TO A CYBERATTACK GLOBAL STUDY OF ALMOST 2,000 DATA BREACHES

Outsiders

o
criminal greups

Intermal actors

|

|

State-affliated —

actors I
|

Multiple parties

Cybaraar Mative

unkmown P 3

Raoveam 2017

R = - 1 1 £d ¢,
Ny h@. Financial Gain J %g %‘ €§ d Political Statement
i |/#¥ Fraud ¥4
- ;\ 3 /

Script Kiddies {aka Casual Adversary)

Disgruntled Employee Thrill and
Insider Theft Notoriety Infrastructure
(Nation State Actors)
George Perera 29
Cybercrime groups are increasingly running their operations as a business, promoting jobs on the dark web October 25, 2023

that offer developers and hackers competitive monthly salaries, paid time off, and paid sick leaves. More than
200,000 job ads posted.
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Multi-Layer Defense
Security Program

B>~

Firewalls (Internal & External) E,

Anti-Virus
Endpoint Detection and Remediation)

N

)

N

Security Vulnerability and

Application Scanning @

Security Vulnerability Patching

Email and Content Filtering

Security Event &
Information Monitoring

Security Architecture
Reviews

Security Policy & Compliance

George Perera
October 25, 2023
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Risk Reduction Considerations:

Assume you will be hit. Ransomware remains highly prevalent. No sector,
country, or organization size is immune from the risk. It's better to be prepared
but not hit than the other way round.

Make backups. Backups are the number one method organizations used to
get their data back after an attack. And as we've seen, even if you pay the
ransom, you rarely get all your data back, so you'll need to rely on backups
either way.

A simple memory aid for backups is “3-2-1." You should have at least three
different copies (the one you are using now plus two or more spares), using at
least two different backup systems (in case one should let you down), and with
at least one copy stored offline and preferably offsite (where the crooks can't
tamper with it during an attack).

George Perera

October 25, 2023 oL




Risk Reduction Considerations(cont’d):

e Deploy layered protection. In the face of the considerable increase in extortion-
based attacks, it is more important than ever to keep the adversaries out of
your environment in the first place. Use layered protection to block attackers at
as many points as possible across your environment.

e As much as you can combine human experts and anti-ransomware technology.
Key to stopping ransomware is defense in depth that combines dedicated anti-
ransomware technology and human-led threat hunting.

e Don't pay the ransom. We know this is easy to say, but far more difficult to do
when your organization has ground to a halt due to a ransomware attack.
Independent of any ethical considerations, paying the ransom is an ineffective
way to get your data back. If you do decide to pay, be sure to include in your
cost/ benefit analysis the expectation that the adversaries will restore, on
average, only two-thirds of your files.

George Perera 32
October 25, 2023



Risk Reduction Considerations(cont’d):

e Password Manager/Multifactor Identification

Majority of cyber-security specialists agree that password managers are indeed the most
secure way to protect your passwords.

The only password you'll need to remember on your password manager is the master
password

Top password managers encrypts passwords before they leave your device. When they're on a
server, even the provider has no way to decipher them.

Automatically creates different password for every need

When you sign into your online accounts - a process we call "authentication”

When you sign into the account for the first time on a new device or app (like a web browser)
you need more than just the username and password. You need a second thing - what we call a
second "factor” - to prove who you are.

Compromised passwords are one of the most common ways that bad guys can get at your
data, your identity, or your money. Using multifactor authentication is one of the easiest ways
to make it a lot harder for them.

George Perera 33
October 25, 2023



Risk Reduction Considerations(cont’d):

e Have a malware recovery plan. The best way to stop a cyberattack from
turning into a full breach is to prepare in advance. Organizations that fall victim
to an attack often realize they could have avoided a lot of cost, pain, and
disruption if they had an incident response plan in place.

e Cyber Insurance

e Many companies looking to deny coverage

e Could be issue with MSPs

e Look to NIST standards

e Non-Compliance and Unverified Security Standards

George Perera 34
October 25, 2023
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Cyber Incident Response Planning

Cyber incidents will happen!
How we respond is equally as important as preventive measures

Executive Support

Role and accountability
Staffing

Regular Table-top exercises

Technology/IR Retainers
Geo-Political Threats
Culture - Cybersecurity is
a shared responsibility
for EVERYONE

George Perera

October 25, 2023 B2



Preparedness is the best defense

https://www.cisa.gov/cyber-resource-hub
https://www.nist.gov/cybersecurity

id

Questions and Answers

Thanks for being here!

George Perera, Major
Miami-Dade Police Department

George Perera
October 25, 2023
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https://www.cisa.gov/cyber-resource-hub
https://www.nist.gov/cybersecurity

Lessons Learned

Collaborate with
neighboring
jurisdictions to
provide back-up call
capabilities

Coordinate with
service providers when
developing cyber
response plans

|dentify staff with
knowledge of
system and network
architecture

Educate staff on
cyber threats and how
to prevent them

Ensure operating
systems and data
are backed up

Keep a detailed
record of attacks for
incident reporting

Review policies
and procedures

regularly
Ensure networks are [TIpiemEE : iclucelicns Implement
separated and strong Disable use of digit lines when call
Technology critical operations are passwords universal serial implementing T e o o
on a closed network and two-factor bus (USB) ports security and threat
authentication capabilities

detection tools

Mark Buchholz

October 25, 2023 37



SAFECOM NCSWIC

Malware Attacks: Lessons Leamned from an Emergency
Communications Center

: Background

in 2048, & ragional smargancy e e T ey
commanications centar (EGC) exparisnced @ e
malwars sitack impactng coerstionn. & ksl deice, Tha noftweans ia than
teieComMUNICatar wan wEng the intermet to weod, uoualy caverty, t2 compramin
maarch for the addres of @ Known suspect the amagrity of your devics, Most
for law anforcement and chcked on @ link that commeniy, malwars & dssgnad to
downioadsd 8 wirus 1o the machine. e
infactad computer. That Gocsss may
This dacumant highiiZhts the impacts, rsspanss, il ot b monin and contol
angsrm racavary, and the lsssone lsamad from our anline actvity or otesl your
thi Cantar's SXPARSNCS With O MGIWGHS attack. Pereonal infomiaton or ather
Bansks dotnt
) Impacts

The worm bagan immediatsly demaging the apsrating ayetem and ayetsm filsa on the origingting
machins, wh Bearching for smier [IF) cddressss to connsct 1o
other mechinss. The warm was found on aver 33 machinea, including thres computersided diepsich
(GAD) conagien. Moot of the impactsd mechines ware used for training and sdminsetrative functiona.
in total, the sttack cccurmed aver the span of about sight houre.

) Response

O the meming of the manwere attack, & telecommunicator raparted that their computar
waa locking-up Snd Nt reeponding ta the an-duty supervisar. The ECCdiractar and the
agancy's information tchnology (IT) denartmant wars natified that a computar on the ECC
TIO0F WaD SIpArANCng inaues.

o initially, they beseved & wan only @ gingis computar; howsver, when the agency's IT
department wan notfied sbout @ second computsr sxperiencing simasr seuse, they
raalizad the computars might be infactad with @ worm.

o Once IT wia mads Gware of te Deeaibiety of & WOrm, ettt bagen guickly

diaconnecting computers from the network to pravent further demage.

T deparimant staff sxtractsd the disk drivea fram the impactsd machine and

naarted them into anather meching to run antivirus eofwars.

o The T atsff used tock to eacartain what was hapaening within the natwark, Worma
ware extracting netwark dats end sending it 1o an IP addrecn in anather country.

o

* CI8A v, Mafmare TIo Ciel 052 comand Sapaambar 21, 2021
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SAFECOM NCSWIC

Telephony Denial of Service Attacks: Lessons Learned from
a Public Safety Answering Point

: Background

TDo& stturks scrur whan o s
“olume of talophone Calls overiosds
& COMTUNICREoNE Network siement
- overwhelming call copaciy snd

danugting communicatons, !

Throughout 2020 and 2021, & locs! public
safoty anawaring paint (F24F) respandad
%o daidy talophany denisl of servics [ThOS)
attecks mpecting operations. Ta dats,
thens atiecie hews only impactsd the
agency's ten-digit norramengency lines_ Thess rumbers ars oftan providad b other agenciss, slarm
companies, and the pubkc to report non-smerganciss.

Thin caes shudy document highlights the impacts, respanae, long-tarm recovery, and the Isssons
‘sarned from cne FSAR'S sxperiencs with & TDe2 sttack.

Impacts

Thees attacks coour UpWGrde of 12 tmes per day Gnd ars belisved to be conductsd by Torsign
@ctore. The time and number of oCCUTeNCes VErY dar-to-dsy Snd Consums velushio reeources,
NCIUding LRDerying TEChNOlogy rSpOurCes Gnd somstimes UD to 8ix Dersonnsl. During thess TDOS
ttecka, the perpstrator enZagee @ tolecomMuniCater whiss aimultanecualy confarancing in
@dditonal telecomMUNICEG, resuiting in @ confuging siuatan whers Multiple personne are on the
2ame Call. Durng thees incidents, the telecommuniCEter afon Rear fNgNE or @ pre-recorded
Maage. In 0Mme iNGENCHa, the tlRCCMMUNICEtor hean audic of @ pareon teleng or Deckground
ncies, making it appear G if the. call is from & real parson. It i beFsvsd that the perpatratar
somstimes conferences in cthsr agencies s well. The sutsc i unclesr forcing the taiecommunicator
%o @k questionn nd stay on the line. DURNg thess incidsnts, mult:pls talscommunicators ars
confsrenced in on the same call end recognizs their co-woekers’ voicss clerting them o the
malisous naturs of the col

%4/ Response

initially, the probiem wese reporiad to the agency’s eyatem admanistrator. The syatem adminietratar
quackiy contactad the sZency's aervice provider for voice eacurity to help mitigste the TDoS attacks.
The attacks ware then reportad to the director of the agency, the county's security office, and the
nformaton technology (IT) dspartment. Addationally, the PSAP drector notified the countys IT

department, the Crbersecuriy and Infrestruciure Security ASency (G241, the Fedenal Bursau af
(71}, and jurisdictions for . The PEAF with thear

* 184 v, Cxber 1L Tefechony Denlal ot e Ducember 7, 2021
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Cyber Incident Response Case Studies

SAFECOM NCSWIC

Cyber Incident Response 10 Public Safety Answering Points:
A State’s Perspective

: Background

Public Bafaty anawering points (PEAPS) ars incraaningly baing tangetsd by malicious SCtors ssskng o
dinrupt SImsrEanCcY COMMUNSCGTCNS ayetsma GNd OpSrations. ACToen the country, PEAPS wath varying
evals Of rB0OUICEs And respCnbe Capabilites are fecing complex and scphisticated crbersttackn.t

This coas study hahlighis ons sSte’s FSERONES in CYBST NCidSNtE invohing PRAPS, incluting ths
gt ation aurrouNding thair authority, the collaborstion requirad for @ ouccossful raspanae, and boat

practices for antitisn properng for . Tha Cy ty and Inf Secury
Agancy (CISA), BAFECOM, cnd Natsona| Council of Stotswsss Intsropsrs bty Coordanatom (NCEWIC)
collaboratod with ic aaraty and ta devaiop the

case ntudy and shars lseecns leamsd from reaponding to crber incicentn. This document provides
actonsbie tps to help emengsncy COMMUNICAtions Cantsns (ECCH)YFEARD prapcns for and reepond
o crber incidenta.

|2 Governance

Ta batiar reapand 1o cybar incidanta, the state Eovernor signed an sxscutive crder satabliening a
cybereecurity integration canter (CIC). TWo yosm sfior the sxecutive crder wea Bigned i bocsms law,
Droviding funding b sxpand the cantsr's ity . i itinnal atatt for
ntslligance, operatons, and incidant support.

The £IC i comprised of stste agencies, MCluding posce, information tschnolcgy (T}, smergancy

warices, ths military dspartment, Snd kool and fadsnal Cartnsrs, BUCh o8 CI2A and the Fadaral

Burosu of invsatiZation (FEI). Thoae sagencice sehod relationenipe and p noa
ibilitien to engage in intad cyber inCident raopanes and recovery.

To eddrese cyber throgtn, the state's SOVeMERCe doCUMANt oULENGE ProCO0Noa for rBPOrtnZ end
reeponding to cyber incCidents. The stats has IT personne| Gvsdsbie 24 hours @ day for PSAFD to
renort incidemts and cutages. When @ FEAF raports an incident, it is procesesd uning an incident
rERGrt, GYAN N eACElEtion MELNG WANE & ecale of one to Tive, Clasaified by the trpe of incident, and
han sosignad to the iats agancy or for furtner

INformation Gbout ths reporting FEAF, type of threct, Gnd syateme iMpGCtad Gre Lesd 1o detsmine
the otats'n rsapones. AN exsmpls tmelins of @ lrgsr Cyber incident raaponpe. i 2 folowe:

+ Cieat gnaition ip Ned Canarssion 324 (WE21 ) wal Dags provides rescurces Grd beet procticea for
EC0a/FEAPS to Decum NGELL petame.
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Available at: cisa.gov/safecom/next-generation-911

Mark Buchholz
October 25, 2023
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https://www.cisa.gov/sites/default/files/publications/22_0414_cyber_incident_case_studies_state_final_508c.pdf
https://www.cisa.gov/sites/default/files/publications/22_0414_cyber_incident_case_studies_tdos_final_508c.pdf
https://www.cisa.gov/sites/default/files/publications/22_0414_cyber_incident_case_studies_malware_final_508c.pdf
https://www.cisa.gov/safecom/next-generation-911

Cybersecurity Resources for Public Safety

Find additional cybersecurity resources specifically for
public safety at: cisa.gov/public-safety-cybersecurity

Two Things Every 911 Center Should Do to Improve
Cybersecurity

Cyber Risks to 911: Telephony Denial of Service
Guide to Getting Started with a Cybersecurity Risk
Assessment

“First 48”: What to Expect When a Cyber Incident
Occurs

Interoperable Communications Technical Assistance
Program Service Offerings Guide

Mark Buchholz
October 25, 2023
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https://www.cisa.gov/public-safety-cybersecurity
https://www.cisa.gov/sites/default/files/video/22_0913_ecd_ng911wg_two_things_911centers_508C.pdf
https://www.cisa.gov/sites/default/files/video/22_0913_ecd_ng911wg_two_things_911centers_508C.pdf
https://www.cisa.gov/sites/default/files/publications/Cyber%20Risks%20to%20911%20TDoS_6.4.2020%20-%20%28508c%29_1.pdf
https://www.cisa.gov/sites/default/files/2023-02/22_1201_safecom_guide_to_cybersecurity_risk_assessment_508-r1.pdf
https://www.cisa.gov/sites/default/files/2023-02/22_1201_safecom_guide_to_cybersecurity_risk_assessment_508-r1.pdf
https://www.cisa.gov/sites/default/files/video/safecom_first_48_22_1109_final_508c.pdf
https://www.cisa.gov/sites/default/files/video/safecom_first_48_22_1109_final_508c.pdf
https://www.cisa.gov/safecom/ictapscip-resources
https://www.cisa.gov/safecom/ictapscip-resources

Resources

= National Emergency Communications Plan

= SAFECOM Nationwide Survey

= “First 48”: What to Expect When a Cyber Incident Occurs

= Communications and Cyber Resiliency Toolkit

= Cybersecurity Incident & Vulnerability Response Playbooks
= (Cyber Resiliency Resources for Public Safety Fact Sheet

= |ncident Response Training

= (Cyber Essentials Toolkit

= Transition to Next Generation 911 (NG911)

= Public Safety Cybersecurity
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https://www.cisa.gov/sites/default/files/publications/19_0924_CISA_ECD-NECP-2019_1_0.pdf
https://www.cisa.gov/sns
https://www.cisa.gov/sites/default/files/video/safecom_first_48_22_1109_final_508c.pdf
https://www.cisa.gov/resources-tools/resources/communications-and-cyber-resiliency-toolkit
https://www.cisa.gov/sites/default/files/publications/Federal_Government_Cybersecurity_Incident_and_Vulnerability_Response_Playbooks_508C.pdf
https://www.cisa.gov/sites/default/files/video/22_0307_ecd_Cyber_Resiliency_Resources_for_Public_Safety_Factsheet_508c.pdf
https://www.cisa.gov/resources-tools/programs/Incident-Response-Training
https://www.cisa.gov/resources-tools/resources/cyber-essentials-toolkits
https://www.cisa.gov/safecom/transition-next-generation-911
https://www.cisa.gov/public-safety-cybersecurity

How You Can Take Action

= Take steps for your organization or
jurisdiction to implement the NECP and
achieve its cyber-related success
indicators

= Leverage available resources to help
develop and maintain cyber incident
response plans

= Collaborate with subject matter experts
to assist with cyber incident response
activities

Charlee Hess F“J
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Questions?
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Upcoming Webinars

Join the Cybersecurity and Infrastructure Security Agency for webinars focused on:

Implementing the National
Emergency Communications Plan

_—

National Emergency
Communications Plan

Bookmark our webpage to check
back for future webinars:
https://www.cisa.gov/necp-webinars

Emergency
Communications
October 25, 2023



For more information on the NECP:

www.cisa.gov/necp
NECP@cisa.dhs.gov
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www.cisa.gov/necp
mailto:NECP@cisa.dhs.gov
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