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SAFECOM

Purpose

Established in 2001 following the
terrorist attacks of 9/11, SAFECOM
collaborates with emergency
responders and elected officials
across all levels of government to
improve multi-jurisdictional and
iIntergovernmental communications
Interoperabillity.

SAFECOM

Membership

Consists of more than 60
representatives from state, local, tribal,
and territorial emergency responders,
appointed and elected officials, and
major intergovernmental and national
public safety associations.

Gerald Reardon
June 7, 2023




SAFECOM
NATIONWIDE

TAKE THE SURVEY TODAY!

visit cisa.gov/safecom/sns
email sns@cisa.dhs.gov

ASSESSING THE
NATION’S
EMERGENCY
COMMUNICATIONS
CAPABILITIES




SAFECOM Nationwide Survey (SNS)

The SAFECOM Nationwide Survey is
the most comprehensive emergency
communications data collection effort in
the world.

Public
Safety
2 Input

The 2018 SNS collected
more than 700 unique
data points over 6 topic
areas
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2018 SNS Demographics

The SNS supports data-driven decision making at all levels of government

Puerto Rico US Virgin Islands

Respondents represent
state, local, tribal,
territorial, and federal
organizations from several
disciplines across all 50
states plus the District of
Columbia, Puerto Rico,
American Samoa, Guam,
and the Northern Mariana
Islands

Charlee Hess
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2018 SNS Demographics

An equal number of public safety organizations from metro,
urban, and rural areas responded to the 2018 SNS

More than 60% of respondents
were small agencies with fewer
than 50 personnel

Respondents serve diverse
populations ranging in size from fewer
than 2,500 to more than 1 million

Charlee Hess
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SNS Benefits

LLK

Shape policy
and funding

<

<

Tailor programs
and services

(o7

Build knowledge and
awareness of
capabilities and gaps
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National Emergency Communications Plan

NECP Vision

To enable the nation’s emergency response community to communicate
and share information securely across communications technologies in
real time, including all levels of government, jurisdictions, disciplines,
organizations, and citizens impacted by any threats or hazards events

Mandate Nation’s Strategic Plan Mission

The NECP is (( )) The NECP is the nation’s To ensure the emergency
mandated by Title strategic plan to strengthen response community
XVIII of the and enhance emergency drives toward a
Homeland Security communications commonly defined end-
Act of 2002 (as capabilities state for communications

amended)

Charlee Hess
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NECP Goals

Goal 1

Governance & Leadership
Goal 2

Planning & Procedures

Goal 3

Training, Exercise, & Evaluation
Goal 4

Communications Coordination
Goal 5

Technology & Infrastructure
Goal 6

Cybersecurity

National Emergency
Communications Plan

September 2019

Charlee Hess
June 7, 2023
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NG911 Cyber Reality
Cyber Incidents -

@ Of Public Safety
Answering Points
(PSAPs)/Public Safety

Communications Centers gry)  Indicated their cybersecurity funding is
(PSCCs) indicated that insufficient to meet their needs

cybersecurity incidents
impacted their ability to
communicate over the
past five years

Indicated that they don’t have funding for
cybersecurity operating or maintenance costs

Indicated not having incident response plans,
policies, and capabilities

Indicated not having a mitigation strategy
in place

0006

Data from the 2018 SAFECOM Nationwide Survey (SNS) Results. The SNS is a nationwide data collection effort to obtain actionable and critical data that Billy Bob Brown, Jr.
drives the nation’s emergency communication policies, programs, and funding. June 7. 2023
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https://www.cisa.gov/sites/default/files/publications/6.%20SNS%20Results%20-%20For%20RCs%20and%20Website_FINAL_508Compliant_11142018.pdf

We must work together

Billy Bob Brown, Jr.
June 7, 2023




Factors that Affect Ability to Communicate
Poor In-Building and Outdoor

Coverage Concerns Factors that Affect an Organizations Ability to Communicate

B Great Extent Some Extent Little Extent None

POOR COVERAGE (IN-BUILDING)

UNPLANNED SYSTEM/EQUIPMENT FAILURE

POOR COVERAGE (OUTDOORS)

DEFERRED CAPITAL EXPENDITURES

EQUIPMENT FAILURE BEYOND THE CONTROL OF OUR ORG
INSUFFICIENT SYSTEM/EQUIPMENT REDUMNDANCY

EXCESSIVE PLANNED DOWNTIME

INCOMPATIBILITY OF PROPRIETARY SYSTEMS/MODES/ALGORITHMS
SYSTEM COMNGESTION (E.G., LIMITED SPECTRUM CAPACITY)

POOR SUBSCRIBER UNIT QUALITY

35% 26% 9%
36% 28% 6%
34% 30% 12%
26% 24% 30%
20% 33% 31%
23% 31% 32%
25% 40% 21%
15% 28% 43%
25% 37% 26%
19% 32% 38%
FREQUENCY INTERFERENCE 25% 38% 25%
INSUFFICIENT ROUTE DIVERSITY 28% 45%
CYBERSECURITY DISRUPTION OR BREACH 25% 57%
DEFERRED MAINTENANCE 21% 32% 38%
INSUFFICIENT SITE HARDENING 27% 48%
DIMINISHED SERVICE DUE TO ADDING USERS BEYOMND OUR ORG 26% 53%

Data Description

* The majority of organizations (91%) report poor in-building coverage impacting to some extent their ability to communicate,
and 88% report poor outdoor coverage impacting to some extent their ability to communicate

=  30% of organizations reported unplanned system failures greatly affect their organization's ability to communicate

* 44% of organizations identify a cybersecurity disruption/breach as impacting their ability to communicate

Sam Burnette
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Chapter 32
VIRGINIA EMERGENCY MEDICAL SERVICES REGULATIONS

These portable radios shall be able to
provide direct, push-to-talk- two-way voice capabilities to communicate with other
EMS vehicles of the same agency and the public safety answering point. If the
portable radios are unable to meet the communications requirements of this
chapter, the DERA, or its jurisdiction, shall install signal enhancing equipment
which may include, but not be limited to, vehicular repeaters or a land mobile
radio to wireless cellular interface (LMR to LTE interface) to improve
communications capabilities of the portable radios. This requirement does not
apply to geographic areas without land mobile radio or wireless cellular service
availability.

Sam Burnette
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Interoperability

69% mutual aid
channels or
talkgroups

48% cross-
patching

Interoperability Solutions

Interoperability Solutions in Use by Organizations

BRUTUAL A0 CHANNELS TALEGROURS (SHARED CHAMMNE L% TALKGHOUP) 69%
CHANNE LCONYOLE CROAS PATCHING 48%
MOBILE CORMAAND COMIAMGCATION POST AnD a8 COMMAND CINTER 42%
FADID REFROGHAMMING 41%
AHARED SYSTEM [DONVENTROMAL OR TRUSSED] 39%
COMMERCIAL WIRELESS SERWCE (REhG. VOUR.OWH - DEVICE) A7
ESTABLEHED CHANNEL SHARING AGREEMENTS 22%
CROGMMGND REPEATERS 31%
AL AL RAD O ENCHANGE 26%
DATA EXCHANGE HUBS (E.G., COMPUTER-ADED DISPATCH] 23%
COMMERCUA, WIRELESS SERVICE [(GOVERNMENT FURNTSHED ECARFMENT] 21%

COMBMON AFFLICATIONS {USE OF COMPATIBLE AFFLICATIONS TO SHARE DATA) 18%

STANDARDS-BASED SHARE D SYSTEMS (E.G., P25} i8%

CONSOLE-TO-CONSOLE INTERCOM BNTERCONNECTIONS 15%
DIGITAL SYSTERS (INTLRNET PROTOCOL-BASID] 14%
BASE BTERFACE MODULE S00LITION [ BIM-TO-BSM) 14%
DEPLOYABLE AUDHO/GATEWAY SWITCH 6%
FELD AUTOOTGRAT LAY SWITCH 5%
NATRONAL PUSLIC SARETY PLANNING ADVISORY CORBITTEE (MPSPAC) CHANNELS 5%
DEPLOYABLE HTE IFRASTRUCTURE (6.6, COW/COLT) 5%
CUSTOR. INTEREACTD APPLICATIONS (F.6., USE OF MIDOUDVWARE TO BHUARE DATA) 4%

Ol STANDARTS-BASE D ShtfmG OF DATA 4%

INTER-RF SUBSYSTEM INTERFACE {ISSIATONSOLE SUBSYSTEM INTERFALCE (CSSI1) %
INATICHEAL INEORIARTION LXCHMANGE SIODE L [N 0r) BaiD DATE EXCHANGE 2%
HONE OF THE ABOVE 6%

Data Description

= The majority of organizations (94%) indicated they are using at least one communications interoperability solution listed
= Mutual aid channels (69%), cross-patching (48%), and mobile command posts (42%) were most popular

* Organizations indicated an emerging use of data interoperability solutions, such as data exchange hubs (23%) and
common applications (18%)

Sam Burnette
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Training

Training

Characterization of an Organization’s

Emergency Communications Training Training Evaluations

m Evaluations are
documented and
assessed along with the
changing operational
environment, to adapt
future training to
address gaps and needs

35%

41% no or only
informal training

m Evaluations are NOT
dacumented and
assessed along with the
changing operational
environment, to adapt
future training to

NOME, PERSONNEL ~ PERSOMMEL HAVE  SOME PERSONMNEL SUBSTANTIALLY ALL

HAVE NOT RECEIVED RECEIVED, AT MOST,  HAVE RECEIVED  PERSONNEL HAVE address gaps and nasdls
TRAINING INFORMAL FORMAL TRAINING  RECEIVED FORMAL
EDUCATION OR AND REGULAR
TRAINING TRAINING

Data Description

= The majority of organizations (95%) indicate that their personnel have received formal or informal training

= Very tew organizations are using their communications exercise evaluations to adapt future training to address gaps and
needs

Sam Burnette
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Communications Equipment Operations Training

Every attendant-in-charge and EMS vehicle operator shall receive initial and
annual refresher training on the operation of the fixed and portable LMR and
wireless cellular service communications equipment installed in the type of EMS
vehicles to which they may be assigned.

Initial and refresher training shall include familiarization with the National
Interoperability Field Operations Guide and any Virginia specific requirements;
the frequency bands covered by the fixed and portable LMR communications
equipment; how to change channels, zones, and talkgroups for their Primary and
Secondary Service Areas and for all interoperability channels programmed into
the equipment. This training requirement shall also apply to any wireless cellular
service equipment capable of push-to-talk communications with multiple
channels or talkgroups. This training requirement does not apply to standard “cell
phone” equipment.

Sam Burnette
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Virginia 3%

OFFICE OF EMERGEND" MEDICAL SERVICES

Virginia Department of Health

Reliable Communications
throughout the Entire EMS Continuum of Care

Communications Specialist

PSAP Specialist

Sam Burnette
June 7, 2023
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Resources Leveraging SNS Data

National Emergency Communications Plan
SAFECOM Nationwide Survey (SNS)
2018 SNS Results

Nationwide Communications Baseline Assessment Fact Sheet

CISA Public Safety Communications and Cyber Resiliency Toolkit
SAFECOM and NCSWIC Paging: A Vital Link for Public Safety

SAFECOM Best Practices for Governance Structure Membership Analysis

Charlee Hess

June 7, 2023 20



https://www.cisa.gov/national-emergency-communications-plan
https://www.cisa.gov/sns
https://www.cisa.gov/sites/default/files/publications/6.%20SNS%20Results%20-%20For%20RCs%20and%20Website_FINAL_508Compliant_11142018.pdf
https://www.cisa.gov/sites/default/files/2023-01/ncba_fact_sheet_final_04212017_508.pdf
https://www.cisa.gov/resources-tools/resources/communications-and-cyber-resiliency-toolkit
https://www.cisa.gov/sites/default/files/2023-03/22_1220_s-n_tech-policy_paging-white-paper_508c.pdf
https://www.cisa.gov/sites/default/files/video/22_0406_SAFECOM_governance-structure-membership-analysis_033022-508C.pdf

Additional NECP Resources

Emergency Communications by the Numbers: Cybersecurity

Emergency Communications by the Numbers: Emerging Communications
Technoloqgy

Emergency Communications by the Numbers: Enhancing Interoperable
Communications

Emergency Communications by the Numbers: Evaluations for Training and
Exercises

Emergency Communications by the Numbers: Inclusive Governance

Emergency Communications by the Numbers: Strateqic Planning for State and Local
Public Safety Organizations

Charlee Hess
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https://www.cisa.gov/sites/default/files/2022-12/22_1215_necp_sns_fact_sheet_cybersecurity_508c.pdf
https://www.cisa.gov/sites/default/files/2023-01/21_1116_necp_sns-emerging-tech_fact-sheet_508_c.pdf
https://www.cisa.gov/sites/default/files/2023-05/23_0511_necp_sns_fact_sheet_enhancing_interoperability_508C.pdf
https://www.cisa.gov/sites/default/files/2022-12/necp_sns_fact_sheet_evaluation_training_and_exercises_508c.pdf
https://www.cisa.gov/sites/default/files/2022-12/22_0106_sns_fact_sheet_inclusive_governance_508c.pdf
https://www.cisa.gov/sites/default/files/2022-12/22_1214_necp_sns_fact_sheet_state_local_strategic_planning_508c.pdf

The SNS is OPEN!

Complete the survey by
July 21, 2023, to influence
the future of emergency
communications!

Charlee Hess
June 7, 2023
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How to Access the SNS

[ R
@ SAFECOM NATIONWIDE SURVEY
There are two ways to access the survey
Online: Governance
= Custom link for your organization A S,
" Public link — :
For questions, please email sns@cisa.dhs.gov or
call the SNS Help Desk at 1-800-915-5712 ~
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Make Your
Voice Heard!

In order to achieve statistical
validity of results, we need
respondents from various
disciplines, geographies, and
levels of government to take the
survey — HELP SPREAD THE
WORD!

Charlee Hess
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Questions?

Charlee Hess
June 7, 2023
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Upcoming Webinars

Join the Cybersecurity and Infrastructure Security Agency for webinars focused on:

Implementing the National
Emergency Communications Plan

WEBINAR LINK (FOR VISUAL)
https://share.dhs.gov/necpwebinars

DIAL-IN (FOR AUDIO) PARTICIPANT PASSCODE

800-857-6546 3442408

Charlee Hess
June 7, 2023



For more information on the NECP:
cisa.gov/necp
NECP@cisa.dhs.qgov

/ For more information on the SNS:
cisa.gov/sns

@“‘\aﬂ

SNS@cisa.dhs.gov

Charlee Hess
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http://www.cisa.gov/necp
mailto:NECP@cisa.dhs.gov
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