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Chemical Security Inspectors (CSls)

Role

» Chemical security subject matter expert in the
region

» Implementation of ChemLock program
= Qutreach to specific industry segments

= Qutreach with local law enforcement, first
responders, and emergency management

Services/Programs

All Levels of Chemlock On-Site Assessments
and Assistance

In-person outreach to point-of-sale
businesses that sell common consumer
products containing explosive precursor
chemicals (EPCs) that can be used to build a
bomb

Water and wastewater outreach

Contribution to CISA and Infrastructure
Security programs

Incident and event response
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Protective Security Advisors (PSAs)

Role ~ Services/Programs
= Build Coalitions = Working Groups

= Qutreach and Engagement » Prevention

= Collaboration » Response
» Understand Risk Factors = Assessments

= As-Is = Facility

= To-Be » System/Enterprise/Community
» Increase Capacity for Managing Risks » Planning Support

= Security, Emergency Response, COOP

= Training and Exercise
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Cybersecurity Advisors (CSAs)
Role

Assess: Evaluate critical infrastructure risk

Promote: Encourage best practices and risk
mitigation strategies

Build Capacity: Initiate, develop capacity, and
support communities-of-interest and working
groups

Educate: Inform and raise awareness

Listen: Collect stakeholder concerns and
needs

Coordinate: Bring together incident support
and lessons learned

Services/Programs

= Cyber Protective Visit (CPV):

» Gauge interest in CISA services, understand the
organization’s needs, and develop the foundation for
further engagements and offerings

= Cyber Hygiene (CyHy) Vulnerability Scanning:

» Maintain enterprise awareness of your internet-
accessible systems

= Provide insight into how systems and infrastructure
appear to potential attackers

= Drive proactive mitigation of vulnerabilities and reduce
risk
= Ongoing Partnership:

= |nformation sharing, assessments, tabletop exercises,
presentations, connection to resources, incident
support
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Regional Training and Exercise Coordinator (RTEC)

Role ~ Services/Programs
» Enhance the security and resilience of our = Stakeholder Training
nation’s critical infrastructure by providing = Cybersecurity

stakeholder-focused cyber and physical . Physical _
security training ysical security

, _ _ = Active shooter webinars
= Plan, build, and execute discussion and

operations-based stakeholder tabletop, = Exercise Support

functional, and full-scale exercises = CISA Tabletop Exercise Packages
» Facilitate seminars, workshops, and drills for (CTEPs)

stakeholders across all 16 critical » Region-led exercises

infrastructure sectors = CISA Exercises
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