2021

CHEMICAL
SECURITY
SEMINARS

December 15, 2021

icalSecurity




CHEMICAL
SECURITY
SEMINARS

P4 - A Platform for Public/Private
Emergency Management
Collaboration

Cy Smith

Consulting Director, G&H International Services, Inc.

Erik Endrulat

Technology Specialist, G&H International Services, Inc.

#ChemicalSecurity



‘he Consortium for Emergency Services
echnology (CEST)

P4 (Public-Private Partnerships Platform)

Enabling Public-Private Partnerships with
innovative technology to build a more
resilient nation

Founding Public Sector Participants



https://cest-cusec.hub.arcgis.com/
https://mil.wa.gov/emergency-management-division
https://ioem.idaho.gov/
https://dem.utah.gov/
https://kansastag.gov/kdem_default.asp
https://kyem.ky.gov/Pages/default.aspx
https://www.oregon.gov/OEM/Pages/default.aspx
https://ema.alabama.gov/
https://mema.maryland.gov/Pages/default.aspx
https://www.caloes.ca.gov/
https://www.ncdps.gov/ncem
https://portal.ct.gov/DEMHS
https://cusec.org/
https://www.wsspc.org/
http://nesec.org/

P4 as a Test Bed for an Enhanced Business Emergency
Operations Concept

Improving Private
Sector Communication
& Coordination

SCALABLE SIMPLE




iﬁﬁ Local Partners
e

State EMAs
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Federal Partners k

AN e

Coordinate, Communicate, Inform

Private Sector



Guest Users

<

General: Space for general overview, instructions, announcements

State-to-Business: For all collaboration across state and private sector ﬁ g:;j;szjg:j;fusers

@3 State-to-State: For private collaboration among state partners Additional channels can
be added as needed.

channels

Preyention
Protection

i3 Business-Business: For private collaboration among business partners

Mitigation

Sig. Events: For sharing alerts/warnings/incident data, automatically
posted to the channel.

$ Chat: 1:1 or 1:many. This is a private conversation space, invite
specific people. Chats can be named with a specific subject.

««« Additional Apps




P4 - Framework for Public-Private Coordination

Event Teams are incident-specific

CR22

Channels are configured to allow conversations (including chat, video calls) and share

,,1:9
J LCELI  ilos with trusted partners, publicly or privately.

- General: Space for general overview, instructions, announcements

memme State-to-Business: For all collaboration across state and private sector

s B State-to-State: For private collaboration among state partners

channels

s B Business-Business: For private collaboration among business partners Private Channel —

includes subset of users

Sig. Events: For sharing alerts/warnings/incident data, automatically

Additional channels can
be added as needed.

=7 Chat: 1:1 or 1:many. This is a private conversation space, invite

specific people. Chats can be named with a specific subject.




P4 — Framework

P3P Home Team Functional Teams Incident Teams

‘ Coordinator Members
® o _0

P8 .&.
| Hﬁg Food, Water, Shelter

Ti;

Home Team

E’ﬁ 2022-06 Cascadia
Training/Exercise

-
Functional
Teams mapped Food, Water Shelter

within Incident

State - Business Teams Communications
I O _0®
- om

State - State @ Communication Transportation

General

| ‘ sa
* Incident Team contains selected
» Stakeholder team persists m Transportation users from Functional Teams, as
across incidents appropriate
> Eelz5 e 1P il 9Ce * Functional teams persists across incidents * Teams are archived when Incident
* Channels organized based on needs of the recovery is over

group.



Integrated Teams . Contact
and ArcGIS Hub, OnPboardmg P4 ‘Home Page’ Management
: : rocess
Single Sign On System
BEOC Incident el?;:g[:;enct;o;:tlvc\:l’:; Creating /
Reporting Form ReportBot 8 uploading files to

and Dashboard

ArcGIS and
SharePoint Lists

share in a team




@ roiecs o support

and Planning Tool for Oreg
This map includ nation

@ Meet

{5 CEST BUDGET 04.01.2021 ChS xise

Jeft Sopel - Think
jdec (around the

FEMA 0831 meating prep
i, June 4, 2021 ® 830 AM

fh S

er2)
Mercalli Intensity Scale
- Level2

a fewpersons at rest,
especially on upper floors of
buildings

rcGIS Online

3

State-to-Business OR-Raptor

If your site isn't loading correctly, click here
RAPTOR Public 2D

About Legen

RAPTOR Public 2D

and Planning T

nap inclu
hat
hin our a
of information include

ches and warnir

@of3)

Merecalli Intensity Scale
- Level 3

iceably by persons
ors, especially on upper floors
of buildings. Many people do not

assing of a truck. Duration
estimated.

CEST Admin (E... Tuesday 10
Added a new tab at the top
this channel, Here's a link

Shake Map?

1104 AM
OEM wonder if we need to
nd out a poll to see if any of

the Coastal Communities have

any damage from the cluster of
quakes off the coast?

Combining Microsoft Teams and ArcG
Online into a new virtual workspace



Tha Canserium for Emengancy Services Technology is building caut a Virtual Businass
Emargency Operation Center . The intent of the VBEOC is 1o enable a reliable two-way

P4 - Organization Registration R

A part of this, we are interested in bettor understanding your needs to identify information
froen the state that would be benaficial 1o your operstions during & crisis or disaster, Wa're

rocef f alsa interested in understanding what information you would be able to share with state
parinars in the Pacific Morthwest 5o wa can both makimize response and recovery affiorts while

FRERIMIZING Fsgative IMPACTE b your Bukined,

Business Profile ©

* Registration Process — invitation e

only S
* |ncludes Organization Profile Business Sector

(primary contact, service area), s ol

Information Requirements Business Footprint
* Coordinator Approves Requests memraona omise | [
 Feeds Contact Management Sl

System

Select which states your business operates in:

|| idaha | Ovegon || Washington

POC Name™
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P3Platform Signup

User uses web form to request access to the platform and provide

-
_ S




CEST Membership Request for Acmne Communications

Ray Admin <HRayAdn

Welcome!
Your request 1o join the Consortium for Emergency Services Technology Public-Private-Partnership Portal (CEST P3 Portal) has been approved! This

Porial 8 being developed "1|"'.}l,4-_! the combinad afforts of Put and Privale Sacior collaboralors. and will be |ested dury g the Cascada His ng 2022

DEDrCasn

Next Steps:

You will recerve an email from Microsoft (invitesi@microsoft com) shortly. with a kink 1o accept your invitabion 1o the CEST P13 Portal. When you receive that

emall, please chck ‘Accep! Invilation 1o linish setting up access If you don'l receive the invitslion, pleass check your Spam/Junk mailbox

Once you've accepted the invitabon, you will be able to access the P3 Portal Stakeholder Teamn Please explore the channels, and post a message in the

P3P New User Sign-In

New user receives emails with instructions & link to accept CEST




P4 - Organization Registration process

Applicant is notified that they are
approved to join P4




Ha= microsoft.com - o7

Microsoft Teams

Access Information & Geospatial Resources shared by
your Partners

Coordinate with others using the P3P
Home Team Requests to P3 Coordinators

Report Issues impacting your Business, Questions,

Quick links to State Dashboards/Viewers

Return to TOC



Organization Type : As

Organizi

Alba

aciation (3]

R al TR E T
i e o pye

L e e o
L¥ g

st B

fm i, g gl
*i. o I

L F S Rl L

[ e LIS E R ]

R T

PR W e

Insurance_R
eal_Estate

Fimanceinsurance_R

2al_|

il_Trada

Fublic_administrati
on

ikar

stabmwide

statewide

statawide

nationwide

stabmaice

inlarms

intermati

irlernaticral

Return to TOC



P3 Platform Notifications

User receives and accepts invitation tor Daily Coordination Calls

Return to TOC




 \Voice / Video State
Conferencing £

Coordinators

* Threaded chat messages

Private & /
+ Communication et 74 \\

integrated file sharing,

information products Other Private
NGO, Gov't Sector
Stakeholders Partners

Return to TOC



Moot learn o

 \Voice / Video ,
Conferencing ‘

Albertsons

* Threaded chat messages

* Communication &
integrated file sharing,
i n fo r m a t i O n p ro d u Ct S £ Thanks for pr-:&'.-'i'i'- g the daily update - where can | find updates from previous days?

CEST Admin (Erik) 4:44 PM p a
All the previous updates are in the Files tab, under the Situation Reports folder.

+ New v T Upload @ Sync 2 Copy link + Downl e

State-to-Business

MName -

Dashboards

Return to TOC
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Daily Coordination Call
User joins call with link posted on State-Business Channel

Return to TOC




Issues impacting (or having
potential to impact) business
Requests for assistance
Offers of donations,
goods/services

Questions for state partners

CEST Business Reporting Form

Report Type

D I'm reporting an issue that's impacting my business operations
I'm reporting an issue that has the potential of impacting my business operations
D I'm reporting a request for assistance

I'm reporting a offer to provide donations / goods / services

D Question

Severity of the impact

®e—O—F——0O

Low Medium

Report of Issue Impacting my Business §

Type of Impact you're reporting

() ommunications




Enabling Conversation Thread
around events in a Dashboard

Microsoft Teams

Cenitral U%. Earthgualos Comiortiom @
-

-E51 State-to-Businesses pou BEOC Dashbeoard Tasks * @ - 3 Meat

Website

ent Rep

; by Busine

Costes Wholesale Corporation
Roport T i ¥

g this Survey123 form.

Return to TOC



* Reports generated as
cards in Teams, PDF
HIES

Start a new colwersation. Type @ to mention someone.

* Triggers: On-demand,

Scheduled or by pre- ' A 9 © (F > @ &
defined criteria |




CEST e
(]

CEST Admin (Erik) set tl nnel to be a

Jun

° ° . : CEST Admin (Eri nged channel name

* |ntegrated information feeds tailored See
Significant Events ﬁ CUSEC Admin changed channel name from Significant Events to [@Significant Events.

State-to-Business © CUSEC Admin ng hannel name from [@Significant Events to Significant Events @

to public and private sector users _ e

CEST Admin (Erik)

ArcGIS Maps

Recent Earthquakes

Weather Seismic Other, TBD

National Weather Service - Current Hazards Vald: 11/3072019 ot 152804 UTC.

San Fornando E
0 Dot .0

Feature Service by esri_livefeeds2
Last updated: 6/11/2021

measured by population as well as models
for economic and fatalitv loss. For more

[ New conversation

Return to TOC



Humboldt
al Forest

Twin Falls

Pocatello
L]

Rroat Qalt

BEOC Report (View Layer) - BEOC Report (Features: 15, Selected: 0)

Business Name

Albertsons Companies
LLC

Idaho Power Company

Report Type

issue

issue

Severity of the
impact

High

Type of Impact
you're reporting

Food/Water/Shelter

Power/Energy

‘

General ¢ Files Wiki

New item B Edit in grid vi

Business Name

Test Home Page Tab

Report Type

issue

issue,question

ard o/ CEST Resource Library... BEOC Reports

Severity of the Im

Medium

Medium

Medium

Type of Impact

Power/Energy

Food/Water/Shelter

Power/Energy

Communications

10 more (D

Other Impact

Report Details

Wildfires in SE
Idaho have
damaged
transmission lines
and several
transformers.

Wildfires in SE
Idaho are impacting
our retail stores,
will have to close
several

Wind storm has
knocked out power
in several retail
WinCo locations in
Kootenai County.

Comms out - can't
access stores
across WA and OR
in impacted area

Return to TOC



o @

Teams P3  General Posts Files % P3Home CESTCR22Hub CR22 BEOC Informatio... 2 more v O O (X Meet

Activity

E_J Your teams + New Vv 1 Upload Vv < Sync @ Copy link J Download ~+ Add cloud storage ® Open in SharePoint = All Documents
Chat

P3 P3P - Home Team

o Documents »  Files

Teams General Folder
B & Say Hello & [ Namew Modified v Modified By
Significant Events

Meeting Materials September 2 CEST Admin (Erik)
State-to-Business %

State-to-State © o} CESTP3 Instructions.pdf September 20 CEST Admin (Erik)

Testing and Evaluation #
CEST_Registering.docx June 22 CUSEC Admin

UAS Operations (Functional Te... e«
Microsoft_Teams_Quickstart.pdf August 30 Erik Endrulat

Hidden teams Pilot Assessment xlsx July 28 SharePoint App

Return to TOC



P4 — Work in Development

CEST




e Request for assistance received by state coordinators
* State coordinator assigns mission to mutual aid

* Rapid response team accepts mission

* Team coordination associated with a mission

* Mission stakeholders added to the communications
* Mission reporting / video streaming / etc.




Microsoft Teams Q Search

ﬂ Mission List

+ New item ¢ Edit [H Editin grid view @ Copylink @ Delete ---

Chat

Mission Name Requestor v Assigned To Mission Type Mission Details

Teams

Presumed missing
adult male, boat
Search and Rescue found
approximately 1
mile offshore.

% Missions Posts Files Wiki Mission List ¥ Weather

A Yorktown York County Fire A Not Assigned
EB offshore SAR Department Yet

Support aerial

York Co. Flood qinia D damag

Missions are logged in the Mission List.

New Drone Mission

Mission Name * — Requestor

Enter value here Select an option g&g Missions Posts Files Wiki Mission List Weather 2more @& ~ T

< Reply

£ CEST Admin (Erik) 10/15, 9:27 AM
Added a new tab at the top of this channel. Here's a link.

Mission Title
&/ Mission Type * = Mission Details
Q Search and Rescue Enter value here

O Damage Assessment

O Other

() Specify your own value:

Drone Airspace Reporting

< Reply

Enter value here

CEST Admin (Erik) via Power Automate 10/15, 11:42 AM

A new Mission is added using the easy-to- An adaptive card is added to the - ,

: .. L A new mission was just created
use data entry form. Requestor, Assigned To Mission Post, providing Lost hiker - Shenandoah NP
and Mission Team fields are populated from members of the team Mission ID: 2021-10-15_Lost hiker - S
registered users in the Drone Partner list. awareness of the new mission Created by: CEST Adirin (Erl)

Last seen Oct 13; Truck at trailhead.

Status: New Request




@ Mission Details/Responses P +C8 -

A n eW M iss'o n IS Created 1% Sendto ~ =1 Promote Page details Analytics Published 12/10/2021 /7 Edit

Mission Details and Team Responses

oD . N . . ) . .
Bls Missions Posts Files Wiki Mission List Weather Airspace Reporting R.O.V.E.R. Team Incide... 9
CRO

Missions Team Availability

< Back to List

¢

York Co. Flood Damage Assessment Support

Team Member ~ Available
10/14, 12:00 AM

Lost cat Virginia

Yes

Virginia Department of Emergency

Content Type MissionID Mission Name * Test mission
10, 12:00 AM
Item 2021-10-14_Lost cat + Lost cat
Valley Mall
City_of Harrisonburg
Assigned To Mission Type * Mission Details
_ Other Drene Team Member Availability Missing Hiker SAR - Shenandoah National Park

10/14/2021 12:00 AM
Virginia

City of Harrisonburg
Status MissionTeam Mutual A Team Member
Lost hiker - Shenandoah NP Timath,

Complete Ray Neel — 10/19/2021 12:00 AM

John Smith

Shenandoah National Park

Are You Available to Assist?

Virginia Department of Emergency Management

UAS Team members are sent update regarding Mission Details page in P4 updated with availability
mission, including poll to indicate their availability of UAS Team Members to respond. UAS Team Lead

and ETA if able to respond. can assemble team based on this information.

Return to TOC



P4 - Group Assignments

@D A Mission Team is assembled based on those available to
respond

% Missions Posts Files Wiki Mission List ¥ Weather Airspace Reporting R.O.V.ER. Team Incide... ol

< Back to List

Lost cat
[ Content Type [/ MissionID Mission Name *
Item 2021-10-14_Lost cat  Lost cat
— Assigned To &/ Mission Type * = Mission Details
— Other Enter value here
(J Status * ' MissionTeam ¢/ Mutual Aid Type

Complete EWANET] —

John Smith

A Group Tag is generated using the
Mission Name, and the team
members are added to it. Any time
the team is updated, the Group Tag is

¢

refreshed

>

The new Group Tag is named “MissionTeam” plus the
name of the Mission. It can now be called to get the
attention of those involved in the Drone Mission
Updated Wed, Oct 20, 2021
Status: Complete

View Mission

Reply

2 ©@ @ @ G O

o)
@

Ray Admin 4:08 PM

MissionTeam_Lostcat Be prepped
and ready to go in 1 hour.

O MissionTeam_Lostcat

ﬂ Notifications are

Members (2) . . .
delivered to Mission
@ s e Team members

@ Test User Again (Guest)

Return to TOC



The Consortium for Emergency Services Technology (CEST)

The P3 Platform is used to
conduct daily PPP briefings,
bringing in real-time damage
assessments of key private sector
infrastructure (banking, food
service)

Significant Earthquake
triggers new P3 Platform
workspace, notifications
sent to CEST P3 users based
on earthquake event.

Waivers are shared with private
sector partners (e.g., re-entry waivers
supporting Mass Care response
operations, weight-limit and driver
hour waivers for Transportation.

A | & =

Location and extent of modeled damages,
casualties, Lifeline Status, food-water-shelter
needs, and Evacuation plans shared.

Company Y offers to provide a staging
area for the POD, along with an offer to
supply ice and pallets of water.




Thank youl!
Questions?
Robert Greenberg, CEO rgreenberg@ghinternational.com

Cy Smith, Consulting Director cysmith@ghinternational.com
Erik Endrulat, Technology Specialist eendrulat@ghinternational.com
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