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What Is the Personnel Surety Program?

» Risk-Based Performance Standards
(RBPS) 12 — Personnel Surety
requires facilities to perform four
types of background checks on
affected individuals.

l. Identity
ll. Criminal History
» RBPS 12(iv), screening for terrorist lll. Legal Authorization to Work

ties, applies to all CFATS-covered
facilities Tiers 1-4.

» IV. Terrorist Ties
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Rollout Plan

) -

Facility opens

SSP/ASP without
notification
__) Approval Letter Inspected

Update Issued Implement during next

SSP/ASP Compliance
Inspection
oy |y o — M o — M o — Mm—yr—
receives 30 PSP 60

Notification Days Tab Days
Letter via CSAT Enabled
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As a Reminder: Affected Individuals

= Affected individuals are:

Facility personnel
with or seeking
access to restricted
areas or critical
assets at high-risk
chemical facilities

AND

Unescorted visitors
with or seeking
access to restricted
areas or critical
assets at high-risk
chemical facilities

» High-risk facilities may classify particular contractors or categories of
contractors either as “facility personnel” or as “visitors.”

» This determination should be facility-specific and based on facility
security, operational requirements, and business practices.
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Options for Compliance: Consideration

Option 1:
Direct
Vetting

* Removal and
Updates

Option 2:
Use of
Credentials

* Vetting
programs

* Unable to
verify

Option 3:
TWIC
Reader

* Type of TWIC
readers

* Frequency of
verification

* Unable to
verify
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Option 4:
Visual
Verification

* Types of
credentials

* Visual verification

* Training and
policies

» Unable to verify
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Security Measures for Consideration

Q3.50.340 Personal Surety Program Assertions

Select “Yes” or “No” for all acknowledgements related to the Risk-Based Performance Standard (RBPS) 12(iv) — screening for terrorist ties:

Facility has designated and trained an individual or

Yes

individual(s) (to include third parties) responsible for O O
RBPS 12(iv)
Facility certifies that all affected individuals will be
covered by one or more of the options listed above, O O

and the facility will comply with RBPS 12(iv).

Facility has identified how it will safeguard
information about affected individuals that is obtained O O
from the CSAT Personnel Surety Program
application.

Facility certifies that it will comply with the timeframe
required for the implementation of the CFATS RBPS
12(iv) Personal Surety Program, according to their O O
faculty's Tier level.

» Options 1 and 2 require facilities to provide privacy
notices to all affected individuals.

» Options 3 and 4 recommend these notices but are not
required.




Personnel Surety Program Application

= The PSP Application is only available in CSAT 2.0 after the facility has
received a new approval to implement RBPS 12(iv).
= Key considerations prior to approval:
* How do you want to organize your information?
= Submitters, Groups, and User-Defined Fields

» \Who will be responsible for the initial upload?
» \Who will be responsible for recurring uploads?
* How will you ensure your information remains up-to-date?
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CSAT PSP Roles

CSAT PSP Description

User Role
Authorizer / » Can view, edit, and submit information about Affected Individuals under
Administrator Option 1 or Option 2 in the Corporation group.

» Can initiate the user registration process for individuals without an
existing CSAT user role and assign them PSP Submitter rights. Can
assign an existing CSAT user PSP Submitter rights.

» Can create and manage User Defined Fields (UDF) and groups.

PSP Submitter » Can view, edit, and submit information about Affected Individuals under
Option 1 or Option 2 in the group they have been assigned to.

» There can be multiple PSP submitters per Authorizer
» A PSP Submitter can only be assigned to one group at a time.

» Multiple PSP Submitters can be assigned to a group




Groups and User Defined Fields

Groups

User Defined Fields

¥

¥

Multiple PSP Submitters can be
assigned to each group.

Can view only names within that
group.

Helps to manage contracts,
divisions, branches, or other sets
of affected individuals to
segregate information from all
PSP submitters.

Facilities may waﬁt to consider
user defined fields to sort
information by:

» Facility ID
» Name
» Location, or

» Individual type (e.g.,
employee, contractor, visitor)
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Personnel Surety Resources

» PSP webpage: cisa.gov/cfats-personnel-surety-program

= PSP Toolkit: cisa.gov/publication/cfats-psp-toolkit

= Sample Questions and Answers
» Bulk Upload Spreadsheet
* Privacy Notice

= Fact Sheet: cisa.gov/publication/cfats-personnel-surety-program-fact-sheet

= Video Demo: share.dhs.gov/psp-webinar

» Notice of Implementation: federalreqister.gov/d/2019-14591
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https://www.cisa.gov/cfats-personnel-surety-program
https://www.cisa.gov/publication/cfats-psp-toolkit
https://www.cisa.gov/publication/cfats-personnel-surety-program-fact-sheet
https://share.dhs.gov/psp-webinar/
https://www.federalregister.gov/d/2019-14591

CSAT DEMO

Q3.50.330 Personnel Surety Program Options

Select which option(s) the facility will utilize to submit information about affected individuals.

[ Option 1
[ ]Option 2
DGptiDn 3
DGp’[iDn 4

DOther

_ P — Q zEINAAZAR [5? Logout
Homeland |({ N Mo
Security

& Current Authorizer: Zeina Azar
R el . OMB No. 1670-0007 Expiration Date: March 20
Chemical ent Too sm Vulnerability Information

Version 2.1.09
Home My Facilities  User Management  Personnel Surety Program  Help v

Search Affected Individuals

Last Name First Name Option Status
--Select an Option-- » --Select a Status-- ™
Submitted By Group Gender Birth Year
--Select a Name-- e --Select a Group-- ~ --Select a Gender-- ~ --Select a Year-- ~

User Defined Field

--Select a User Defined Field-- v

Croeee | Frer




Homeland
Security

Home My Facilities  Facility Details - 900002039

User Management  Personnel Surety Program

Help ~

798 US-90, Pensacola, FL 32503

Ownership

no dats found

Security Officers

no dats found

Number of Employees

No employee number information availble.

View More/Edit

Tier: 1 Status: Pending Tier

Surveys in Progress Facility Users

Survey ID Authorizer
T= Type Due Date 2
Zeina Azar
Return to Survey zeina.azar@hq.dhs.gov
4056911 SVA/SSP 2019-03-07 EELIS: 12%01':1021'02 (202) 510-4885
Request Extension 5
Test Lane

Washington, DC 11111

Return to Survey Last Portal Login: 2020-12-08 15:06:08
Top- Past 2020-06-24 .
4057149 Screen 2020-02-02 Due 1426:75 Request Extension
Cancel Update Submitter
Zeina Azar
row(s) 1-2of 2 .
zeina.azar@hg.dhs.gov
(202) 510-4885
1 Test Lane
Letters Awaiting Acknowledgement Washington, DC 11111

Last Survey Login: 2020-12-02 14:11:01

Mo letters are awsiting acknowledgement.

Preparers )

Upcoming Facility Visits Add/Delete Zeina Azar

zeina.azar@hg.dhs.gov
(202) 510-4885

Last Survey Login: 2020-12-02 14:11:01

No upcoming facility visits.

Reviewers

Add/Delete
V] v




Homeland
Security
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Ol Use

ritical Assets

Ol Association
julnerability Assessment
BSP Options

Response
yber
Security Management
System Inspection, Testing
and Monitoring
Training
Personnel Surety
Reporting Significant Security|
Incidents
Investigating Significant
Security Incidents
Officials and Organizations
Records
Planned Measures
Proposed Measures
Dptional Supporting
pocumentation
/alidate and Submit
ser Manual
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Q3.50.320 Types of Affected Individuals
Specify the types of affected individuals that the facility has.

[_Facility personnel (e.g. employees. contractors®) with access to the restricted areas or critical assets
[ Visitors with unescorted access to the restricted areas or critical assets

Additional Information

4,000 characters left
*High-risk facilities may classify particular contractors or categories of coniractors either as "facility personnel” or as “visitors.”

Q3.50.330 Personnel Surety Program Options
Select which optionis) the facility will ulilize to submit information about zffected individuals.

1
2

Option 3
e

Eptner

Q3.50.340 Personnel Surety Program Assertions
Select "Yes” or "No” for all acknowiedgements reiated to the Risk-Based Performance Standard (RBPS) 12(iv) - screening for terrorist ties:




Q3.50.350 Option 1 Affirmation

Select "Yes” or "No” 1o indicaie whether or not the faciity afinms ihat noiice has been or will be prowided o the afiecied indviduals whose miormation 5 being submilied under Oplion 1 which (1) notifies those individuals that their mformation s being submiied
o DHS for vetling against the Temonst Screening Datzbase. and in some cases additional information may be reguesied and submitied in order 1o resolve 2 poiential maich; (2) instructs those individuzis how 10 2ccess their information: (3) instructs thoss
indwwiduals how to correct ther information; 2nd (4) instructs those mdividuals on procegdures availabie 10 them for redress if they believe their information has been improperly maiched by the Depariment 10 mformation contained in the Termornst Screening
Datzbase.

Oves
Ono

Prowide additional commenisidescripions of this notice and how i will be provided 1o affiecied individuais.

4 000 characiers keft

Q3.50.360 Option 1 - Notification to DHS
Does the facilify pian to nolify DHS via the CSAT Personne! Surety Program Appiication when an afiected mdividual no longer has 2ccess 1o resiricied areas or crilical asseis?

Oves
Owo

4 000 characters eft




Q3.50.530 Option 4 - Visual Verification of Credentials
Select each of the below which are uliized 1o visually venly credeniials or documents accepied under visual veriicabion.

ing 2 picture on the credeniial or document 10 the affecied mdividual in possession of the credeniial or document.
‘ Comparing 2ny physical charactensiics Isied on the credential or document (e g height. hair color. eye color) wilth the physical appearance of the affecied individual n possession or the document or credential
ng for tampenng.
for an expration date.
for any insignia. watenmark, hologram, signature or ofher unigue feature.

4 000 characters left

Q3.50.540 Option 4 - Procedures if Unable to Visually Verify Credentials
What wil the faciily co T 1 is unabie fo visually venily an afiecied indvicual's credeniial or document. the credeniial or cocument fails visual veniication, or the credeniial or cocument appears invalid, expired. or fraudulent?

4 000 characters left




Homeland | ({
Security

Home My Facilities  Facility Deta 90 ? User Management  Personnel Suiety Program  Help v~

First Name Last Name Email Add User

Pending Users

Mo Pending Users Found.

Search Users

Search Reset

- ~
5
row(s)1-3of 3
Delete View First Mame Last Name Username E-mail Last Portal Login PSP Submitter Access PSP Submitter Access Group Status Account Locked? Administrator Administrator
x Q Adam Bengston adam.bengston bengstonas@ornl.gov 2020-04-02 11:42:59 |CORPORATION [EMPLOYE ™~ | Enabled Mo l:‘
X Q, Kelly Murray kelly.murray kelly.murray@haq.dhs.gov 2019-09-23 13:14:50 |CORPORATION [EMPLOYE ~ | Enabled Mo l:‘
x Q, Regina Bell regina.bell regina.bell@cisa.dhs.gov 2020-02-19 13:37:38 |N0 PSP Access 'S | Enabled Mo l:‘

Exeor‘t User List



Status Account Locked? Adminustrator Admunistrat

PSP Submitter Access Group

E-masl Last Portal Login PSP Submitter Access
2020-04-02 11:4259 CORPORATION [EMPLOWE ™ Enabled
ON EMPLOTE Vv ~ ted NO ‘

Delete First Name Last Name Usemame
Bengston adam.bery stonas2ormni.gow

Adam

Murrzs

£ Type here to search




Group Mame Description

Sroups

Di=play —
S
rowfsj1-2of2
Delete Edit Merge Group name Tz Description Number of Submitters Affected Individuals Submitted by Group
P CORPORATION [EMPLOYEES OMLY) For Submitters that are Employees of the Corporation 2 7
X P x Company ABC Company ABC o ]

row(s)1-2of 2



Homeland

.
Security
Home My Facilities  Facility Det; 0 ser Management  Personnel Surety Program  Help ~
Last Hame First Name Option Status
—Select an Option— w~ —-Select a Status— v
Submitted By Group Gender Birth Year
—-Select a Name-- w —Select a Group- R —Select a Gender-- w~ —-Select a Year— v

User Defined Field

—-Select a User Defined Field-- ~

Crose | rner |

Affected Individuals

Display 15 ~ Add Individual m

row(s}1-7 of T Download bulk upload template here XLS XL
DSeIectAII View/Edit Last Hame First Name Gender Birth Year Group Option Status Submitted by Submission Date
l:‘ Q F > Lambeau Ras Female 1979 CORPORATION (EMPLOYEES ONLY) Owption 2 Verification Pending zEina.szar 11/0%/2018
|:| Q F * McGraw Kim Female 1920 CORPORATION (EMPLOYEES ONLY) Crption 1 Submitted zeina.azar 11/08/2018
l:‘ Q F i Fiz Apple Female 1920 CORPORATION (EMPLOYEES ONLY) Option 1 Submitted zeins.azar
l:‘ Q F i Spears Justin Male 1989 CORPORATION (EMPLOYEES ONLY) Option 1 Submitted zEina.szar 11/08/2018
D Q F > Test Name 1984 CORPORATICON (EMPLOYEES ONLY) Crption 1 Submitted zeina.azar 05/20/2019
D Q F > Timberlske Kelly Female 18987 CORPORATION (EMPLOYEES ONLY) Option 1 Submitted zeins.azar 11/08/2018
l:l Q F i test neme 2001 CORFORATION (EMPLOYEES ONLY) Option 1 Submitted zeins.azar 02/28/2020

row(s}1-7of 7

Remove Individual(s) Export to PDF



Search Affected Individuals

Last Hame First Hame Option Status
--Select an Option—- ~ -Select a Status—- N
Submitted By Sroup “ender Birth Year

—Select a Name— ~ | —Selecta Group-

— ‘elect a Gender— v —Select a Year— ~

User Defined Field
CORPORATION (EMPLOYEES ONLY)

—Select a User Defined Field- b Company ABC

Affected Individuals




Display 15 v | Add Individual Bulk Upload

row(s}1-7of T Download bulk upload template here XLS XLSX

|:| Select All View/Edit Last Hame First Hame Gender Birth Year Group Option Status Submitte. Submission Date

Q F » Lambeau Fas Femals 1979 CORPORATION (EMPLOYEES OMLY) Option 2 Verification Pending zeina.azer 11/09/2018
Q F P McGraw Kim Female 1980 CORPORATION (EMPLOYEES OMLY) Option 1 Submitted zeina.szar 1/0%/2018
Q F i Fig Apple Female 1280 CORPORATION (EMPLOYEES OMLY) Option 1 Submitted zeina.azar 02/06/2020
Q F 7 Spears Justin Male 12889 CORPORATION (EMPLOYEES OMLY) Option 1 Submitted zeina.azar 11/08/2018
Q F > Test Mame 1994 CORPORATION (EMPLOYEES OMLY) Option 1 Submitted zeina.azar 05/20/2019

Q i 7 Timberlake Kelly Female 1887 CORPORATICN (EMPLOYEES ONLY) Option 1 Submitted zeins.szer 11/0242018

I I R

Q F 7 test name 2001 CORPORATION (EMPLOYEES ONLY) Option 1 Submitted zeina.azar 02/28/2020

Remove Individual(s) Export to PDF




Create User Defined Field

Description

Save

User Defined Fields are provided for stering any information desired by the facility (e.g., employee ID number, employee/contractor status, etc.) to manage the exchange of
electronic records between a high-risk chemical facility’s information systems and the CSAT Personnel Surety application. The Department strongly discourages the use of an
affected individual's Social Security Number to manage the exchange of electronic records between a high-risk chemical facility's information systems and the CSAT Personnel
Surety application.

User Defined Field

row(s) 1 -2 of 3

Remove | Edit Field ID # Name Description
x F > 124821 Facility Facility employes
b &l 124841 Test

X, 134842 Test2
row(s} 1 -2 of 3




Home My Facilities User Management  Personnel Surety Program  Help ~

Affected Individual Record Enroliment Option Selection

O Option 1. Input a record to directhy vet an affected individual against identifying information of known or suspected terrorists contained in the Terrorist Screening Database (TSDB).

@ Option 2A. Input a record to verify enrollment of an affected individual in the Transportation Worker ldentification Credential (TWIC) Program.

e'.fert to Option 1 — Select this checkbox if vou would like the Department to automatically submit an affected individuals record under Option 1 , when the
Department iz no longer able to verify an affected individual that was previoushy submitted and verified under Option 2.

O Option 2B. Input a record to verify enrollment of an affected individual in the Hazardous Material Endorsement (HME) Program.

O Option 2C. Input a record to verify enrollment of an affected individual in the Trusted Trawveler Programs, which includes:

» NEXUS

Free and Secure Trade (FAST)

Global Entry

« Secure Electronic Metwork for Travelers Rapid Inspection (SENTRI)

Werifying an affected individuals enrollment in the TWIC Program, HME Program or one of the Trusted Traveler Programs is optional. If it i= administratively easier for a high-rizk chemicz
do so.



Option 2A - Information Necessary to Identify Individuals with TWIC

An asterisk (*) beside a field indicates that an entry is required in the field.

Personal Information

* Last Name: * First Name:

* Date of Birth:

Gender/Citizenship Information

@ If the affected individual is a U.5. Perzon (U.5. Citizens and Mationals as well az U.S. lawful permanent rezidents) you must provide Country of Citizen=ship or Gender.
If the affected individual is NOT a U.S. Person, you must provide Country of Citizenship and Alien Registration Number or Pagsport Information.

* Country of Citizenship: Alien Registration Number:
v

OR

* Gender:
v

TWIC Information (Required)

*TWIC Serial Number:

* Expiration Date Displayed on TWIC:

Middle Hame:

Suffix



Home

anagement  Personnel Surety Progra

Bulk Upload

sults Summary

Number of Affected Individuals:
Added Option 1

0 [Total Number of Errors Found 3
Added Option 2 0 [Number of Errors Displayed 3
Upload Download bulk upload template here XLS XLSX Duplicates Found 0 [Number of Errors Not Displayed o
@ Affected Individuals will not be submitted until the errors are corrected and you click the submit button.
< >

Remove All Full Name of Affected Individual Alias Associated with Affected Individual Date & Place of Birth of Affected Individual Physical Description Citizenship Passport Info (Non-U.5. Citizen
LT LT T T L ast Name First Name Middle Name Suffix Alias Last Name Alias First Name Alias Middle Name | Alias Suffix Date of Birth City | County | State Country Gender Country Passport Country | Passport Nur

pe= || [sren || | [ | || | | | | || | || | || [peizaies || | || | || | || | ||| | | | | | || |

Potnsen || [wichsel || | ]| || | | | | || | || | | | || | || I | | [ritzdststes ] | | || |

The date must match mm/dd/yyyy format. |
[Bmith || [Mark [ | I [ ||| ||| [ e — T — [ [ | [ 1 || I [
<




Zeina Azar

Section Chief (Acting)
CFATS Operations

CISA Chemical Security
Zeina.Azar@cisa.dhs.gov

o

CISA Chemical Security 28
December 9, 2020



mailto:Zeina.Azar@cisa.dhs.gov

	Slide Number 1
	Today’s Session Will Cover …
	What Is the Personnel Surety Program?
	Rollout Plan
	As a Reminder: Affected Individuals
	Options for Compliance: Consideration
	Security Measures for Consideration
	Personnel Surety Program Application
	CSAT PSP Roles
	Groups and User Defined Fields
	Personnel Surety Resources
	Slide Number 12
	2020-seminars-psp-demo-lessons-learned-508-2.pdf
	Slide Number 1
	Today’s Session Will Cover …
	What Is the Personnel Surety Program?
	Rollout Plan
	As a Reminder: Affected Individuals
	Options for Compliance: Consideration
	Security Measures for Consideration
	Personnel Surety Program Application
	CSAT PSP Roles
	Groups and User Defined Fields
	Personnel Surety Resources
	CSAT DEMO
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28




