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Request | Respense | Tran |

FOST hifpfianaina81 200WebGoatattack?menu=410 HTTPM .1

Host: janaina: 8180

Usar-Agent: Mozillats. 0 (Windows, U, Windows NT 5.2, en-US, ne1.8.1 4 GeckalZ0070515 Firefow2.0.0. 4 Paros/3.2.1
2

Acoept: testhonl applicationfami applicationfhirm +omil texdithim | o=0.49 textiplaing=0 8, Imageipno, = g=0 5
ecept-Language: en-us eng=045

ihccept-Charset IS0-2858-1 ult-2,q=0.7 *,g=0.7

Keep-Alive: 300

Froxy-Connection: keep-alive

Feferer: htlpsjanzina:d G0AVehGoaliatiack? Screen=37 &menu=410

Cookie JSESSIONID=B33194ET0ABATEE49F 1 DEIECT1 B3BE9E

Buthorization: Basic Z3VIc306Z3VIe30=

Content-Type: applicafionf-weaw-form-urlancoded

Content-Lengih: 81

OT1=6E0TYI=6R0TY3I=680Tvd=68Neld2=4128+3214+0002+1 988 &0ald1=111&5UEMIT=Furchase

[Rawvien =]
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Source 1IP: 192.168.0.101
Source MAC: TZ:02:02:T2:12:12

Target IP: 192.168.0.1

Target MAC: 0000 0H (N 000 .
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ARPLlga

A

A

Source [IP: 192.168.0.1
Source MAC: 02:0202Z:02:02:02
Target IP: 19296580101
Target MAC: F242:72:f2:42:42
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MAC Address Scanner &J

-Target

Al hosts in my subret
" Range
—From-

]1?2_15.15.1

—Ta
|1?2.15.15.254

- Promizcuous-Mode Scanner-

[~ &RP Test [Broadcast 31-bit]
[ ARP Test [Broadcast 16-bit]
[~ &RP Test [Broadcast 8-bit)
[~ &RP Test [Group bit]
[~ ARP Test Mulicast group 0]
[~ ARP Test [Mulicast group 1)
[ &RP Test (Muliicast group 3]
[ Al Tests

Cancel ‘

|
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r : .
New ARP Poison Routing ——

WARMING 1

BPR enables you to hijack 1P affic between the selected host on the left ist and sl sedected hosts on the nght list in both
diechons. If & selected host has roubing capabiliies WAN traffic wll be intercepled a: well. Flease note that since your
|machine haz not the same performance of a router you could cause DoS f you set APR between your Default Gateway and

all other hosts on pou LAN.

IF addiess | MALC | Hostriame IP addiess | MALC I Hosztrame
17216161 00055021994C 17216.16.145 OOTAADS2OERF [ |
17216.16.2 DMDYE2DE4ASE 17216.16.2 DDTEZDEASE

17216716143 0O AADS22E TF

63l poame Slos £5,8 gz o b3 Ol ¥ S

JooSS gz il Cuh,y BB wlood atiigs oYL Jsoz 10 aS SewalS 50 2 IP slo ool Casly oo (5]
Joe (nlanles SSs o 8929 il das o (i 90,5 dndl IS a5 a5 goled (59, 2 (Sl poome a2l 3

lsis 4 a8 55l o o8 1 L 80 50T pins 5 95,5 (oo 65b pianmes 51331 o5 8305 SUISal (5l Jlad sy

|) JLM)J )‘ 03 J».\.»j S, Sleds| ng)Lw P om0 ub; JL@ ﬁ&&job;wm |) Wireshark )‘)5‘ ra).o ».\.0‘9.’ =
55 ot eV iy Ly 45 ARP Sledol 51 VL o S5 o)l L o)l381 o5 ) 51 enlitil & jgm 5o S oanlice

335 osaline |y Ll oy B3l agilys o dlolddly g 05 anlss wisds o Jougo, L3

M. Temae Sawe Uestirten Frotazal  Info
121 8. 711649 O0:216a: h:Tdda OO La a0 522 7T ARP wha has 172, 16,16, 1487 Tell 172.16.16.1
324 ZBE.TI1E54 D0:X1:BacShrFdrda 0055 20 1994 ARP who has 172.16.16.17  Tell 1L72.16,16. 149
323 XB. 711950 00:21:6az5b:Td 4a 00 LA a0 RE i 2e Tl ARP 172.16.186.1 13 ar O0:X1:6a:5%b:7d:da
126 28, 712037 O0:21:6azsheTd da = H=EHE S By B R ARP 172.16.16.140 15 at O0:21:GarShiTd:da
337 TA.T12408 o0:Lacabc52r2e:Tf DD 2Lcba:ihiTdida Ly 172.16.16.149 15 at 00:la:a0:52:2:7f
128 2B, TLIAR0 G005 kel i ae 02 i6a: $iTd da ARP 172,16, 16.1 18 ar 00:05:5d:1i90ide

ARP 8l 5,5 A IS

poomms Sldos 4y b s SIS conl (St 90,5 andl S0 4y a5 (goled (59, 0,bg0 SIS plas! 51 ey
A2 dasl> ARP 1S dladl> g5l
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:ARP ‘JMS PALY|IN L;)‘l.w S goumo il 3 3 o o ‘_;’9)
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Ly olg oo oyl &Bly alom 5,90 51 SIS &yge 0 Ll ol 0g2 g SMex> 1l b ablie sl IS oo, 0l
3,5 ablie SMas pl b o2iSTy g 0uisS (6 iy Slladl 5l S

(xe 4503) LAN ) clibloce
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APR 8 il ¢ iS5
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s 5 457 (SBlse 15 <85 Jai 3 sk Jo 1) S0 plge 4 0l (oo 1) Gy Gl 0Bl (o0 o diss ol 0 e
Loy oo ol aims o0 095 (315 dladl> a1, SCslinl Slal sl ools 099 03l caisS oo ool jaaisg Jole

DS oaslice 1) e SO j9aisg ARP 1S dladls> carp-a ylo 8 ol g jgiwd doran SO (04l

@ Administrator: C\Windows\system3A\cmd.exe M

Copyright 2089 H t C ation. ALl right d.

#1-88
81-88
-B8-

ARP 35 alail> somlie & JS5
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Pamled adlol 095 cand a1y o 6o (94,9 ¢ ) Heiwd Jawsd lel oo Ll
arp —s <IP ADDRESS> <MAC ADDRESS>

ARP SCliwl sl (69959 3| (sd 45 090 ddles 018 (S oy O 05 4 (LS el 4l LSl 4SS 90 0

O 5IB 08,5 (co s pladl l oS Jlo ) e 40 Silogil (6 5 5nalS (gie awgi 1) b (5059 (nl 9 00,5 4

aload ARP  Sruly 5 swlss 10 slo atws 4 slaiel sbm aSlls slo JgnalS a5 00,5 Jol> liebl £5.540

WS e et 355 ARP s 25 dlaile ol

et sl S5 Lawgs ARP 83 sl cleMbl e

WJ ol ol il oo STy J> ol ) G5l eolawl ARP 1S dladl> g5l pgonne ol j0 ablie g, o5
b 3685 i dix Jawgd g, ol 5l ookl ol o aSl jo llje Jawgy ool Jols Sledbol ed Julis
(XARP aslo)usl ouls >l Gas pl 4 s cqe 13)..4 aS goglils LB slalpl awes L (Snort wisle) calizes
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:DNS o ,8

B oaS das e (g (pl Lawgs abl o MITM) Sleo aseds Odas 3l S50 o905 DNS (yols g3
s S8 s 4l ol ules slmal (53 F5eeal®) lesen el (sl (52,2 DNS el o
Colw o @8ly ,o sl (pl 03,5 XXXXXXXXX : IP . o1 L www.bankofamerica.com asile culw 8,05 5 ls
Loy dax colo ol 0gd oo 00l SYYY.YY.YY.YY D IP 00T L www.bankofamerica.com  SKislo 5 e
sl Sb 8 ased Clus Sledbl § T SSb @l jlael 6850 (ased (pl Boa g oo aisle saisS ales> asd

el il sy 6 o i gl

3590 SS9, Oy et DNS L "ol Gy (61080l piian™ SS9, RFC 1034/1035 )5 oo 1) iy ya5 5.l
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e | google.com aiile cw ol ¢ il Slbls ) 8ussS sl (slo olKiws 4 Cowl e fpuad 45 .0

IP sla ol wluly g o0g LsT (74.125.95.103 ssile) lo col g 1P oy0T b L5 da olKtwss (ol i o
A Codled @ (0l8

SN IP gl oy0l 4y bgspo (53955 DleMol 5,055 208l (o0 i 3 (2l 4 DNS 9500 S 0 Shae Sl
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JL»)‘ ﬁ)lf QT 6|)4 ‘) IR W) w‘P)b CJLC)UQ‘)j).M: s ».\.»SLSAJLAJ DNS )5)*404.3‘) LS"'“'"P)") L\.u‘ s.).))f

..\J)Lb Se>g ».\.u‘)ﬁ L)"‘ L) Ls?r.u:l.o 9 Ls.a.«.a:‘}})b &wd 9O (e Le,u ‘ﬁ)lf LSJ olf».\.).é )‘ s\JLQJ <

m

I .- -
[ © 0000000 152.168.0.114 205,152 37.23 DNS Standard query A wireshariong * Blo & B

i Frame 1: 73 bytes on wire (584 bits), 73 bytes captured (584 bits)
® Ethernet IT, Src: 00:16:ceife:Bb:24 (00:l6:ce:fe:fb:24), Dst: 00:05:5d:21:99:4c (00:05:5d:21:99:4c)
¥ Internet Protocol, Src: 192.168.0.114 (152.168.0.114), Dst: 205.152.37.23 (205.152.37.23)
i User Datagram Protocol, Src Port: 1060 (10600, Dst Port: 53 (53)
= pomain Mame System (query)
- :

Transaction ID: Oxlg0f
§ Flags: Ox0100 (standard gquery)
Questions: 1
Answer RRs: O
authority RRS: O
additional RAs: ©
o Quiries
@ wireshark.org: type A, class IN

00i0 00 3b if 27 00 00 80 11 67 ci €O a8 00 72 cd 98 S .
G020 25 17 04 24 00 35 00 27 03 6d 18 OFf OL OO GO 0L  %..5.5.° .m...... 1
030 00 00 00 00 00 i EREEEC IR ST ... . 3 el
'-- 20091154 205.152.37.23 102.168.0.114 DNS Standard query response A 12817150122 ® B o @ B

[% Frame 2: 89 bytes on wire (712 bits), 89 bytes caprtured (712 bits)
® Ethernet II, Src: 00:05:3d:21:99:4c (00:05:5d:21:09:4c), D5t 00:16:ce:GeiBb 24 (00:16:ce:be:b:24)

# Internet Protocol, Src: 205.152.37.23 (205.152.37.23), Dst: 192.168.0.114 (192.168.0.114)

i User Datagram Protocol, Src Port: 53 (53), D3t Port: 1060 (1060)

= pomain Name System (response) |

[Request In: 11
[Time: 0.091164000 seconds]
Transaction I0: OulBof
i Flags: 0xE180 (standard query response, No error)
questions: 1
ANSwer RRS: 1
Authority RRs: 0
additional RAs: O
i Queries
Bl Answers
# wireshark.org: type A, class IN, addr 128.121.50.122

@020 00 72 00 3504 24 00 37 3c 20 18 OF BL BO 00 01 1 5.8.7 € 2vrers

o030 00 01 00 0D OO0 00 09 77 69 72 65 731 68 61 72 6b csseasaw Treshark

0030 03 6f 72 67 00 00 01 00 01 EONTMONINGNOMN _ord._.. . £ |
i ] E |

P odzm (o8 (Pl 5 (ls 50 sl aiwd Jluyl 9l 8 DNS (slo 55, o 09290 Dbl )| (28,5 Hlai o L
oS 4 (Sl &ws ol 61 DNS (slo jg9pm U005 oo oo C6 50050 DNS il e alidis o Slas 00,5 0
e yopm pbaST cils JUaml U518 DNS [gym SO 5 olgn gl @axsds cpl 51ais 8,505 L bls I o =t
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Fde [Edit surth !'r!w Encoding Langua-g: thngs Macro  Run  TedFx Phjﬁs Em:luw I X
s HBG se@&l &kl S|l 2 ti‘ﬂ‘ﬁliﬁ!ﬂ@mllﬁ‘lllﬂﬂ 3
I FEEFFEiaRiat i iaiaianitdisiatissisisisdissistis s iasidinsdasiasiissiv -
i % £
3 # ectercap —— erter.dns -— hosc file for dns_spoof plugin ]
¥ # £
5 # Copyright (C) ALoR & HaGh £
& ¥ #
7 # This program is free scfcvare: you can redistribuce it andfer modify &
2 # 4iv under che terma of che CHU General Public License as published by £
g ¥ the Free Software Foundaticon: either version 2 of the License, or E
i0 # (at your option} any later veraion. E3
it # g
e i e ]
13§ £
14 # Sample hosts file for dns spoof plugin H
15 # 3
16 # the format is (for A query): i
17 #  www.myhostname.com A 16B.11.22.33 £
ia ¥ * foo.cam A 16B.44_.55.65 2
g # H
20 % or for PTR query: #
21 ¢ ww.bar.com A 10.0.0.10 -
id ¥ 2
23 # or for HMX query: §
24 & domain., com MK XEX.HEX. KX, XHX &
25 # ]
26 ¢# or for WINS query: £
27 ¥ workgroup WINS 127.0.0.1 2
28 ¢ PC* WINS 127.0.0.1 &
29 & L3
30 # NOTE: the wildcardsd hosts can't be used vo poison the PIR reguescs £
3 ¥ ac if you want To reverse poison you have to specify a plain 2
32 # host. (look at the www.microscft.com example) §
i3 ¢ &
TG BRI ERRESIAS PSRN ERR SRR SRR
35
36
3
<35
39
40
41 -
546 chars 3525 bytes BOlines Ln:36 Col:1 Sel:118 122 bytes)in 1 ranges UNDX ANSI NS

etter.dns « oo ools g B DNS @) bgs o (689,9 o 00,5 adlal N S
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SS A IS 2> e ledbl) www.yahoo.com | yahoo.com sl DNS  ciwlss o & G banlin O g0

) e ol S P o)l ol 10 89290 igunalS ¢ s 0isS 0Jg5 172.16.16.100 : IP o 0T b Sewly &ws
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Ettercap.exe -T —q —P dns_spoof-M arp // //

B peselS as o el ds Jlal Y 5 St

el B= B e |

BN Administrator: Command Prompt

C:wProgram Files {x8&6)\EttercaplGlettercap.exe -T —q —P dns_spoof -H aprp -~ /7

CinProgram Files (xB6XEttercapHG>
ettercap NG-8.7.3 copyright 2001-2884 ALoR & MaGA

Listening on “DewicesNPF_{1E45559D-F7D8-4835-BAF1-F395B1C786533 ... (Ethernet?
DevicesMPF_{1E45559D-P7D8-40A35-BAF1-PI95SB1C78653> >  B0:508:56:C0:00:08 19
5]

2.168.126.1 255,255,255,

added to the ho
ARP poisoning victims:
GROUP 1 = ANY <all the hosts in the list)
GROUP 2 = ANY <all the hosts in the list)

Starting Unified sniffing...

ext only Interface activated...
it *h' for inline help

fctivating dns_spoof plugin...

aib o DNS lgs )3 sl axws il s Jb o Lils Ettercap 3 a5 N0 JSo
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gmaill - Wireshark

Eile Edit Wew Go Capbure Anabyze Statistics Help

BEdoe ctEXea v ¢s»«TF2PE Qacll gNHL B

EEJter:l g 4= Expression j & ggﬂr] ; ."IQFPW']

Destination Infa j
L16.0.135 2069.85.225.83 HTTR GET / HTTR/L.1
.B5,225.63 172.16.68.135 TCR http = 39916 [ACK] Seqel Ack=387 Wins6784 Lens=0 TSVe400943583
.B5.225.83 172.16.8.135 HTTR HTTR/1.1 301 Moved Permanently [text/ html]
168,135 209,695,225 .83 Tce 35510 = http [ACK] Seq=387 Acks=53T Win=8G13 Len=0 TSV=23832 15
.16.8.135 208.67.222.282 DS Standard query A mail.google.con
L67.222.222 172.16.8.155 DRS Stondard quary response CMAME googlemalil.l.google.com A 2008.65
16.8.135 209.95.225.683 TR 39411 = hrtp [SYN] Seqed Wins=5a40 Len=0 M5S=1458 TSYe23038 TSE
.B5,225.683 172.16.06.135 Tee http > 39911 [SYN, ACK] Seqed Ack=l Wiln=567Z Len=8 MSS=1388 TS
16.0.135 269.85.225.463 i= 39511 = http [ACK] Seq=l Ack=1 WinsSBEE Len=8 TSWs23G45 TSER=3
16.06.135 269.65.225.83 HTTR GET /madls HTTR/L.1
B5.225.83 172.16.8.135 TeP http = 39911 [ACK] Seqgel Ack=523 Wine67Ed Loned TSV=395820372 .

Jizl

Teriiar

I 3 |
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9310 60 do dB 60 88 33 40 11 49 14 ac 18 00 62 ac 18 N.L. 8. To..i.a.
jpo20 B0 ff ca 76 G2 89 80 Ja df d6 TH 5 A1 1000 Bl ...v..a o ¥aeees
GGG A6 AR AR BR BR 04 90 46 4R 45 S8 46 471 45 ar &5 F_HFPFLCF] F
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@ Shell
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i S 59> LAN box o | Use a proxy server Coowd o

Connection Settings

Configure Proxies to Access the Internet
O No proxy
O Auto-detect proxy settings for this network
O Use system proxy settings

() Manual proxy configuration:

HTTP Proxy: | 127.0.0.1 Port: 1234 :

Use this proxy server for all protocols

Mo Proxy for: |localhost, 127.0.0.1

Example: .mozila.org, .net.nz, 192.168.1.0/24
O Automatic proxy configuration URL:

| _@raload |
I Help %Cancel‘ <ok ‘
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&) Getting Started
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= < |G a
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ezl
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