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1. PROJECT OVERVIEW

1.1. Overview.

* & & o

1.2. Wh

1.3. Wh

This document provides a step-by-step guide to building an intrusion
detection system using open-source software, the process involves.

Installing RedHat Linux 7.1

Compiling/Installing and configuration of MySql/Apache/ACID/Snort
Setup of Snort rules

Hardening of Machine

The document assumes a basic level understanding of linux and
computer technologies.

atis snort ?.

http://www.snort.org/about.html

Snort is an open source network intrusion detection system, capable of
performing real-time traffic analysis and packet logging on IP networks.

It can perform protocol analysis and content searching/matching in order
to detect a variety of attacks and probes, such as buffer overflows,
stealth port scans, CGI attacks, SMB probes, OS fingerprinting attempts,
and much more. Snort uses a flexible rules language to describe traffic
that it should collect or pass, as well as a detection engine that utilizes a
modular plug-in architecture.

Snort has a real-time alerting capability as well, incorporating alerting
mechanisms for syslog, user specified files, a UNIX socket, or WinPopup
messages to Windows clients using Samba's smbclient.

Plug-ins allow the detection and reporting subsystems to be extended.
Available plug-ins include database or XML logging, small fragment
detection, portscan detection, and HTTP URI normalization, IP
defragmentation, TCP stream reassembly and statistical anomaly
detection.

at is Carnot+ ?.

Carnot+ is a methodology used by Entropy Ltd for the delivery of
professional services, the methodology is used throughout the
organisation from the R&D team, Sales team, Logistics, Engineering,
Service Desk and Marketing.

This document is a summary of some of the information available to and
designed by the different groups as per the Carnot+ process.

The full Carnot+ process is outside the scope of this document.
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2. IDS DESIGN

2.1. Solution Design.

The following diagram shows a simple example of where to place a snhort
sensor. We will be using the information in the below network diagram
during the configuration of our snort sensor.

In this example internet bound traffic i.e. web and email travels from the
internal lan through the firewall out through the internet router and out to
the respective destinations, inbound traffic passes back in the same way.

Network Diagram

IP Address
17.1.1.1/24

Stealth NIC

IP Address
17.1.1.254/24

IP Address
192.168.1.1/24

Firewall

IP Address
Snort Sensor (192 168.1.254/24

IP Address
10.1.1.1.254/24

IP Address
10.1.1.21/24 Internal
=
Administrator's LAN

Workstation

The key points are
¢ The snort sensor is placed in a key position to monitor all internet
based traffic in and out of the organisation.

¢ The firewall adds an extra layer of security to the solution, by placing
the snort sensor in a dmz connected to the firewall

File Name: snort4-latest.doc 5
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The snort sensor machine has 2 network cards.

¢ The first interface (eth0) of the snort box is linked to an interface off
the firewall, the firewall is configured to only allow the Administrators
pc connect to the snort sensor for https and ssh services, all other
traffic to and from the snort machine is silently dropped by the firewall.

¢ The second interface (ethl) watches all of the traffic passing between
the firewall and the internet router. The network card is configure with
no ip address and in our example were using a hub, if your using a
switch then a mirror/span port needs to be setup and the snort sensor
plugged into it. (See the relevant switch manuals)

Read-Only Interface Cable

See the following link on instructions to create a Read-only ethernet
cable, used to connect the hub/switch to the second nic of the snort
sensor. http://www.silicondefense.com/techsupport/ro-ethernet.htm

2.2. Further Reading.

The full complexities of network intrusion detection design are outside
the scope of this document but the following book and document are
recommended.

¢ Northcutt, Stephen and Novak, Judy and McLachlan, Donald. Network
Intrusion Detection Second Edition. Indianapolis: New Riders
Publishing, 2001.

¢ Deployment of IDS in complex network environments.
http://www.snort.org/docs/iss-placement.pdf
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3. PRE-REQUISITES

3.1. Overview.

Before you begin make sure you have all of the below hardware
requirements.

3.2. Hardware Requirements.

* & o o

For this build, the server must have at least the following minimum
specification.

Pentium 11l 500mhz

128 MB of RAM

4 Gig Hard Disk or greater

2 PCl-based Network Interface Cards

All hardware must also be on the redhat hardware compatibility list.
http://hardware.redhat.com/hcl/

3.3. Software Requirements.

This document uses particular versions of software, newer versions are
generally available but the following versions have been tested so that
they will work together.

Basic Software

Redhat 7.1 — Binary cd-1 and Binary cd-2 — http://www.redhat.com
Operating system for console and sensors.

Windows SSH Client, if the administrative workstation is windows based
then the following client software is necessary, as by default OpenSSH is
enabled on Redhat 7.1

¢ TTSSH is a free SSH client for Windows.
http://www.zip.com.au/~roca/ttssh.html

Installation of this product is outside the scope of this document.
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Software used for Snort

Before starting, put the binaries on cdrom or make them available on an
ftp server.

mysql-3.23.42 - http://www.mysal.com/
Database to store alerts.

apache_1.3.23 - http://www.apache.org
Web server that will run the console and reporting software.

openssl-0.9.6¢ - http://www.openssl.org
Library that performs encryption/decryption for mod_ssl.

mod_ssl-2.8.7-1.3.23 - http://www.modssl.org
Enables Apache to provide SSL-secured web pages.

Acid-0.9.6b21 - http://www.cert.org/kb/acid
Analysis Console Engine for Intrusion Detection, a PHP-based analysis
engine to search and process the data generated by the Snort sensor.

php-4.1.2 — http://www.php.net
PHP is a web based general-purpose scripting language, used by ACID.

adodb172 - http://phplens.com/lens/dl
This is database abstraction library used by ACID.

gd-1.8.4 - http://www.boutell.com/gd
A graphics library for fast image creation.

phplot-4.4.6 - http://www.sourceforge.net/phplot/
This routine is a class for creating scientific and business charts.

snort-1.8.6 - http://www.snort.org/dl/
Intrusion Detection software for the sensors, the core of the system.

snort-rules-current. - http://www.snort.org/dl/signatures/
The latest snort rules.

Libpcap version 0.7.1- http://www.tcpdump.org/
Library that handles the actual capturing of packets from the network
interface.

bastille 1.3.0-1.0 - http://bastille-linux.sourceforge.net/
Security hardening script for the Redhat Linux Operating System.
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4. BUILD REDHAT

4.1. Overview.
Let’s start.

The below url provides a good reference guide to installing RH-Linux 7.1,
http://www.redhat.com/docs/manuals/linux/RHL-7.1-Manual/install-guide

The following screenshots are based on this document.

4.2. Installation of Redhat.

Unpack the server, install the network cards, plug everything in, turn on
the machine (You may need to change a BIOS setting to allow boot of
cdrom).

Insert Redhat CD-Rom1 and boot away.

The following screen appears.

Red Hat

To install or upgrade Red Hat Linux in graphical mode,
press the {ENTER> key.

To install or upgrade Red Hat Linux in text mode, type: text <ENTER>.

To enable low resolution mode, type: lowres <{ENTER>.
Press for more information about low resolution mode.

To dizable framebuffer mode, type: nofb <ENTER>.
Press for more information about disabling framebuffer mode.

To enable expert mode, type: expert <{ENTER>.
Press for more information about expert mode.

To enable rescue mode, type: linux rescue <ENTER>.
Press for more information about rescue mode.

If you have a driver disk, type: linux dd <ENTER>.

Use the function keys listed below for More information.

Hit Enter

The following screen appears

Red Hat Linux
Orline Help Language Selection
What language should be used during
the installation process?
Language Selection
Choose.the language you would creet
ke to use during this Red Hat
Linux installation. French
German
Hungarian
Icelandic
Italian
Japanese
Norwegian
Romanian
Russian
Serbian
Slovak
Slovenian
Spanish
Swedish
Turkish
Ukrainian
2 Hide Help ? Release Notes < Back B> Next

Choose English, Click Next.

File Name: snort4-latest.doc 9
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The following screen appears

_ Red Hat Linux

Online Help

Keyboard
Configuration

Choose the keyboard that best fits
your system,

It you can't find an extact match,
choose the closest Generic match
{for example, Generic 101-key

PC).

Then choose the layout type for
your keyboard (for example, U.S
English).

Entering special characters {such
as M, &, and ¢ is done using "dead.
keys" (also known as compose key
sequences), If you wish to use
special characters requiring the
use of dead keys, select Enable
dead keys. It not, select Disable
dead keys.

Use the blank text field at the
bottom of the screen to test your

7 Hide Help 7 Release Motes

[+

]

Keybnard Configuration
&8

Generic 101-key PC
Generic 102-key (infl) PC
Generic 104-key PC

Mol

&)

Generic 105-key (inf) PC
HP Intemet

Japanese 106-key
Keylronic FlexPro

€1

Layaut

]

Swiss German

US. English wi deadkeys
U5, English w/509995-3
Ukrainian

L

Dearl Keys

Disable dead keys

Testyour selection here

[test vour keyboard selection by entering type here|

< Back B> Next

set the Layout to be “United Kingdom"

Click Next.

The following screen appears

_ Red Hat Linux

Online Help

Mouse
Configuration

Choose the correct mouse type for
your systerm,

Do youhave a PS72, Bus or serial
mouse? (Hint: If the connector
your touse plugs ito 15 round, you
have a PS/2 or a Bus mouse; £it’s
rectangular, it's a serial mouse.)

Try to find an exact match in the
firstbos at right, 1 an exxact match
canmot be found, choose one which
s compatble with yours.
Otherwise, choose the appropriate
Genericmouse type.

It you have a sertal mouse, pick the
device and partitis connectedtoin
the nextbox

The X Windows System s designed
to make use of a three—button
mouse. If pou have a two—button

7 Hide Help 7 Release Motes

]

Mause Canfiguration

ALPS GlidePoint (PS/2)

I ASCI
ATI Bus Mouse

~ Generic
2 Buttan Mouse (P5/2)
2 Buttan Mouse (USB)
2 Buttan Mouse (serial)

3 Button Mouse (U5B)
3 Button Mouse (serial)
I Genius
b Kensington
P Logitech
[ MM
b Microsoft
Mouse Systems Mouse (serial)
None None
Sun Mouse

Port [Device
yS0 roewitty S0 (COM1 under DOS)
fyS1 sdevAtyS1 (COMZ under DOS)
ftyS2 rdewitlyS2 (COM3 under DOS)
tyS3 rdewityS3 (COM4 under DOS)

[~ Emulate 3 Butions

<] Back

Set mouse to be “2 button (PS2)” -
(This is dependant on your mouse hardware)

Click Next

The Welcome Screen appears

Online Help

Welcome to
Red Hat
Linux

Welcome! This
installation process is
outlined in detail in the
Red Hor Livag, Instediozion
Guide available from Red
Hat, Inc.. Please read
through the entire
manual before you begin
this installation process.

HTML and Postscript
copies of the manual are
online, at

http: ffererr redhat.com,
There is also an HTML
copy on the Red Hat

? Hide Help
Click on Next

| I

Welcome

| redhat.
Linux

System Installer

<] Back ‘ o et

Carnot+
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The following screen appears

Red Hat

Online Help Install Typs

1 @

g Install

Install Options

Choose whether you would like to

perform a fallinstallation or an

wpirade. i » Workstation

A fll instellation will destroy eny

previously saved information on the ] Server System
selected partitions

Anupgrade will preserve existing 3

Red Hat Linux system data. ® L

It you want to perform a ful

installation, you must choose the
class {ortype) of the installation.

o ﬁ Custor System

Your options are: Workstation,
Server, Laptop, o Custorn.
] g Upgrade
1 you don’t know which installation
class you want, read the.following
very carefull.

Note: In addition to the installation
methods mentioned below, Red
Hat Linux can alse be installed
“within" an already existing FAT =

2 Hide Help ? Release Notes <1 Back B> Next
Click on the item “Custom System”
Click on Next

The following screen appears
Red Hat

Online Help Disk g

| Flease select the type of disk partiianing you wauld like to use.

. Automatic paritoning wil erase any preexisting Linux installations
Dlsk on your syster

Selecting manual partiioning allows you to creats the partitions by

Partitioning hana

One of the largest
obstacles for a new user
during a Linux
installation is partitioning.
Red Hat Linux makes this
process much simpler by
providing an option for 4 putomatically partition and REMOVE DATA
automatic partitioning. ~ Manually partition with Disk Druid

~ Manually partition with feisk [experts aniy]
By selecting automatic
partitioning, you will not
have to use the Disk
Druidor fdisk
partitioning tools to assign
mount points ot allocate
space for your installation. |,

2 Hide Help ? Release Notes <] Back B> Next
Click on “Manually partition with Disk Druid”
Click Next.

The following screen appears
Red Hat Linux

Online Help [DiskD ‘
L= il
Mount Point| Device| Requested| Actual| Type
Partitions 60 Linux n
/ hdas F73M 3734M Linus n
Choose where youwouldlike Red ~ — || <Swap>  hdaf B4M  BAM Linux swap
Hat Linux to be installed.

Note: If you are perforning a
Partitionless Installation you
will need to define an existing
DOS/Windows partition as root,
shovm as /, Click onthe FAT
partition you want to sclect for this
installation, Once itis highlighted,
click 27 to assign it the mownt Add Delete Reset Iake RAID Device
point of / {root). Click G& when = [Eml [ =

yow're done. Cnce youhave

centirmed this choice, you vl [rive [Geom [crts) [Total v Free v used gviused (%)

need to define the appropriate g [7 /53] 01 3815M 1

amout of roct flesysten and swap
space for your system,

Drive Summar:

For more detailed instructions, you
must referto the chapter nsrailing
Without Paréitioning in the Red
Hat Linux Instaliation Guide.

It you don’t know how to partition. |

2 Hide Help 7 Release Noles <] Back > Next
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Partitions - Overview

Depending on the previous use of the machine e.g. Windows NT etc.
You will need to delete all the existing partitions.
To delete, highlight a partition, click on the Delete button, Click Yes.

2 Red Hat Linux

Online Help

Disk D

a] |(Partitions
Mount Paint[ Device| Requested| actual| Type
Partitions /ool hila EM Linux native
¢ hdas 3734M  3734M Linux native
Choose where you would ke Red <Swaps MG 64N BAM Linux swap
Hat Linux to be installed.

Note: If you are perfortning @
Partitionless Installation you
will need to define an existing
DO§/Windows partition as root,
shown as /, Click onthe FAT
partition you want to select for this
installation, Once it is highlighted,
click Bdif to assign it the mount Add
point of # (root). Click G% when =
yow're done, Once you have
contirmed this choice, you vll
need to define the appropriate. hda 7 B/B3) _ 3815M 0M
amount of root fllesystem and swap
space for your system.

Delete Reset

v Free vy used vpused %)
5i 3815M 100%

Make RAID Device

Drive Summary

For more detalled instructions, you
must referto the chapter Znstaliing
Without Parestioning in the Red
Het Linay, Instadletion Gustde.

If you don’t know how to partition | w|

2 Hide Help ? Release Notes <1 Back B> Next
Now create the following partitions, we have a 14GB disk, so the
breakdown would be as follows.

/boot - 31MB
/ - 1027MB - root partition
Jusr - 1027MB - snort/acid/apache/mysql binaries.

<swap> - 258MB - swap partition
Ivar - 11976MB - log and database storage.

(Our linux installation size will be around 500MB, using the above
partition strategy and after installation /boot = 3.5MB, / = 54MB,
/usr=362MB, /var=7.8MB. If you have a larger or smaller disk, then use
the above patrtition strategy as a guideline, the /var patrition is created
last and enabled with the “Use remaining space” option, see below. )

Create Partitions
To create a standard “Linux Native” Partitions, click on the ADD button.

The following screen appears.

Oriing Help

i
Partitions P

to
install Red Hat Linu?

< Back b
In the above example we are creating a /boot partition.

¢ Enter the mount point as /boot
¢ Enter the Size = 31MB
¢ Partition Type “Linux Native”

Click OK

File Name: snort4-latest.doc
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To create a swap file, which is necessary and usually around twice the

size of available physical ram, click on the ADD button

The following screen appears

Onling Halp Disk D

Patons
[voun pom]Devee Remuesed]_ActalTyee ]
Partitions (Tooot hdal 25M  25M Linuxnative
on s siod s Lo

1 Linux native

‘Where do you want to

il Red Hat Ly MO PO ]
Peseroectyouare SO E 7]

performing 2
Partionless Installaion.

youvdllneedto define . u
I existing Pariion Type: Linux swap o

DOS/Windows partiion
esroot, showm as . Click

onthe FAT partionyou  Allowable Drives

wrant o select for this

installation, Once itis
highlghted,click 52 to
assignitthe mount pont
o (coot). Click 0k when
you're done. Once you
have confirmed this
chotce, youvilneedto

P Hide Help < Back o

_IGrow to il disk?

¢

¢+ Enter the Size = 256MB (2*128MB)

Click OK

When all of the above partitions have been created click Next

The following screen appears.

= Red Hat Linux

Online Help————— Choose pariitions i

Change the Partition Type to “Linux Swap”

[ rdevéhdas /

Choose Partitions I fdewihdal /boot
to Format

Choose the partitions that you
would ke to format for Red Hat
Linus,

Do you want to checkfor bad
blocks?

Checking for bad blocks can help
prevent data loss by finding the bad
blocks on a drive and making a list
of themn to prevent data from being
woritten to them in the future,

[~ Check far bad blocks while formating

2 Hide Help 7 Release hotes

<1 Back

Accept the defaults, Click Next.

The following screen appears.

= Red Hat Linux

Online Help Lo e
A = create boot disk
LILO [7 Install LILO
Configuration Install LILO boot record on

(5 /devihda Master Boot Record (MBR)
LILO, the Linuz LOader, is ( fdewhdal First sectar of boot partiion

software that can be used to start

can also start other operating

Kemel parameters
systems, such as Windows 9:x.

Red Hat Linug on your computer. It [7 Use linear mode (needed for same SCSI drives)

whether) you want to configure

[« Default boot image
LILG, i 2

Baot label: [linux
Create oot disk: You should

Here, you'll be asked how (or Partition: /dev/hoas Type:Linux Native

ereate a boot disk f you are not Partition type |Boot label
installing LILO on the MBR or it 5 Linux Naiive linux
youare notinstalling LILO at all

Do not install LILO: You can
choose to skip LILO i you do not
want to write LILO to your drive. If
you have two hard drives with a
different O on each drive, you
may prefer to use a boot disk rather
than LILO.

Toinstall LILO, select whereyou | »|

7 Hide Help ? Release Notes

< Back

Untick “Create boot disk” (This will be created at a later stage)

Accept the defaults.
Click Next

File Name: snort4-latest.doc
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The following screen appears

2 Red Hat Linux

Online Help Netwark C

= ethl i
Network [~ Configure using DHCP
= . [7 Activate on hoot
Configuration
Choose yournetwork card and Eaiieg 10216001
whether you would like to Netmask: 755.255.255.0
configure using DHCP. If you have Nework: 192.168.0.254

multiple Ethernet devices, each
device will have its own

Broadcast  [192.166.0.1

contigaration sereen, You can

switch between device screens,
(for example eth0 and ethl); the Hostname: sparky.redhatcom

information you give will be Gateway: 192.166.0.1
specific to each screen, If you e
select Activate on boot, Four S 717542715
network card will be started when )| Secendary DNS: ||

youboot, Temary DNS

It you do not have DHCP client
ACCESS OF are Unsure. as to what
this information s, please contact
your Network /4 dministeator.

Next enter, where applicable, the
1P Address, Netmask, Network,
and Broadcast addresses. If you
are imsnire ahont any of these 2]

2 Hide Help 7 Release hotes

< Back B> Next

The snort sensor has 2 network cards. (referenced as ethO and ethl)

Network card - eth0

. Red Hat Linux

CUIEGH———————— aie

= Ethni
Configure using DHCP

Network L isentaire g

. . 7 Activate on hoot
Configuration
Choose your network card and RiAddress: ) 19218001 |
whether you would like to Netmask:  [255255255.0
configure using DHCE. If you have Network:  [192168.0254

multiple Ethemet devices, each
device will have its own

Broadcast  [132.166.0.1

configaration screen. You can
switch betveen device screens,

for exernple ot and cthly the Hostname: sparky.redhal.com

information you give will be Gateway |
specitic to each screen. It you ———
select Activate on oo, your Primary DNS:  [207.175.42.153
network card will be started when | | Secandary DNS: ||

youboot. Temary DMS:

It you do not have DHCP client
access or are unsure. as to what
this information is, please. contact
your Network 4 drministrator.

Nezt enter, where applicable, the.

1P Address, Netmask, Network,

and Broadcast addresses. If you
= 1msire shont ang of thes ]

2 Hide Help ? Release Notes

< Back > et

Untick “Configure using DHCP” on the Tab — ethO

Enter the following information as per the above network diagram.

(or use your own information)

Heading Value

IP Address

192.168.1.1

Netmask

255.255.255.0

Network 192.168.1.0
Broadcast 192.168.1.255
Hostname entropy-snort

Gateway

192.168.1.254

Primary DNS

N/A - (Don't have one in our
example)

Secondary DNS

“

Ternary

Click on the Tab ethl

Carnot+
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Network card - ethl

Highlight the second Tab — ethl
Red Hat Linux

Online Help Neturark Ci
= Etth
Network ™ Configure using DHCP
. . 7 Activate on hoot
Configuration

Choose your network card and e hIRaLI

whether you would like to MNetrask: 255.255.255.0
configure using DHCE. If you have Network:  [19z2188.0.254
multple Ethemet devices, each
device will have its own
configuration screen. You can
switch between device screens,

for exernple ot and cthly the Hostname: sparky.redhal.com

Broadcast  [132.166.0.1

information you give will be e T
specific to each screen. lf you ——
select dctivate on boot, pour Primary DNS:  [207.17542153
network card will be started when | | Secondary DS ||

youboot. Temary DMS:

It you do not have DHCP client
access or are unsure. as to what
this information is, please. contact
your Network 4 drministrator.

Nezt enter, where applicable, the.
1P Address, Netmask, Network,
and Broadcast addresses. If you

1matira ahant ans of th

2 Hide Help 7 Release Noles <] Back > Next

Untick “Configure using DHCP” on the Tab — ethl
Untick “Activate on boot”
Click Next

The following screen appears

Red Hat

Online Help Firewall C
Please chonse your securty level

. = High  Medium Mo firewall

Firewall

Configuration [ | * Use defautt firewall rules
 Custorize

Red Hat Linux also offers you

firewrall protection for enhanced Trusted devices: [C7 cipob

system security. & tirewal sits 0 wland

between pour computer and the

network, and determines which Allmw incoming: [ DHCP

resources on your computer O ssH

remote users on the network are O Temet

able to access. A properly O www (HTTPY

configured firesvall can greatly O Mail (SMTP)

increase the out—of—the -box O Fre

security of your system. oot |

Choose the appropriate security
level for your system.

High Security By choosing High
Security, your system will not
accept connections that are not
explicitly defined by you. By
defaul, only the following
connections are allowed:

 DNS replies hd

2 Hide Help ? Release Noles <] Back

Click on “No firewall”
Click Next

The following screen appears
Red Hat

Online Help Language
[+] |Choose the default language: -
Language Support Choose the languages to install
Selection [ Casch Select al
O Danish
“Youmust select 2 language to use & English Reset
as the default language. The default O French
language will be the Language used [ German
on your Red Hat Linux system [ Hungarian
once installation is complete. If you [ Icelandic
choose to install other languages, it O] talian
s possible to change the default O Japanese
language after the mstallation, [ Horwegian
[] Romanian
If you are only going ta use one [ Russian
lenguage on your system, selecting  — | [ Serbian
only that language will save. 0 slovak
significant disk space, This is the. [ Siovenian
default and recommended setting, [ Spanish
as Getermined by the language you [0 swedich
selected to use during the % Turkish
installation. However, by selecting
only one language, you will only be
able to use that specified language
after the Red Hat Linuz installation
is complete.
Red Hat Linus can alrematel 2]

2 Hide Help ? Release Notes <] Back B> Next

Carnot+
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Untick — English (USA)
Tick - English (Ireland).
Click Next

The following screen appears

Red Hat

Online Help Time Zone

IO

Locaton | UTC Oset

Time Zone View: World [a| I system clock uses UTC @
Selection

You can set your time Zone either
by sclecting your computer’s
physical location, or by your time
Zone’s offset from Universal
Coordinated Time (also known as
UTC).

Notice the two tabs at the top of
the screen. The first tab offers you
the ability to configure by location.
With this option, you can choose

i i e =TT g o BT [
y“armw I‘:”Ch?:s;gr‘ﬂ?iw' b Americaontevideo

options are: Yor.c, Morth Amenica, America/Montreal Eastern Time - Ontario & Quebec - most locations
South America, Pacific Rim, Ametica/Montsenat

Europe, Africa, and Asia. p

From the Interactive map, you can

: : : Americamipigon Easterh Time - Ontarlo & Quebec - places that cid fi
click on a specific city, as indicated AmericaNome Alaska Time - west Alaska
by the yellow dots, and a red £ will AmericarNoronha Atlantic istands

appear at your selection. a/Panar

“You can also scroll through the city
list and choose your desired time [

2 Hide Help 2 Release Notes
Change the “View” to Europe
Setup as “Europe/Dublin”
Click Next

The following screen appears

Online Help Account C

K

Accu}mt i Root Password:
Configuration A F
Note: Setting up aroot account Root password accepted

and password s onc of the most Aecount ane, [are
important steps during your

installation. Your root account Password: g Passward (confinm).
enables you to install packages, User password accepted
upgrade RPMs and do most systemn

maintenance. Logging in as root Full Name [Jewell Moore

gives you complete control over

your system and s very powerful Add | Edit | Delgte | Hew |
“You should be sure to use the root ‘Account Name| Full Name

account only for administration.

Create. anon—root account for
your general use and su — to gain
root access when youneed to fix
something quickly. These basic
rules will minimize the chances of a
typo orincorrect command doing
damage to your system.

Enter a password for the root

account The password must be at
least st chararters in lenath [

2 Hide Help ? Release Notes <] Back B> Next

Enter the root password and again to confirm.
Click Next
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The following screen appears

= Red Hat Linux

Online Help

Authentication
Configuration

“You can skip this section if you will
not be setting up network
passwords, [Eyou are unsure, ask
your system administrator for
assistance,

Unless you are setting up an 1S
password, you will notice that both
MDS and shadow are selected.
Using both will make your system
as secure as possible.

# Erable MDS Passwords -
allovs a long password to
be used (up to 256
characters) instead of the.
standard elght letters or less

* Use Sheubow Passwords ——
Provides avery secure
ethod of retaining
passwords foryou. The

password filed in the =

@

[# Enahle MDS passuords
[# Enahle shadow passwords

[~ Enable NIS

IS Dornain:
[T Use broadeast to find WIS server

i server: [

[~ Enable LD&P

LDAP Server, [

LDAP Base DI [
[ Use TLS lookups

[~ Enable Kerberas

Realm

KDC.

Admin Server:

2 Hide Help 7 Release hotes

<1 Back

Accept the defaults and Click Next

The following screen appears

Red Hat

Online Help

Selecting Package
Groups

Select the package groups that you
wantto install. To selectapackage
group, click on the check box
beside it

To select packages individuly,
yowrmust check the Selece
Individual Packages box st the
bottom of the screen.

Package Group

= @ Printer Support
= I% % Window System

= ?“@ GNOME
[

u {fg; KDE

= % Ml W WNews Taals

[ DOSAwindows Connestivity

r & Games

|

[ Select individual packages

Total install size: 934N

2 Hide Help 7 Release hotes

<1 Back

B> hext

Disable all of the Package groups except the following.

Development.
Utilities

* & o o

Click Next

Networked Workstation
Network Management Workstation

Carnot+
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The following screen appears

Online Help Ahaut to Install

About to
Install

Caution: Once you click
Next, Red Hat Linux will
be written to your hard
drive. This process
cannot be undone, so if
yow've decided not to

Click next to beqgin installation of
Red Hat Linux.

A complete log of yaur installation
will be in stmp/install log after

install Red Hat Linuz, rebooting your system. You may
this is the last point at want to keep this file for later
which you can abort the reference

installation process.

To abort this installation,
remove a1l Red Hat
Linux media, and press
your computer’s Reset
button or resef using
Contral-—Alt-—Delete

? Hide Help <] Back | B> Next
Click Next

The following screen appears
Red Hat

Online Help Installing Fackages

Package: vifi-common-6.0-0.18

Size: 10,076 KByles

Summary: The comman files needed by any version of the VIM editor.

Installing Packages
We've gathered all the information [Festogp Fragees

needed to install Red Hat Lmu§ on Total Progress.
your spstem. It may take a while to |

install everything, depending on

B = Status | Packages| Size| Time]
ot Total 463 938 M 027.23
Completed 128 248 M 0:0643
Remaining 385 750 M 02033

redhat

2 Hide Help. 7 Release Noles <l Back > next
The partitions are created/formatted and the packages are installed, all
errors are put into /tmp/install.log

When prompted put in CD-ROM2, click OK.
Installation continues.

The final screen appears

Congratulations

Congratulations, installation is complete

Press return to reboot, and be sure to remove
your baot medium as the system reboots, or your
system will rerun the install. For information on
fixes which are available for this release of Red
Hat Linux, consult the Errata available from
hitpztwwew redhat comserrata,

Infarmation an configuring and using your Red
Hat Linux system is contained in the Red Hat
Linu manuals.

% Show Help < ‘ = Ext
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Click Exit
The Server ejects the cdrom and reboots

After the reboot, login as root usmg the ssh client.

™ Tera Term - 10.1,1.94 ¥T i B ] 55
File Edit Setup Control Window Help

ast login: Sat Mar 16 18: 28 65 26882 from 10.1.1.21 -
[rootBentropy—snopt /root]

Change the Start-up Scripts.

Run the following commands, to reduce the number of services loaded
during boot up of the server.

cd /etc

mv /etc/rc2.d /etc/rc2.d_bak

mv /etc/rc3.d /etc/rc3.d_bak

mkdir /etc/rc2.d

mkdir /etc/rc3.d

In -s ../init.d/sshd /etc/rc3.d/S55sshd && In -s ../init.d/network
/etc/rc3.d/S10network && In -s ../init.d/syslog /etc/rc3.d/S12syslog &&
In -s ../init.d/crond /etc/rc3.d/S90crond && In -s ../init.d/random
letc/rc3.d/S20random && In -s ../rc.local /etc/rc3.d/S99local

¢ Reboot the server

* & & o o o

Hosts file

A hosts entry for the snort server needs to be put into the hosts file, run the
following commands (see the reference for use of the vi editor in the next
section)

cd /etc
vi hosts

Add the following line, without quotes below the “127.0.0.1" text.
“192.168.1.1 entropy-snort entropy-snort.entropy.ie”

¢ Save and exit
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5. BUILDING/COMPILING

5.1. Overview.
Now that linux has been installed we are going to compile the binaries.
The files used need to be copied onto our new server, from an existing
ftp server or from a cdrom.

5.2. Setup.

Login into the server and create a directory for the files, using the
following command

¢ mkdir /usr/local/acid_setup_files

copy all the files into this directory from a cdrom or from an ftp server.

F1 Tera Term - 10.1.1.94 ¥T P =[5 |
Ele Edt 3etup Control Window Help
[rnncﬂennupy—snurt acid_setup filesl# 1s -la ;|
total 23012
e e 2 woor root 4096 Mar 16 18:36 .
dewxer—xp-x 12 root root 4096 Mar 16 10:35

1 root root 109786 Mar 16 10:35 acid-0.9.6b20.tar.gz

1 root root 172935 Har 16 10:35 adodbi?2.tyz

1 root root 2218130 Mar 16 18:35 apache_1.3.23.tar. gz

1 root root 137586 Mar 16 18:36 Bastille-1.2.8-1.imdk.no

root 24323 Mar 16 1B:36 Bastille-Curses—module-1
root 257631 Har 16 18:35 gd1.8.4 car oz

root 197653 Mar 16 18:35 libpcap-9.7.1.tar.

root 751993 Mar 16 10:35 nod se1-2.8.7-1.3.53. tar
root 11760768 Mar 16 10:35 nysql-3.23.42.tar.gz

root 2151198 Mar 16 18:35 openss1-0.9.6c.tar.gz
root 59098 Mar 16 10:36 perl-Curses—1i.05—2ndk.i5
root 3359964 Mar 16 10:35 phy1.1.2 ¢ar.ga

root Mar 16 1@:35 phplot—4.4.6.tar.gz

root 1706935 Mav 16 18138 Showecd B 3 eam, gz

roat 396086 Mar 16 10:35 snortdb-extra.gz

Fru—r——r—— 67596 Mar 16 18:35 snortrules.tar.gz
[onatBontropy—snowt acid_betap_filesTh

Editing of configuration files

Throughout the use of this document, we will be using the vi editor to edit
files, see the following link, which has a tutorial on the vi editor.
http://www.linux.ie/articles/tutorials/vi.php

5.3. Compiling/Installing — GdGraph.

To compile and install the gd-graph package run the following
commands.

cd /ust/local/acid_setup_files

tar -zxvf gd*

cd gd*

mkdir /usr/local/include

* & & o o

make && make install
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5.4. Build, Install, Configure MySQL.

To compile and install the MySQL package run the following commands.

cd /usr/local/acid_setup_files

tar -zxvf mysql-3.23.42.tar.gz

cd mysql-3.23.42

Jconfigure --prefix=/usr/local/mysq| --localstatedir=/var/mysq|
make && make install

* & & oo o

After compilation and installation, run the following

scripts/mysql_install_db

echo /usr/local/mysqgl/lib/mysql >> /etc/ld.so.conf && Idconfig
groupadd mysq|l

useradd -g mysqgl mysq|l

chown -R root:mysql /usr/local/mysq|

chown -R mysql /usr/local/mysql/bin

chown -R mysql /var/mysq|

* & 6 & & o o o

scripts/mysql_install_db

Run the following commands, make a note of the MySql root password
used, in our example its entropyl, VERY important that the password is
surrounded by single quotes.

¢ cd /usr/local/mysql

¢ Dbin/safe_mysqld --user=mysqgl &

¢ bin/mysgladmin -u root password ‘entropyl’

Edit the file /etc/profile using vi and put the following text before the line
in the /etc/profile file and run the source command.

¢ vi/etc/profile
Navigate to above the following line.
“export PATH USER LOGNAME MAIL HOSTNAME HISTSIZE
INPUTRC”

¢ Add the following line
PATH=$PATH:/usr/local/mysql/bin:/usr/local/apache/bin

Save and exit vi

Run the following command
source /etc/profile
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Configure MySQL
Run the following commands to setup the MySQL tables.

¢ mysqgladmin -u root -p drop test
(Enter the MySQL-root password configured in the last section i.e.
entropyl and then confirm with y to delete)

¢ mysql-p
(Enter the MySQL-root password configured in the last section i.e.
entropyl)
\u mysq|
DELETE FROM user WHERE User=";
(Must be 2 single quotes)

¢ DELETE FROM user WHERE Password=";
(Must be 2 single quotes)

¢ GRANT ALL PRIVILEGES ON *.* TO dba@Iocalhost IDENTIFIED BY
‘entropyl_dba’;
(Make a note of the password used, in our example its entropyl_dba,
VERY important that the password is surrounded by single quotes.)
CREATE DATABASE snort;

GRANT INSERT,SELECT,DELETE,UPDATE ON snort.* to
snort@localhost IDENTIFIED BY ‘entropyl_snort';

(Make a note of the snort password used, in our example its
entropyl_snort, VERY important that the password is surrounded by
single quotes.)

¢ Type “exit” - no quotes

Username and password table

Username Password

root (MySql root) entropyl
dba entropyl dba
snort entropyl_snort

Setup the snort databases.

The snort files need to be extracted and the snort database tables need
to be created. The above dba password will be prompted for during the
setup.

cd /ust/local/acid_setup_files

tar -zxvf snort-1.8.6.tar.gz

mysql -u dba -p snort < snhort-1.8.6/contrib/create_mysq|
(Using the dba password - entropyl dba)

¢ zcat snort-1.8.6/contrib/snortdb-extra.gz | mysqgl -u dba -p snort
(Using the dba password - entropyl dba)

File Name: snort4-latest.doc 22



Entropy Carnot+
5.5. Build/Install OpenSSL.
To compile and install the OpenSSL package run the following
commands.
cd /usr/local/acid_setup_files

tar -zxvf openssl-0.9.6c¢.tar.gz
cd openssl-0.9.6¢

* & o o

sh config \ no-idea \ no-threads \ -fPIC && make && make install

5.6. Setup Mod_SSL.
Extract Apache package

Before setup of the Mod_SSL libraries, the apache files need to be
extracted.

¢ cd/usr/local/acid_setup_files

¢ tar -zxvf apache_1.3.23.tar.gz

Now setup mod_ssl

cd /usr/local/acid_setup_files
tar -zxvf mod_ssl-2.8.7-1.3.23.tar.gz
cd mod_ssl-2.8.7-1.3.23

Jconfigure --with-apache=../apache_1.3.23/ --with-ssl=../openssl-
0.9.6¢/ --prefix=/usr/local/apache --enable-shared=ssl --enable-
module=ssl --enable-rule=SSL_SDBM --enable-
rule=SSL_EXPERIMENTAL --enable-rule=SSL_VENDOR --enable-
rule=EAPI

* & o o

(If you're going to use a later version of apache or openssl, change the
directory as appropriate in the above section i.e. “./apache_1.3.23” or
“.Jopenssl-0.9.6¢”) - When pasting the above bit make sure it's formatted
for one line and spaces between the options e.g. “--enable-rule”

5.7. Build, Install, Configure Apache.

¢ cd/ust/local/acid_setup_files
¢ cdapache_1.3.23
¢+ make && make certificate && make install

Setup of an X509 Certificate

During the installation a self signing X509 certificate needs to be created
as we are going to be using a https connection for ACID.

During the install the following options are setup

Step 0 - Signature Algorithm ((R)SA or (D)SA) [R]:
Choose R

Step 1 - Generating RSA private key (1024 bit) [server.key]
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Step 2 — Generating X509, fill in the following details or use your own.

Heading \ Values
Country Name IE

State or Province Name Dublin

Locality Name Sandyford
Organization Name Entropy Ltd
Organizational Unit Name Carnot+

Common Name entropy-snort
Email Address bobthebuilder@ie
Certificate 365

Step 3 - Certificate Version (1 or 3) [3]:
Choose 3

Step 4 — Encrypt the private key now? [Y/n]:
Choose n

Configure Apache - Defaults
First remove the default directories

¢ cd/usr/local/apache
¢ mv htdocs htdocs_old
¢ mkdir htdocs

Change the http.conf files

¢ cd/usr/local/apache/conf
¢ Vi httpd.conf

Configure the following settings

Setting ' Value |
MinSpareServers 1
MaxSpareServers 3

StartServers 2

MaxClients 5

Port 443
ServerSignature off

¢ Save and Exit httpd.conf

Configure Apache - Extras

cd /usr/local/apache/conf
vi httpd.conf

Navigate to the section.
<IfDefine SSL>

Listen 80,

Listen 443
</IfDefine>

Put a # in front of “Listen 80"
Save and exit
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5.8. Build/Install PHPA4.

* & o o

cd /usr/local/acid_setup_files
tar -zxvf php-4.1.2.tar.gz
cd php-4.1.2

Jconfigure --with-mysql=/usr/local/mysql --with-
apxs=/ustr/local/apache/bin/apxs --enable-bcmath --with-gd --enable-
sockets --enable-track-vars && make && make install && cp php.ini-
dist /usr/local/lib/php.ini

vi /usr/local/apache/conf/httpd.conf
Navigate to after the line “AddType application/x-tar .tgz”

Add the following lines.
AddType application/x-httpd-php .php
AddType application/x-httpd-php-source .phps

Save and exit

5.9. Setup ACID and Dependencies.

* & & O o o o

¢

The following files need to be extracted and then copied into the apache
directory

cd /ust/local/acid_setup_files

tar -zxvf acid*

mv acid /usr/local/apache/htdocs/acid

tar -zxvf adodb*

mv adodb /usr/local/apache/htdocs/adodb

tar -zxvf phplot*

mv phplot-4.4.6 /usr/local/apache/htdocs/phplot

Create ACID tables

Run the following command to create the Acid database tables.

mysql -u dba -p short <
/usr/local/apache/htdocs/acid/create_acid_tbls_mysql.sql
(Using the dba password - entropyl_dba)
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Configure ACID

¢ cd /usr/local/apache/htdocs/acid/
¢ vi/usr/local/apache/htdocs/acid/acid_conf.php
¢ Make the following changes.

$Dblib_path="/usr/local/apache/htdocs/adodb”;
$alert_dbname: “snort”;

$alert host: “localhost”;

$alert_port: “3306";

$alert_user: “snort”;

$alert_password: “entropyl_snort”;

(See the password table from the previous MySql section)
$ChartLib_path="/usr/local/apache/htdocs/phplot”;

¢ Save and exit

5.10. Setup of file permissions.
Set the following permissions.

chmod 0755 /usr/local/apache/htdocs/acid
chmod 0644 /usr/local/apache/htdocs/acid/*
chmod 0755 /usr/local/apache/htdocs/adodb
chmod 0644 /usr/local/apache/htdocs/adodb/*
chmod 0755 /usr/local/apache/htdocs/phplot
chmod 0644 /usr/local/apache/htdocs/phplot/*

* & & o o o

<*

chown -R root:wheel /usr/local/apache/htdocs/acid/*
chown -R root:wheel /usr/local/apache/htdocs/adodb/*
¢+ chown -R root:wheel /usr/local/apache/htdocs/phplot/*
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6. SNORT

6.1. Building Snort.
Compile libpcap
The libpcap libraries need to be compiled before installing snort.

cd /usr/local/acid_setup_files

tar -zxvf libpcap-0.7.1.tar.gz

cd libpcap-0.7.1

Jconfigure && make && make install

* & o o

Build Snort 1.8.6
cd /ust/local/acid_setup_files

cd snort-1.8.6 (the files were extracted earlier)

Jconfigure --with-mysql=/usr/local/mysql --with-openssl=/usr/local/ssl|
&& make && make install

¢ snort -v (quick test)

6.2. Configure Snort.
Directories

We are going to create directories for the logs and snort rules.
cd /usr/local/acid_setup_files
mkdir /var/snort_log_storage
mkdir /usr/local/snort

* & o o

mv /usr/local/bin/snort /usr/local/snort

groupadd snort

useradd -g snort snort

passwd -I snort

chmod 700 -R /ust/local/snort

chown -R snort.snort /usr/local/snort
chmod 700 -R /var/snort_log_storage

* & 6 & o o o

chown -R snort.snort /var/snort_log_storage
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Setup up rules

We are going to extract the snort rules to the newly created directory.
cd /ust/local/acid_setup_files
tar -zxvf snortrules.tar.gz
mv rules /usr/local/snort
chmod 700 -R /ust/local/snort/rules

* & & o o

chown -R snort.snort /usr/local/snort/rules

Setup snort.conf
We are going to make changes to the snort configuration file (snort.conf)

¢ cd /usr/local/snort/rules
¢ vi/usr/local/snort/rules/snort.conf
Change following variables.

Value
var HOME_NET 17.1.1.0/24
(using the network diagram from the IDS design section)

preprocessor portscan: SHOME_NET 4 3 /var/snort_log_storage/portscan.log
(Change the logfile of the above portscan preprocessor)

output database: log, mysql, user=snort password=entropyl_ snort
dbname=snort host=localhost

¢ Save and Exit

Quick Test

As a quick test, run the following commands...

¢ ifconfig ethl up
(Bring up the second interface)

¢ Jusr/local/mysql/bin/safe_mysqld --user=mysqgl &
(Start-up MySql)

¢ /usr/local/apache/bin/apachectl startssl
(Start-up Apache)

¢ Jusr/local/snort/snort -i ethl -c /usr/local/snort/rules/snort.conf -u snort
-g snort -b -l /var/snort_log_storage &
(Start-up Snort)
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6.3. Acid Usage.

After startup, open you browser and enter the following
URL - https://192.168.1.1/ The following screen appears
=181x]

indexol - Mizosal ntsrnet Explore?
| B G Yon ravoics Toos tob

| ok - o - D [2) 4F | Qserch (airsvortes Brisory | S

| dress [&1 htpsifino.1.1.947 =] @ || Gocgle-] =] @osearch web ) Jurks|
=
Index of /
Neme Last wodified size
@ paren pirector Lo-mar-a002 17:58 -
seia/ 16-Har-2002 18:46 S
[ 16-Har-2002 18:07 =
@ gewares 12-Nov-2001 11:14 -
Apgrapy/ 17-Har-2002 12:44 S
© prprors 16-Har-2002 18:07 =
© cnorerepores 17-Har-2002 12:56 -

[ I8 [@ itermet

&
Click on the ACID directory.

o5 oot
| Qoearch [lFavortes (BHstory | S

=] @ || Googee-[ Sl @seachwer»[Junis

Analysis Console for Intrusion Databases

Added 0 alert(s) to the Alert cache

Queried on : Sat March 16, 2002 1222:17
Database: snot@localhost 3306 ~ (schema version: 104)
Time window: no alerts detected

Sensors: 1 Traffic Profile by Protocol
Unique Alerts: 0 ( 0 categories ) | TCP (0%)
Total Number of Alerts: 0
« Source IP addresses: 0 UDP (0%)
« Dest. IP addresses: 0 -
« Unique IP links 0 ICMP (0%)
« Source Ports: 0
o TCP (0) UDP (0) Portscan Traffic (0%)
« Dest Ports: 0 N
o TCP (0) UDP(0)
« Search
« Graph Alert data (EXPERIMENTAL)
« Snapshot
« Most recent Alerts: any protocol, TCP, + Most frequent & Alerts
UDP, ICMP
« Todays: alerts unique, listing; IP src / dst « Most Frequent Source Ports: any , TCP , UDP
« Last 24 Hours: alerts unique, listing; IP « Most Frequent Destination Ports: any , TCP, UDP 5
ore il det i
&

[ (8 [ itermet

See the ACID homepage for usage instructions.
http://www.cert.org/kb/acid/
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7. FINISH UP

7.1. Boot-up configuration scripts.

You will want to make some entries in the rc.local file to start up MySQL,
Apache and Snort on boot-up.

Start-up of MySql

¢ vi/etc/rc.local

+ Navigate to the bottom of the rc.local and enter the following text.
echo "Starting up MySql."
lusr/local/mysgl/bin/safe_mysqld --user=mysql &
echo "Starting up Apache."
/usr/local/apache/bin/apachect! startssl
echo "Starting up Snort."
/usr/sbin/ifconfig ethl up
{usr/local/snort/snort -i ethl -c /usr/local/snort/rules/snort.conf -u snort
-g snort -b -l /var/snort_log_storage &

¢ Save and Exit vi
¢ Reboot the server
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8. HARDENING, PATCHING AND SECURITY

8.1. Overview.

¢

In this document we provide security for our snort machine by the
following methods.

Our network design, the firewall provides access control to and from
the snort box over ethO and the sniffing interface (ethl) does’nt have
an ip address to route to it from the internet.

Shutdown of non-essential services and setting up of the appropriate
permissions/security for the newly installed software.

Review of security advisors from Redhat for our installed packages.
Running of the Bastille script.

The following links provide good references to building secure linux
servers.

http://www.openna.com/
Securing and Optimising Redhat linux servers

http://www.sans.org
Securing Linux Step-by-Step Guide (Generic linux hardening document)

http://www.hp.com/security/products/linux/
HP Secure OS Software for Linux (OS based on Redhat Linux)

http://www.linuxfromscratch.org
Building your own linux distribution from scratch.

8.2. Security Patches.

Check the following location for critical security patches that may need to
be applied.

http://www.redhat.com/support/errata/rh71-errata-security.html

Aredhat.c R Internet Explorer MEE]
Cravores ristory | B 5 [ - 2 @
T R e—r] = Qs |juis >

| agress [&] hepfun,

nnnnnn Borome & B

« redhat

Products and Services _ Solutions [ETTIIITEIE] Training AboutRed Hat

Erata >

Red Hat Linux 7.1 Security Advisories

Date Name Synopsis
2002-03-06 mod_ssl| (RHSA-2002-041 Updated mod_ssl packages available
2002-02-27 kernel-smp (RHSA-2002-028) Updated 2 4 kernel available
2002-02-27 php (RHSA-2002-035; Updated PHP packages are available
2002-02-26  squid (RHSA-2002-029; New squid packages available
2002-02-19 (RHSA-2002-020) Updated ncurses4 compat packages are available
2002-02-12  ucd-snmp-utils {RHSA-2001-163] Updated ucd-snmp packages available
2002-02-07  telnet (RHSA-2001-099; New telnet packages available to fix buffer overflow vulnerabilities
2002-02-07 at (RHSA-2002-015) Updated at package available
2002-02-04  uucp (RHSA-2001-165; The uwxat utility can be used to execte arbitrary commands as uucp uucp
2002-01-31 openssh-clients (RHSA-2001-161 Updated OpenSSH packages available
2002-01-30  rsync (RHSA-2002-018; New rsync packages available
2002-01-25  rsync (RHSA-2002-018! New rsync packages available
2002-01-22  at {(RHSA-2002-015) Updated at package available
2002-01-22 nidap-clients (RHSA- -014, Updated OpenL.DAP packages available
2002-01-17  enscript (RHSA-2002-012) Updated enscript packages fix temporary file handling vulnerabilities
2002-01-15 (RHSA-2002-011 Updated sudo packages are available
2002-01-15  uucp (RHSA-2001-165; The uuxqt utility can be used to execute arbitrary commands as uucp.uucp
2002-01-14  groff (RHSA-2002-004! New groff packages available to fix security problems
9007 01 14 oot nord (DS A 3007 N0 T e Y e e |
& [ [ internet
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The following commands are used for package management.

rpm -ga (Lists all of the currently installed packages)
rpm -qia (Lists all the installed packages with a package description.)
rpm -e packagexyz (Removes packagexyz)

* & o o

rpm -i packagexyz (Installs packagexyz)
There are 2 methods to updating the patches.

¢+ Generate a list of installed packages using the above commands,
cross-reference the installed packages with the Redhat security
advisories, the advisors provide installation instructions and
explanations of the issue. Install the relevant patches

¢+ Redhat also provide the r2hnetwork service see the following link
https://rhn.redhat.com/help/basic/intro.html

For a full list of Security Alerts, Bug Fix Alerts, and Enhancement Alerts
see the following link.
http://www.redhat.com/support/errata/rh71-errata.html

8.3. Bastille.

Overview.
Bastille is a hardening script for Redhat and Mandrake distributions of linux.

The following packages need to be copied in “/usr/local/acid_setup_files” before
installing Bastille.

¢ Bastille-1.3.0-1.0.i386.rpm
¢ Bastille-Curses-module-1.3.0-1.0.i386.rpm
¢ perl-Curses-1.05-10.i386.rpm

Install.

cd /ust/local/acid_setup_files

rpm -ivh --nodeps perl-Curses-1.05-10.i386.rpm
(Install the perl Curses library)

¢ rpm -ivh --nodeps Bastille-1.3.0-1.0.i386.rpm Bastille-Curses-module-
1.3.0-1.0.i386.rpm
(Install the Bastille scripts)

¢ InteractiveBastille
(Startup command, use the below values)

Enter “accept” to accept the conditions
Enter yes/no according the below “configure” section
Make slight configuration changes (Post-Install Section)

* & o o

Reboot the server for full effect.
(Don’t reboot until you have made the Post-Install changes)
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Configure.

The following settings are a guide when running Bastille, you can make
your own changes depending on your internal security policy.

Bastille Question Values |
Would you like to set more restrictive Yes
permissions on the administration utilities?
Would you like to disable SUID status for Yes
mount/umount?
Would you like to disable SUID status for Yes
ping?
Would you like to disable SUID status for Yes
at?

Yes
Would you like to disable SUID status for
the r-tools?
Would you like to disable SUID status for Yes
usernetctl?
Would you like to disable SUID status for Yes
traceroute?
Would you like to prohibit the clear-text Yes
r-protocols
Bastille Question Values |
Would you like to enforce password aging? Yes
Would you like to restrict the use of cron to Yes
administrative accounts?
Should we disallow root to login on No
tty's 1-67?
Would you like to password-protect the No
LILO prompt?

) No

Would you like to reduce the LILO delay
time to zero?
Do you ever boot Linux from the hard Yes
drive?
Would you like to write the LILO changes No
to a boot floppy?
Would you like to disable Yes
CTRL-ALT-DELETE rebooting?
Would you like to password protect single- No
user mode?

Yes

Would you like to set a default-deny on
TCP Wrappers and xinetd?
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Bastille Question Values |
. ) Yes
Should Bastille ensure the telnet service
does not run on this system?
] ] Yes
Should Bastille ensure the FTP service
does not run on this system?
: . . Yes
Would you like to display "Authorized Use"
messages at log-in time?
) Entropy Ltd
Please type in the name of the company,
person, or other organization who owns or
is responsible for this machine.
. . ) Yes
Would you like to disable the gcc compiler?
. . No
Would you like to put limits on system
resource usage?
. Yes
Should we restrict console access to a
small group of user accounts?
. ) root
Which accounts should be able to login at
console?
. . . Yes
Would you like to add additional logging?
. No
Do you have a remote logging host?
Bastille Question Values |
. . Yes
Would you like to disable apmd?
) . Yes
Would you like to disable GPM?
) . . Yes
Would you like to deactivate the routing
daemons?
] ) Yes
Do you want to stop sendmail from running
in daemon mode?
) L Yes
Would you like to run sendmail via cron to
process the queue?
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Bastille Question Values |
. . Yes
Would you like to disable the VRFY and
EXPN sendmail commands?
) ) o Yes
Would you like to disable printing?
] ) Yes
Would you like to install TMPDIR/TMP
scripts?
Would you like to run the packet filtering No
script?

Post-Install changes.

When running the Bastille script, if you chose the option to “Enable a
default deny on TCP-wrappers” this will block ssh access after a reboot.
To change this run through the following.

¢ cd/etc

¢ vihosts.allow

¢ Navigate to above the following line “# Bastille: default deny”
3

Insert the below text no quotes, above the “# Bastille ...." line.
“sshd: ALL”

¢ Save and exit.

When running the Bastille script, if you chose the option to add an
“Unauthorised Notice” then run through the following.

cd /etc

cp /etc/motd /etc/motd_bak

cp -f letclissue /etc/motd

vi /etc/rc.local

Navigate to the bottom of the file.

Insert the below text no quotes at the bottom of the rc.local file
“cp -f /etc/motd /etc/issue”

* & & o o o

Save and Exit.

L 2

Reboot the server
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9. APPENDIX A

9.1. Further References.

Along with the URL references throughout this document the following
document was used.

Installation instructions for ACID
http://www.whitehats.ca/main/members/Chris/chris _acid/chris acid.html

9.2. Entropy Ltd.

Entropy is a wholly owned Irish company that was set up in June 1993.
The company focus is to provide complete Internet Connectivity and
Security Solutions including TCP/IP network design and implementation,
email integration and e-mail virus scanning, firewall solutions, encryption
and digital signature facilities. http://www.entropy.ie

9.3. Disclaimer.

Use the information in this document at your own risk. | disavow any
potential liability of this document. Use of the concepts, examples, and/or
other content of this document are entirely at your own risk.

This guide is written in the hope that it will be useful, but without any
warranty; without even the implied warranty of merchantability or fithess
for a particular purpose.

All copyrights are owned by their owners, unless specifically noted
otherwise. Third party trademarks or brand names are the property of
their owners. Use of a term in this document should not be regarded as
affecting the validity of any trademark or service mark.

Naming of particular products or brands should not be seen as
endorsements.

File Name: snort4-latest.doc 36



Entropy Carnot+

9.4. New Versions and Changelog.

The current official version can always be found at http://www.entropy.ie

Changelog.

Version 1.0 - This is the initial release of this document.
Version 1.1 - Using snort-1.8.6 and minor fixes.

Todo List for ver 1.2

Build with RedHat Linux 7.2, Apache 2.0.x with authentication, later
versions of MySQL,PHP and ACID. Setup of SnortSnarf to process
portscan.log file and SnortCenter to manage snort rules.

9.5. Feedback.

Any and all comments on this document are most welcomed.
These can be sent to snort@entropy.ie.
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