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B websock.exe: 13356 Properties - O *

GPU Graph  Threads TCP/IP  Security Enwvironment Job Strings

Image Performance Performance Graph Disk and Metwork
Image File
CPU utility
PC Tools

Version: 3.0.0.0

Build Time: Thu Mow 16 00:40:36 2017

Path:

| C\Applications\websock.exe | IEproreI

Command line:
| C:\Applications\websock.exe -0 mine2, 12finance.com: 2222 u 46hth8|

Current directory:
| CoWindows\System32) |
Autostart Location:

| nfa | Explore

Parent: Service.exe(10364)
User: DESKTOP-USPDMLG \noam
Started:  10:51:20 21,/01/2018 Image: 64-bit

Verify

Bring to Front

Comment: | | Kill Process

VirusTotal: | | Submit

Data Execution Prevention (DEF) Status: Enabled
Address Space Load Randomization: High-Entropy, Bottom-Up
Control Flow Guard: Disabled

OK. Cancel

YO NKIn DN'X DM0NTON D' NI |M1Vnn TN

C:\Applications\websock.exe -o mine2.l12finance.com:2222 -u

46hwtP8RIYazZwTdWuozJAYMORSW82tEYkgSFSWaikTxkINKXKyVmGn57UZR3AgEvwx OGwmHP
50by1hKek2u3M738AVCS192 -p x -k -t 2 --donate-level=l
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TCP/IP n1ivY'7 11V
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B websock.exe:13336 Properties - O X

Image Performance Performance Graph Disk and Metwork GPU Graph Threads TCP/TP  Security  Environment  Job Strings

Resolve addresses
-
Prot...  Local Address Remote Address State
TCFP desktop-u8pdmig:61895 nsh16373ip-192-99-37 net: 2222 ESTABLISHED

NSLOOKUP

17 W'Y DTN Y 7Y MWD DR YRXYUNI .DRIY DIN'RY dns MY 2IRWUNY hwnwnn ndIn

MName:

Address:
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WHOIS
.D10N |"NIT 2V YT NIXYZ AIWORNN DIRIV0T7 211an 1910 ')
#
# ARIN WHOIS data and services are subject to the Terms of Use
# @vailable at: https:// www.arin.net/whois_tou.html
#
# If you see imaccuracies in the results, please report at
# https:/ www.arin.net/public/whoisinaccuracy/index.xhtml
#
#
# The following results may also be obtained via:
# https://whois.arin.net/rest/nets;q=192.99.37.457
showDetails=truefshowARIN=FalsedshowlonArinToplevellet=Falsedext=netraf2
#
MetRange: 152.99.8.8 - 1952.99,.255.255
CIDR: 192.99.8.8/16
Hethame: OVH-ARIN-7
MetHandle: MET-192-99-8-8-1
Parent: MET192 (MET-192-2-2-8-8)
MNetType: Direct Allocation
OriginASs: 4516276
QOrganization: OvVH Hosting, Inc. (HO-2)
Reghate: 2013-96-17
Updated: 2013-96-17
Comment : wwiw . ovh . com
Ref: https: f/whois.arin.net/rest/net/NET-192-99-2-8-1
Qrghlame: OVH Hosting, Inc.
Orgld: HO-2
Address: BAE-1881 McGill College
City: D
StateProv: QC
PostalCode: H3a 2h4
Country: A
RegDate: 2011-96-22
Updated: 2017-21-28
Ref: https: f/whois.arin.net/rest/org/HO-2
OrgAbuseHandle: ABUSE3956-ARIN
Orgibuselame: Abuse
OrghbusePhone: +1-855-684-5453
QrgfbuseEmail: abuse@ovh.ca
OrgibuseRef: https://whois.arin.net/rest/poc/ABUSE3O56-ARIN
OrgTechHandle: MOC11876-ARIMN
OrgTechName : NOC
OrgTechPhone: +1-855-684-5463
OrgTechEmail: moc@ovh.net
OrglTechRef: https://fwhois.arin.net/rest/poc/NOC11876-ARIN
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Wireshark

19X TWONNI NMIYPN 7171009 ¢ 2N [1IAn 11712y 10191 *72O0 .MIYPN NY{PN7 wnwnn ')

JARXNY NAINDN 'S 7V 10791 .01IW DIV 97 NIYTINN N07'D ,NXIT' NNIX2 NIVPO]

|d “Ethemet - 8 X
Help Tools Wireless Telephony Statistics Analyze Capture Go View Edit File
HQQQ T cQ ERE I O4m
+ _Expression [~ N [ip.addr == 192.99.37.46] (X[
Info Length Protocol Destination Source Time No
PSH, ACK] Seq=1 Ack=1 Win=260@ Len=82] 2222 -+ 61895 136 TCP 192.99.37.46 10.0.0.7 49.515218 167
PSH, ACK] Seq=1 Ack=83 Win=39 Len=72] 61895 » 2222 126 Tcp 10.0.0.7 192.99.37.46  49.672196 168
ACK] Seq=83 Ack=73 Win=260 LEHIOI 2222 + 61895 54 TCP 192.99.37.46 10.0.0.7 49.811779 169
PSH, ACK] Seq=73 Ack=83 Win=39 Len=253] 61895 » 2222 307 Tcp 10.0.0.7 192.99.37.46  93.220292 416
ACK] Seq=83 Ack=326 Win=259 Len=0] 2222 -+ 61895 54 TCcP 192.99.37.46 10.0.0.7 93.299930 417
PSH, A(K] Seq=83 Ack=326 Win=259 Len=82] 2222 -+ 61895 136 TCP 192.99.37.46 10.0.0.7 153.231771 599
PSH, ACK] Seq=326 Ack=165 Win=39 Len=72] 61895 » 2222 126 Tcp 10.0.0.7 192.99.37.46  153.389399 €00
ACK] Seq=165 Ack=398 Win=258 Len=@] 2222 - 61895 54 TCP 192.99.37.46 10.0.0.7 153.60677@ d‘el
PSH, ACK] Seqm165 Ack=398 Win=258 Len=82] 2222 - 61895 136 Tcp 192.99.37.46 10.0.0.7  213.399687 707
PSH, ACK] Seq=398 Ack=247 Win=39 Len=72] 61895 =+ 2222 126 Tcp 10.0.0.7 192.99.37.46  213.557280 708
ACK] Seq=247 Ack=47@ Win=258 Len=@] 2222 - 61895 54 TCP 192.99.37.46 10.0.0.7 213.602774 1‘99
PSH, ACK] Seq=247 Ack=470@ Win=258 Len=82] 2222 -+ 61895 136 TCP 192.99.37.46 10.0.0.7 273.560485 £45
PSH, ACK] Seq=478 Ack=329 Win=39 Len=72] 61895 » 2222 126 Tcp 10.0.0.7 192.99.37.46  273.717497 846
ACK] Seq=329 Ack=542 Win=258 Len:o] 2222 + 61895 54 TCcP 192.99.37.46 10.0.0.7 273.904186 847
PSH, ACK] Seq=329 Ack=542 Win=258 Len=82] 2222 - 61895 136 Tcp 192.99.37.46 10.0.0.7  333.728740 1008
PSH, ACK] Seq=542 Ack=411 Win=39 Len-72] 61895 » 2222 126 TCP 10.0.0.7 192.99.37.46 333.885803 !‘869
ACK] Seqe411 Ack=614 Win=258 Len=] 2222 - 61895 54 Tcp 192.99.37.46 10.0.0.7  334.115040 1010
PSH, ACK] Seq=411 Ack=614 Win=258 Len=82] 2222 -+ 61895 136 TCP 192.99.37.46 10.0.0.7 393.887115 1‘272
PSH, ACK] Seqm614 Ack=493 Win=39 Len=72] 61895 + 2222 126 Tcp 10.0.0.7 192.99.37.46  394.045026 1273
ACK] Seq=493 Ack=686 Win=257 LEHIOI 2222 » 61895 54 TCP 192.99.37.46 10.0.0.7 394.199561 1274
PSH, ACK] Seq=686 Ack=493 Win=39 Len=253] 61895 + 2222 307 Tcp 10.0.0.7 192.99.37.46  400.753298 1291
ACK] Seq=493 Ack=939 Win=256 Len=@] 2222 + 61895 54 TCP 192.99.37.46 10.0.0.7 400.901172 1292
PSH, ACK] Seq=939 Ack=493 Win=39 Len=253] 61895 -+ 2222 307 TCP 10.0.0.7 192.99.37.46 453.043102 i424
ACK] Seq=493 Ack=1192 Win=255 Len=0] 2222 + 61895 54 Tcp 192.99.37.46 10.0.0.7  453.220466 1429
PSH, ACK] Seqe1192 Ack=493 Win=39 Len=253] 61895 » 2222|307 TcP 10.0.0.7 192.99.37.46  467.490594 1479
ACK] Seq493 Ack=1445 Win=260 Len=0] 2222 + 61895 54 Tcp 192.99.37.46 10.0.0.7  467.715648 1450
PSH, ACK] Seq=493 Ack=1445 Win=260 Len=82] 2222 + 61895 136 Tcp 192.99.37.46 10.0.0.7  527.503247 1632
PSH, ACK] Seq=1445 Ack=575 Win=39 Len=72] 61895 -+ 2222 126 TCP 10.0.0.7 192.99.37.46 527.660761 1‘633
A(K] Seq=575 Ack=1517 Win=26@ Len=0] 2222 -+ 61895 54 TCP 192.99.37.46 10.0.0.7 527.800094 1‘534
PSH, ACK] Seq=575 Ack=1517 Win=26@ Len=82] 2222 + 61895 136 Tcp 192.99.37.46 10.0.0.7  587.673323 1766
PSH, A(K] Seq=1517 Ack=657 Win=39 Len=72] 61895 » 2222 126 TCP 10.0.0.7 192.99.37.46 587.830559 1‘767
ACK] Seq=657 Ack=1589 Win=260 Len=0] 2222 + 61895 54 Tcp 192.99.37.46 10.6.0.7  587.999351 1769
PSH, ACK] Seq=657 Ack=1589 Win=260 Len=82] 2222 -+ 61895 136 TCP 192.99.37.46 10.0.0.7 647.832341 !‘962
PSH, ACK] Seqm1589 Ack=739 Win=39 Len=72] 61895 + 2222 126 Tcp 10.0.0.7 192.99.37.46  647.990209 1903
ACK] Seq=739 Ack=1661 Win=259 Len=@] 2222 -+ 61895 54 TCP 192.99.37.46 10.0.0.7 648.097940 iw

YN'71 ,yT'n DR NIRNT NN 72V .0TIR 1'ROY 19D 217 ,2222 01192 TCP NIayna Narm D Nk

:Follow TCP stream

M Wireshark . Follow TCP Stream (tcp.stream eq 11) - wireshark_83104FA0-41BA-4DCS-8158-BA3BDAS21BE1_20180121115900_a04156 - [m] x

{"id":54,"jsonrpc”: "2.8", "method”: "keepalived”, "params”:{"id": "§33019525540947"}}

{"id":54,"jsonrpc”:"2.8","error”:null, "result”: {"status": "KEEPALIVED"}}
{"jsenrpc":"2.8", "method": "job", "params":
{"blob": "@60GabCaIL 8d2c1baasbafdast be71 77c4 1c73257 fae97aboac7B153bfF28d12

37737854868", "target": "7b5ca18a"}}
{"id":55,"jsonrpc”: "2.8", "method”: "keepalived”, "params”
{"id":55, "Jsonrpc”: "2.8", "error”:null, "result”:
{"id":56, "jsonrpc”: "2.8", "method": "keepalived"”

{"id":"833019525540947"}}
“"KEEPALIVED"}}
{"id":"833819528848947"}}

{"id":56, jsonrpc”: "2.8", "error”:null, "result” EEPALIVED"}}
{"id":57,"jsonrpc": "2.8", "method": "keepalived"” {"id":"833819528848947" }}
{"id":57,"jsonrpc”: "2.@", "error”:null, "result": :"KEEPALIVED"}}

{id":58,"jsonrpc”:"2.@", "method": "keepalived” {"id":"833019528840947"}}
{"id":58,"jsonrpc”:"2.8", "error”:null, "result”: "KEEPALIVED"}}
{"id":59,"jsonrpc”:"2.0", "method”: "keepalived”, "params”: {"id": "833019528540947"} }

{"id":59,"jsonrpc”:"2.8", "error":null, "result": {"status": "KEEPALIVED"}}
{ RN ": "2.8", "method”: "Job”, "params”:
{"blob":
18727127559, "target": "42178280" } }
{"jsonrpc”:"2.8", "method”: "job”, "params”:
{"blob":"86@8693cd91d385b788a74dd39dfcc83772d88657bF8691a7c7ac4b1128F 7 d65 621 71369554alfbc 8499df@7h5aads5 417¢958593c%eal?", "job_is
94532999773", "target”: "42170200"}}
{"jsonrpc”:"2.@", "method”: "job", "params”:
{"blob":"@686a2cd91d385 ec! aad1f11d23f8f351f5312fef5ac532086192088000088b23d2ae1c55c@8913897545cace7456aed4d7ac6a479998824d37427221Fd85cf@5", "job_id": "8430
56090340325", "target”: "42170200"}}
{"id":6@,"jsonrpc":"2.@", "method": "keepalived", "params":{"id": "833819528848947"}}

. "2.@","error”:null, "result”:{"status": "KEEPALIVED" } }
"2.@", "method”: "keepalived”, "params”:{"id": "8330819528540947"}}
"2.8","error”:null, "result”:{"status": "KEEPALIVED" }}
"2.@","method”: "keepalived”, "params”: {"id": "833019528840947" }}
"2.@","error":null, "result": {"status" "KEEPALIVED"}}
"2.@","method”: "keepalived”, "params”: {"id": "833019528340947" }}
{"id":63,"jsonrpc":"2.8", "error":null, "result": {"status": "KEEPALIVED"}}

‘@6@6dfcca1d3e5chabfa131954d72a91456cc4529ca8522ed83F8abb857@59b2e81lc| 9f464eac34215199de3f6c21b9ec34adc7873935651196b8256dal7", "job_i

YN XIN 2IN001 NIR?D RIN DITRN

NIVTIN 'A10 3 0'RIN NNIX
My NN [N'2Y NIR'7nn keepalived niyTin @
MY NIX2 UKD 1D Lblob nizonn e nima nivTing e

.0"N2 X7 DMVNIS 190N NIZ7PA NIYTIN @
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-0 7591 VNaa 02 NITYN NNIIYN ,2222 01197 NNV LIT NNIAYN ARNY 'YK IRYINYT TWOX X

791190 INWNQ NI D TN |2 NTOYW NUITR VYIS YIN'W IRINW DT 721 firewall

DwN nwIy ,Tunneling 2v 17'9% 1217 nn 'R1 19X X7 ,TCP Stream-1 NNy NIavnn L2 1
09N'" NT OKI DI 727 'VAT NIX ITON XIN ,N'"117 N2 WNNWN KD WYY N0'W UNNYN 9rInng

.NNY' XIn

72 D TIWNY? 117 0MNIA V192 O'blobNl MIYPNA NMIAYN DY ,NNIAAN Tavnn NONY 2 27'Un

.Cryptominer-a

Cryptominer
nin 7y TN YN NIMIznoL oy TN ,Avnnn 7 TN NI7DC DX 7% WK Yama naln

.Bitcoin nnaIT? ,0n1Y 091097 NIVaLN nndY

NIPTIN D71V2 NI AN 727 D72 AWK 12T ,NNNN NI9IRND 1N D'9IAI09? Niyaun ,2017 ql0a
DNX T 7V 179 D'TAYNN 7Y NI 10N 7182 17701 NINNRD MWD 17002 .0iINNA |*aynn?
2V D"9712109"7 NIYaVN NINDY NIn 7y Javascript-2 IWNANWN (WX ,ThePirateBay nnaiT ,01n

ONKRN pPan 7w Drawnnn

Dependency walker

Y270 N71Y9 7V W7 AWOKRN 121N .0XN YAl 73 wnnwn dil-1 NiMso 17'82 NIk "wornn Y7

NN X977

B2 Dependency Walker - [websock.exe] — O *
B File Edit View Options Profile Window Help -
EH AR SE LS D NE BETR

------ @ API-MS-WIN-SECURITY-AUDIT-L1~ | PI Ordinal Hint Function Entry Point

------ @ API-MS-WIN-SECURITY-AUDIT-L1 ED | NA 4 (00004 | CryptCATAdminAcquireContext Mot Bound

------ 3 API-MS-WIN-CORE-APIQUERY-L1 B3 | NA T(x0007] | CryptCATAdminCalcHashFromFileHandle Mot Bound

...... @ API-MS-WIN-CORE-PERFCOUNTE B3 | N/A 9(0x0009) | CryptCATAdminEnumCatalogFromHash Mot Bound

______ %18 CRYPTSP.DLL E3 | NA 11 (0D 00B) | CryptCATAdminReleaseCatalogContext Mot Bound

S T WINTRUST.DLL BT | N/A 12 (0x000C) | CryptCATAdminReleaseContext Mot Bound

E2 g?z CRYPTEASE DLL B3 | nNA 24 (0x0018) | CryptCATCataloginfoFromContext Mot Bound

""" ‘: ' B3 | A 97 (x0061) | WTHelperGetProvCertFromChain Mot Bound

""" ZwJ§ SSPICLIDLL B | na 99 (0x0063) | WTHelperGetProvSignerFromChain Net Bound

...... Z%1% USER32.DLL = | nsa P I- PP S S T R ST e O PPN S [T S S

------ Zal§ CRYPT32.0LL E Ordinal * Hint Function Entry Point

...... 2%I% BCRYPT.DLL B | 1(0001)| 2(0x0002)| ComputeFirstPageHash 0x00022860

D N7V LINVIRA TIT NaN ,ADVAPI32.DLLWINTRUST.DLL NiMo01 win'y W' D NIXY? [N

JMOM09" 7 NIXAID VI¥A7 "N I'2 NIYNYNn NiNS01 1aIm
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https://he.wikipedia.org/wiki/%D7%A9%D7%9F-%D7%90%D7%A8%D7%99
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Resource Hacker

yTn [N Niy'Mun NidIn ,NI2Y DY .aXnn Yalr 71N DYnoinn 0'xapl N''X TWOXNN rb)

1D NRTM L, NRIMN NNAIT? ,MENn IK DX R NINK YNY' YUK

Q7YY 1IN N'win'wn N710'N DR 0'7¥IN0 DYAID DA 1)) LIT D710 NIYANWN NI DIMINY 19D

.Anti-Debbuging NNAIT D'YIN'WY [9XIN YT™N NIYDY7 ,|nNXY NN XY Tip

B Resource Hacke - mebsockane
Fle ot View Action Melp

D40E MR 002 08P 6Q

»G
o 106:103
TEST

PINN D NIAY7 NI .NRMmN A LN T DN IR Mayn Resource 'K DT Yala D NIKAY N1
| l | |

.0P'N5NN DTVINN D'P7NN DR TAINT NNV X7 D7IYN1IT NIFAPYI9] WIN'Y 7V [ARNN

m Resource Hacker - websock.exe
File Edit View Action Help
. m ) ) o Dlalgg ® @ 7
DAEB AP 002 0 8 b
v i} IPG 1
.r 106 :1033 2 |1 VERSIONINFO
v} TEST 3 | FILEVERSION 3,0,0,0
¢ 102:1033 4 |PRODUCTVERSION 3,0,0,0
wr 107 : 1033 S | FILEOS 0x4
v} Icon 6 |FILETYPE Ox1
w 1:16393 7
wr 2:16393 8 |BLOCK "StringFileInfo"
wr 3:16393 9
¢ 4:16393 10 BLOCK "000004b0"
.r 5:16393 11 {
.r 6:16393 12 VALUE "CompanyName", "PC Tools"
v - || Icon Group 13 VALUE "FileDescription”, "CPU utility”
i ¢ IDI_ICON1 : 16393 14 VALUE "FileVersion”, "3.0.0.0"
v |} Version Info 15 VALUE "LegalCopyright”, "Copyright (C) 2016-2017"
v 1:16393 16 VALUE "OriginalFilename”, "CPUutility.exe"
v - || Manifest 17 VALUE "ProductName”, "CPU utility"
o 1:1033 18 VALUE "ProductVersion”, “3.0.0.0"
19 }
20 |}
21
22 |BLOCK "VarFileInfo"
23
24 VALUE "Translation"”, 0x0000 0x04B0
25 [}
26 |}

ITIXO® NNAN 7w D'0Y9 DY M'0Y7 DY 17W NDNY [N qPINN ,version info-n 7y 1DYNN? nnw

nmroay
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YN 7'Y91 7019 [YAIDN TXD NP NRMyn NN An7 NI 7Y DRI NIXA RPN ITN? non

YN NIAYNA NU9X N ((; qwnna IKY ,NI7pa KY7) [Yaion NX

A
{"id":1,"jsonrpc”:"2.8", "method": "login”, "params”
{"login '‘46hwt PBRIYaZwTdWuoz JAYMQRSWB2ZEYkg5FSkg ik Txk INKXKyVmGnS7UZR3Ag Fvwx9GwmHP5Qby 1hKek2u3M738AVCS192" , "pass™: "x", "agent™ : "CPUUtility/3.8 (Windows NT 18.8; Win64; x64)
1libuv/1.14.1-dev msvc/@")
o2 ":72.0","error”:null, "result”:{"id": "281666621654963", " job"

581a8616ef8bB35bBdaB95376dc f54dB@545bdasdbaf: be@cca78e; 7350df7037f¢ 1674e36F74669b7cc7b182c2b6513@a95d7bagBc8212" , " job_id": "5101

", "nonce”: "ce@180888","result": "ed95ac36cbc7f3fcdab77995d13489ecBc fhf@@@a3Ba7b2db1498626a91d0480" } }

or®inull, “result”:{"status":"0K"}}

:"2.0", "method”:"job”, "params":

606ded®91d38578a5b46Td5cd98Bas8d53559bde72d77965d61 1, bbt 8754 uutu?4ae477f215((1&e3(2FCQ?E(lEdE7E4Eb41229473d23BFhF3931939f7892","ij_id":"BEZQ
44607368434", "targe
{"1d":3,"Jsonrpc”:"
{"1d":3,"Jsonrpc™s ™

"a7e90200" }}
.8","method": "keepalived”, " params”:{"id":"281666621654968" }}
.8","error":null, "result” :{"Status" : "KEEPALIVED"}}

2
2

D 12'K1Y DNIX DVNION DX ZI'TA NNavNn Llogin NYTIN XN NN7YIY MIYRIN QYVTINN D AR

.N7apn nonn
NPT 7Y AT 'WI9N] 0TI 1'RY DD NIFTIMD NIYTINA AN'YN Nd'wnn Llogin-n NYTIN NKY

.NMYY NNRN keep alive NyTIN 1A pIrm

Netcat

NNIY NIYTIN NI7W7 D011 NAIMDY N2NM "MIYPNN 7NN 7 nNxtiwn 'on"-d N1am nc

B C:\Windows\system32\cmd.exe - nc mine.12finance.com 2222 = m} X

NOON YAID7YW TN 12T 7071 NNROoNN YAl JNXR KIN D ' [ )7nnn 79 X R X7
20' 2t L7an 99 D09 X7 DM0NI9N IRY 71, vaIdn N7IW INIR Login Antan 11'N AN

...binary exploitation n9'v XI¥xn7 2120 NINY

Persistency

UTNN 0Y9 75 IMIX yn Nn 2Im7 nn 7y ,|yaion 7w Persistency 12210 DX IPNY7 N0 Nyd

.process explorer-7 TN 271 ,|]Ya19N NX YW process-n M N7T2 X7 071yn ,NINKY7? vana

8156 K 388 K 10364 taskomr TQDO: «Company name:
< 0.0 7460 K 328 K
- [ websock exe 4358 7780 K 1,096 K 115960 CPU utility PC Tools
& conhost exe 5,568 K 1,520 K 2868 Console Window Host Microsoft Corporation

TN .service.exe 11'N |VAI9N NX YINW process-n DY ' 11'K1 L7 DT NUTZNY 910NN VAN
70 DR YW 170NN servcies.exe NIK N'ONIVIX 117 1'DTAI TN TIWN 117 XM N X7 DT DINIX

.N7¥9NN Nd>wNa 0'NN'YN
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NI 1170N0NWI X ,AUNNN 72V 117 [PNIN 1ITT DNYY AR IPNT 17000 vYNnd ,AniTh DWn 7722

.T1200 70 ,v"an yanwd 17w NIvo7 27 nnw pniy?

.N7U9NN NDWn 7Y services.exe-7 T DIYA NIWR K7W ,service.exe OWA )'70NN 1YW NNXA L|INI
-N NIX T0NI9D 17 XANIL,IWN DX YN TR UKD 170NN 7w DIv Dwwoin v Daw' ,pdn ne

?watchdog 1N inwm 17w PID

DY '70NN DR YN registry Y7 Inxy DX 2AND YaIn D AR autoruns-1 NN NPT INKRY

.NIR XIXNY I7|7 TIXKA TIRNAIL,ITH NV'Y DDNN 'R ,D'01N'I 7w noiwoe N7'100 .aAvnnn n"y

Watchdog

12'0') NWXD LDXI .INK 70N W DR INXA Y MIv TRR 70N N nrtdw natn Watchdog

...0D"MNNN YW TN voIn NNO Watchdog-n ,websock.exe |[VAI9N NX IX ,service.exe NX NIQD7
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X NIXNY 107NN, ["YN 722 TIV AIENYT An T N 'R D Mpon? nyan nyd 197w watchdogs-n

“NTY DXN NIKYY 7T VirusTotal-2 yaipn DX yNa .nynn

20180119

20180119

20180119

20180119

20180119

20180119

20171016

20180119

20171130

20180119

20180119

PTY

Application. Generic. 1809165
RiskWare[RiskTool]/\Win32 BitMiner
Application.Generic. D1B9B0D
Trojan Win32.GenericlBT
Application. Generic. 1809165
Trojan BitMiner
malicious_confidence_90% (D)
Application.Generic. 1809165 (B)
malicious (high confidence)

a variant of Win64/CoinMinerHG

Application.Generic. 1809165

ad8bac5b0622267Te032a3d0aa5255f003c0dbee3bd12f4b5d616c51493b 2%

addbac5b06222677e03ea3d0aa5255f003c0dbee3bd12f4b5d616c5f493b2f9e bin

Tiyayn L

i) total

SHA256
Y27 Do
65127 AT one
2018-01-1919:27-46 UTC { 1 o7 mipw 18 .orr ) ‘nima 2 mn
o TILIAT) qon yTn @ Pairalopi-1c ninn B2
naIn OMTIIN
Ad-Aware
Antiy-AVL
Arcabit
AVware
BitDefender

CAT-QuickHeal
CrowdStrike Falcon (ML)
Emsisoft

Endgame

ESET-NCD32

GData
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https://il.linkedin.com/in/alik-koldobsky-80419713b
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https://www.themarker.com/markets/digital-coins/1.5850128
https://www.themarker.com/markets/digital-coins/1.5850128
http://halemo.net/upload/20180225_000000_3333.pdf
http://halemo.net/upload/20180225_000000_3333.pdf
https://www.psakdin.co.il/Court/%D7%94-%D7%A4-1992-06-15-%D7%91%D7%99%D7%98%D7%A1-%D7%90%D7%95%D7%A3-%D7%92%D7%95%D7%9C%D7%93-%D7%91%D7%A2-%D7%9E-%D7%A0-%D7%91%D7%A0%D7%A7-%D7%9C%D7%90%D7%95%D7%9E%D7%99-%D7%9C%D7%99%D7%A9%D7%A8%D7%90%D7%9C-%D7%A1%D7%A0%D7%99%D7%A3-%D7%98%D7%A8%D7%95%D7%9E%D7%A4%D7%9C%D7%93%D7%95%D7%A8-807_2
https://www.psakdin.co.il/Court/%D7%94-%D7%A4-1992-06-15-%D7%91%D7%99%D7%98%D7%A1-%D7%90%D7%95%D7%A3-%D7%92%D7%95%D7%9C%D7%93-%D7%91%D7%A2-%D7%9E-%D7%A0-%D7%91%D7%A0%D7%A7-%D7%9C%D7%90%D7%95%D7%9E%D7%99-%D7%9C%D7%99%D7%A9%D7%A8%D7%90%D7%9C-%D7%A1%D7%A0%D7%99%D7%A3-%D7%98%D7%A8%D7%95%D7%9E%D7%A4%D7%9C%D7%93%D7%95%D7%A8-807_2
https://www.themarker.com/technation/1.4443150
https://www.themarker.com/technation/1.4443150
https://www.themarker.com/technation/1.4443150
https://idclawreview.org/2014/04/16/blogpost-20140414-klinger/
https://bitcoin.org/bitcoin.pdf
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Transaction view information about a bitcoin transaction
a107" 4 2115b9345616c5cf302fcB0e9d5Mhf5048d
1XPTgDRhNBRFnzniWCddobD9iKZatrvH4 * 17SkEw2ZmdS5avVNyYgiRiXuQKNwkXaxFyQ 10,000 BTC
10,000 BTC
Summary Inputs and Outputs
Size 23620 (bytes) Total Input 10,000.99 BTC
Received Time 2010-05-22 18:16:31 Total Output 10,000 BTC
Included In Blocks 57043 ( 2010-05-22 18:16:31 + 0 minutes ) Fees 0.98 BTC
Confirmations 411777 Confirmations Fee per byte 4,191.363 sat/B
Relayed by IP 0.0.0.0 (whois) Estimated BTC Transacted 10,000 BTC
Visualize View Tree Chart Scripts Show scripts & coinbase
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https://github.com/bitcoin/bitcoin
https://2jk.org/praxis/?p=4647
https://blockchain.info/tx/a1075db55d416d3ca199f55b6084e2115b9345e16c5cf302fc80e9d5fbf5d48d
https://blockchain.info/tx/a1075db55d416d3ca199f55b6084e2115b9345e16c5cf302fc80e9d5fbf5d48d
https://bitcointalk.org/index.php?topic=137.0
https://bitcointalk.org/index.php?topic=137.0
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The Pirate D'¥2pn QIN'W MNX 7w N2IND X'n 3HCEB6bi4TFPdvk31Pwz77DwAzfAZz2fMn |'I;70'2N

N'NYT7D NN TIYR XINY N ,NAIMDN NNINA 0'90) 72'7 D'Ion DT DRY N1I0Y7 N1 ,0n17) .Bay
DA ,DN'NIAIND NN 0'A019N D'¥AR IN'Y NNX 1 X7 .0'752) DX |21 D'NN'Y NI DX |2 K7
NN NNNN7 N2IMNDY DO197 AN ,NDIN NIN'D 7 DINIDY ,XNAIT? .0'MNIS] DAY D'YNNWN
wnnunn D NIXN? N1 Bitcointalk DNI® 7w NTh DONISNN MWW ,XAAIT? L1IP0'AN NAIND

:IN2IMD 0y N*72V DNN Y TINN IX DONYY

fiils,  Author Topic: 1 AM HODLING (Read 785282 times)
GameKyuubl 1AM HODLING
Sr. Member Dec ber 18, 2013, 10:03:03 AM

2008 @ Meri bYJECCUU (50), &yﬂaw {50} HabBear (50), jejo69 (20), 600watt (10), saugwurm (10), G;"VES ¥ (5), bitfish (5), SHBlizzard (4), mariboroza (2), zoldberg (2), Etwar (1), Gyrsur (1), #1
5 (1), elo; 7 (1), 1. s (1), layerigfi (1), i 1 (1), Lesbian Cow (1), pugman (1), otrkid?0 (1), BobLawblaw (1), jehhnyUA (1), 1), psycodad N
(1), cooicoir (1) popo (1), Xavier59 (1), nullCoiner (1), Whtwabbit (1), styca (1), seekoin (1), ambrosus (1), IntroVert (1), Goran_ (1), hacidasi (1}, jo 1), gumshed
Activity: 240 (1), Ivor Biggun (1), alia (1)
Merit: 489

I type d that tyitle twice because I knew it was wrong the first time. Still wrong. w/e. GF's out at a lesbian bar, BTC crashing WHY AM I HOLDING? I'LL TELL YOU WHY. It's

1 because I'm a bad trader and T KNOW I'M A BAD TRADER. Yeah you good traders can spat the highs and the lows pit pat piffy wing wong wang just like that and make a
' millino bucks sure no problem bro. Likewise the weak hands are like OH NO IT'S GOING DOWN I'M GONNA SELL he he he and then they're like OH GOD MY ASSHOLE when
3 k;t the SMART traders who KNOW WHAT THE FUCK THEY'RE DOING buy back in but you know what? I'm not part of that group. When the traders buy back in I'm already part
A of the market capital so GUESS WHO YOU'RE CHEATING day traders NOT ME~! Those taunt threads saying "OHH YOU SHOULD HAVE SOLD" YEAH NO SHIT. NO SHIT T
SHOULD HAVE SOLD. I SHOULD HAVE SOLD MOMENTS BEFORE EVERY SELL AND BOUGHT MOMENTS BEFORE EVERY BUY BUT YOU KNOW WHAT NOT EVERYBODY IS AS
COOL AS YOU. You only sell in a bear market if you are a good day trader or an illusioned noob. The people inbetween hold. In a zero-sum game such as this, traders can
only take your money if you sell.

DTCxDASH

&
50 i've had some whiskey
actually on the bottle it's spelled whisky
wie
sue me
(but only if it's payable in BTC)

108 1 5SLrNo6PKVFsH5)LtatlcVkSOXCk1L¥yg
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https://blockchain.info/address/3HcEB6bi4TFPdvk31Pwz77DwAzfAZz2fMn
https://bitcointalk.org/index.php?topic=375643.0
https://bitcointalk.org/index.php?topic=375643.0
https://qz.com/982993/watch-as-these-bitcoin-wallets-receive-ransomware-payments-from-the-ongoing-cyberattack/
https://qz.com/982993/watch-as-these-bitcoin-wallets-receive-ransomware-payments-from-the-ongoing-cyberattack/
https://bitcoinwhoswho.com/blog/2017/05/14/bitcoin-ransomware-addresses/
https://bitcoinwhoswho.com/blog/2017/05/14/bitcoin-ransomware-addresses/
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https://css.csail.mit.edu/6.858/2013/projects/jeffchan-exue-tanyaliu.pdf
https://css.csail.mit.edu/6.858/2013/projects/jeffchan-exue-tanyaliu.pdf
https://eprint.iacr.org/2012/584.pdf
http://www.defenddemocracy.org/content/uploads/documents/MEMO_Bitcoin_Laundering.pdf
https://poseidon01.ssrn.com/delivery.php?ID=345071025031103101097005091002064066105031089055030062103114116025003110106095017124126000024009054122012125120088114074119110018038048082088064093098020064010006077017055082118069120105072122092068017085116120110095088083104001119112097096122087096&EXT=pdf
https://poseidon01.ssrn.com/delivery.php?ID=345071025031103101097005091002064066105031089055030062103114116025003110106095017124126000024009054122012125120088114074119110018038048082088064093098020064010006077017055082118069120105072122092068017085116120110095088083104001119112097096122087096&EXT=pdf
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https://2jk.org/praxis/
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Wi-Fi for Pentesters
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(WLAN) nimipn WIFI ninwn2a Dapn 7w nnown? 771> ow - |EEE 802.11

DN N7X X ,DNTN TV DIY'Y) DTN AwN TNRA D" 17w9r WIFE ninwn - Channels & bands

:(Oniraa oyiLn
2.4 GHz(802.11b/g/n) e
5.2 GHz (802.11a/ac) e

AN v Tw? /o177 07 DR N7 Nwan 'o'uNd .0NYY Pnn 7730 pThan T 7D
NT MXNY ,NITNXRN VN7 .(NNX NLVIX DA D'N"2N DANIN 217) DNY NIN'PN NIVIRD 190N

.NQAITD 2.4 GHz " Tha wnnea

2.4 GHz 'xny
1 2 3 4 5 6 7 8 9 10 11 12 13 14 Channel
2,412 2417 20422 2,427 2.432 2437 2442 20447 2.452 2,457 2.462 2467 2472 2.484 Center Frequency

T (@Ha)

22 MHz

[https://en.wikipedia.org/wiki/IEEE 802.11 :nipna]
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https://en.wikipedia.org/wiki/IEEE_802.11
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QW17 N2 NN NWAN 21 7D - (AP) Access Point

W7 N wpann nwA a0 7D - Station/Supplicant/Client

D'DNIY 1IXK ,N2 O'N¥N) X7 IRY NYA MIAYNY? 'TRN? N 7w - WI-FI Sniffing / Monitor mode

2R "R RKINY N 7297 PTRNT (NN f2IR1) 710 XD 12 ax¥n7 179 nwan 0101 DR 11vny

-1 0NN NYAN '0'v1d 7D K7 ,001%7 nniwn%? "Monitor mode" X172 Nwan 0'0d2 AT aXN
TNXR A'WUNT 1YV 1ITN DXIIADAIRN DX NIYAITY NIK?19' NIYY? 0'¥N X DX 27 ,Monitor mode
managed XIn (station NN2) N7W WD 0'01D 7Y 7200 axnn L(Alpha '0'01d J"TA) NN pPY

.mode

?07p a1 YD N7 'mannn

—
-

Yo7 .qonn a7y nwn 7Y nimw ny'oin Tl [n'on 2y O'¥NI7 ,[I9X79N 1'WIN NX D'NNID 1IN

N7 70 TXD "NN0'o NN Y711 'UNIVIX 91X ,NNIX 1INAY 71 17'9X [Nn NNX7 DNANNN X 0O'N

NYN7 NNANNN NITNWOX MY v ?mlp

Beacon packet e

Probe request e

niXn 7w axjpa (broadcast) AP-n "y NN7WIN NOPKRD X'N beacon-n NUPXS - Beacon Frame
beacon NUPKRO .NW2 NN AP-n D78 NYAN NINDI 7Y Y'TINY X' NUPRON NN0N .NMYy-*7'na
(SSID) nwnn DW :Md> DMUMD Na 0W'oInl IEEE 802.11 NIOCOIAN NINWIA 71N NUPZKD NN

.(etc ,beacon interval ,time-stamp ,supported rates) nwan 7y 775 y1nI
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NN NN P

= Y[ EBZ-IT MAC Header
@ version: @ [@ Mask @x@3]
@ Type: %08 Monagement [@ Mask @xeC]
@ Subtype: %1088 Beocon [8 Mask 8xFa]
Ei ;’f Frame Control Flags=%20028800
@ Duration: @ Microseconds [2-3]
Destination: FF:FF:FF:FF:FF:FF Ethernet Broodcast [4-9]
.ﬂ Source: E8:38:61:99:1AAE [18-15]
.ﬂ BSSID: B8:38:61:99: 1A AE [16-21]
@ Seq Number: 1755 [22-23 Mask @xFFF@]
Erag Number: @ [22 Mask @x8F]
2 Y E: anageme Reaco
Beacon Timestamp: 3813954621568 Microseconds [24-31]
@ Beacon Interval: 182 Time Units (164 Milliseconds, ond 448 Microseconds) [32-33]

Capability Info=%880100068080818081

S55ID ID=8 55ID Len=7 SS5ID=MRN-EAP

Rates= ID=1 Aotes: Len=4 Rate=24.8 Mbps Rate=36.8 'bps Rate=48.8 Mbps Rate=54.8 lbps

TIM= ID=5 TIM: Len= ount= eriod=1 Bitmap Control= art Virt Bmap=6x
Country ID=7 Country Len=18 Country Code=AU Enviroment=8x28 4ny Starting Channel=36 Number of Channefl
QBS5S= ID=11 (555 Len=5 Station Count=1 Channel Utilization=9 % Avail Admission Capacity=26562
Power Constraint ID=32 Power Constroint Len=1 Local Power Constraint=3 &b
HT Cap= ID=45 HT Cop: Len=26
RSN= ID=48 A5N: Len=24 Version=1 Group Cipher OUI=88-8F-AC Group Cipher Type=4 Pairwise Cipher Countf
Mobility Domain ID=54 Mobility Domain Len=3 Mobility Domain Id=8x34AC
HT Info= ID=61 HT Info: Len=22 Primary Channel=149
RM Enabled Capabilities ID=7@ AM Encbled Copobilities Len=5
Cisco Proprietary ID=133 (Cisco Proprietory Len=38 OUI=85-88-8F Value=0x@83FBAFFA35968 AP Name=3782-2.
ID=156 Len=6 OUI=88-48-96 Ciszco Systems Data=(3 bytes)
VHT Capabilities element ID=191 VHT Copobilities element Len=12
VHT Operation element ID=192 VHT Operotion element Len=5
YHT Transmit Power Envelope ID=195 VHT Tronsmit Fower Envelopes Len=4 Local Maximum Transmit Power F
WMH ID=221 b Len=24 QUI=88-58-F2 ROSOFT CORP. QUI Type=2 QUI SubType=1l Porameter Element Versiof
Vendor Specific ID=221 Vendor Specific Len=6 OUI=88-48-96 (Cisco Systems Data=(3 bytes)
Vendor Specific ID=221 Vendor Specific Len=5 OUI=88-48-96 Cisco Systems Version=3 CCX Version=5
Vendor Specific ID=221 Vendor Specific Len=5 OUI=8@-48-96 Cisco Systems Data=(2 bytes)
Vendor Specific ID=221 Vendor Specific Len=5 OUI=B8-408-96 Cisco Systems Data=(2 bytes)

| IREERELrS| TLo: | R ) s P ]

=

HNEFRFFEERERNEEEEEREEREREER

[https://mrncciew.com:1j7n1]

YN 222 XN XINY beaconn NIVPXO NKX qOIXI O'XNYN 'Y n7¢ nwIn 0'vD

Ceaco BEACON  gracon
Ne acon BEACON

BEACON
BEACON
( ® ) BEACON
BEACON BEACON

ACON

Smart TV
BEACO

2V yoin NUPZNOSN NO"'Y N"X NWIN DY beacon n NUPKRO NX UI'7|7' nN7w NYIN 0'01DY YAl

Jnannn? NA'VPKX NI NL'Y DO'D"MX NI ,"TN? N'2'09 NL'Y IT .Jonn
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1AY7 Y7X ,NannnYt 0N xR YR DN W nxn7i 7°an "7nnn N0 QwRO - Probe Request
INK? N7 1annnY? 751 ,NN%¥Na IR Mave TNl ,(Qwnna 2'nM 1Y) Nim'x )N
DRI NA'YIL 1WONa YR NYY 1NANNN QYR NYAR '019  NNYXINN. NNANNNN

W17 Xno'on oy Tn' preferred network list

Applications 8 yan,'n 1411

tditing StayAmay: |
Name ast Us - Add
Connection name: StayAway!
~ Ethernet Edit
General | Wi-Fi | Wi-Fi Security IPva Settings  IPv6 Settings 1
J Wired connection 1
Delete
SSID: StayAway! ~ Wi-Fi

Mode Client . T
TP-LINK_MR3040_481AF8
{
a0 AndroidAP
Device: E4:B3:18:6A:57:ED - StayAway!
Bezeq-n_2C6E

Cloned MAC address

Dor-Chromecast.b S months ago
MTU. automatic

Cancel

Edit Connections. Connect to Hidden Network

Applications 8 yn,'n 14:11

Editing StayAmay

Connection name: StayAway!

~ Ethernet
‘

General WI-Fi | Wi-Fi Security | IPv4 Settings  1Pv6 Settings
L Wired connection 1

Security: WPA & WPA2 Personal v ~ Wi-Fi
& Show password TP-LINK_MR3040_481AF8
AndroidAP

StayAway'

Edit Connections. Connect to Hidden Network.
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-2 N71W1,YNY YNy a1y 07¢ DN 0'01) - WIFK-n N7u9n 1Mo 7y nx'n% 7w yaia ,itn nu'wa

.probe request N'XIPIN NWp2 broadcast

X71 "2y ath OX ,N2IWNY? ndnnl probe timer NINX? Y station-n probe Nwpa nnwaw yana

SSID-n NX q¥N station-n probe-n NWPAd .'70NN 7V ATINEXAN YNYY J'wnn XD ,NIWN Ay

nYIN NNIXI nTNA .((directed probe request) ,*71I'x9IX) 12ANNN7 XN XD DR DWON Y

nm'xXn 1"7nn NN D'7'NNn D"wnl probe response-2 MY X'n ,NYpan NN n'7:1',7 |OXI AIT'R2

JNannn? 0T

N IT N'7an 12

=1 Packet Into

@ Packet Number: 242

@ Flags: @xPa880a88

@ Status: 2x90000000

@ Packet Length: 122

@ Timestamp: 14:34:51.149949388 18/85/2814
@|Data Rate: 12

@ Channel: 149 ge2.11a

@ signal Level: 51%

@ Signal dEm: -44

@ Noise Level: 58%

@ Noise dBm: -94

@ Expert: Wireless Client - No Response to Probe Request (ESSID OPEN)

= 3 802.11 MAC Header
@ Version: @ [@ Mask @x@3]
@ Type: %08 Management [@ Mask @x8C]

@ | Subtype: %0188 Probe Reguest [8 Mask 8xF@]
‘-i" Frame Control Flags=%B8888808
@ Duration: 8 Microseconds [2-3]
.HDestinatinn: FF:FF:FF:FF:FF:m Ethernet Broadcost [4-9]
Sc-urce: 84:38:38:5B8:63:D5 [18-15]
BSSID: FF:FF:FF:FF:FF:FF FEthernet Broodcost [16-21]
@ Seq Number: 1156 [22-23 Mask 8xFFF@]
@ Frag Number: @[22 Mask @war]
= " 802.11 Management - Probe Request
= Y 551D
@ Element ID: @ SSID [24]
@ Length: 4 [25]
@|ssID: OPEN [25-29]
= ¥ Supported Rates
@ Element ID: 1 Supported Rotes [38]
@ Length: 8 [31]
@ Supported Rate: 6.8 Mbps (Not BS55 Bosic Rote) [32]
@ Supported Rate: 9.8 Mbps (Not BSS Bosic Rate) [33]
@ Supported Rate: 12.6 Mbps (Not B55 Bosic Rote) [34]
@ Supported Rate: 18.8 Mbps (Not B55 Bosic Rote) [35]
@ Supported Rate: 24.8 Mbps (Not BSS Bosic Rote) [36]
@ Supported Rate: 36.8 Mbps (Not BSS Basic Rate) [37]
@ Supported Rate: 48.8 Mbps (Not B5S5 Bosic Rote) [38]
@ Supported Rate: 54.@8 Mbps (Not B55 Bosic Raote) [39]
‘-i" HT Cap= ID=43 HT Cop: Len=26
Y Extended Capabilities ID=127 Extended Copobilities Len=6
%~ VHT Capabilities element ID=191 VHT Capabilities element Len=12
‘-[" Vendor Specific ID=221 Vendor Specific Len=5 OUI=88-98-4C EFIGAAM, INC. Data=(2 bytes)
‘rﬂ ID=221 WPA Len=8 OUL=0P8-58-F2 MICROSOFT CORF. VWalue=(5 bytes)
‘-i" Vendor Specific ID=221 Vendor Specific Len=9 QUI=88-18-18 BROADCOM CORPORATION Value=(6& bytes)

‘-i_ [118-121] FCS: FC5=8xESBDESCL

[https://mrncciew.com :N1j7n2]
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D' X N2 N9pNn ,KARMA Nnopnin? 0'0an [0l ,ONI NIAIWN |0 probe request NUPND
7021 TR Do TV' 7w probe requests-2 00717 IXY NINWAN NINW 0'02 7V NID'ITA NINWAN
N97n N ,N/Nan ,N) 10N KN NWA7 JANN' KINY QYT T JIN 1'%V 7ANNnY MK 0'Non
,TIWUNYT 217V RIN MNA7 ANK TR INIR D'97IN 1IR1 D1I0N IT'RA M2 TV DRY 17 In'w (AR

.7 NX DI7N2 XXN1 XINWd 17¥ N'NAN NYWAT "ainn 2 XN mn X7 n

:KARMA Attack 7y qon y1nY

https://www.youtube.com/watch?v=GB5-uvnBU4I

Station & AP Relationships

70N NXR 'NNnY%? nan 7y Authentication Request n7wr station-n 7730 DA%wUn TNR NKY?
2277 nan 7y ,Association Request N7w" station-n ,NN'7¥N2 12V NINM'RN 7001 DTN . NINKRD
DNAINNNA TAXR 7D 9 NINTA NTIVND AP-n NX wnwnin  (Association IDentifier 7w 11x'7) AID

QW01 wiIae 700 nipnl ,07wIn 70NN Nt 2700 NKT7 MR

: Condition 1
\\[o]
authentication

No association

:Condition 2
Authentication

No association

:Condition 3
Authentication

Association

,]2n WNX7 .Condition 1-2 N'n NWAN a1 NIRPN L, NIM'RD 70N DR 17NN 7902w 197 07NN
.21 VLYND 12D DN TWKRD 910271 .Condistion 2-1 I'N NW'AN 721 NIR7N ,N7¥IN NIM'R '70N NR

.Condition 3-7 nna1y nwan ' Xint AID-n DX NIR7N 72pn
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-7 Condition 3-n N1ay7? min 2y 27 NN N Authentication |'2%7 Association 2,27 m'w
NINNX 0'7'N2 IX ,No Authentication 7w ax¥n% D7 XN ,NIWY7 0DNX IR nn 7D Condition 1

.DeAuthentication :n'ixjpn nIr nowAal

2 IXN DNX 27 N1 pInaY oMa? nan 72y AP-n v nnwan nupExS na'n DeAuthentication
N¥MI5N 7N TING N'WIN'YE NaIWN X' DeAuthentication NUPEXS .NY7X NNAINNN NINNN

Awnina N iy, nwny

("Wi-Fi niopna o0 Yy 2 a7 niuv &2 oo 1x) MAC Filtering & Hidden SSID

N7wIY Beacon Frame-2 X¥N1 DTN DWAY 17 12D .NwAN OW XN SSID-w 0TIt 17D
Beacon-n NX LY N7W NYIN 0'VIDY YN .NWIN NX Y'ONY DIIAN AP-n 'T' 7y Broadcast-2
NX¥NIN ,N'Wan "jNno” owh .TINN NM72 Nwan D Niapya onn faa v SSID-n y'orr Frame

.hidden SSID :awmn

2V nIwy? 11X AP-w nn DWW 'an? nan 7w van 007 N .xanm SSID XN |2 mw) Hidden SSID
beacon-n NIVPRON SSID-N W DR PINAY KIN Y'9N1 XN NNIK YN 7¢ NY DX X'ann? Nn

ATYN XINY

:"Enable SSID Broadcasting"-n v-n |IN'0 NX T VIYD

Applications 12 yn,'2 08:08
0 TL-MR3040
€« C ® 19216801 A @ @

Tp_LINK" Portable Battery Powered 3G/4G Wireless N Router

Model No. TL-MR3040

Status

Quick Setup Wireless Settings Wireless Settings Help

WPS Note: The operating distance or range of your

= wireless varies based on
oy : S the physical placement of the Device. For best
Wireless Network Name: TP-LINK_MR3040_481AF8 resiifs, place youir Device.
s f =
Settings Region: HEEdSuEs + Near the center of the area in which your
- Warning: Ensure you select a correct country to conform local || wireless stations will operate.
less Security Incorrect settings may cause interference. + In an elevated location such as a high
shelf.

- Wireless MAC Filtering « Away from the potential sources of
- Wireless Advanced Channel: Auto v interference, such as PCs, microwaves,

and cordless phones.

- Wireless Statistics Mode: 1lbgn mixed v « With the Antenna in the upright position.
« Away from large metal surfaces.

DHCP Channel Width: Auto v
Note: Failure to follow these guidelines can result
Forwarding in signi per ion or inability
to wirelessly connect to the Device.

Security ¥ Enable Wireless Radio
P el Corars Wireless Network Name - Enter a value of up to
SreniaConro Enable SSID Broadcast 32 characters. The same Name (SSID) must be
Access Control assigned to all wireless devices in your network.
Advanced Routing Region - Select your region from the pull-down
Save list. This field specifies the region where the
Bandwidth Control wireless function of the Device can be used. It may

be illegal to use the wireless function of the Device
in a region other than one of those specified in this
filed. If your country or region is not listed, please .

IP & MAC Binding

Wi-Fi for Pentesters
www.DigitalWhisper.co.il
27 2018 719X ,93 I'"A




v
¥
14

ST echnoloqgi

11'WN 197 n'7'2ann NRON D

63 2.656560  D-Link_d2:8e:25 Broadcast IEEE 802.11  Beacon frame, SN=3466, FN=0, F
64 2.699750  Shanghai_53:02: fc Broadcast IEEE 802.11  Beacon frame, SN=3799, FN=0,
65 2.719331 Netgear_24:7e:be Broadcast 1EEE 802.11 Beacon frame, SN=198, FN=0, FL

(|
b Frame 60: 133 bytes on wire (1064 bits), 133 bytes captured (1064 bits)
b Radiotap Header vO, Length 26
< IEEE 802.11 Beacon frame, Flags: ........ C
Type/Subtype: Beacon frame (0x08)
b Frame Control: 0x0080 (Normal)
Duration: ©
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Source address: D-Link_d2:8e:25 (00:21:91:d2:8e:25)
BSS Id: D-Link_d2:8e:25 (00:21:91:d2:8e:25)
Fragment number: ©
Sequence number: 3465
b Frame check sequence: 0x8d2a8017 [correct]
< IEEE 802.11 wireless LAN management frame
b Fixed parameters (12 bytes)
¥ Tagged parameters (67 bytes)
¥ SSID parameter set
Tag Number: O (SSID parameter set)
Tag length: 12
Tag interpretation: SecurityTube: “"SecuritpTube"
b Supported Rates: 1.0(B) 2.0(B) 5.5(B) 11.0(B
b DS Parameter set: Current Channel: 1
b ERP Information: no Non-ERP STAs, do not use protection, short or long preambles

JMNX? DI

b Frame 103: 121 bytes on wire (968 bits), 121 bytes captured (968 bits)
b Radiotap Header vO, Length 26
v IEEE 862.11 Beacon frame, Flags: ........ C
Type/Subtype: Beacon frame (0x08)
b Frame Control: 0x0080 (Normal)
Duration: ©
Destination address: Broadcast (ff:ff:ff:ff:ff:ff)
Source address: D-Link_d2:8e:25 (00:21:91:d2:8e:25)
BSS Id: D-Link_d2:8e:25 (00:21:91:d2:8e:25)
Fragment number: ©
Sequence number: 331
b Frame check sequence: 0x723e33ff [correct]
v IEEE 802.11 wireless LAN management frame
b Fixed parameters (12 bytes)
¥ Tagged parameters (55 bytes)
v SSID parameter set
Tag Number: 0 (SSID parameter set)
T g et 0
Tag interpretation: : Byoadcast
¥ Supported Rates: 1.0(B) 2.0(B) 5.5(B) 11.0(B)
Tag Number: 1 (Supported Rates)
Tag length: 4
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'NIDN TIXA XIN DWI L,SSID-N X¥N1 Probe Request/Response-n NIVZROA DA ,01DIT DNX DX ,[DAl

AP-n "y dp'nnY (N Ml

DRI NIYWYY 1179w nn 75 Hidden SSID-n X Ni7a7 nan 2y

-0 NIOPNON IX Association-n NIVPRON SSID-N DX NNP?I ,NN2ANNNY 2'09 [9INQ NIDNY e
.Probe request/response

NUPRD qIT Yy PR DI NWA7 NNAINMA DDNNN NNX 7Y N7 nmay o e

0T NNIRA SSID-n NX Ni7a71 ,DeAuthentication

i

:airmon-ng-1 wnwni ,monitor 2¥N7 117¥ NWIN 0'0d NX 1'avn? 11'72v ,n7'NN

Applications 17 yan,'w 19:02

X iwconfig NPT DN NKY

IEEE 802.11 Mode:Monitor Tx-Power=20 dBm
Retry short limit:7 RTS thr=2347 B  Fragment thr:off
Power Management:on
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-1 UNNWI ,NNAITAN NYIN DX NINT? NIN 72V TR NINYWAN DX 91007 7'NNin% 10X Xan QWY

:airodump-ng

Applications 12 yan, 2 08:14

N"YY ynyn NX nnn (<length: 0> 2> SSID-N NTIMYAY D'RN 1IX) YN DR 'N'TY INRY

YNy INIX? 17¢ NWIN 0'01D NIX 11VAE,NTYN NWIN

:BSSID 9"y n910n7 11ava Xan Awa

> 11

,0790 AR D 0NN 7D 7Y hopping nwY' 119YW NwAN 0'01) (channel) -c DX |"¥1 X7 DX

:NWIY? NN2AINMN NINNN 7D X NX1) nonY
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;aireplay-ng MNTV2 NWYI 71NN DX ,probe 2'wn%? 7V |nn NNXR 7N17 wa Nwd

.deauthentication attack -0

.NNYY? niopreon 'on - 10

.client mac - ¢

AP MAC -a

-n NIVPKRS NX NN'TY airodump ,[221 'ONIVIX 91X NANNN APNINNY NINNDN L 7NN NKY

:ITA7 SSID-7 resolving Nnwy probe

[n7¢ MAC-N NaINDWY stations Paw 2 AP-n 21937 17> ,MAC Filtering X'n N'w NNVAX NTINN

WY annn 17918 DTN white-list-a nikyN)

['TN] LITN NNVIARN N2OY DX QIpY7 NIn 7y .99 n'wa X7 1T MAC NnaImd q@17w 0'wTI* 12D 17D
namd 17 A1 17w MAC-N NAIMD NIX NP ;021NN 12D YN OX 02NN INYMY NdNal ,nwY

w7 annn? i nyd |, White List-a nxkyniw MAC
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Wi

91T 112N VX211l ,q0nn 'aa 7V o'~ R 0'-MAC-N TNR DX np"

spoofed mac-h e
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WPA2 %710no

PN DX D'wnwnn (7'900 DTPNA X7 "2IKD) NI DTRNNN ANVAXN 7171009 11'n WPA2 71710109

.IEEE 802.11-n

N 71I10N9n nNon
JWN7 NN2INNN AXp NNN 72 MR Vi e
wnnwn WPA) 128bit-n a>mn n19¥n nnosni CCMP 2171009 NIYXNX MIYPNN NIOXN e

(vTn nX J'oxn? Nn 2V 0! 40-n 21DVINN NI9XN NN9nI TKIP 7710191

NNNIXA NAYN1 N¥PN 71 N9102Y ,"Nyann T N¥'N7" NIYYAN] Y¥INN 717101092 NIN'RD '700N

.(Enterprise X71 WPA2 - Personal-2 710y N7 "1Xn1) .AP-n "y
WPA2 4-Way Handshake

1949 .Authentication request/response ,Probe request/beacon-n 'MNX D'X¥N1 INIX AT 27w2
NNO0'oN NX NPI7 (Station ,AP) D'TI¥XNN TNXN 75 12 )'7NN-0TP W' nvannn TN N¥'N7 n'?2'nNnvy
Password Based Key 7w 11x'j7) PBKDF 2 X171 720wn 7'7nn .0y 700y 1'70n yxanl 1T vy

:(Derivation Function 2

supplicant AP
length PSK 256 length PSK 256
1 ) 1)
PBKDF PBKDF
2 2
f asslword, ssid, f
passphrase Silgglgn%g passphrase

All Hashed
.Together

PBKDF2 - Password Based Key
Derivation Function

.D'IN 256 72v2 hash ,(pre shared key)PSK W' o*TT¥NN TNX 7227 N7 1*70N WNKY7

[AnXN2 D'VII9N NI DAIYNN NITYN i ,wireshark-2 anpa INMNW 0'901 YT'N NITY ni?on yTnn n|'7':1n]
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Key D2 y'9in n7'ann 7w yTma .Anouce N'RI7IN N'Y7NITIN NTNNNA D71 AP-N :MIWKRY Ay TIn

NMYY MIYRIN AYTINN DX Winn NITo ‘on ,Replay Counter=n

:Key Replay Counter=n :n"w nyTIn
.Anounce-n NX 7ajn Station-n e
J2'711mN NTNNn LSnouce 21 Anouce-n NIX 7270 Station-n e
AP MAC ,Station MAC ,Snounce ,Anounce :n 2>Inn PTK(pair transit key) 2'>n Station-n e
.PSK constructed by Station
e PTK = Function(PMK(pair manster key = PSK) ,MAC1 ,MAC2 ,Anounce ,Snounce)
.PTK-n 7y (Message Integrity Code) MIC 2'>7n Station-n e

. MAC + Snounce N7Iv Station-n e

NYUTINN 2 WWR? N 7V n+1-7 nnw ane key replay counter n'wwn Ny TN N Ay TID
:Key Replay Counter=n+1 .n'y'a17 n'w7wn
PSK ,Station MAC ,AP MAC ,Anounce ,Snounce :IT'2 NYJI Snounce + MIC NX 72770 AP-n e
.constructed by itself
WYY AN T 0T, PTK 207 720 KN maw i ytnn ' oy e
Station-nn 72'pwMIC -7 INIX nlwnt , 2D N PTK-n 7V MIC yxan 2D AP-n e
.keyinstall =1 n71w X0 ,0KIN MIC-N DX ©

.DeAuthentication Packet-I keyinstall =0 n71w ,oXIN 'k MIC-n DX ©

- 'Y AYTIN LPTK NN9NN NIYYANKD NIOXIN QYN MIAYINY KD D'WHIYN YTInn Nivnwn
N30 NYTIN

MINNRD XN TN AYTINN Key Ack=0 o

Key Replay Counter=n+1 e

AP-7 acknowledgement n71¥ Station-n e

length PSK ) length 256
256 | supplicant AP PSK
unce
message 1~ AN anounce
SNounce

PTK ,__,_M?S_S_é_ge_ 2 - _S_Nounce + MIC

Message 4 - Key Install Acknowledgement

.AP-7 Association Request Nn7w* Station-n ,NN7¥N2 D*'NO' NT )'7NN DX
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WPA2 4-Way Breakthrough

"2y NIN'RN Y700 72 NwN7 17W 10tdN WY RIN NN Fan? No1 L71710N90 N1an NX? nyd

Extensible Authentication Protocol over LAN :eapol-n NIVZX9] TVINNAI N1IAYNA

IR 72777 7211 ,eapol-N NIVPRD NK LIZZA1 ,NN'ION YW NNIAVN 9101 DX
Anounce e
Snounce e

True mic e

MIC 207 nan 7y 17 Yonw T'Nf 12T DD .NIr0AN MAC-n NIAIND "My DX 17 W'y [amoli
nN'WN7 q'on INIK PSK 1IxI [An NNX 7D 11ayal NIRNO'O 7Y 17 NP1 DX .PMK-n nT n7wn
NN WK 1210 MIC-n ,NN0A N2VYW AT7 INIK DHWAYE mic 1x¥"7 2210 PTK QIxa1 07 W'y 0T

12' T2 NnOo'oNn ,NNKRNN

i

:Monitor mode - 1 27w
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‘n9i0n ,2 27w

DemoCapture

Yalp? namo -w e

emoCapture

1 ][ Elapsed

XTI WY LD 1197 X Jdictionary attack-n NX Yy¥27 Nan 7V DDNY DRY NN 7D DX D7 W N
PN 10SNY T'A NX'N7Y 21727 11'7Y ,NIF7I'YOIX NINNO'O 7W NNV TN YMIW 197 thandshake-?7

Jwwn nyTina key installation nn'7w
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211.. 42.590850 VtechTel a3:6.. SamsungE _c8:b5:73  EAPOL 237 Key (Message 3 of 4)[Malformed Packet]
» Frame 21182: 237 bytes on wire (1896 bits), 237 bytes captured (1896 bits)
+ IEEE 802,11 QoS Data, Flags: ......F..

» Logical-Link Control
-802.1X Authentication
Version: 802.1X-2004 (2)
Type: Key (3)
Length: 199
Key Descriptor Type: EAPOL RSN Key (2)
-Key Information: Ox13ca
.010 = Key Descriptor Version: AES Cipher, HMAC-SHA1 MIC (2)
P P Key Type: Pairwise Key
O ... - Rey—Endex. 0

I
=
D

Key MIC: Set

Secure: Set

Error: Not set

Request: Not set
Encrypted Key Data: Set
SMK Message: Set

jo)
LU L A L 1

P
Key Length: 16
Replay Counter: 2
WPA Key Nonce: 211d7837102909a917d1lde8d@e3bdb5adb4904e740543f8e. . .

Key IV: 00000000 00000000000

WPA Key RSC: acl12000000000000

-N YAl 7y aircrack-ng y™Mal NIXNO'O [17'1 1IX1/TN11 NYD .)'wnn? ©WONR ,1-7 nw Install-n

XY pcap

EY FOUND!

INN'7¥N2 XNO'0N NIX 1INXN
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DId'oY

JX .0"NI7N NIND ,0M'NN NI L,0'727101 NINDYT7 DNIX NIDOIN L' 72V NIZ7n NI'VINTRN NINWAN
.D"'NT NI 12'7V,[12'0 NN 7201 ,91Y 720 ,1TNA 700 12T NINoN? waT NN ANt aiwn

.TIRN

NXIN ,|NXM91 '9UIN NINWA DINNQ N1ANY? Z¥In 0'0Q NApn L|I'0"l 'wyn YT 117'wa 0T NN
IVTN ,0IN9> N¥X'NY7 Y N'UINYR W7 NANNDNY NXAN 0Y91l ,NIAIV NNLNY AT VT2 IVNNvn

© n17 "avn nxjp nTY

DINN2 N'YVINT79NR'R N7 NN |IN"'9 N'"MID0 ,aircrack-ng N7'an Dy NIMATAN 1YXIA AT 1AKRN2

.python-scapy X'n

NNYpnn 'ono

liadavramov@gmail.com
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?]"IpLAN 'Y YA Ann

[ T T"IY NRN

aNTN

2w DY 1 X7 .0'REPINR YT 20,000-37 yran DI NTTTR NP0 170N yaun niin 2017 nivwa
197X L1001 ,790 ,DINNKRN 12D ,0NNX 0'9MIV9MR NIYALUN 7w DY DA X7X N7V |'I70aNn
127y o1 .(initial coin offering) ICO DWY7 NdTW NpI9N X7 1'7N2 NXI) D'WTN D'9IAI097 NIYaUN
NN 1D 2012 NIYAY D2 AWNNNA TADA NI RPINAR 12T 2000-3 7Y Ayl NIX (170N
NIYA "Mj0N MY DYYY R L0 DY D710 DIYRIN MR0RN 'YRYn .0 TTIA DT
["1702N 7V DT DR D'Y7 DNPRN 79 Y207 IR 702 v NYYw ARYIn oA NNt 2017

2913 DI7WNYT MYWIN YyauNnd DNPRD TV YRRy

["'1;70'2N NIX D'XYNKXN D" KRN

MYIpNN MM DI7RArYI9 17 'K .0"9MI0DMPN NIYaunn na ‘TN NI M1RP02
2 NI7WONY |11 XY |2 ,9007 9'7nND |"TY ynIR X7 Xin L Utility yaon% nnima nn1iouvo?
W 1AV MMYY KD M0 7Y TR .IIN0 NN YR RINE N7V NIDNDIEQY (AT DDy
MY 7Y 0 TRAN 7w Dndonnl yaun? wiznan ‘o 7w va vl rrypizan aa  nwin

.o"pxn T 2V TNIMAa MX719197 INIX DX ND9IN |"170'2N AYOXKNY NI'M"IIRN

72V D'WYRYN TR 09K I ITARD VIWUNN L1R0N Y MMIRD DY 220 70NN JNR |IrT
7¥ NNYN WWORN [IPVRANY X LVOKA W 1NAT7 L(VIMYN) ‘TR 17 Xl Mpvtann pnanng

AN NN 'N19 )W 17 W'Y [I'vAn 7' NIvA [DINA D'O0D

I'j70'2 7m NN XN Y2ANIN-JONTIX N'TARN [ID'0N |IN N TO0'"N] |ONTIX 7N ,'IWin Navn N

DY "RV 'MT'Na NY'PYN 171nnaw Y'2NIn - |[ONTINI

AYN 17020 7Y 1DV YA PN AN7 T L,09K17 |00TIXK |2 DN NI 770 NP an

J"™uan oy (DMPRN) DINYD 7W DFTNIMN D'ON'A NN |'an?

?["170"aN Y Y nnn
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2017-2 Ransomware NI9pnna a7y

ANITN NIAMDN ¢ D190n IBM Security 7w NIT '9 2y nmixy 1'n 2017 Niwa 191> NIDFNN
miwun1 NNIYRN NIRXINN .2017 NwY 2016 mv |2 6000%-2 7Y N19ID2 NIVIAIN N0 RN
7Y D9PNNN N'RINK PN N 7707 20X YT TR 5 %Y Timy? nirdx 2017 nmawa a1
1978 NNWYI NI'TA 74-n NINS X7 .0I'N TV NAIoN N71Tan nopnnn nn'*nw WannaCry N1

.N9pNN1 1Yyadl D'avnNn

2016 NanxT wTINA IBM X-Force 170 '© 7y .0%7¢% X' N1OD T 7V 1DPNINY D70y 7¢ DNMV)
.DN7¥ 2wnnY? nwa ARt nn Y 0N'ORINT MW N1DID NIYYAN] 19NN WWR Df7oynn 70%

Q"N T 197X 10 7yn Y nexnnn N A"NAIR YT 197K 40 7un 7w 20% 19X 0'OpNINN

1I9PNINY NILV'A NINANA DD D'VLVIXN Coinstaker "nx2 ,2017 "anXT WTINQ DONOSNNY INKN]

.DMPRN NIDPNNA N'7W7 272N 17010 1WA NYYN D DYILD 19D T Y

https://www.coinstaker.com/bitcoin-increases-ransomware-attacks-says-insurance-company/

?]1230 NIn 1900 "IN

DIPRN NIDPNN NP'017 N72IN [MIPUAN WA VDAY NIVTAN NN2AN N0 NRA'O'RIVYIN

J1P0IAN NNa Nt N7RIN DNPERNN DIDPNNA NY7VN - (121 KIN 19NN DA X N0 NYNW)

.Javon n7iva |"YYM MIYP NI'XY N'NINN nY7In nwyn? nswn DPRNN NISPNN NIN2aNn
nmypinni N7 nopPNN Nyvwa prnnn"; Yy ar alonn J'I70'aa m<ly onn 1vswn ndpnnn
N LInIX 1DN7 D'YY DI 12 D'?'TNNN D'0N9 TR XPIIT CWUNRD ,NotPetya-I WannaCry-'? nniTa

.N7V' DIYY Nox

YITA X .12 DR 27N 791w KN L(NMNRZY DRl Nopnnn NIYWA 1702 M0NNNY L [XON

70NN NINDY7 ,N9PNNNY TNKRT DA D'R'Y 112YYT 19710970 Yaunn )'wnn

N20'102 WY NN .ARAN N9PNNYT NNY 12D 0'DIY1 TWK DR NXIY] AR 790 MIwnn
17X DIAOX .90 NISPNN N2 D7WY T ,YXINNA 702 23-> 01I DAY D772 DIRY N7
AWMDY7 70 K¥N'Y [INV 7D 'R 1VA9'1 NTNAY |21 2INN 1I'K NIXAN N9PNNY7 7NN DN
Y DR TIRN NI7yn 198 NIwDY Mxy niva" 'vnd 0 NIYavn oifn 0'vwsn 0N It 012N NNN

yaonn

?["170"aN Y Y nnn
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https://www.coinstaker.com/bitcoin-increases-ransomware-attacks-says-insurance-company/

Technologic

NINA1 NATANN D'NYSYTI

Y NXT DY TN' .X7 N'ynwun TN XD OM2WNY NAIWNN 7'In X7 yaond T Y1700 DRN
MINNX? ,XMAIT7 .vaon? Dpkn 79 nd'wna yvias? ni7ziy niranid X710 niranis N Ny
NN N0Y7 171N 'Kz kN WIRN Twwna (Office of Foreign Assets Control) OFAC '> DOYONN
NI7'W97 DNIYEN NIFTAI DY7RITATIR N771D OFAC 7¢ nn'wan .0'MINIMD DMYIoN M0 'R

JNP7INN N7 NIDNXK DY WRNNYT NI7Y7 DMWY DNXR 01'011'S DMWY TWUKRI YYUSI 1NV

'WNNWN INX NINNNY? NSA-N 'T' 72V N701IRN N'RYWN NIRZINAN NN TR0 TIKITN QUN NIYn
Ya0Nnn NINK DRIVY NSA-N T 2 "naIwXY NIDTY" KIN 11700 1N01ISY Dnonn 197 LMpuna

...2013-n 12D

D9¥IN NIYALN 7V DX 7'0N0Y% 011DNN 'DN'RN TINRNE N0 D DoNID 2017 NNy T WTINA
79U Dmnnn 0701 TMY7? NIYaovna DNIoN DR Q'NN AYTNN DR'PNN L'70 DA DY7700
71D DON9NNY NIDY NWTNN DP'PNN NIDPWA NNAAN T 7V N0 MMl [In 117N nnn7nn

.NYn

["[70'2] WIN'YD I I'NON 0IDA [MI7V'ANI DY'DNAIVDNP NIYALN 7V NX712N NN MDY
["70'2N ONX D2 D 'RTI7 2N ,NRT DY .17 Y127 0"NNRN DNIPRN DR QIYNNIE 191> nnun?
TAYIN .0'9MIUDMIPN NIYAVNAN 'YX AN D'9'7NN 17 INXN' MYIN NV'NON Yaund wnw? 'oo
178 NN LMIPVAN 7 IT 7V D71VN NNVANI NI'VID VY'¥YAN 'DIAIVDR YaLN ,Monero-n XIN N1
["2YN OX IT'2' DM 1NN 191D WA [N NI9'PN ITVIN 12d1 DNPZRNN 11'WNn NNyl X7 Namn v

JTYUNIN NVNON Yaun' 7w PopIoNN IRINQ NIT'Y D7 721 N1IN2 DMPRN 7¢ Nain
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e https://www.cnbc.com/2016/12/13/ransomware-spiked-6000-in-2016-and-most-victims-

paid-the-hackers-ibm-finds.html

e http://www.zdnet.com/article/uk-firms-stockpile-bitcoin-to-pay-off-ransomware-hackers/

e https://www.coindesk.com/goodbye-fungibility-ofacs-bitcoin-blacklist-remake-crypto/

e https://www.rt.com/usa/421867-nsa-targeted-bitcoin-users-snowden/
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VB6 yalp'? OEP NThY

D4d nxn

NI

17 m'wyw NX7 .PECompact aion Packer oy |am nqnw EXE yalp 7y 75nonY 7 k¥ ninnx?
YMOonY nn .Visual Basic 6-2 2Nd1¥ yalj72 "2 'Y AR, 70MB 7w yaip 'm7at Unpack

.NIX NINDY 'R YT X7 'M'01Y 0'-Decompiler-nn TNXR XY AT 7'V MNIX

:D'N2N DATN DX A'¥N7 X2 DT INNN
PECompact-7 unpacking vixa e
(Obfuscation) 7197'wn Ty 'R @

Decompiler-a NN9'N7 YaI? DNAY1 7197'Wn DR TINYT 'MMN7¥N 'R @

PECompact-7 Unpacking yixna

19010 17 W'y TN Y72 ,Protectionld-2 '"munnwn .Packer-n 7w a10N NX NINT? N0 JIWURIN 27WN

:D'WIT D'-Protector-71 D'-Packer-7 nm'nn 7w a0

['] PE Compact v20352 (intemal version) compressed !

AXINY '9D TIZ YOPN DY N7'NNn NIMN .PECompact 7w Ndim X721 TN N0 W' N7INY RN

NN NJINNA

[C] Fle View Debug Trace Plugins Options Windows Help

o Sl olalu ot if 3l Sl sl s

AB401 885 58 EAX
#8401 006 64:FF35 000060 DWORD PTIR FS:[@1

#8461 0808D 64:8925 00BBVBEMOU DWORD PTR FS:[81,ESP
33Ca XOR_EAX,EAX
8908 MOUNDWORD PTR DS:[EAX IHECK

NAIMd1 Y'oIy TIP Yo7 Nx'9p Y% 1O Access Violation a1on exception 1¥I' PECompact

.0x401000 naind>2a EAX-2 Diww nn '97 0x48F5B30

NAN TIPN YOR N DXL ITR NANDY wan
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Pased | @{4 X| > =| 11| HJ i1 #|U| LiE|Mw|Tc|R|:K| B/MH| i

—l48FSB3B B8 B5488FF4 EAX ,F48F48B5

B48F5B35 8D88 9E128818 |LEA ECX, [EAX+1PBA129E]
A48F5B3B 8941 A1 OU DWORD PIH DS [ECH+1] EAR
B48FS5B3E 8B5424 B4 OU DL ]

B48F5B42 OU EDX,DWORD PTR DS [EDH*BC]
B48F5B45 0U BYTE PTR DS:[EDX1,0E9
B48F5B48 i DD EDX.5

A48F5B4B SUB ECX,EDX

A48F5B4D U DWORD PTR DS:[EDX-41,ECX
A48F5B50 XOR EAX,EAX

TN
B48F5B53 MOU EAX,12345678
A48F5B58 4:8F85 PBBOOAE DWORD PTR FS:[@1
A48F5B5F B ADD ESP.4
B48F5B62 EBP
B48F5B63 EBX
B48F5B64 ECX
A48F5B65 EDI
A48F5B66 ESI
A48F5B67 EDX

AB401000 B8 385B8FO4 MOU EAX.B48F5B38
#8481 065 5a EAX

#8401 606 64:FF35 A00BAAGAL DUWORD PTR FS:[@1]
#8401 68D 64:8925 0000AAE MOU DWORD PTR FS:[@1,ESP
8401614 4 A0R EAX.EAX

D'NAN TIEN 'WOR'? D'YRAN DN NKY

A48F5B52 C3 RETN
B48F5B53 B8 B5488FF4 MOU EAX.F48F48B5
3 64:8F05 GOOOOBE DUORD PTR FS: (@1
B4 ADD ESP.4
@48 F5B62 55 FPP
B48F5B63
B48F5B64 ]
A48F5B65 ‘DI
B48F5B66 ESI
B48F5B67 52 EDX
B48F5B68 8D98 57128818 |LEn EBX. [EAX+18881257]
B48F5B6E 8B53 18 MOU EDX.DWORD PTR DS:[EBX+181]
B48F5B71 52 D%
B48F5B72 8BES MOU
B48F5B74 6A 48
B48F5B76 68 P0100080
B48F5B7B FF?73 84 DWORD PTR DS:[EBX+41]
a

@48 F5B7E
d OU ECX.DWORD PTR DS:[EBX+181
ECX , EDX
OU EAX,.DWORD PTR DS:[ECK]
@48 F5B8? BEAR

17w NX y¥27 PECompact-7 WTIVW yTAN 72 DX 1DIN7 2N DN DKL, [ND'T xpn N7 T Yo
:Packer-n 7w 122100 2N ITN N'¥j7219] .NRYON

V48 F>BAY 3G ECX . EDX

A48F5BAB EAX . [EBX+1C]
A48F5BAE EAX
A48F5BAF EDI
#48F5BBA ESI
BECX

2Yaipn D NR Mysnw Decompress-n 721 790nw Packer-n 7w TIpn N2Md XIN XAN Q7wn
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ST echnoloqgic 1

JND'T? TN 75 DR NIW9Y7 aNIT XAN TN Yo

U410 I'd> bOH

#48F5BBB
B@48F5BBD
B48F5BCA
A48F5BC3
A48 F5BCS
A48F5BCS8
B48F5BCB
#48F5BCE
#48F5BDA

MOU ESI.EAX
MOU EAX.DWORD PTR DS:[ESI-4]
ADD EAX.4
SUB ESI.EAX
MOU DWORD PTR DS:[ESI+81.EDX
MOU ECX.DWORD PTR DS:[EBX+@C]
MOU DWORD PTR DS:[ESI+141.ECX
EDI
EDX

:0OEP-7 72w JMP EAX w' 9101 |pn INKY

B48F5BEB
B48F5BEC
B48F5BED
B48F5BEE
B48F5BEF
B48F5BFA
B48F5BF1

NAN TR YopZn NX nNK1] OEP-7 n'yanw 1NKY7

Bl 93DU82
A193D8A3
8193D8a4
a193Daas
@193Dp8a?
a193p8a9
@193Dbaac
81930813
8193Da14
#193D@15
@193Dba18
8193DB1A
@193Db@a1C
8193Dba1D
8193DB1E

3D
Bl??DBzh
#193ba24
91930825
#193D@a27
A193D828
8193D82A
8193b82C
8193D@2D
A193DB2E

ESP
INC EDI

ADD EAX,DWORD PTR DS: [Eﬂx]

ADD BYTE PTR DS:[EA X1,
8860 BE ADD BYTE PTR DS:[EAX- 42] AH
698448 B@SDBEE] IMUL EAX.DWORD PTR DS:[EAX=2+EAX],
AF th!l;PDUORD PIR ES:[EDI]

DWORD PTR DS:[EDI-7D1
BFF
JMP SHORT @193D@z2C
P

Undocumented instruction or encoding

14417

Unknown command

L.BYTE PTR DS:[ESI]

Hull BYTE PTR DS:[EDI].AL
INC EDI
ADD EBX.EBX
SHORT @193D@33
POPAD
NOP
NOP

71T DIV 7w X7 DAl Visual basic 6 7w X7 ,N"0IN N7'NN M2 210 )2 70 RNl X7 7"0 TIg yopn

Scylla N1DINN DX 7'WO1 LINIX YNINT7 AR 7210 NON TIP7 Dump NP1 DX .0DNNKRYI C++-7 NN

AT |I|7']'1'7 N NN NIDINN NNR

Attach to an active process

11168 - v Pick DLL
Imports
msvbvmé60.dll (322) FThunk: 00001000
ntdll.dil (1) FThunk: 00001508
Show Invaid Show Suspect Clear
IAT Info Action: Dump

£ 9
OEP: [ 193008 IAT Autosearch Dump | | PERebuid
VA 401000

Get Imports Fix Dump

Size  00000S0C

Log

Loading modules done

Imagebase: 00400000 Size: 044F6000
IAT parsing finished, found 3 d APIs, missed 0 APIs

DIRECT IMPORTS - Found 1 possible direct th 1 unique APIs!
DIRECT IMPORTS - Found 1 additional api a

DIRECT IMPORT! 5 I 0
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JMDIMN 2'NNN NAw TN NX OEP-1 D'en

2V 1T N720N DX NIXNT7 N1 NDIMY NRYWA AP NINRAI9N 7D 0'RYN] DWW NIMDN IT - VA e

AT Autosearch iy '

"y NINT NWYI ,N7200 DAY [2'N NIT WONYT NIX W' A¥nn DT NN Ty T'an X7 20 "wn

:((MXan naxn? Ollydbg NX 1'ayn? "wWoR Tay X7 N1 nTNa) "FF 15" IX "FF 25" 7w wion

L93D@3D
193DA41

L93DB45
L93DB49

L93D8A4D |

L93DA51

SHORT

Backup

Edit
Add

label...

Breakpoint

Follow DWORD in Dump
Go to

Decode as structure...

PA40AFBA

Decode as pointer to structure...

Open in a separate dump window

Search for

Find

references to

Addressing

Hex

Text

Integer

Float

Disassemble
Select ASCII code page

Appearance

D3F?7DBF?
@1EBD3F?
85C933EA
F?DBF?C9
F?7D3F7D@

TAG4 TDRY

U5
ﬂ3ﬁ2\

sy

s o0

Far

Jjump or call

Far jump or call

?21,ESP
AL
. PTR DS:[ESI]

D721

R_DS :
Short signed
Short unsigned
Short hex

Long signed
Long unsigned
Long hex

Address
Address with ASCII dump

NN [9IX2 7200 72 NN RIXNT71,NIAMNDN DX WoNY7

AR481 048
AB46104C
08461050
na401 054
401058

Ualue

‘?2AB9BBE
?2A1CB?F
72A297DC
?2A49841
72A477ER
?2A376F2

72A1CBAB | iy

?2A20507

?2A1CBD1 | 57

72A39386
?2A309F9
72A1CCA1
?2A1A266
72A46AEE
?2A20537
?2A1CCAC
?2A4728D
72A1CC4D

72A29794 |6

?2ABC244
72A46831
?2A1CCBD
?2A21929

."Get Imports" 2moOn v

727 DONK - VIT X7 TIp

ASCI | Comments

4¢4r |MSUBUM6@ . EVENT_SINK_GetIDsOfNames

Oﬁll'

nr | MSUBUMGA.

MSUBUMGA.
Ar | MSUBUMGA.
iir | MSUBUM6A .
MSUBUMGA.

MSUBUMG68

MSUBUMG6A.
MSUBUMGA.
| MSUBUM6@ .
MSUBUM6@.
ur (MSUBUMGA.
ir MSUBUMGA.
&6 | MSUBUMGA.
ir | MSUBUMGO.
MSUBUMGA.
ir | MSUBUMGA.
ir [MSUBUM6O.
r HSUBUHBg.

rtcSin
__vhaR8FixI4
__vhalarTstGt
__vhalarSub
rtcSaveSetting
rtcCos
__vbhaStrI2
rtcTan

_Clcos
_adj_fptan
rtcAtn

__vhalarMove
__vhaStrlI4
.rtcExp

__vhaCyMul
__vhafryMove
__vhaFreelar
rtcRgb

.__vhaStrUarMove

__vhaHresultCheck

_vhalarUargNofree

Yn71 ,("72a0n 712 nx 7710) Dman 99 NR nnww AR 91X ‘DA

Yo7 Niam X721 nipn NeYion 72w Show Invalid natya 71ma)

.Access Violation

0TI MNYY dump-n Yalpn DX N2 "Fix Dump” y¥11 1T 0719 1
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B1923CFEB

@193CFEC

B193CFED

B193CFEE

@193CFEF

B#193CFF@

#193CFF1

@193CFF2

B193CFF3

#193CFF4

#@193CFF5

B193CFF6

@193CFF?

B193CFF8

B193CFF9?

@193CFFA

B8193CFFB

#193CFFC

@193CFFD

B8193CFFE

@193CFFF

#193D0AAA MPESHORT ©8193DA6AA

#193D8#A2 ESP

#193D8@A3 INC EDI

#81923D0B4 Undocumented instruct
A1923DBA5 ADD EAX,.DWORD PTR DS:L[EAX]
81930087 ADD BYTE PTR DS:[EAX1.AL
#193D000A9 ADD BYTE PTR DS:[EAX-421,AH
#193DBaC 698448 BGBS8DBEE] IMUL EAX.DWORD PTR DS:[EAX=*2+EAX1.-1441
#193D813 AF SCAS DWORD PTR ES:ILEDI]
81930014 FF DB FF Unknown command
#193D815 FF57 83 DWORD PTR DS:[EDI-7D1]
#1923Da18 CD FF BFF

#193DB1A EB 18 JMP SHORT ©193D82C

NNQN NRAYN DX 72771 vb decompiler DY INIX NINSYZ N01w ya1a 7ax VB Yalj Nty DTN 1INIX

~

@ Info X4

5 This program compiled with unknown compiler
@ This decompiler can't help you

\ OK

9 X7 N1 '72n0X2 VB 7w TI X7 N2 02) .VB-2 TIpn DX NIRTYT 7211 X7w XNl lwanwn inwn
ANI' XIN '72N0XN NI'NANY NDD - p code NT ITN N'O'¥90n N1dINAI (VM CODE 1nd Tay Nty 11on
Patching DN7 NIYYY7 12100 YNI' NXPY D ,NXN AT |ND'T7 D'NIVISA TN 'O .N1an? Jalon

.2 7D VB 7w VM-n Nk D'M'On X7 DX

.OEP-n 1M1 w'v 7197'WN NIX 207 NI017 XIN Xan 27Win
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2197'yn TAIY TXYD

:NNAN NIXA 7'Nnn TIpA 7190wn

#193DAAA - '] PUSHAD!

A193DBAB BE 690440008 MOU ESI,.OFFSET A0400469
A193DA1@| 8DBE EBAFFFFF |LEA EDI, [ESI+FFFFAFEB]
@193DA16| 57 EDI

91930817 OR EBP.FFFFFFFF
A193DB1A EB 18 JMP SHORT 8193DB2C
#193DB1C NOP

@#193D61D NOP

#193DA1E NOP

A193DB1F NOP

91930620 NOP

@193D621| 9@ NOP

#193D822 MOU AL,.BYTE PTR DS:[ESI1
#193DB24| 4 INC ESI

A193D0B25 MOU BYTE PTR DS:[EDI1.AL
81930827 INC EDI

91930928 ADD EBX,EBX

#193DB2A SHORT 8193DA33
#193DB2C POPAD

#193DA2D NOP

A193DA2E NOP

#193DB2F EAX

91930630 ECX

91930031 SHORT ©193DA38
91930033 OR_EAX . AANNRAA2

-0 Y DR W aun? X ,7272% 7O DNo popad-7 W 0'xoIpI pushad-2 0'7*NNn N7unY? TIp yopa

:ecx DY TN* N0NN7 D'ONITY PNN eax

|

IND eax-1 ecx -2 I'nY NIRXINN NX D'AThYNY NX1] 9102 ,0'07VnN NKX NY'Y "ar 'UUF" 1V'O1' NYD
nNinna

A193DB5E JMP SHORT B193DB3F
59 [ECX

A193DB61 TEST EAX,EAX

91930863 58 EAR

#193D0864 JMP SHORT 8193D@67

overlay -1 infinite loop-7 NDINN NX NI0'1dN WX Anti Tracing NITIP9 DA W' 7207 qoia

.WNNAa XA NIN .instructions

BF31

68 B1888080
#193DACC| 59
9193DACD
9193DACE

P SHORT 8193DBD8
EAX . EAX

ECX ,ECX

SHORT ©193DBE?
EAX

EAX

EAX

EAX

EBX ., [EBX ]

SHORT @193DBE?
BYTE PTR DS:[EBX1]
E

EBX1]
JHP RT 8193DBF5
MUL BL
ADD EAX.EBF6@1EB
SHORT ©193D156
TEST EAX.EAX
EAX
JMP SHORT #193D183
MUL DL
ENTER @D88B,BEB
ADD EDX.EBP
RDISC
SUB EAX,EBX
JHMP SHORT ©193D111
JHP FAR EB@1:0000003D
ADD EDX.EBP
SHORT ©193D119
A192IN11 R .JMP_SHORT _A191N111
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DXINY NNIY Nnd "MNKX XN MUP'? nyan

B#193D1AB
#193D1BO
#193D1B1
A123D1B2
A1923D1B3
#193D1B5
#193D1B8

A4 072IN41 DO

B485725E
B4857260
A4857261
B4857262
4857264
4857267

#4886 7ES
A48867E6

#193CFFF
9193D80A
#193DAA1
#1923DBA6
#1923D8AC

Pty

A193D2BA 68
]

A193D2B6
#193D2B7

A4856750
A4856751
A4856752
A4856753
B4856754
B4856755
A4856756
A4856757
A4856759
A485675C

BE 291C40800

84856754

EAX
ECX
SHORT ©1923D1BA
OR EAX .B0080805
JMP SHORT 8193D1BC

YnD oYy ray

RETN

INC
)]

ECR
Y |
ESP
EBX
PUSHAD
EAX
ECR
SHORT G485675E
OR EAX .00000007
JMP SHORT 04856760

:0'011 2-1 JMP DY TI7 2Ndwn 79wnn Xan Tig o

MOUNDWORD PTR DS:[EAX IREBX
EAX
ECX
SHORT ©4857269
OR EAX ,00000005

JMPRSHORT 8193DA22
NOP
NOP

9193D0AA

EARX
ot

NOP
PUSHAD
MOU ESI ,0808401C29

8DBE EBAFFFFF

AAEASAR4

NXR
A480EABA

EAR
ECX

A193D2B8

A48533DF
A48533EQ

%8
C?74424 F

SHORT ©193D2BF

:N10NNY "N 1INWn N9ONIT IT NTIRD

#4853

471 68

C F4?9% ] D P

82348504

JMPESHORT ©48533EBNN

ZDQODD?QWHIDWDTW

A4853482

04853476

WMPESHORT 04853479
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341 F1B6
JMP SHORT B4853481

NN 7NY TNIM T0N19 DY NKTPA VB 7w main Nrypaio Visual Basic 6 7¢ main-n N''¥219 NNT

:main-N 7W NX97 nx'op v IT n1imn2 .VB6 7w forms-ni NI'¥21190 DY n1ann 7D

A4853481
A4853482
A4853483

72943504
729435A5
729435A7
729435A9
729435AE
72943583
72943589
729435BA
729435C1

729435C2
729435C3
729435C6
729435C7
729435C8
729435C9

VB 7w main-7 10N19> DAy n1ann v N0 ,nyd

55 EBP

8BEC MOU EBP.ESP

6A FF =l

68 28989572 72959820

68 BIBCA272 72A2BCB?

64:A1 B6BABAPBG MOU EAX,.DWORD PTR FS:[81

58 EAX
64:8925 AOABABE MOU DWORD PTR FS:[B1,.ESP
51 ECX

SUB

S$S: [EBP-18 1§33y
PTR SS: [EBP+8

M7 797ynn TIipa DTIE NAN2Y NANdA ZIrTA T 0x005079F4 Manda n1ann NX 7on esi

BAsa7?9F4
8587084
8a5e87a14
8587024
Bas587A34

anse7an4d
Ba507nAB4
aasa7acC4 | ¢
B8a587aD4
BA507AE4
BA587AF4
B8a507884
BA507B14
8a507824
BA507B34
B#A5087844
BA507B54
BA507B64
BA587B74
aA587B84
BA587B94
BA587BA4

:N1aNN 7N nnn 770 0T .n1ann

[afalnlalolalafs o ls 1o S s 5]
[alsla e e aTs 5 15 1e 1)
@ ¥l

T e @
z=F
zP UY{EDeyd

03¢ BAsg

epd @z8 HUé of
46 >pé
487 "R

1’ 48 1 KR

ni'@i,(ijﬁ‘ @

L4} H k@

“

IR N7NNNN Y1 X ,NTN NN 27NN 7'on NN 21727 N0 ,NTN YOz NIX 17 U'w INRY7 'Yy

:NAINMNN 194 D"71|7YJ NNIXRY ARXINN IT .TIPN

AB5879F4
AR5A7A04
ARSA7A14
AR507A24
Aa587A34
AR507A44
ARS5A7A54
AR507A64
a8587a74
AR507A84
Aa587A%4
ARSA7AN4
AB587AB4
AA5A7AC4
aA587AD4
ARSA7AE4
AB507AF4
A0567804
AA5087B14

ASCII C(ANSI - He
%}

o
%

er
R 1lu

$F
* 3 4ER
tQF
ppF x ®
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,TIPN DR DNT X7 277901 T N7 niaron NNX 1T CO 7y XOR oy TTIyn NN N1ANnY N1 AT
TP YOpN NX D'NIWONY NR dump NNP7 0N TIRY7 AX7'oniT yya? 00w axn v mma

nin

‘HW BP on access D'v

Address |[Hex dump |
ARSA79F4|CA CA CA CA|30 DF EA CA|CA CA CA CA|CA CA CA CA
ARSA7AB4|CA CA CA CB | BE CA CA CA|CA CA CA CA|CA CA CA CA

AR5A7A14|CA CA CA CA|CY C4 CA CA|CA CA CA CA|CA CA CA CH
:NANN2 D'RNY '93 XOR nyxanw nx?17 v

A48531AC| 80340PB CA XORNMBYTE PTR DS:[ECX+EBX 15CHA

A4853110 EB @6 JMP SHORT B4853118

JND'T2 NAIDN XXNI 12D MANNY 7721, TIR'? dump NNR'? 'RTD 1AW TIR YO77 D'w'an 9i0a

Address |Hex dump UNICODE
AAs5a79F4
Aasa7AB4
ARsA7A14
An507A24
An507A34
AR507A44
AR5A7A54
AAsa7A64
Aasa7A74
AR5087n84
AB587A%4
aasa7An4
AAsa7AB4
AA5A7AC4
Ans5087aD4
BAAS5A7AE4
AASA7AF4
AA5Aa7BA4
AR5A7B14
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Decompiler-2 yaipgn Nn'No

NANDIY N1DIN DNO NN9A VisualBasic 6~ N'1dIN 7w OEP NIX'N7 11X Nnka 'R NwT7? 7'awa
-2 OEP nIX1'N7 MY 772 ndd nmamnn '9%7 .n7w OEP-n NX11 'R 7DN01 ndUN NNINA

:VisualBasic 6

481310 Pen401970

¥B491315| - E8 EEFFFFFF {JMP.&MSUBUMGH . #100> Jump to MSUBUM6O.ThunRTMain
pB4a131a| - BOODO BYTE PTR DS:[EAX].AL

pB4@131C| - 0BG BYTE PIR :[EAR ], AL

PB48131E| - OO0 BYTE PIR :[EAR].AL

pB4a1328( - 3000 BYTE :[EAR 1. AL

pp401322 | - BYTE :[EAX1.AL
pB4a1324| - C EAX

pB491325 | - BYTE :[EAX ], AL
#B401327| . :[EAX].AL
an401329 | - :[EAX ], AL
AR4A13I2R1 . S:=TFRX 1_DIL.

72 MIXR 1 T07 NI0171 N1DINN W TN NR nnp"} 0'>'¥ NNIX DiPna OEP-n nX11 'R 'R NNy

XN N2 Yllp'? Dump NP DT NX NIYYL "D .nniT |SIR NR'Y

[€] Fle View Debug Trace g Options Windows Help

Foed B4 ] w|»|0] b 43354 U] ©EM|w T]c|R|-|&| B|M[H|
B485342C 56 ESI

B485342D 6316 ARPL WORD PTR DS:[ESI1,.DX
B485342F 86 ES

B#4853430 608 "USHAD

#4853431 3112 DWORD PTR DS:[EDX1.EDX
A4853433 SF EDI

84853434 5 ESI

#4853435 AND DWORD PIR DS:[EDI1.EBX
B#4853437 5 EAR

B#4853438

EAX

B485343A ECR
ESHORT 04853442

B485343D OR EAX, 30800005
#4853448 JMP SHORT B4853444
04853442 EAX .EAX
#4853444
84853445 ECX . ECX
84853447 SHORT B4853456
#4853449 ; EAX
94853448 G EAX

#485344D "G EBX

B485344F G EBX

84853451 SHORT B4853454
#4853453 U BYTE PTR DS:[EBX]
84853455

#4853456

94853458

G EBX

EB @1 SHORT B4853463
#4853462 EA E3B5EBB1 EA FAR EBEA:81EBASE3 Far jump or call
B4853469 DF59 85 WORD PTR DS:[ECK-7B]
#485346C CA58 EB a1 BYTE PTR DS:[EAX-151.1
84853478 EA 68823485 84 FAR EBB4:85348268 Far jump or call
P4853477 B1EB EBX , EBP
84853479 68 BeF14188 {JMP.&mnsvbum6@.ThunRITMain> Jump to msvbumbB@.ThunRTMain
B485347E EB @1 SHORT 84853481
B4853480 EB C3 SHORT 84853445

w'w X'n NOP-7 na'on .nNTI Dyo N1 |j7IN KIN - IAT-7 fix 21w y¥a% 1y X7 now dump-a

N7 Dump nyx1w yana 1inwn 1on ' Ty’ X7 NI THN DX YW Va2 .NNNKR nTIpS DY overlay

lAccess Violation 7273w 72 - VB-n 7¥ N1ann oni,1Nnw1 110NN I'NY 0T 72
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:N1ANN NX N1oNNY 9INT 17V ,a¥NN DX [7NY7 Nan 7y

Enter value to push

Hexadecimal |005079F4
Signed 15274100
Unsigned (5274100

Float |7.390588e-39

\ 0K | Cancel I

-nonna

BA18FF88 | vt

Yal? INTY AT X7 2719017 TN [TV X YN DDINAT PN AN 20 - TIpn DK YyNawon  nyd

-0 7Y TIpnn 290 WThn 2IM21 1YY Ind D0 R T07 Nan 7y ,791yn Ty OEP-nw 7721 VB

B4853438

A485343E
B4853443
#4853445
B4853446
#4853447
A4853448

4853449
A485344A
A485344B
9485344C
A485344D
B485344E
A485344F

‘N9 AXInv 1nd .OEP

X UTN YaI7 2MyY 2Dt Xan 27Un1.0173 19T K79 KTI7 77 ,21W D1DINN DX Yn'? N0 Nyd

A4853435
A4853436
#4853437
A4853438
A4853439

W485343E
04853443
A4853445
A4853446

:NQN 2¥N7 VAN 'YyY DTN

NOP

NOP

NOP

NOP
F4795000 AR5079F4
610180F6E ThunRTMain

B 3D JJMPESHORT B4853482

NOP
NOP
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:Decompiler-a yalpn NX NIN®7 noin nyd

4 Ty Project

4 Forms
0000046} £2.080¢. .\..\..\..\WINDOWS\SYSTEM32\STDOLE2 . TLB4OLE Automation B £c000000000000
3 £d0000000000000
B3 1600000000000

pecompied OK

2190 NTINY 190 AT L 791vn e I"TV N9 yT'Nnnn ,7'7n !']"’IXW INd> NNO)Y XINYW XM

STIPD 22 IR Naann N T X ,Decompiler-2 NIN97 N'¥9IXN DK 117 NMWOX 71 N7NNN

nid'o
TR 72 R 797wn1 IR TIA? X7 VB6 9w 17voniptT? Dhaw Protector aXIn T XN
NIINN "ANNY TINA AWNY IR N0, 7190' 19NT IMNXR71 PECompact Dy 210 YaIznw N7 qoina

.12 DMLY NITION 72V MWL

XY X7 1T N1DIN) Anti VM-I Anti Tracing ,Anti Debugging :[120 ,01w DI0N NIMAN 0775 N1ann
TIPN DX D'797YN 12Y 'MdAY TN DInn .(0'-VM 7@ DNk D210 1011 X71 VMWare 7y 7702
NIYY7 1YY NWAY7 NNT INRNA YXIAw nn .TheMida nt Dump nn'7t OEP-n DX |PNY7 N n'n'w

.TheMida-2 "aIm YwNd

7anna 7y
Reverse Engineering-n DINN2 j701Y :D4D o
Reverse Engineering-n DINNQ YT NNVAX YY" 'MN'YW NN WWX KCB Labs N"Nan1 CEO e
TIVI IXINN 7¢ D'MNMIAZX ,NITIO NQA 1190 NIDIN 7Y [an7 YOI
DT IR NODYT NY Ay VRP'NDYT NYXN IX YV NIRY 757 NN avnn 'pnun ign? QNN e
#reversing :ynya Nix 7w IRC-n MW o

www.cheats4gamer.com :M\NIXKA ©
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